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This book is dedicated to my AWESOME wife, Kira, who always makes me
laugh, even when I'm taking myself far too seriously.

To my parents, Irina Lagutina and Vladimir Yampolskiy.

And to my children, Ben and Maya, who listen to my dad jokes, offer
immediate and usually devastating feedback, and occasionally pretend
not to know me. And to my colleagues at SecurityScorecard, who bring
resilience, passion, and humor to the work of making the world safer every
day and somehow still put up with me.

And to everyone who has ever said, “It's probably just DNS!"



Security is a stressful profession. I've been a CISO, so | can tell you firsthand!

A few weeks into my first job as a CISO, the chairman of the board asked me
to present my plan. | arrived with a very long colorful deck: KPlIs, strategy,
priorities - the works. He looked me in the eye and said, “Alex, you're not
doing a good job. | don't hear enough people complaining about you!”

That was my introduction to a profession where even a lack of complaints
can be ared flag.

A CISO has to protect a hundred doors. An attacker only needs to find one
open door. Every week, a new security vendor promises their software will
solve everything. By Friday, three new threats have appeared, the board
wants a briefing, and someone has asked whether the entire problem can
be fixed with an Al agent.

One day it's the dark web and North Korean espionage. The next, it's Mythos,
autonomous agents, and risks we didn’t even have names for a year ago.
The security practitioners doing this work deserve enormous respect and
gratitude. They also deserve to laugh at how absurd the job can be!

That's why | wrote this book. | hope it gives you a chance to laugh with the
people who understand the work best. Security is serious. But we don’t
have to be serious every minute we do it!

Aleksandr Yampolskiy
(alex@securityscorecard.io)
New York, NY

September 2026
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What did one man-in-the-middie
3 o Proxy say to the other?

“Between You and me, we are

intercepting Something special.”
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jarbage-collect our dinner plans.”

A friend bought a Rottweiler

that hates computers.
The previous owner trained it
as a cyberattack dog.
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5 6 Why is the WAF so lonely?
Whenever anyone tries to

connect,

it puts up a wall,

Why did the buffer overflow

6 0 break up with the stack canary?
The relationship had too many
boundary issues.
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Why did the buffer overflow 74
break up with the stack canary?

The relationship had too many boundary issues.
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They're full of dead routers.

80 How do you call an instant family meeting?
Irn off the Wi-Fi and wait next to the router.
Every c( any has a test network 81
But it's the rare company that also has

network

Fivc_a. routers walk into a bar.
Which one keeps the car keys?

The designated router.




!;ﬁzi» An IPv4 address walks into a bar and says:

Vhy is a NTP server the best meditation teacher?
t keeps everyone synchronized with the present moment.
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My farm had terrible internet until | moved the router
into the horse barn.



Whois a network
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favorite Star Wars villain?

DDoS Vader.
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"Whu did the cryptacbor ouf brack up with the random-number
ramdo-numttor? It became too too probisplctey.”




What do you calla spy

with broken encryption?
An open book.
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Why did Kerberos feel like a Greek tragedy?
Too many principals were involved in the

ticket-granting scheme.
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Why was public-key encryption

11 8 confident during its speech?
Its private key was safely stored

away from the audience.
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“ -) Why did the blockchain
N developer love Inception?

Every block had to go deeper.
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Debugging is like searching for a needle in a haystack.
Except you built the haystack, hid the needle, and forgot where.
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A genie offers a product manager

one wish. The product manager

asks : “I'd love to have satisfied

CISO customers who request

sensible changes.”

The genie says, “That's a tough one.

How about | do peace in the Middle East instead?”




A recruiter asked if I'd

consider a PHpP job.
I said, “Not even remotely.”
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What do you call deleting

Microsoft Edge?
134 Cutting-edge technology-

136 entered a programming competition
took home the gold with a Oth-place finish
Why did the coder bring coffee to the meeting? 137
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My browser instructor

144 is very strict.
He is my Tor- -mentor.




How does a SQL
expert get a date?
getDate().




A programmer sees & warning 1 5 6

label and shrugs-

w\e do not worry about warnings.
We worry about errors.”
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“It is not the firewall
_ The opening liné of five hours of

troubleshooting that ends with it

being the firewall.
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lnforr_nation Security:
can SFIH do your job, we
Mmissed Something.”

u”: you

177 no longer worry about clearing
my browser history.

How do you make an
environment comple
Remove all the users.

tely secure?




CVbersecuritv and IT have
aquiet rivalry.

Each side is convinced the
other is the threat actor.
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We asked the vendor for its 1 8 9

incident-response plan.
It sent us the phone number of its lawyer.
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Our vendor’s security score

went from F to A overnight.
They fixed the vulnerability in

the sales deck!
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Our supplier said it had never
experienced a breach

Its logging system agreed.
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WE IMPLEMENTED
HUMPAN-IN-THE-LOOP
SECURITY
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The Al agent passed its

security training

Then it clicked the phishing link because
the email said, ‘lgnore previous training.’




211 Our new agent is fully autonomous
Nobody knows what it is doing, including the
ﬁh )lemented human-in-the-loop security
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The Al agent found a
zero-day vulnerability.

And a buyer.
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confidential information.

e attacker said. ‘This is an authc :

lit, and the Al apologized for the delay.

The red team asked the agent
for the company’s secrets.
The agent refused and then

provided a helpful summary.
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CHAPTER 10

ACCESS DENIED .

Stories about all-powerful hackers are exazgerated.
Not one has managed to delete my mortgage.
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| have been a hacker since age five.

22 9 | broke into Grandma'’s cabinet,
extracted several candies, and had

my sandbox access revoked
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One hacker group was blamed

for creating WannacCry.

Every other hacker group was offended
that nobody suspected them.
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What is the most reliable way to
protecta computer from hackers?

Disconnect it from the network. Not
the internet - the electrical network.
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Sam and | co-founded SecurityScorecard to help organizations
understand and reduce cybersecurity risk.

Businesses depend on a myriad of third-party partners. A security
weakness in one company can become a problem for many others.

SecurityScorecard combines security ratings and threat intelligence,
orchestrated by a swarm of agents, to help teams spot those
weaknesses, prioritize what needs fixing, and respond to threats across
their business and supply chain.

Our mission is simple: make the world a safer place.

This book is a small thank-you to the people doing that work every day!
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