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Europe’s Top 100
Financial Institutions

25% Spike in Third-Party
Breaches and Major Incidents
Reveal Deepening Crisis




Executive Summary

This report presents SecurityScorecard’s independent assessment of the top 100 financial
institutions in Europe. While only 7% experienced direct breaches, nearly all were affected
indirectly—96% through third-party and 97% through fourth-party relationships. Institutions with
stronger cybersecurity ratings were far less likely to be breached, highlighting the value of robust
cyber hygiene. Regional differences also emerged, with the UK reporting the most third-party
breaches and Malta, Luxembourg, and Portugal the fewest. These findings underscore the urgent
need to strengthen supply chain security and resilience, particularly as financial entities prepare
to meet the stringent third-party risk management requirements set out in the Digital Operational
Resilience Act (DORA).

Key Findings

Europe’s top 100 financial institutions were evaluated based on critical cybersecurity factors such as
network security, malware infections, endpoint security, patching cadence, application security, and
DNS health. The findings reveal significant vulnerabilities:

96% had a breach in their third-party
ecosystem in the last year, which is up
significantly from 78% in our previous
report

97% have a breached party in their fourth-
party ecosystem, which is up from 84% in
our previous report

7% have suffered a direct breach in the last
year, down from 8% the year before

Switzerland had the most third-party
breaches per bank, ahead of The
Netherlands and the UK, respectively. Malta,
Luxembourg and Portugal had the least.
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94% of the European financial institutions
with an A grade have not been breached in
the last year (demonstrating the importance
of having an A grade)

13% had a C rating or below (decreased
from 18% in last report European financial
report)

« The average for European companies is
31% with a C or below

Ireland, Italy and Switzerland had the highest
percentage of C grades and below.



Introduction

Europe’s financial sector has faced an intensifying wave of cyber threats, marked by a sharp rise in

both the scale and sophistication of attacks.

SecurityScorecard’s latest evaluation of the
continent’s top 100 financial institutions reveals
an urgent need to strengthen cyber resilience
across the industry.

96% of these organizations experienced
breaches within their third-party ecosystems,
up significantly from 78% in the previous report,
while 97% had a compromised entity within
their fourth-party supply chains, an increase
from 84%. These findings underscore the
systemic vulnerabilities created by increasingly
interconnected digital infrastructures.

The financial sector has not been
immune to high-profile incidents.

In November 2024, Finastra, one of the world’s
leading fintech firms based in London, suffered a
significant breach involving 400GB of stolen data,
later advertised on darknet forums. This incident
highlighted the strategic importance of securing
financial technology providers.

Additionally, the pro-Russian hacker group
Noname057(16) targeted several Czech banks
with Distributed Denial of Service (DDoS)
attacks, disrupting customer-facing services and
reinforcing the sector’'s exposure to politically
motivated cybercrime.

Despite these threats, there were
signs of progress.

Only 7% of institutions suffered a direct breach in
the past year, a slight decrease from the previous
report.

The proportion of firms receiving a C rating

or below fell to 13%, down from 18%, and
significantly lower than the European industry
average of 31%.

Notably, 94% of institutions with an A grade
were not breached, providing clear evidence that
strong cyber hygiene significantly reduces risk.
However, regional disparities remain.

The UK recorded the highest number of third-
party breaches, followed by Germany and
Switzerland, while Malta, Luxembourg, and
Portugal had the fewest. Ireland, Italy, and
Switzerland showed the highest proportion of
C-rated organizations and below.

These developments make it clear that financial
institutions must double down on proactive
defense measures, continuously monitor third-
party exposure, and build resilience against a
threat landscape that is evolving faster than
ever—steps that will be critical for compliance
with the Digital Operational Resilience Act (DORA)
taking effect across the EU.



The cyber threat landscape

of Europe’s largest financial
Institutions
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Supply chain vulnerabilities create all-too-easy Previous SecurityScorecard research found that
points of entry for adversaries. Organizations 98% of companies have a relationship with
are only as secure as their weakest link. Even a third-party that has been breached. In this
companies that invest large sums into security report, sectors with the lowest security ratings
still face risks from third- and fourth-party have the most complex attack surfaces due to
vulnerabilities. the sheer number of their third, fourth, and nth

party vendors.

A 25% surge in third-party breaches among Europe’s top financial institutions
is more than a warning, it’s a call to action. Cyber threats are no longer confined
to the perimeter. They're embedded deep within supply chains, exposing even
the most fortified organizations. With the European financial sector valued

in the trillions, the potential economic fallout from unchecked cyber risk is
staggering. In today’s environment, visibility and accountability across the
entire digital ecosystem are essential. Institutions must move beyond surface-
level controls and build resilience from the inside out.”

— Corian (Cory) Kennedy, Senior Manager, Threat Insights & Attribution, SecurityScorecard



Most secure countries

Malta, Luxembourg and Portugal had the least
third-party breaches per bank compared to the
rest of Europe, as well as all scoring a B or higher
for their banks’ cybersecurity ratings.

Data breaches can have severe consequences
for banks in Europe, including regulatory penalties
under GDPR, which can reach up to €20 million
or 4% of global turnover. Financial impacts range
from breach response costs to operational
disruptions and higher insurance premiums.
Reputational damage is also significant, often
resulting in lost customer trust, investor concern,
and long-term brand harm.

These consequences underscore why third-
party breaches are more than technical failures,
they reveal critical gaps in oversight and risk
governance. The disparity between countries
highlights the value of proactive cybersecurity
and robust third-party risk management as
essential pillars of financial stability.

Highest third-party breaches

Switzerland recorded the highest rate of third-
party breaches per bank over the past year,
followed by the Netherlands and the UK.

On June 13, 2024, ZUrcher Kantonalbank
experienced a data breach in which customers
using the ZKB app were able to view the account
balances, IBAN numbers, and real names of
other customers. While sensitive information

was exposed, there was no reported impact on
customer deposits.

Later that month, on June 25, Credit Suisse
reported a cyberattack in which a threat

actor accessed and leaked personal data of
approximately 19,000 Indian employees. The
compromised information included names, email
addresses, dates of birth, and other sensitive
details. The full extent of the breach remains
under investigation.

These incidents highlight the growing risks
hidden within complex digital ecosystems and
reinforce the urgent need for banks to enhance
visibility, accountability, and control across their
third-party environments.
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Score comparison by country

Cybersecurity risks transcend national borders,
making this a shared challenge for financial
institutions across Europe. As digital supply
chains grow more complex, collaboration across
countries, including between governments,
regulators, and industry, is essential to strengthen
overall resilience.

Some countries, such as Malta, Luxembourg, and
Portugal, stood out as more secure, reporting
the fewest third-party breaches per bank and
maintaining cybersecurity ratings of B or higher.

By contrast, Switzerland, the Netherlands, and
the UK, recorded the highest breach rates,
pointing to underlying gaps in third-party risk
oversight. Ireland, Italy, and Switzerland also had
the highest proportion of institutions rated C or
below, emphasizing the need for stronger risk
governance in these markets.
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SecurityScorecard’s Global Third-Party Breach
Report shows that 75% of third-party breaches
affect the software and technology supply chain.
Incidents like SolarWinds, Log4j, and MOVEit
highlight just how easily risks in one part of the
digital ecosystem can impact many others. For
financial institutions, this means cybersecurity
isn’t just about protecting their own systems, it's
also about understanding and managing the risks
linked to their partners and vendors.

These examples make it clear: building resilience
requires greater visibility into third-party
relationships and a stronger commitment to
shared responsibility. Every company in this
analysis has the opportunity to take proactive
steps that not only strengthen their own defenses
but also support a more secure, collaborative
environment across the sector.


https://securityscorecard.com/resource/global-third-party-breach-report/
https://securityscorecard.com/resource/global-third-party-breach-report/

Cyber risk concentration:

A growing concern

According to the Global Cyber Resilience Scorecard, ten threat actor groups are responsible for 44%
of global cyber incidents—with the C10p cybercrime group being the most prolific perpetrator of third-
party breaches. The ten other threat actor are:

1. APT28: This group is responsible for over 6.32% of 6. Earth Berberoka: Accounts for 4.38% of the total
the incidents, making it the most active threat actor in incidents.

the dataset. 7. APT40: Contributes to 3.48% of the incidents.
2. Cobalt Group: Accounts for 5.80% of the incidents.

8. Energetic Bear: Also contributes to 3.48% of the
Sandworm Team: Represents 5.02% of the incidents. incidents, closely matching APT40.
4. Equation Group: Contributes 4.89% to the total 9. Leafminer: Makes up 2.91% of the incidents.

number of incidents. 10. Luckycat APT: Accounts for 2.88% of the incidents.

5. APTA41: Responsible for 4.85% of the incidents.

A growing number of businesses rely on the same small group of technology providers, and that's
creating a real concentration of risk. In our report Redefining Resilience: Concentrated Cyber Risk
in a Global Economy, developed with insights from McKinsey & Company, we found that just 15
companies make up 62% of the global tech market.

That kind of dominance means that when something goes wrong, whether it's a system failure or a
cyberattack, the ripple effects can be massive. These companies support huge parts of the economy,
so any disruption can impact thousands of others downstream.

Take the cyberattack on Change Healthcare earlier this year. When they were hit, more than 100
systems had to be taken offline, leaving many healthcare providers struggling to operate.

It's a reminder that building resilience isn’t just about protecting ourselves, it's also about
understanding who we depend on.


https://securityscorecard.com/?post_type=resource&p=7685
https://securityscorecard.com/?post_type=resource&p=7685
https://securityscorecard.com/blog/change-healthcare-ransomware-attack-spotlights-single-point-of-failure-with-third-party-vendor/

Benchmarking across Europe

Top 100 companies ® 3% of Scandinavian companies
breached in the last ® 4% of French companies
year ® 12% of UK companies

8% of German companies

® 3% of Italian companies

Top 100 companies with a breached entity in their third-party ecosystem
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of Scandinavian of French of UK of Italian of German
companies companies companies companies companies

Supply chain risk extends beyond third-parties

While third parties typically receive most of the The potential impact of these breaches is
supply chain scrutiny, fourth-party vendors also clear from recent events. The MOVEit exploit,
create significant risk. discovered in the spring of 2023, continues to

disrupt operations and cause financial strain, with

Thi t sh that 98% of th i ) . -
's report shows that 98% of the companies projected costs exceeding $65 billion USD.

have a breached entity in their third-party

ecosystem. This is consistent with another For more comprehensive guidance and best
SecurityScorecard report which shows that 98% practices, refer to SecurityScorecard’s 2025
of Europe’s top companies have a breached report, “Global Third-Party Breach Report”.

entity in their fourth-party ecosystem. These
threats underscore the importance of identifying
and assessing the security posture of all Nth
parties in a company’s digital ecosystem.


https://securityscorecard.com/resource/global-third-party-breach-report/

Recommendations

Improving cybersecurity hygiene is a top priority for many companies. While most received relatively
high cybersecurity ratings, nearly all have faced third- and fourth-party breaches, exposing them to
significant risks. To reduce these risks and strengthen their cybersecurity stance, SecurityScorecard
recommends the following actions:

Focus on application and network security: + Endpoint Security
All companies should prioritize improving Strengthen the security of all endpoints, including

o . laptops, desktops, mobile devices, and BYOD
application and network security. These two devices. Identifying and addressing vulnerabilities in

aspects are fundamental to safeguarding these endpoints is crucial.

against a wide range of cyber threats. . Patching Cadence

Establish a consistent and timely patching cadence
for your systems, software, and hardware. Frequent

updates help mitigate kKnown vulnerabilities.

High-risk companies: In addition to improving
application security and network security,
these high-risk companies should place special

emphasis on: All companies need to know not only their score,
* DNS Health but the factors that influence it. Any company

Ensure the health and integrity of your Domain Name can obtain a detailed report on their score for
System (DNS) configurations. Misconfigurations in .
free from SecurityScorecard.

this critical component can lead to vulnerabilities.

Conclusion

A Wake-Up Call for Europe’s Financial Sector

Europe’s financial institutions just got a serious warning: the real danger isn't always the front door—it’s
who's holding the spare keys. While only a small number of banks were directly breached, nearly all were
affected through third and even fourth parties. A 25% spike in third-party breaches makes one thing
very clear: cyber risk is no longer something you manage internally—it's something that lives across your
entire digital ecosystem.

Even the most secure banks are being exposed through weak links in their supply chain. The data backs
it up, 94% of institutions with top ratings avoided breaches altogether. That's not luck. That’s the payoff
of consistent, proactive cybersecurity.

As DORA regulations tighten and threats continue to evolve, now is the time to rethink how cyber risk
is monitored and managed. Financial institutions need full visibility into their vendor networks, smarter
prioritization of risks, and faster ways to respond before threats spiral into incidents.

The good news? It's possible and the institutions that move early will be the ones that set the standard
for resilience across the industry.



Methodology

A dynamic threat landscape requires real-

time risk assessment. Cyber risk must be
evaluated based on up-to-the-minute data.
SecurityScorecard gathers significant amounts
of non-intrusive data on the cybersecurity
performance of companies around the world.
Using this data, we're able to score companies’
cyber defenses. We produce an overall score,
graded A-F, based on ten factors that are
predictive of a security breach.

Appendix | What are security ratings?

The report covers the cybersecurity posture of
the top 100 financial institutions in Europe by
assets under management (AUM) from 18th
March 2024 to 18th March 2025

SecurityScorecard provides organizations with a comprehensive view of security posture for companies, including third-

and fourth-party risk.

Security Ratings are entirely evidence-based; everything is scored on an underlying and transparent observation, based
on scans of the entire IPv4 space. Correlated with incidence data, SecurityScorecard factors provide insight that can
help organizations focus on areas that need the most attention to reduce their risk exposure. Here are the ten factors:

« Network Security checks for open ports (such
as SMB and RDP), insecure or misconfigured SSL
certificates, database vulnerabilities, and loT
vulnerabilities.

« DNS Health checks for misconfigurations, such
as Open Resolvers, and checks for recommended

configurations for DNSSEC, SPF, DKIM, and DMARC.

« Patching Cadence measures the frequency of
updates for an organization’s identified services,
software, and hardware.

- Endpoint Security measures the versions and
exploitability of laptops, desktops, mobile devices,
and BYOD devices that access an organization’s
networks.

- IP Reputation signals are collected by
SecurityScorecard’s sinkhole system, which ingests
millions of malware signals from commandeered
Command and Control (C2) infrastructures from all
over the world. Identified infected IP addresses are
mapped back to impacted organizations.

Hacker Chatter is collected from underground and
dark web locations discussing targeted organizations
and IP addresses.

Information Leak consists of compromised
credentials that have been exposed as part of a data
breach or leak, keylogger dumps, pastebin dumps,
database dumps, and other information repositories.

Social engineering involves measuring the use of
corporate accounts in social networks, financial
accounts, and marketing lists.

Cubit Scores are calculated using
SecurityScorecard’s proprietary threat algorithm

that measures a collection of critical security and
configuration issues, such as exposed administrative
control panels.

Application Security utilizes threat intel on
exploitable conditions from white hat CVE, black hat
databases, and search engine findings
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ABOUT SECURITYSCORECARD

SecurityScorecard created Supply Chain Detection and Response (SCDR), transforming
how organizations defend against the fastest-growing threat vector—supply chain
attacks. Our industry-leading security ratings serve as the foundation and core
strength, while SCDR continuously monitors third-party risks using our factor-based
ratings, automated assessments and proprietary threat intelligence, to resolve threats
before they become breaches. MAX enables response and remediation capability,
working through our service partners to protect the entire supply chain ecosystem
while strengthening operational resilience, enhancing third-party risk management, and
mitigating concentrated risk.

Trusted by over 3,000 organizations—including two-thirds of the Fortune 100—and
recognized as a trusted resource by the U.S. Cybersecurity & Infrastructure Security
Agency (CISA). Backed by Evolution Equity Partners, Silver Lake Partners, Sequoia
Capital, GV, NGP, Intel Capital and Riverwood Capital, SecurityScorecard delivers
end-to-end supply chain cybersecurity that safeguards business continuity. For more
information, visit securityscorecard.com or connect with us on LinkedIn.

SecurityScorecard

SecurityScorecard.com
info@securityscorecard.io

©2025 SecurityScorecard Inc. All Rights Reserved.



