
DEFENDING 
THE FINANCIAL 
SUPPLY CHAIN

2025 Report: Strengths and Vulnerabilities 
in Top Fintech Companies



EXECUTIVE SUMMARY

This report presents a comprehensive analysis of the cybersecurity posture of 250 of the world’s top fintech companies. As 
critical enablers of digital finance, these organizations play a central role in the operational infrastructure of financial 
institutions. Their unique position—at the intersection of finance and technology—places them at heightened risk from both 
direct cyberattacks and supply chain compromises.

Drawing on SecurityScorecard’s security telemetry, breach data, and scoring methodology, the report identifies areas of 
strength, persistent vulnerabilities, and systemic risk patterns across the fintech sector. It also provides practical insights 
tailored to security leaders, third-party risk teams, and compliance professionals tasked with managing cybersecurity risk in 
a complex, interconnected ecosystem.

KEY FINDINGS

Fintech companies demonstrate 
above-average cybersecurity 
performance, with a median 
security score of 90 and over half 
(55.6%) earning an “A” rating—the 
highest distribution recorded 
across any industry sample 
to date.

Technology products and 
services enabled 63.9% of 
third-party breaches, with file 
transfer software and cloud 
platforms being the most frequent 
points of compromise.

Despite strong ratings, 18.4% 
of companies experienced at 
least one publicly reported 
breach. 28.2% of those 
breached companies had 
multiple breaches and 
accounted for 50.7% of all 
breach incidents.

The weakest security areas 
were Application Security and 
DNS Health, with nearly half the 
companies scoring lowest in the 
former category.

41.8% of reported breaches 
were involved third-parties. 
An additional 11.9% were 
fourth-party breaches, a figure 
more than double the global 
cross-industry average.

Digital Assets and Business 
Process Solutions segments 
showed the lowest overall 
security scores, raising 
concerns about potential 
exposure in areas such as 
cryptocurrency, fraud 
management, and back-
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STRATEGIC INSIGHTS BY ROLE
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be integrated into compliance review processes   

Security Operations Center (SOC) Teams

Third-Party Risk Managers (TPRM)

Vendor ecosystems must be assessed not only on 

evaluated in the context of shared customers across 



TABLE OF CONTENTS

04Defending the Financial Supply Chain | 2025 Report: Strengths and Vulnerabilities in Top Fintech Companies

Introduction 05

FinTech Cybersecurity Posture Overview 06

Third- and Fourth-Party Risk Landscape 08

Breach Trends and Threat Actor Findings 10

Geographic Risk Insights 15

Most Common Risk Factors 17

Interpretation and Risk Implications 18

20

What these Failures Mean 21

Typosquatting and Credential Leakage 23

Malware and Compromised Systems 25

Attack Enabled Breakdown 27

30

Recommended Security Controls 32

Summary of Findings 36

Appendix 38

12

Segment Spotlights 13



INTRODUCTION

Fintech companies are now essential components 

companies with strong internal cybersecurity programs 

WHY FINTECH IS 
UNIQUELY EXPOSED

This means:

•

•

•

Financial institutions are outsourcing critical 

fall victim to indirect breaches originating from 

METHODOLOGY OVERVIEW

STRUCTURE OF THIS REPORT
The following sections provide:

•

•

•

•

•

05Defending the Financial Supply Chain | 2025 Report: Strengths and Vulnerabilities in Top Fintech Companies



Fintech companies in this sample recorded the highest overall cybersecurity performance observed by SecurityScorecard 

TECH VENDOR COMPARISON

FURTHER HIGHLIGHT FI NTECH’S LEADERSHIP

48% 46% 40-45%

 48% 

Healthcare S&P 500 Federal Contractors

Energy and Insurance Aviation Top 150 Tech Vendors

46% of companies in 
the S&P 500 reached 

40–45% was typical for 
top federal contractors 

87.2% 12.8%

FINTECH CYBERSECURITY POSTURE OVERVIEW
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INTERPRETING THE RATING CURVE

STRATEGIC INSIGHTS BY ROLE

RATING CATEGORIES AND BREACH LIKELIHOOD
SecurityScorecard’s internal breach correlation model provides additional context for understanding
score categories:

2.9x higher breach
 5.4x more likely to breach 
9.2x more likely

 13.8x more likely

•
•
•
•

SOC Teams
•

patching cadence and app security (detailed in later 

GRC Professionals
•

and can be used as a continuous monitoring      
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CISOs

Third-Party Risk Managers



THE SUPPLY 
CHAIN EXPOSURE

 remain a 

indirect relationships increasingly serve as 

BREACH RECURRENCE 
AND RISK PREDICTION
Breach patterns show a clear correlation between 

a history of 
breaches is one of the most reliable predictors of 
future incidents

BREAKDOWN OF 
BREACH ENABLERS

breaches based on the nature of the enabling 

63.9% of enabling relationships were technical 
in nature

36.1% were non-technical relationships

•

•

•

compromised customer accounts are reused across 

COMMON ENABLING 
TECHNOLOGIES
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•

•

•

•

•
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STRATEGIC INSIGHTS BY ROLE

SOC Teams
•

Third-Party Risk Managers
•

•

GRC Professionals
•

CISOs
Breach history should be a core input in vendor scoring 

vendors to disclose downstream 



BREACH TRENDS AND THREAT ACTOR FINDINGS
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BREACH FREQUENCY
AND RECURRENCE

a prior breach is 
not a completed event—it’s a future indicator.

INSIDER THREATS AND 
INTERNAL ACTORS

they can bypass the strong perimeter controls that 

MALWARE AND
ENDPOINT EXPOSURE

the 250 companies:

7.6% had observable signs of malware 

6%.

observed in less than 1% of cases.



RANSOMWARE AND THE SUPPLY CHAIN

•
•
•

Notable threat actors included:

C10p ransomware:
UNC5537:
LockBit, AlphV/BlackCat, Abyss, RansomHouse, Conti:
UNC3944, pompompurin, abyss0:

•
•
•
•
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STRATEGIC INSIGHTS BY ROLE

CISOs
•

•
should extend beyond perimeter defenses and include 

SOC Teams
•

•

Third-Party Risk Managers
•

•

Vendors with repeat breaches are statistically more 

Review vendor breach history as part of annual 

•

•

GRC Professionals
Breach history and internal compromise indicators 



PERFORMANCE ACROSS FINTECH SEGMENTS
The 250

Digital 
Assets and Business Process Solutions (BPS)

SEGMENT SCORE SUMMARY (MEAN/MEDIAN):
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SEGMENT

90 92

90 91

89 92

89 91

88 93

88 90

87 88

MEAN MEDIAN

Wealth Technology

Payments

Financial Planning

Business Process

87 88



BUSINESS PROCESS 
SOLUTIONS (BPS)

PAYMENTS

represented among:

FINANCIAL PLANNING

The volatility suggests uneven investment in security 

OTHER SEGMENTS
(ALTERNATE FINANCE, WEALTHTECH, 
NEOBANKING, BAAS/OPEN BANKING)

These groups generally performed above the sector 
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This segment includes vendors providing  accounting 

Lowest average score of all segments.

Common vulnerabilities include exposed web 

DIGITAL ASSETS

Risk Implication:

Risk Implication: Their brand visibility and user 

Risk Implication: High variation in controls 
across similar service providers may complicate 

Risk Implication:

SEGMENT SPOTLIGHTS
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STRATEGIC INSIGHTS BY ROLE

CISOs

customer credential exposure as part of incident 

SOC Teams
•

Third-Party Risk Managers GRC Professionals



GEOGRAPHIC RISK INSIGHTS

REGIONAL SCORE PERFORMANCE

 scored lower than 
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REGIONAL SECURITY SCORE SUMMARY (MEAN/MEDIAN):

WHAT EXPLAINS THESE TRENDS?
EASTERN EUROPE

REGION

91 92

90 92

89 91

89 90

89 90

89 89

84 87

MEAN MEDIAN

& Caribbean

83 86
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SOUTH AND SOUTHEAST ASIA

BRAZIL AND LATIN AMERICA

CHINA AND NORTHEAST ASIA

SUB-SAHARAN AFRICA

INTERPRETING GEOGRAPHY AS A RISK FACTOR

STRATEGIC INSIGHTS BY ROLE

CISOs

Be prepared to defend vendor selections in 

SOC Teams

patching delays from vendors in regions with      

Third-Party Risk Managers GRC Professionals
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MOST COMMON RISK FACTORS

RISK FACTOR DISTRIBUTION

RISK FACTOR

46.4% 80

31.6% 76

15.2% 81

3.6% 74

2.4% 84

0.8% 46

% OF COMPANIES

DNS Health

Patching Cadence

81

78

82

77

88

46
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APPLICATION SECURITY
Fintech companies often expose complex web 

DNS HEALTH

especially missing or malformed Sender Policy 

companies to:

NETWORK SECURITY

PATCHING CADENCE

those that did had mean overall security scores well 

IP REPUTATION

SCORE WEAKNESS AS 
A RISK SIGNAL

suggests these two areas may serve as early indicators 

INTERPRETATION AND RISK IMPLICATIONS

Reduced deliverability of                          



19Defending the Financial Supply Chain | 2025 Report: Strengths and Vulnerabilities in Top Fintech Companies

STRATEGIC INSIGHTS BY ROLE

CISOs
•

•

Third-Party Risk Managers

SOC Teams
•

GRC Professionals
• •
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SPECIFIC TECHNICAL ISSUES

TOP TECHNICAL ISSUES BY FREQUENCY

ISSUE

SSL/TLS service Network Security 32%

Application Security 13.6%

Application Security 11.2%

Application Security 10.8%

DNS Health 10%

DNS Health 3.6%

Application Security 6%

CATEGORY % OF COMPANIES

Website references

HTTP present in
redirect chain

Secure attribute Application Security 2%

browser observed Endpoint Security 3.2%

DNS Health 1.2%



WHAT THESE FAILURES MEAN

WEAK SSL/
TLS CONFIGURATIONS

•
•
•

UNSAFE SUBRESOURCE 
INTEGRITY (SRI)

OBJECT STORAGE 
MISCONFIGURATION

INSECURE 
REDIRECT CHAINS

DNS SPF/DMARC ISSUES

send fraudulent messages that appear to come from   

SESSION COOKIE 
MISCONFIGURATIONS

IMPLICATIONS FOR 
DETECTION AND RESPONSE

Their persistence in a sector that scores highly 
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STRATEGIC INSIGHTS BY ROLE

CISOs
Demand technical validation of security claims •

•

Third-Party Risk Managers

SOC Teams
•

•

GRC Professionals
•

•

•

•



TYPOSQUATTING AND CREDENTIAL LEAKAGE
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TYPOSQUATTING EXPOSURE

184 of 250 companies (73.6%) had at least one 

median number of 
typosquatted domains was 162.

some companies having as many as 2,300 
spoofed domains.

The highest concentrations were associated with 
U.S.-based companies in the Payments and 
Digital Assets 

and Coinbase had among the highest volumes of 

with:

High consumer visibility

Financial transaction functionality

•

•

•

CREDENTIAL LEAKAGE

198 of 250 companies (79.2%) had at least 
one compromised credential in the 

median 
of 26 and a mean of 912.

30,000 compromised 
credentials associated with their domai

customer credentials
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COMBINED RISK: DOMAIN SPOOFING + CREDENTIAL THEFT

STRATEGIC INSIGHTS BY ROLE

Spoofed domain captures credentials1
2

CISOs
•

•

Third-Party Risk Managers

SOC Teams
•

Flag account access attempts from reused 

GRC Professionals

segments for domain abuse protection programs and 
•

•

•



MALWARE AND COMPROMISED SYSTEMS
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OBSERVED MALWARE AND 
ENDPOINT COMPROMISE

These numbers represent machines inside corporate 

showing behavioral patterns consistent with 

Adware infections:

Other malware:

Maliciously repurposed machines 

Ransomware: 

Information stealers: 

signs of endpoint compromise or malicious use of 

This includes:

WHAT THE DATA MEANS

endpoint can:

threat actors

unusually high infection rates and poor overall 

ENDPOINT INFECTIONS VS. 
INFRASTRUCTURE ABUSE

Botnet C2 nodes

Proxies for spam or scanning

•

•

•

These indicators can suggest:

Poor egress controls

Lax internal monitoring

•

•

•
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STRATEGIC INSIGHTS BY ROLE

•
•

CISOs
•

•

SOC Teams
•

•

Correlate malware detections with lateral movement 

Third-Party Risk Managers

trigger enhanced due diligence and 

GRC Professionals



ATTACK ENABLERS BREAKDOWN
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TYPES OF BREACH ENABLERS

two dimensions:

Nature –
Scope –

•
•

CATEGORY

33.3%

30.6%

22.3%

13.8%

% OF BREACHES

SUMMARY BREAKDOWN OF ENABLERS



TOP TECHNICAL ENABLERS

File Transfer Software

Cloud Storage Services                                                                                                                                                                         

Email/Customer Communication Platforms                                                                                                                                                  

Collaboration and Productivity Tools                                                                                                                                                            

Chatbots and Customer-Facing Tools                                                                                                                                                                     

Bank Accounts and Payment Cards                                                                                                                                                         

Corporate Structure & Acquisitions                                                                                                                                                                                      

Legal and Marketing Vendors                                                                                                                                                                           

                                                                                                                                                                               

Payment Processors and APIs                                                                                                                                                                                      

Banking & Accounting Software                                                                                                                                                                              
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WHAT THIS MEANS FOR FINTECH RISK

STRATEGIC INSIGHTS BY ROLE
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Technical enablers accounted for nearly two-thirds of all 

CISOs SOC Teams
•

Watch for anomalies tied to common productivity or 

Third-Party Risk Managers GRC Professionals
•



CREDENTIAL STUFFING AND THE
FINANCIAL SUPPLY CHAIN

BEYOND THE BREACH: CREDENTIAL REUSE AS SYSTEMIC RISK

reused credentials

CASE INCLUSION                       
AND JUSTIFICATION

WHY CREDENTIAL STUFFING 
IS A SUPPLY CHAIN PROBLEM

campaigns in this report’s breach dataset due to their 
scale and impact:
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For example:

PayPal 

Those credentials are then tested against 
Payoneer, Alipay



DETECTION CHALLENGES

STRATEGIC INSIGHTS BY ROLE
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CISOs

credential use and notify partners when targeting 

SOC Teams

Third-Party Risk Managers

abuse is observed using credentials not stolen from 

GRC Professionals



OVERVIEW

PRIORITY CONTROLS BY RISK DOMAIN

1. Application Security

What We Saw: 

32Defending the Financial Supply Chain | 2025 Report: Strengths and Vulnerabilities in Top Fintech Companies

Recommendations:

•

•

•

•

•

Relevant
CIS Controls:

•

•

RECOMMENDED SECURITY CONTROLS
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What We Saw: 

Recommendations:

•

•

•

•

Relevant
CIS Controls:

•

•

3. Credential Protection and Abuse Prevention

What We Saw: 

Recommendations:

Relevant
CIS Controls:

•

•



4. Patching and Vulnerability Management

What We Saw: 

Recommendations:

Relevant
CIS Controls:

•

•

5. Third- and Fourth-Party Risk Oversight 

What We Saw: 

Recommendations:

•

•

•

Relevant
CIS Controls:

•

•
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EMBEDDING CONTROLS INTO ORGANIZATIONAL PRACTICE

CISOs

Drive investment toward controls that mitigate 

•

•

SOC Teams
•

•

Third-Party Risk Managers
•

•

GRC Professionals
•

•



SUMMARY OF FINDINGS

41.8% of breaches originated from third-party relationships.

Credential abuse is systemic

Repeat breaches are predictive

•

•

•

•

OPERATIONALIZING THIS REPORT

•

•

•

•

•

Use Cases:

Vendor Selection and Review

Procurement and Contracting

Incident Preparedness and SOC Use

Policy and Compliance Review

Treat credential abuse and phishing impact as 

•

•

•

•

•

•
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WHAT COMES NEXT: ACT WITH SCDR

•

•

•

•



APPENDIX
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A. METHODOLOGY

Data Collection

Security Ratings: 

IP Reputation: 

Credential Leaks: 

Typosquatting Domains: 

Publicly Reported Breaches:

•

•

•

•

•

Analytical Scope

•

•

•

•

•

•



B. REFERENCES

visit 

healthcare insurance

•

•

•

•

•

•
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