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Executive Summary
A botnet of over 130,000 compromised devices is conducting large-scale password spraying attacks against 
Microsoft 365 (M365) accounts, exploiting non-interactive sign-ins with Basic Authentication. This technique 
bypasses modern login protections and evades MFA enforcement, creating a critical blind spot for security 
teams. Attackers leverage stolen credentials from infostealer logs to systematically target accounts at scale.

These attacks are recorded in Non-Interactive Sign-In logs, which are often overlooked by security teams. 
Attackers exploit this gap to conduct high-volume password spraying attempts undetected. This tactic has 
been observed across multiple M365 tenants globally, indicating a widespread and ongoing threat. As we have 
seen direct evidence of this behavior in our Non-Interactive Sign-In logs, we encourage anyone operating a 
M365 tenant to immediately verify whether they are affected, and if so, to rotate credentials belonging to any 
organization accounts in the logs.

Key Risks
•	 Account Takeovers – Threat actors gain unauthorized access.

•	 Business Disruption – Account lockouts impact operations.

•	 Lateral Movement – Attackers pivot within the network.

Organizations relying solely on interactive sign-in monitoring are 
blind to these attacks. Non-interactive sign-ins, commonly used 
for service-to-service authentication, legacy protocols (e.g., POP, 
IMAP, SMTP), and automated processes, do not trigger MFA in 
many configurations. Basic Authentication, still enabled in some 
environments, allows credentials to be transmitted in plain form, 
making it a prime target for attackers.

Microsoft has been progressively deprecating Basic Authentication, with full retirement of SMTP AUTH 
planned for September 2025. Despite the ongoing deprecation, the behavior described in this report 
presents an immediate threat.
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Proactive monitoring and swift containment are critical to defending against this large-scale, botnet-driven 
threat targeting M365 environments.

Disclaimer

Analysis, including ratings and statements, in the content of this document are statements of opinion of relative future security risks 
of entities as of the date they are expressed, and not statements of current or historical fact as to safety of transacting with any entity, 
recommendations regarding decision to do business with any entity, endorsements of the accuracy of any of the data or conclusions or 
attempts to independently assess or vouch for the security measures of any entity. SECURITYSCORECARD PARTIES DISCLAIM ANY 
AND ALL EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, (1) ANY WARRANTIES OF MERCHANTABILITY 
OR FITNESS FOR A PARTICULAR PURPOSE OR USE, (2) ACCURACY, RESULTS, TIMELINESS AND COMPLETENESS, (3) FREEDOM 
FROM BUGS, SOFTWARE ERRORS AND DEFECTS, (4) THAT THE CONTENT'S FUNCTIONING WILL BE UNINTERRUPTED AND (5) 
THAT THE CONTENT WILL OPERATE WITH ANY SOFTWARE OR HARDWARE CONFIGURATION. The views and opinions expressed 
in any comment in this Company's Scorecard are those of the authors of such comments, and do not reflect the official policy, position, or 
views of SecurityScorecard or any other entity. 
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Threat Overview
Threat Actor: Likely a Chinese-affiliated Group  (attribution is ongoing).

TTPs: Password spraying, Non-interactive sign-ins, Basic authentication abuse, Use of stolen credentials, 
Proxy-based evasion.

Target: M365 accounts across multiple organizations.

Infrastructure:
•	 Command and Control: Six servers hosted in Servers Hosting in US

•	 Proxies: Heavy use of proxies hosted in UCLOUD. HK and CDS Global Cloud. 

•	 Botnet Devices: A 4hr period snapshot showed the C2 servers talking to over 130,000 compromised 
devices. 

The botnet systematically attempts stolen credentials from infostealer logs across a wide range of M365 
accounts, minimizing account lockouts while maximizing the probability of compromise. Non-interactive sign-
ins via basic authentication allow the attackers to evade MFA enforcement and potentially bypass Conditional 
Access Policies (CAP). The attackers have identified a method that causes login events to be logged in the 
Non-Interactive Sign-In logs, which may result in reduced security visibility and response.

Impact
•	 Account Compromise: Potential unauthorized access to sensitive data, emails, and collaboration tools.

•	 Business Disruption: Possible account lockouts or service slowdowns due to repeated login attempts.

•	 Lateral Movement: Use of compromised accounts for internal phishing or further exploitation.

•	 MFA Evasion: Non-interactive logins bypass MFA enforcement.

•	 CAP Bypass Potential: Conditional Access Policies may be bypassed depending on implementation.

Indicators of Compromise (IoCs)
Password Spraying:

•	 Unusual non-interactive login attempts recorded in Non-Interactive Sign-In logs.

•	 Multiple failed login attempts for a single account from multiple IP addresses.

•	 User-agent strings associated with automated tools (e.g., “fasthttp”).

Botnet:
Communications to any of the IPs identified as C2: 70.39.115.74

70.39.120.10
204.188.218.178
204.188.218.179
204.188.210.226
204.188.210.227
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Initial Investigation Analysis
Initial investigation was conducted when a number of failed sign-in attempts were noted in the non-interactive 
sign-in logs on a Microsoft 365 tenant which the STRIKE team was given access to. 

Interestingly,  the attackers are  using basic authentication methods. Events associated with the spraying all 
use “fasthttp” as the user agent. Searching online highlighted a number of posts talking about the same type of 
attack we were seeing. 

A blog post from SpearTip also shows a similar type of attack but no mention of the non-interactive logs.

Figure 1. EntraID Non Interactive Sign-in Logs.

Figure 2. Twitter post from https://x.com/
TekDefense/status/1882151885328810034

mailto:info%40securityscorecard.io?subject=
https://www.speartip.com/fasthttp-used-in-new-bruteforce-campaign/


©2025 SecurityScorecard Inc. All Rights Reserved.

SecurityScorecard.com 
info@securityscorecard.com

Netflow Analysis

Assessing the netflow data, STRIKE identified recurring IP addresses involved in communication to all 
attackers’ IP addresses. 

This IP address (204.188.210.226) is hosted at Servers Hosting in US. The majority of traffic associated 
with this netflow was occurring over ports 12341 and 12342, there was also another port being used less 
frequently (12348).  Further investigation revealed that this other port is seen being used by 6 different servers. 
Assessment of IPs talking to the same 6 IP addresses over the same port highlighted two primary hosting 
providers being used. Both have affiliation with China. CDSC-AS1 and UCLOUD HK. 

CDS Cloud is a cloud provider with links to China. 

Figure 4. CDSC-AS1 Hosted server communicating with C2 servers. 

Figure 5. CDS Cloud Company Information

Figure 3. Common communication with compromised hosts.

mailto:info%40securityscorecard.io?subject=


©2025 SecurityScorecard Inc. All Rights Reserved.

SecurityScorecard.com 
info@securityscorecard.com

Context on the Servers Hosting in US Server
Servers Hosting in US had an “F” rating in the SecurityScorecard TPRM platform. An “F” rating correlates 
over 14 times higher to a risk of breach than an “A” rating. However, in this case, it is clear the rating is a better 
indication of the rampant malicious activity being carried out by customers of the platform. In particular, there 
are at least 11 IP addresses on a majority of openly available IP blocklists, 246 IPs running SMTP on non-
standard ports, and 274 potentially unwanted applications/trackers being hosted. The trackers in particular we 
also observed on the netflow logs between the aforementioned servers.

C2 Server Investigation
The 6 identified C2 servers have similar ports open:

Port Service Possible Use
1002 Unassigned (Often RPC related) Unknown
2181 Zookeeper Likely managing a Kafka distributed botnet setup
3306 MySQL Could store stolen data or botnet configuration
6379 Redis Potential key-value store for botnet related tasking
7779 Unknown Unknown
8081 Jetty web service Zookeeper query service

10050 Zabbix Agent Potential botnet monitoring
33060 MySQL X Protocol Likely used with MySQL service

Figure 6. UCLOUD HK Hosted server communicating with C2 servers.

Figure 6. UCLOUD HK Hosted server communicating with C2 servers.
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In addition to the services above, the following table of ports is common across all identified C2 servers:

Port Possible Use
12341 Likely Botnet C2 channel (Client Registration)
12342 Possibly used for tasking infected hosts
12347 Possible data exfil or backup C2
12348 High probability of main C2 command execution

The following image shows a subset of netflow data (taken from the top 5000 active IPs), the color of 
connecting lines denoting the port used Red:12341, Blue:12342, Yellow:12348.  The yellow nodes (red arrows) 
are the suspected C2 servers, while the light blue nodes are compromised devices.

These servers are running Apache Zookeeper, a distributed system coordination framework, which would 
indicates a likely technology choice to run a  distributed campaign. It is worth noting that the use of Zookeeper, 
an industry-standard for distributed systems development, could indicate a sophisticated threat actor with 
strong software engineering knowledge, given the complexity of running a Zookeeper cluster at scale. Access 
to port 8081 is not restricted and it was possible to query the servers to establish further details including 
uptime. Analysis of the nodes available from zookeeper suggests that these are also running Apache Kafka. 

While the Servers Hosting in US servers are hosted in the US, the timezone for the servers has been configured 
as “Asia/Shanghai.”

Traffic Frequency Analysis (C2 Servers)
Traffic patterns to the C2 ports show high correlation to the CDS Global 
Cloud and UCLOUD IPs. 

Traffic Timeline Analysis (C2 Traffic)
Botnet traffic to the suspected C2 ports was plotted against a timeline. 
The results show a clear indication of beaconing between C2 servers 
and other devices. 

Server Uptimes
Based on server uptime it appears that the botnet has been up and 
running since Dec 2024.

Figure 9. Server timezone set to “Asia/Shanghai”
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Figure 10. Conversation frequency between IPs and C2 servers on port 12348

Figure 11. Timeline of traffic for all suspected C2 ports
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Linkage of Users to Infostealer Logs
A correlation of the identified users STRIKE have seen 
in the non-interactive logs to breached credentials has 
shown hits for affected users.  

Figure 12. Matching EntraID logs to Infostealer logs 
from SecurityScorecard’s Threat Intelligence sources

Figure 13. Basic Authentication in Non-Interactive logs Figure 14. User Agent string of “fasthttp”

IP Est. Powered On Date
70.39.115.74 2024-12-04
70.39.120.10 2024-12-04
204.188.218.178 2024-12-01
204.188.218.179 2024-12-01
204.188.210.226 2024-12-30
204.188.210.227 2024-12-30
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Conclusion
OThis botnet activity highlights the importance of deprecating basic authentication, proactively monitoring 
login patterns, and implementing strong detection mechanisms for password spraying attempts. The attackers’ 
use of Non-Interactive Sign-In logs to evade MFA and possibly Conditional Access Policies underscores the 
need for organizations to reassess their authentication strategies. Additionally, organizations should monitor for 
leaked credentials on underground forums and swiftly act to reset compromised accounts.

Contact STRIKE for Incident Response
If you suspect your organization has been impacted by this activity, contact the STRIKE Incident Response 
team immediately. Our experts provide:

•	 Rapid Containment: Minimize damage and halt ongoing breaches.

•	 Forensic Analysis: Understand how attackers gained access and what data was affected.

•	 Strategic Guidance: Strengthen your security posture against evolving threats.

Proactively Mitigate Supply Chain Risks
To protect your organization from future supply chain attacks, SecurityScorecard’s Supply Chain Detection and 
Response (SCDR) solution offers the tools to:

•	 Monitor and assess your software supply chain for vulnerabilities.

•	 Detect suspicious activity across your development pipelines.

•	 Receive actionable insights to prevent advanced threats like “Phantom Circuit.”

Take control of your supply chain security today. Contact us for assistance or to learn more about SCDR and 
incident response services.

For STRIKE media inquiries, contact us here.
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