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Executive summary

BianLian ransomware is a Golang malware that performed targeted attacks across multiple
industries in 2022. The ransomware employed anti-analysis techniques consisting of API calls
that would likely crash some sandboxes/automated analysis systems. The malware targets all
drives identified on the machine and deletes itself after the encryption is complete.

The files are encrypted using the AES256 algorithm (Golang package AES), and as opposed to
other ransomware families, the AES key is not encrypted by a public key and is not stored in the
encrypted files. We believe that decryption is possible by recovering the ransomware encryptor
using forensics tools. The extension of the encrypted files is changed to “.bianlian.”

Analysis and findings
SHA256: eaf5e26c5e73f3db82cd07ea45e4d244cchb3ec3397ab5263ala74add7bbcb6e?

The malware is a 64-bit executable compiled with Golang. The Build ID shown in figure 1is a
unique representation of the file and its content. Also, the path shown below contains the
“crypt28” string:

| File pos | Mem pos [ D [ Text

A 000000000601 000OO0OOOOSBD O Go build ID: "H40n&Xi0HAABph2v3-cb/qCmi9iS fySS4gBIE KYHI/3NPEoNVE05R 0szill-n=b/dC38gRUGICYcasagk”
A 000000148C29 000000148BBS 0 build-gcflags=all=-trimpath=/home/jack/Projects/project] /ciypt28

A 000000166450 0000001669E9 0 fhome/jack/Projects/project] /common/ciypt.go

A 000000166484 00000016EB&1E O /home/jack/Projects/project] /common/helpers.go

A 0000001664B9 000000166445 0 fhome/jack/Projects/project] /common/scanFS_windows.go

A 0000001664EF  0000001BRATE O ciypt.go

A 0000001664F8  00000016E&E4 O main.go

A 000000166BO0  OOOOOOIBBASC O fhome/jack/Projects/project] /common/scanFS.go

Figure

The LoadLibraryA API is utilized to load the “kernel32.dllI” module into the address space of the
process:

e er | e N
. o satesios i L4 ‘33323 P £ £ x87r4 00000000000000000000 ST4 Empty O.000000000000(
4 iC 8B 35 10 mov r8,qword ptr d x87r5 00000000000000000000 5TS EMPTy 0.000000000000(
. 4C 88 4E 18 mov r3,qword ptr d x87r6 00000000000000000000 ST6 Empty 0.000000000000(
- 66 48 OF 6E C1 moveg Xmm0,rcx xX87r7 00000000000000000000 ST7 E‘QL)" 0. 000000000000¢
. 66 48 OF 6E CA
. 66 49 OF 6E DO x87Tagword FFFF
1 . &6 49 OF GE D9 L /I o B W — FUP A A S—
Fg— [ FF DO | €1l rax rax:Load v = =
| . = * 5 | Defaut (x64 fastcal) >[5 5] unlocke
| - R o
|Fax=<kernel32.LoadLibraryA> (DOOD7FFEAESS13F0) T
Figure 2

The ransomware retrieves the address of multiple export functions: "AddDIIDirectory",
"AddVectoredContinueHandler", "LoadLibraryExA", and "LoadLibraryExW" (see figure 3).

» rex e AGII 3 IURANARARARAARAIARAL 313 CHLY Us UUURAARAAAS
= e e o [PIEE add | X87r4 000000OOOOOO0DGO0000 ST4 Empty 0.00000000DC000C
= i 88 %6 10 MOV r8,aword per d X87r5 00000000000000000000 STS EmpTy O.000000000000(
. iC 88 it 18 mov roqword pEr ds: [ X87r6 D0OODOOOO00000000000 STE EMPTY O.000000000000C
. 66 48 OF 6E C1 movg xmmO,r X87r7 D00OO00OO00000000000 ST? EmPTY 0.000000000000(
. 66 48 OF 6E CA movq Xmel,r rdx: "Add
. 66 49 OF €€ DO movq xme2,rd x87Tagword FFFE
. 66 49 OF 6E D3 movg xmm3,r9 B
Fa——— il FF DO |call rax |rax:Gets v = ~
. “le 2 i T T 5 |Defaut (64 fastca) ~s 20
| e Ty PR cocke
| rax=<kernel32.GetProcAddress> (00007FFBAESBEFBO) 2: rdx DODOOO7ASADFFS75 "AddD11Directory”
Figure 3
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It obtains the path of the System32 directory via a function call to GetSystemDirectoryA:

ABI 13 UUUSLUSUSUSUSUIUIULIY 313 ENPLY s UL,

. T

. :? :E ‘;’é 08 - ,ﬁ\:g:gﬁg gE[ %87r4 0000000C000000000000 ST4 Empty 0.000000000000C

. 4C 88 46 10 mov rs,qword prr XE7FE 00000000000000000000 STS EMpTy O.000000000000C

. 4C BB 4E 18 mov ro,qword prr d 18 r9:GetPr x87r6 00000000000000000000 5T6 EmpTy O.000000000000C

- 66 48 OF 6E C1 movq xmmd,rox x87r7 00000000000000000000 STT Empty 0.000000000000C

. 66 48 OF 6E CA movg xmel,rdx

. 66 49 OF 6E DO movq xmm2,r8 xB7Tagword FFFF

- 66 49 OF 6E D9 movq xmm3,r3 r9:GetPr Y SRR S S
Ig———Ps FF DO | eall rax |rax:Gets v -

Hp T i s | Default (x64 fastcal) v [s 10 unocke

ik 0000000000 '+ 0000000001

rax=<kernel3z. ectoryA> (0000 110) g: Eﬁ: ucucuauouoﬁgﬁ:ﬁ? s EAan

Figure 4

LoadLibraryExA is used to load the following DLLs into the process memory: "advapi32.dll",
"ntdIl.dll", "winmm.dll", and "ws2_32.dll" (Ox800 = LOAD_LIBRARY_SEARCH_SYSTEM32):

e vt ey
. A x87r4 00000000000000000000 ST4 Empty 0.0000000000000
. 4C 8B 46 10 X87rS 00000000000000000000 STS EmpTy 0.0000000000000
. 4C 88 4E 18 X87r6 00000000000000000000 5T6 Empty O.0000000000000
. 66 48 OF 6E C1 rox: "adv X87r7 00000000000000000000 ST7 Empty 0.0000000000000
. 66 48 OF GE CA
. 66 49 OF &E DO XB7Tagword FFFF
| . 66 49 OF G6E DI ety s T VP P P ,
| FF DO rax:Load v - -
| o2 T 3 | Default (54 fastcal) - ||s 12| unlodee:
} 717 rcx ODO0OD7ASADFFBIF “advapisz.dil®
rax=<kernel3z.LoadLibraryExXA> (D00D7FFBAES J0AS0) R rm———

3: r§ 0000000000000500
Figure 5

The malicious binary forces the system not to display the Windows Error Reporting dialog using
SetErrorMode (0x2 = SEM_NOGPFAULTERRORBOX):

AS/1 3 UUULUULSUULSUSLISUSULY 313 ERPLY U UL

. T
. :? :E ‘;JE 08 o .ﬁ\:::::: ?,E: x87r4 00000000000000000000 ST4 Empty 0.0000000000000
. 4C 88 46 10 mov rs,qword ptr d x87rS 00000000000000000000 STS Empty 0.0000000000004
. 4C BB 4E 18 mov ro,qword per ds:(rsi+1s] x87r6 00000000000000000000 STE EmpTy 0.000000000000
. 66 48 OF 6E C1 movq xmm0,rcx X87r7 00000000000000000000 ST7 Empty 0.0000000000004
. 66 48 OF 6 CA movg xmmi,rdx
» 66 49 OF 6E DO movg xmm2,rs x87Tagword FFFF
I . 66 49 OF GE D9 movg xmm3,r3 [ttt S s P PP Y
|Hg—— FF DO | call rax rax:SetE v | = = ]
| o2 s - » | Default (x64 fastcal) = |5 13| urlackes
i = : 000000000000000,
[rax=<kernel3z.SetErrorMode> (00007FFBAESB80820) ';', ‘::: "mmm.m.m.mmﬁ |

Figure 6

The executable registers a vectored exception handler by calling the
RtlIAddVectoredExceptionHandler function:

. 45 88 OF v rex,qword per s v e ey e
. 48 8: 56 08 :g\. “J\.gnurd g(r XB7r4 O 00 5T4 Empty O. 0
. 4C BB 46 10 mov r&,qword ptr d x87r5 00000000000000000000 5TS EMPTy 0.000000000000C
. 4C 8B 4E 18 mov r9,qword ptr ds: 8] Xx87r 6 00000000000000000000 5T6 Empty 0.000000000000C
. 66 48 OF GE C1 MmOV XM, FCX x87F7 00000000000000000000 STT EMPTy 0.000000000000C
. 66 48 OF GE CA movq xmmi,rdx
. 66 49 OF 6E DO movq xmm2,ré x87Tagword FFFF
| * 66 49 OF GE D9 movg xmm3,rd o L s R R
[ FF DO call rax FAXIRTIA v | - -
| | T LT e s | Defait (64 fastcal) -5 50
[rax=<ntdil.RtTAddvector edExceptiontandlers> (00007FFEB1125BA0) ;‘ :5: BOOED malware. BO0ED

Figure 7

BianLian ransomware creates an unnamed timer object using the CreateWaitableTimerExwW
routine (Ox2 = CREATE_WAITABLE_TIMER_HIGH_RESOLUTION, 0x100003 = SYNCHRONIZE |
TIMER_MODIFY_STATE | TIMER_QUERY_STATE):

- . erredn AL B SRR 315 Sy S,
. o [ s 3 X87r4 0000000CO00000000000 5T4 Empty 0.000000000000C
. mov r&,qword per d i X87F5 00000000000000000000 STS Empty O.000000000000C
. mov ra,qword prr ds: 18] X87r6 00000000000000000000 5T6 Empty O.000000000000C
. moVQ XG0, rCx X87r7 00000000000000000000 ST7 Empty 0.000000000000C
. movq xmmd ,rdx
- movq xmm2,r8 x87Tagword FFFF

I . movg xmm3,r3 | nmmeta n cmmme mmi s m e

|Hg—— | call rax rax:Crea v | =

| o e 5 | Default (x64 fastcal) ~ |5 #0] unlocke

] 17 Fex G000000DO0G0B00

rax=<kernelsz.cr ) 2 rdx 000000000C000D00

3: r§ 0000000000000002
4: r9 0000000000100003

Figure 8
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The timeBeginPeriod function is utilized to request a minimum resolution for periodic timers:

| . 48 8B OE mov rox,qword per

| . 48 BB 56 08 mov rdx,qword ptr

| . 4C 88 46 10 mov r5,qword pTr ¢

| . 4C BB 4E 18 mov rd,qword ptr d
. 66 48 OF 6E C1 mOvg Xmmd, rCx
. 66 48 OF 6E CA movq xmml,rdx
. 66 49 OF 6E DO movq Xmm2,r§
. 66 49 OF EE D9 movg xmm3,r9 |
. FF DO call rax rax:time v
i »

[ rax: T iod> ( 1]

Figure 9

ASIE 3 LU 313 S,

X87r4 00000000000000000000 5T4 Empty 0.000000000000C

X87rS 00000000000000000000 STS Empty O0.000000000000C
X877 00000000000000000000 5T6 EmpTy O.000000000000C
XB7r7 00000000000000000000 5TT Empty O0.000000000000C
x§7Tagword FFFF

Defauit (x64 fastcal) =[5 [#]0] unlocke
1: rcx 0000000000000001
SR ARAARARAARARAAAD

The RtlGetNtVersionNumbers low-level API is used to extract the Windows version numbers:

rax:Rrls «

>

. 48 88 OF mov rex,qword prre
| . 48 BB 56 08 mov rdx,qword ptr
| . 4C 8B 46 10 mov r§,qword ptr d
| . 4C BB 4E 18 mov r9,qword pTr

. 66 48 OF 6E C1 movg XmmO,rox

. 66 45 OF GE CA movq xeml,rdx

. 66 49 OF &E DO movq xmm2,r8
| . 66 43 OF GE D9 movg xmm3,r3
g—— D FF DO call rax

*lI<

d17.RT 5> (D0O007FFEBL134F40)

Figure 10

ik 33

x87r5 00000000000000000000 5TS EmpTy O.000000000000C
X87r6 00000000000000000000 5T6 Empty 0.000000000000C
X87r7 00000000000000000000 ST7 Empty O0.000000000000C
xB7Tagword FFFF

Defauit (x54 fasteal) =[5 12100 unlocke
rex FF!

2: rdx 0000007ASADFFBFC

3: rs D00000DTASADFFI04

The malware obtains the PEB’'s (Process Environment Block) address of the current process
using RtlGetCurrentPeb:

| €

BOD FF DO

_|eami rax

|rax:R‘I:'IG v
>

| rax=<ntd11.Rt1Ge

tCurrentPeb> (00007FFS8B11403B0)

Figure 1

The ransomware generates 32 pseudo-random bytes via a function call to RtlGenRandom:

| . 48 8B OE mov rcx,qword prr ds
| . 48 8B 56 08 mov rdx,qword ptr ds
| . 4C 8B 46 10 mov r5,qword ptr ds:
| - 4C BB 4E 18 mov rd,qword ptr d
. 66 48 OF 6E C1 moVQ XWMO, FCX
. 66 48 OF 6E CA movq xmml,rdx
. 66 49 OF 6E DO movq xmm2,r§
. 66 49 OF EE D9 movg xmm3,r9
[E——» FF DO call rax Fax:syst v
=4 e e -
< >

i rax=<cryprbase. SystemFunction03é> (00007FFSACEILE30)

Figure 12

ASIE 3 LU 313 By
X87r4 00000000000000000000 5T4 Empty 0.000000000000C
x87r5 DO000000000000000000 STE Empty O.000000000000C
X87r6 00000000000000000000 5TE EmPTy O.000000000000C
X87r7 00000000000000000000 5T7 Empty 0.000000000000C

gword FFFF

Default (x64 fastcal) * [5 [5]] unlocke
1: rcx O0000OOCOOESCTOA malware. 0O00000000ESCT0A
2: rdx 0000000000000020

It calls the CreateFileA function with a file name consisting of the above bytes and many “A”
characters (figure 13). The function call returns a “NAME INVALID" error, and we believe that the
threat actor wanted to avoid automated systems/sandboxes using most of the API calls

presented so far.
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ex awora Br ae:ir e i e
= bl X87r4 O 0 ST4 Empty O o0
mov B cuord’ ptr 8 X87r5 00000000000000000000 5TS Empty 0.00000000000(
mov ra,qword ptr ds XETFE D0O00000000000000000 STE EmpTy O.00000000000
movq xmmd,rcx X87r7 00000000000000000000 ST7 Empty 0.00000000000(
movq xmml,rdx
movq xmmz2,rs NE7Tagword FFEF
mov? XMQ,I‘? T Y W\ At A b
|call rax Irax:crea « = e
TR > | Default (x64 fastcal) =[5 [£]00 o
——— 1: rex OODODODODDOESCS20 malware. OO00000000ESCSZ0
rax=<kernel3z.Createrilea> (00007FFSAESAZ570) 2: rdx 0O0000O000000000
3: rs 0000000000000000
4: r3 0000000000000000
+ TEXT:0000000000CE001C malware. exe: $6001C #6031C [ — = 1
ool  @oump?  @Noump3  E¥oumpd BSoumps @ warhi  bellocks P Swuct f R——
Address 1uu [ascrz ~
0000000000ESCS20 |43 3A 5C 57|49 4E 44 4F (57 53 5C 3|79 73 74 &5 |€ WINDOWS\Syste caponunUnUnDn0g
0000000000ESCS30| 60 33 32 5C |35 39 63 €3(34 €4 38 38(36 35 39 62| m32\59CC4dB88659%D 0000000000000000
00000DO0OOOEICS 40|38 33 66 31|63 62 31 35|39 65 30 64|35 61 35 34| B3flchisgendsass G GONIDOGOTI00
0000000000EICSS0| 32 66 39 36(35 34 62 33|63 66 35 32|31 33 62 38|279654b3cT5213b8 0000000000CBO0LE | return To malwar
000000000 37 63 €1 30|36 66 35 39(39 37 61 34|63 33 36 65| Tcanefs9dTadcice 47200 -.sah‘ure 0
0000DODGOOESCSTO | 61 66 61 65 (41 41 41 31|41 41 41 41[41 41 31 31| afacdrriasassasa OO0 DOIKIC 00 1 | I M e TR Ty
0000000000ESCSS0| 41 41 41 4141 41 41 41[41 41 41 41]41 41 41 41| AAAAAMARAMAMAMAR 2 EAnnnnnnnanE s The | mslwses Aannsnan
Figure 13
The binary retrieves the affinity mask for the current process and the system:
A 5 88 0F ASi1 B SRR 313 Sy R
. 48 8B 56 OB x8§7r4 00000000000000000000 5T4 Empty 0.0000000000000
. i 88 48 10 x87r5 00000000000000000000 STS Empty 0.0000000000000
. 4C BB 4E 18 X87r6 00000000000000000000 STE EmpTty O.
L] 66 48 OF 6 C1 x87r7 00000000000000000000 ST7 Empty 0.0000000000000
- €6 48 OF 6E CA
. 66 49 OF 6E DO x87Tagword FFFF
. 66 49 OF 6E D9 [ aanm.
Ig—s FF DO |rax:GetP « |- =
. nne s e e 5 | Defoult (064 fastcal) v |[5 5] 0] urlodkes
1+ rex
1T rex F FFF 1
{ 2: rdx 0000007ASADFFSED

3: rg§ OO0DO0TASADFFSDS

,mm’zﬁr ocessAffinityMask> (00007FFBAESBC250)

Figure 14

GetSystemlnfo is used to extract information about the current system, as shown in figure 15.
e vt o B —

HA ST o s o e XB7r4 00000000000000000000 ST4 Empty 0.000000000000C
4 88 46 10 mov r&,qword ptr d X877 000000000000D0000000 STS EmpTy 0.000000000000C
4C BB 4E 18 mov r9,qword ptr d Xx87r 6 00000000000000000000 5T6 EmpTy 0.000000000000C
66 48 OF 6E C1 moviq xmmd,rcx X87r7 00000000000000000000 ST7 Empty O0.000000000000C
66 43 OF 6E CA movg xmml, rdx
66 49 OF &E DO movq xmm2,r8 x87Tagword FFFF
66 49 OF 6E D9 movg xmm3,r3 R W

FF DO |eall rax |rax:Gets [/ =

Ander o cceeaess Default (x64 fastcal) = |[5 {00 unlocke

= R T TYTIETIT T = 0000007 ASADFF!
rax=<kernel3z.GetsystemInfox (00007FFBAESBFASO) B AR

Figure 15

The malicious executable disables dynamic boosting for the current process:

Figure 16

r 52 e w1 ey

:: :S §'§ o8 m: ,éf::::m PEE XBTr4 00000000000000000000 ST4 EMPTY 0. 000000000000(
4C BB 46 10 mov r8,qword ptr d X87r5 00000000000000000000 STS EmPTy O.000000000000(
4C 8B 4E 18 mov r3,qwerd ptr d X87r6 000000G0000000000000 ST6 Empty O.000000000000
66 48 OF 6E €1 movg xmmd,rcx XE7r7 00000000000000000000 ST7 EmpTy 0.000000000000¢
66 48 OF 6E CA movq xmel
66 49 OF €E DO movq xmm2,rs X87Tagword FFFF
66 49 OF GE D9 movg xmm3,r3d P e s i
FF DO |:l‘l% rax rax:SetF v —

3 ot T T s | Default (x4 fastcal) ¥ [5 1] 0] unlocke

1: rex
rocessPriori (00007 FFBAES 91CD0) 1 2: rdx 00ODOOOOOOO0DODOL

The VirtualAlloc API is used to allocate memory in the address space of the current process
(Ox3000 = MEM_COMMIT | MEM_RESERVE, Ox4 = PAGE_READWRITE):
e e X873 0DO00I0000000000D000 ST4 EMPLY 0.0DB00IG000000
mov r§,qword ptr d X87r5 00000000000000000000 STS Empty O0.0000000000000
mov r9,qword ptr ds: X87r6 00000000000000000000 5T6 Empty 0.C0000000000000
movq XmmD,rcx X87r7 00000000000000000000 ST7 Empty 0.0000000000000
m:g :m;‘.:gh :Ezlmrﬁ FFFF
::;? ::n“)jr’ PRIV v [ = = ]
= ali ra Default (x64 fastcal) > |[s_[+]0] unlodee

>

1 rex

2000000000000000

raxs=<| nel3z.virtualAlloc> (DODO7FFBAESSBCEAD) 12: rdx G000000000040000
3: rg 0000000000003000

= 2 4: r3 0000000000000004

Figure 17

BianLian ransomware retrieves the environment variables for the

'é‘. SecurityScorecard
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GetEnvironmentStringsW:

FF DO |call rax | rax:GetE v
>

| rax=<kernel32.GetEnvironmentstringsw> (00007FFS8AES590AB0)
Figure 18

The process adds a HandlerRoutine function to the list of handler functions by calling the
SetConsoleCtrIHandler routine (see figure 19).

RB/TS UUSUUUSUUUGUSUUULGULY 313 BEMPLY s ULULUUILULIUILL

:2 g: EE 08 m: ,ﬁ:':’.:glr_g g:: X87r4 00000000000000000000 5T4 EmPTy O.000000000000(
4C 8B 46 10 mov r&,qword pTr X87r5 000000G0000000000000 STS Empty O.000000000000
4C BB 4E 18 mov r3,qword ptr 8] XETFE DO000000000000000000 STE Empty O.000000000000(
66 48 OF 6E C1 movg xmmd,rcx X87r7 00000000000000000000 ST7 Empty 0.000000000000(
66 48 OF BE CA movq xmmi,rdx
66 49 OF 6E DO movq xmez,rs x&7Tagword FEFF
66 43 OF GE D9 Zoug xmm3,r 9 B e
FF DO |call rax |rax:sett « ——

el o = . 5 |Default (x4 fastcal) ¥ |[s 1] unlocks

/1: recx 0000000000CEZAD0 malwar e, 0000000000CBZAD0
| rax=<kernel32.SetConsolectrivandler> (00007FFSAESA2050) 2: rdx 0O000OCOO000000L

Figure 19

The PowerRegisterSuspendResumeNotification function is utilized to receive notifications when
the system is suspended or resumed (0x2 = DEVICE_NOTIFY_CALLBACK):

AB/TS UUSUUUGUULUUUUULUUUY 313 EMPLY Ul UULUUIUULUIUDL

. rex
= :g gg gg 08 m; ,g‘:gg:g g;: f‘, X57r4 00000000000000000000 ST4 E=ply 0.0000000000000
. iC BB 46 10 mov r&,qword ptr ds XB7FS 00000G000000000000000 STS Empty 0.0000000000000
. 4C BB 4E 18 mov ra,gqword ptr ds 5] X876 00000000000000000000 STE EmpTty 0.0000000000000
. 66 48 OF 6E C1 movq xXmmd,rcx X87r7 00000000000000000000 ST7 Empty 0.0000000000000
. €6 48 OF 6E CA movq xmml,rdx
. 66 49 OF 6E DO movq xmm2,rs xg87Tagword FFFF
. £6 49 OF 6E D9 mov? xmm3,r9 e P Y ]
s FF DO |call rax |rax: Powe = -
*le e ESSS Easass B 3 Defoult (354 fastcall) *|s :_DLHOM
= = 1 rcx 0000000000000002
rax=<powr prof. " (00007F o) 2: rdx O00000TASADFFBTO

3: r8 D000DOTASADFFS5S
Figure 20

The malware duplicates the current process handle using the DuplicateHandle API:

A/ 3 UUMLUULUULSUSISISUIDY 313 ENPLY e UL

. o,
. :‘: :: gi 08 oy ?.si.m.fﬂ SE: x87r4 00000000000000000000 ST4 EMPLy O.000000000000(
. iC 8B 46 10 mov rs,qword ptr X87r5 00000000000000000000 STS Empty O.000000000000
- 4C BB 4E 18 mov r9,qword prr 18 X87r6 00000000000000000000 5T6 EMPTY O.000000000000L
. 66 48 OF 6E C1 mOovq Xm0, rox x87r7 00000000000000000000 ST7 Empty O.000000000000
- 66 48 OF 6E CA movq xmml,rdx
. 66 49 OF GE DO movg xmm2,rS x87Tagword FFFF
. 66 49 OF GE D9 movg xmm3,rd L ommmi n n imemeh sammm s o i
Fg— FF 0D | call rax |Fax:pupl « |- = =
o e T 3 Default (54 fastcall) | B 2] unocke
S —— - - -[13 rCX FRFFFFFFFFFFFFFF
rax=<kernelsz.Dupli [ 3] 2: rdx FFFFFFFFFFFFFFFE

3: r8 FFFFFFFFFFFFFFFF
4: r9 DODOOOTASADFFSCS

Figure 21

Multiple threads that run the same function (sub_CBOFCO) and are responsible for files’
encryption are created:

XB7r3 00DGDOOG00DI0DOOON0D ST4 EMPEY 0. 0000000G00OC
X87rS 00000000000000000000 STS Empty O0.000000000000C
X87r6 00000000000000000000 5T6 Empty 0.000000000000C

mov Fox,gword pre ds
mov rdx,qword ptr
mov rE,quord prr
mov r9,qword ptr

mOVQ XWMO, rCx it e x87F7 00000000000000000000 STT Empty 0.000000000000C

movq xmml,rdx

movq xmm2,rS x87Tagword FFFF

movg xmm3,r9 i W Yy T e
[_— | call rax |rax:crea v | m—
| i » | Default (x64 fastcal) =[5 150 unlocke
rax:

| dx 0000000000000000
3: rg O000000000CBOFCO malware.0000000000CBOFCO
4: r9 000000CO00035400

Figure 22

The encryption threads are synchronized using unnamed event objects:
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. 48 8B OF mov rox,qword ptr s e

. 45 8B 56 08 mov rdx,qword ptr x87r4 O EmpLy 0L

L 4C BB 46 10 mov rg&,qword ptr d X87rs 00000000000000000000 5T5 Emply 0.000000000000(

L] 8B 4E 18 mov r9,qword ptr ds: X87ré& 00000000000000000000 STE Empty O0.000000000000(

. 66 48 OF 6E C1 mOVQ XENO, FCX X87r7 00000000000000000000 ST7 EMPTy O.000000000000(

L 66 48 OF 6E CA movq xmml,rdx

. 66 49 OF 6E DO movg x=mz,rs x87Tagword FFFF

. €6 49 OF €E DI movg xem3,ra iMool SRR i
(B FF DO | €A1l rax |rax:crea » —

*le ST o i 5 | Defoult (64 fastcal) * |5 1310 unlodke

=15 X

rax=ckernel32.Createcventas (00007FFBAESA2360)

Figure 23

0000000000000000
2: rdx 0000000000000000
3: rs 0000000000000000
4: r9 0000000000000000

The process sets the event objects to the signaled state using the SetEvent function:

|

ssesmsnBES

|mov rex,qword prr
|mov rdx,qword ptr
mov rg,qword ptr d
|mov r9,qword ptr d
| movq xmmo,r

| movg xmml,rdx
movg xmmz,rs

mm.% xmi3, g

et o

|rax:setE v
>

azir s 213 cmpuy

X874 00000000000000000000
X87rS 00000000000000000000
X87r6 00000000000000000000
X87r7 00000000000000000000

xB7Tagword FFFF

Default (x64 fastcal)
1:

rax=ckernel32. SetEvent> (00007FFEAESA2480)

The GetStdHandle routine

(OXFFFFFFF6 = STD_INPUT_HANDLE):

ssessenens

|

¢ rox,qword prr
gword ptr

movg xmm3,r3d
!:aﬁ rax

Figure 24

is utilized to obtain a

5T4 Empty
STS Empty
ST6 Empty
ST7 Empty

0. 0000000000000
0. 0000000000000
0. 000000000000C
0. 0000000000000

=[5 [2] 0] undocke

rex

00000000000000BC
3+ rdv OANANANAMANANANL

handle for the standard input device

|rax:Gets v
>

RO UUULULUULUSUSUUUDUGUY 313 EmpLY
X57r4 0DO000000000000000000 ST4 EmpTy
X87r5 00000000000000000000 STS Empty
X87r6 00000000000000000000 STE EmpTy
X87r7 00000000000000000000 ST7 Empty

xBTTagword FFFF

Default (x54 fastcall)

W UL
0. (00000000000
0. 0000000000000
0. B00000000000C
0. 0000000000000

[rax=<kernel32.GetstdWandle> (00007FFBAESSEBBO)

Figure 25

2:

1: rex
rdx

0000000000000000

The ransomware initiates the use of the Winsock DLL via a function call to WSAStartup:

.
.
.
.
.
.

m—

.

mov rox,qword prr ds

mov rdx,qword ptr
mov r8,qword ptr d
mov r9,gword ptr d
MmoVQ XEMO, FCX
movq xmmi,rdx
movq XmmZ ,r5
wv? xmm3 , r9
rax

|rax:wsas v
>

AsiTs
X87r4
XBTrS
x87r6
X87r7

UL
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

gword

Defauit (x64 fasteal)

rax=<ws2_32.WSASTartup> (00007FFBAF182220)

Figure 26

1z

s13 empiy
5T4 EmpTy
STS Empty
ST6 Empty
ST7 Empty

UL UsuUUSUTLISUDL
0. 000000000000C
0. 0000000000000
0. 000000000000C
0. 0000000000000

* |[5_[#] 0] unocke

rcx 0000000000000202
rdx 000000COO00616ES

The binary obtains information about the available protocols using WSAEnumProtocolsW:

|mov rex,qword ptr
|mov rdx,qword ptr
|mov ra,qword ptr d
|mov r9,qword prr d
| movg xmm0,rex
| movg xmemy,rdx
movg xmm2,rs

X87r4 00000000000000000000
X87r5 00000000000000000000
X87r6 00000000000000000000
X87r7 00000000000000000000

xB7Tagword FFFF

| movg xmm3,r3d r
FE DO |ca‘l% rax | FERIWSHE « |
S ¢ s | Defoult (x54 fastcal)
e T 1 T e o= = = 1 1% P 000000C 00007
rax=<ws2_32.WSAENUMProtOCO15W> (DD0O7FFBAFICEFZ0) | ';‘» rﬁ: moomoco;gﬁig
3: rg 000000C00007880C

Figure 27

313 sy
5T4 Empty
STS Empry
5T6 EmPTy
ST7 Empty

0. 0000000000000
0. 0000000000000
0. 000000000000C
0. 0000000000000

It retrieves the command-line string for the process by calling the GetCommandLineW API:

'é‘. SecurityScorecard
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FF DO — |rax:Getc v
>

| rax=<kernel32.GetCommandLinew> (00007FF8AES590A80)
Figure 28

GetEnvironmentVariableW is used to extract the content of the “GODEBUG"” environment
variable, as highlighted below:

3: rs 0000000000000064

. » —_— 3 — AGII 3 IURANARARARAARAIARA 313 CHLY Us UUURARARAAAN
= e e o [PTEE X87r4 000000D000CO00000000 5T4 EMPTY O.00000000000K
. ic 88 4 10 mov r8,aword pEr X87rS D00OO00OO00000000000 STS EmPTy 0.000000000000(
. 4C BB 4E 18 mov ra,qword ptr XE7r6 00000000000000000000 STE EmMPTty O.000000000000(
. 66 48 OF 6E C1 movq XMRO,rCx X87r7 (00OO000000000000000 ST7 EmPTy 0.000000000000(
. 66 48 OF 6E CA movq xmei,rdx
. &6 49 OF GE DO movq xmm2,r8 xB7Tagword FFFF
. 56 43 OF GE D9 move Xmm3,r3 | nmmin o imeee. w4 A

| E— FF DO |call rax |rax:Gete » - =

| . i " T ) > Default (x654 fastcall) =||s :_Clwodce

|ru-«ernel:z.mznviromenwarumm {00007 21 rax 000000C00D0SC000 — oo

Figure 29

BianLian ransomware calls the GetDriveTypeW function with arguments ranging from “A:" to “Z."

drives:
= - KBTS UUUGUSUSUGUUUGUSULUY 315 EMPLY U UULSUSUGULUUL

: :‘; gg gg 08 :g: ,g:'g.:g:g g:: o X87r4 00000000000000000000 5T4 EMPTy O.000000000000C
. 4C 88 46 10 mov r8,qword ptr d %87r5 00000000000000000000 STS Empty 0.000000000000C
- 4C BB 4E 18 mov r3,qword ptr d 18) x87r6& 00000000000000000000 5TE EmpTty 0.000000000000C
. 66 45 OF BE C1 movq xmm0, rcx FEXILTA: XB7r7 00000000000000000000 5T7 Empty O.000000000000C
. 66 48 OF 6E CA movq xmml,rdx
. 66 49 OF 6E DO movq xmmz,rs x§7Tagword FFFF
L] 66 49 OF &€ D9 mm.s xmm3,r9 B AT A % E———

g—*» FF DO | call rax |rax:GetD «
g i e = o - it {164 Fastcal)

ra=ckernel32. GeTDr 1VeTvDEN> (00007FFBAESAZ7 401 e

Figure 30

For each identified drive, the process opens it in reading mode using CreateFileW (Ox80000000
= GENERIC_READ, Ox3 = FILE_SHARE_READ | FILE_SHARE_WRITE):

. . R eniies | A e e ey e
. MRS i A 7 £ xB7r4 000D00DOO00000000000 5T4 Empty 0.00000000000DC
. 4C 8B 46 10 mov _—S‘q-.ord ptr x87rS 00000000000000000000 5TS Empty 0. 000000000000C
. 4C 8B 4E 18 mov ra,qword ptr ds i X87r6 000D0OOD0OO000000000 ST6 EMPTY 0.000DOOODOTOOC
. 66 48 OF GE C1 movg Xm0, rCx FexiL°C: | XB7r7 0O0OOO00000000000000 ST7 EmpEy O.0000000O0000L
. 66 48 OF GE CA movq xmml,rdx
. 66 49 OF €E DO movg xmm2,r8 x87Tagword FFEF
. 6 49 OF GE D9 MmO xam3,r9 i i Ty R A e

Ag— FF DO |call r rax:Creaw [ = =

| . o 5 | Defaut (4 fastea) ~ [5_1=]00 urocke

rFCx 000000CO000L0ASD LUCIhA"
dx 0000000080000000
i rg 0000000000000003
4: r9 0000000000000000

rax=<kernel3Z.Createrilew> (00007FFBAESAZSE0)

Figure 31

The files are enumerated by calling the FindFirstFileW and FindNextFileW APIs. The
ransomware doesn't encrypt executables, drivers, and text files because this would leave the
system inoperable.

AB/T3 USUUUUUUUUIUUULUUUUUY 313 EMPLY Us USUULGULLIGUUL

L s e — u
=] :2 :: 22 08 x: L;.’g:g:g gz: :: R s x87r4 00000000000000000000 ST4 EMPTy 0. 000000000000C
. i 8B 4E 10 mov r8,dqword per x87rS 00000000000000000000 STS Empty 0.000000000000C
. 4C BB 4E 18 mov r9,qword ptr ds 18} X87r6 00000000000000000000 5T6 EmpTy O.000000000000C
. 66 48 OF 6E C1 MOVG XEMO, rCx rex:L"c: X87r7 00000000000000000000 5T7 Empty 0.000000000000C
. 66 48 OF 6E CA movg xmmi,rdx
. 66 49 OF 6E DO movq xem2,r§ x87Tagword FFFF
. €6 49 OF GE D9 movg xem3,r9 et e S P PSS
[E——» FF DO a1l rax Fax:Find v —
| o[ s T = 5 | Defaut (x64 fastcal) v [5 100 unlocke
1: rcx DODODOCODODIOATO LUC:ivh»"
| rax=<kernel3z.FindFirstFilen> (00007FFBAESAZ660) 2: rdx 000000CO00047ABO —

Figure 32
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r AB/T3 UNUULUUUUUUULUULLILUY. 313 EMPLY Us UUULSLUUBUGULL
: :: g: 25 08 m ,g:'m:g gg X87r4 00000000000000000000 5T4 EMPTy O.000000000000C
= iC 88 4€ 10 mov ra,qword prr ds:(r %87r5 00000000000000000000 STS Empty 0.000000000000C
. 4C 8B 3E 18 mov r9,qword ptr ds:[rsi+is XE7r6 00000000000000000000 STE EMPTy O.000000000000C
. 66 45 OF BE C1 movq xmm0, rcx XB7r7 00000000000000000000 5T7 EmMPTy O.000000000000C
. 66 48 OF 6E CA
. 66 49 OF GE DO xB7Tagword FFFF
. 66 49 OF 6 D9 SRS S

(B3 FF DO |rax:Find «

M SRNEEE T BT U 5 | Defaut (64 fostcal) * [5 =)0 Undodke
1: rcx 000002080839F330
rax=c<kernel32.FindNextFilen> (00007FFBAESAZEBO) 2: rdx 000000OCO0004TACO

Figure 33

The malware creates a ransom note called “Look at this instruction.txt” in every traversed
directory (Ox40000000 = GENERIC_WRITE, 0x3 = FILE_SHARE_READ | FILE_SHARE_WRITE):

. mov rox,gword prr d o AB/F3 UUUUUUUUSULUUUSUSULY 313 EMPLY U USUSULUSUUULSULULUY
. mov .—u-cbq'v-ord ptr d 4 XETF4 D0000000000000000000 5T4 Empty O.000000000000000000
. mov fs,c’pmard ptr ds X87r5 00000000000000000000 STS Empty 0O.000000000000000000
. mov ra,qword ptr X87r6 00000000000000000000 5T6 Empty O.000000000000000000
. re XE7r7 00000000000000000000 ST7 Empty O0.000000000000000000
.
. x87Tagword FFFI
. A i ommn

I————— v | — .
bt o Default (x54 fastcal) Unocke

1: rcx DODOOOCOODDOCA40 L°C:V\Look at this instruct
2: rdx 0000000040000000
3: r8 0000000000000003
4: r9 0000000000000000

fon. Tt

Figure 34

The WriteFile routine is used to populate the ransom note, which contains a hard-coded victim
ID, an email address that can be used to contact the threat actor, and the DarkWeb link:

- I MBI 3 UUUUUSUSUSULUSULS 315 EIELY U UUUSUsISULILUL,
. - .—511&"&3?3 e %§7r4 00000000000000000000 ST4 EmPLy O.000000000000C
. MoV r&,qword per d XE7rE 00000000000000000000 STS Empty 0.000000000000C
. | mow ro qword ptr d x87r6 00000000000000000000 ST6 Empty 0.000000000000C
. | movq xmm0,rcx x87r7 00000000000000000000 ST7 Empty 0.000000000000C
. movq xmenl,rdx
- movq xmm2,r8 x87Tagword FFFF
. q xmm3,r3 o e
> | call rax 2
= b
rax=<kernel3z.writeri 2: rdx 000000CO000AC 400
: ré 000000000000030A
I r9 000000CO00047C04
- text: 0000000000CE001C malware. exe: $6001C #6031C —
e ) [ € 00 000000000000F 4 1
%% Dump 1 &% Dump 2 $oump3  EWoump4  BNoumps @ watthi  lxellocals & Struet EQOO000L DO00AC 400
‘Address Hex [ascIT ~l F 00000000000003DA
000000COD00ACA00 |59 6F 75 72|20 GE 65 74|77 | 79 73|Mour network sys §£$%gggg;g§3;
000000CO000AC 410 | 7 6D 73|20 77 65 T2(65 6B | tems were attack E0000000000000000
64| ed and encrypted 0000000000000000
20(. contact uz in
| 0000000000000000
000000COO00AC 430 65| order to restore 0000000000000000
000000C0000AC 450 6E 27| your data. Don’ AnAnaAsAnNn

Figure 35

hed and encEypTed. © o Testoe your data. Don't make any changes in your file scructarel

vo files, don't TIy Lo Tesover by youraelf, that may lead to i%'s complece loss.

2 mrex messen

113 lesd 5o & negative impact

Figure 36

The binary retrieves the path of the executable file of the current process using
GetModuleFileNameW:

KBTS USUSUSUUUUUUUGULSULIUY. 315 EMPLY s UUUUUUUDUDULSL
xE7r4 00000000000000000000 5T4 EmpTy 0.000000000000C
xB7rs 00000000000000000000 S5TS Empty O.000000000000C
XB7r6 00000000000000000000 5T6 EmpTy O.000000000000C
XB7r7 00000000000000000000 5T7 EmpRy O.000000000000C

xB7Tagword FFFF

Fex 0000000000000000
2: rdx 000000CO000A0000
3: r§ 0000000000000400

Figure 37
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The ransomware extracts the “PATHEXT” environment variable that contains a list of extensions
corresponding to executable files (see figure 38).

. B - B

o e X87r4 00O00DDO0O0000000DOD ST4 EMPTy O.0DODO0O0000DOC

i 88 46 10 mov rs,qword prr ds X87rE 0O000000000000000000 STS EmpTy O.00000ODO0ODOC

4C BB 4E 18 mov r9,qword ptr ds 8] X87r6 00000000000000000000 5Te EmpTy 0. 000000000000C

66 48 OF 6E C1 movq Xmm,rcx rex:L"Pa x87r7 00000000000000000000 ST7 Empty 0.000000000000C

66 48 OF 6E CA movq xmml,rdx

66 49 OF 6E DO movq Xmm2,r§ x87Tagword FFFF

66 49 OF 6E D9 movqg xmm3,r9 e

FF DO | call rax |rax:GetE v - =

s o co oo o LR LIS s | Defaut (x5 fastcal) + |5 2] 0] uodee
1|1 rcx 000000CO00010070 L"PATHEXT'

|ru-ﬂ:erne!sz.eusmiromn:vuiw‘lm (00007 FFBAES BEDCO) 2: rdx 000000CO0008C1AD
3: rg& 0000000000000064

Figure 38

The process is looking for the “cmd.exe” file. It obtains attributes for this file by calling the
GetFileAttributesExW function (OxO = GetFileExInfoStandard):

A8/ 73 USUUUGUSULUGUUUGUULY 313 EMPLY L. UUUULUGUTLIULY

: :g: ,g:‘gﬁ:g ggr - £ X87r4 00000000000000000000 5T4 EmpTy O0.000000000000(
. mov r,qword pTr xB7r5 00000000000000000000 STS Empty O.000000000000
- mov rd,qword ptr ds XEFr& 00000000000000000000 STE EmpTy 0.000000000000(
. movq Xm0, rox rex:iLTen x87r7 0000000C000000000000 ST7 Empty 0.00000000000D(
. moveg xmml,rdx
. movq xmm2,r8 x§7Tagword FFFF
. mr.w% Xmm3,r 9 e e e
|G | call rax rax:GetF v T
| * e 5 auit (64 fasteal) = |ls_[=]0] urlocke
1112 rex 000011 = cexe”
|ra-<k¢rnel:z.mﬁ leattr (00007F 70) | ‘;‘», r:, 000000000000%83 —

3: r& 000000CO000TDIFD
Figure 39

The CreateFileW API is used to confirm the location of the “cmd.exe” executable:

. . . o S ———————t o pr e,
o ';:;3:§:§ P - b x87r4 00000000000000000000 ST4 Empty O.00000O0O0000C
mov r&,qword ptr X87FS 0O0000O0000000000000 STS EMPTy O.000000000000C
mov ra,qword ptr dsifrsis1s] X87r6 000D0OOD0OO000000000 ST6 EMPTy 0.000DOCOD0TOOC
movg XMmO, rex FexiL®ce | X87r7 00000000000D00000000 ST? EMPTy O.0O00K0O00000OC
movq xmml,rdx
movq xmm2,rs x87Tagword FFFF

v xmm3,r9 Bt R L
|eall rax rax:cres « | s
el ra 5 | Defauit (x64 fastcal) ~ |[5_ L]0 unlocke
v 008D L"cmd. exe”

i rg 0000000000000000

1z
2: rdx 0000000000000000
3
4: r9 0000000000000000

Figure 40

Whether the “cmd.exe” file is not found in the current directory, the malware retrieves the “path”
environment variable and concatenates the extracted paths with “cmd.exe”

AB/ 7S UNUUULUSULUGUUUGUULIY 313 EMULY L. UUUULUGUTLIULY

j; g: gg 08 :g: :é;‘gﬁ:g gg:: s . X§7r4 00000000000000000000 ST4 EmpTy O.000000000000(
4C 88 46 10 mov rs ord ptr d x87rs 00000000000000000000 STS Empty O0.000000000000¢

X87r6 00000000000000000000 STE EmpTy O0.000000000000(
rex:L"pa X87r7 00000000000000000000 ST7 Emply 0.000000000000(

xB7Tagword FFFF

FF DO rax:GetE v i —
SEacs » | Default (x54 fasteal) ¥ ||s 1+ uniocke
'1: rex 00000OCO0O0LO0ECO L-path )

|ru-cl:erne'laz.menvirem:vu-‘ian'lw (00007 FFEAES SE0CO) 2: rdx 000000C0O0008C270
3: r& 0000000000000064

Figure 41

The malicious executable obtains a pseudo handle for the current process via a call to

GetCurrentProcess:
R TP e £ 0000000000CB0D1C (3 I - | B5{ 4 rax:Getc v
|l < s >

| rax=<kernel32.GetCurrentProcess> (00007FFBAESA22B0) |
Figure 42

After the encryption finishes, the malware deletes itself:

"‘ 3
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45 88 0F mov rex,qword prr s viv ey
48 BB 56 08 mov 'a\‘g‘mra Str XB7rd O 5T4 Empty O o
4C BB 46 10 mov r&,qword ptr d X87r5 00000000000000000000 STS Espty 0.000000000000
4C BB 4E 18 mov r9,quord prr d x87r6 0000000C0000000C0000 STE Empty 0.000000000000
66 48 OF BE €1 movq x: X87r7 00000000000000000000 ST? E=pTy 0.000000000000
66 48 OF 6E CA movq xmml,rdx

€6 43 OF 6E DO movq xmm2 x87Tagword FFEF

66 49 OF GE D9 movq xmm3, PP i

FF DO |:l‘|% rax

s e T Default (x54 fastcal) *||s

rox 000000C00000CE80 L

: NDOWS:
rax=<kernel32.CreateProcessw> (00007TFFBAESBE430) rdx 0O0D0OCO0O00DLAS4D L™cmd Sc del C:\\

r§ 0000000000000000

3
i r{ oo0o0000000000000

. TexT: 0000000000CB0D1C malware, exe: $6001C #6031C

Woue1  @ourp2 WWoups  Woeps  Wowps @ wachi  Ieellocs 4 st iy e g

Address | Hex | ASCIT
00| 00[2F 00 63 00|20 00 6% 00
00|34 00 5C 00ls5 C

5 £0000000000000000
E0000000000000001
E0000000000080400
£000000C0000CEDODD | L"ALLUSERSPROFILE
E0000000000000000
000000CO000TDE28

000000C00001AB40 [ 63 00
000000CO0001AB50 | 65 00 6C
000000CO0001A860 | 65 00 7
D00000CO0001ABTO | 44 0O 0(73

000000CO0001AS80 | 60 00 61 00|6C 0O
000000CON0014890 | 65 00 78 00l65 00 0O

L EELT
X3

Figure 43

Thread activity - sub_CBOFCO function

The malware reads the file content using the ReadFile API:

Default (x64 fastcal) * |5 15| 0] unlocke
T Tex DOOOOGODOO00OIED
+ 0000000000000
Jump is taken ) :: T ooanaocooo:uogg
qword ptr [0000O7FFSAESF48A8 <kernel32.sreadrilex]=<keérnelbase.rReadrilex 3: rg 0000000000001000

4: r9 000000C000340084

~ FF 25 A2 1F 05 00 Ijmn gword ptr ds:[<tReadFile:] |IeadFi‘I w
>

Figure 44

The GetFileType API is utilized to retrieve the file type:

Tr—— - 4 s+ 4 S .
. HE e ;E::xﬁ:g :5: 3 xB7r4 00000000000000000000 ST4 Empty O.000000000000
. iC 88 46 10 r8,quord ptr ¢ x§7rS 00000000000000000000 5T5 EmPTy 0.000000000000
. 4C 8B 4E 18 ro,qword ptr x87r6 00000000000000000000 STE EmpLy 0.000000000000
. 66 45 OF BE C1 Xm0, rex x87r7 00000000000000000000 ST7 Empty 0.000000000000
. €6 45 OF 6E CA xmml, rdx
. 66 49 OF GE DO xmm2,r 8 x87Tagword FFFF
. 66 49 OF GE D3 movq xmm3,r3 M v e ST
[ FF DO 1 raxiGet v |’ .
o e — 5" | pefouit (x4 fascai) -l
J'1: rex 0000000000000160
[rax=<kernelsz.GetFileType> (00007FFEAESAZTDO) I'3: rdv nononnnonnnannnn

Figure 45

The binary moves the file pointer to the beginning of the file via a function call to
SetFilePointerEx (0x0O = FILE_BEGIN):

48 88 OF mov rcx,qword ptr d KB/T3 UUUUUUUULSUUUUIUUUUY 313 EMPLY Us UUUUULUILUUUILS
48 BB 56 08 Wov rdx quord per d X87r4 00000000000000000000 ST4 EMPTY 0.000000000000
4C 88 46 10 mov rs,qword pTr ds XB7rS 00000000000000000000 STE EMpLy 0.000000000000
4C 8B 4E 18 mov rd,qword prr ds X87r6 00000000000000000000 ST6 EMPLy 0.000000000000

X87r7 00000000000000000000 ST Empty O0.000000000000

€6 49 OF GE D9 s i — -
EEDg |raxiset v | L
. T T L T = Default (x64 fastcal) -]
Y 0000000000000
rax=ckernel32. 5etFilerointerex> (00007FFEAESAZIAD) ] %: :ﬁ: ooommooooowg

3: rg 000000C000340000
4: r9 0000000000000000

Figure 46

The encryption key is generated based on 32 bytes hard-coded in the ransomware. The
“aeskeygenassist” instruction is used to compute 240 bytes, as highlighted below:

@ :
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~ OF §4 A5 00 00 00 & malware,CCDOBO
~ OF 82 FE 00 00 00 b malware.CCD10F WMO  39238AA6LS0E06457TEIAICABISAECF2T
OF 10 50 10 movups xmmz,xmmword ptr ds:[rax+10] Ml
OF 11 13 movups xmmword ptr ds:[rbx],xmm2 M7 DESCIEASAEAELEFB36CS14D4B71D2714
48 83 €3 10 mukrnx,l.. - 03
&6 OF 3A DF CA 01 aeskeygenassist xmml,xmm2,1 M4
£8 93 FE ;: :'; n‘ll mlmrt;ccc:co A
66 OF 3A 01 aeskeygenassist xmml,xsmo,1
BRAEET SRl M e
e bl e O el a2, 2 XMME  2072756F79206E6F 207 4636170606920
€8 83 FE FF FF 11 malware.CCCECO ek
€€ OF 34 DF €8 02 aeskeygenassist xmmi,xsmo,2 XUMS 697 46EEETEFT0203A7 6EELTOEDEEES
E8 98 FE FF FF €& malware.CCCEED HMLO 756 66 &
66 OF 3A DF CA 04 aeskeygenassist xmml,xsm2, 4 MMM11 T4T 5?0657220546&6120?3 3EEEEGATI
€8 60 FE FF FF €all malware,CCCECO XMM12 DAODZE7365736F6C206C616E6F 697461
66 OF 3A DF €8 04 aeskeygenassist xmml,xsmo, 4 XMM13 2C74736F70202CT373656E6973756220
E8 82 FE FF FF mz mahure;cccEEcl | xm1s 206C61 420
66 OF 3A DF CA 08 aeskeygenassist xmml,xsm2, 5 MMM1E
E& 57 FE FF FF malware.CCCECO
€6 OF 3A DF C8 08 aeskeygenassist xmml,x=md, 5 [ AG:
€8 6C FE FF FF A1 malware.CCCEED m 8080
66 OF 3A DF CA 10 agskeygenassist xmml,xem2, 10 ABAEAEL
ES 41 FE FF FF €811 malware.CCCECO e
66 OF 3A DF CB 10 aeskeygenassist xmmd,x=m0,10 a3
€8 56 FE FF FF call malware.CCCEED g
66 OF 34 DF CA 20 aeskeygenassist xmml,xsm2,20 VMM
E8 2B FE FF FF Eal1 malware.CCCECO YMME 06CECEST
§6 OF 34 OF €8 20 aeskeygenassist xmml,xsmo,20 VM7 766ITA61676
E8 40 FE FF [call malware.CCCEEQ YMME TEEFT 9206
66 OF 3A DF c.-\ 40 aeskeygenassist xmml,xmm2, 40 YHMS 4GEGSTAGFT
E8 15 FE FF FF a1 malware.CCCECO VMM10 £E2202CECELE
= E9 €D 00 00 00 jmp malware.CCD17D M1l 475706572206
F3 OF 7E 50 10 movg xmm2,qword prr ds [rax 10] YMM12 7365736
66 OF 3A DF CA 01 aeskeygenassist xmml,ummz Yoz 747 IEETOR
€8 60 FD FF FF EA11 malware.CCCE20 s
€6 OF 3A DF CA 02 asskeygenassist xmmi,xsm2,? YMM14 &
E8 B85 FD FF FF a1l malware.CCCESD THM15
§6 OF 3A DF CA 04 aeskeygenassist xmml,xsm2, 4
ES 4A FD F €all malware,CCCE20 DRO 0000000000CCCFED malwar e, 0000000000CCCFED
66 OF 34 o|= C.-\ 08 usl(eyqfnasslst xmml , xam2 , 8 | BB ARARANAMAAS £ 160
E8 9F FD FF FF Eall malware.CCCESOD v [ ——. e
o e mm e e e e mastie mamemad . - — - =
2 5 | Default (x64 fastcal) 5 13 ][] unlocke:
| 2: rdx 000000C000148960
| 3: rs 000001C93CICOL08
| 4: r9 0000000000000001
. Text: 0000000000CCD0IC malware. exe: §7D0IC #7CEIC S —
] return to malwar
@Wouwmp:  @Moump2  Woump3  @Moumps  WSoumps @ warchi  Ixeliocals Y stuct O0000000000000E 1
o] = Tascit ] )toomoocnoou;a;g malware.
0000DO0CD00148870 (27| CF AE 34|AB 3C 9A 7E|45 06 OE 1B|AG BA 23 39| [184 < ~H...,.# ] 00000C000148960)
000000C000148850 | 14 27 10 87|04 14 C8 35|F8 1€ AE AE|A8 9€ 5C DE|.'.-0.Esd.88"\p E

Figure 47

[Address  |Hex _ -~ ASCII
000000C000148870|27 CF AE 34|A8 3C 9A 7E |48 06 OE 18 /A6 8A 23 39 ‘:|:04'< B ]
000000C000148880 |14 27 1D B7 D4 14 C8 38 FB 1E AE AE|A8 9E 5C DE 0 gEsl.ee .\p
000000C000148890|2D 85 B3 F6|/85 B9 29 88 CD BF 27 90|/6B 35 04 A9 - } .1;'.k5.0
000000C0001488A0| 6B B1 EF 64 |BF AS 27 5C |44 BB 89 F2|EC 25 D5 2C k:k‘idz,! \D».01%0,
000000C000148880 |10 86 C2 38|95 3F EB BO|58 80 CC 20|33 B5 C8 89|..As.7&°X.I 3pE.
000000€0001488C0| A8 64 07 C3|17 C1 20 9F |53 7A A9 6D|BF 5F 7C 41| d.A.A szm;__m
000000C0001488D0 DB 96 41 30|4E A9 AA 80|16 29 66 A0|25 9C AE 29|0. AOID‘..)'I' %.©
000000C0001488E0| 97 BA E3 66|80 7B C3 F9|D3 01 6A 94|6C 5E 16 DS °&1' { Ft e e
000000C0001488F0| 8B D1 42 60|C5 78 E8 EO|D3 51 8E 40|F6 CD 20 69 061 i
000000C000148900 (D5 07 54 9F |55 7C 97 66|86 7D FD F2|EA 23 EB 27 o il u| f.}yoé#e'
000000C000148910 |BD 38 8E E7|78 40 66 07 |AB 11 E8 475D DC C8 2E| %8. cuf.«. JUE.
000000C000148920|99 81 BC AE|CC FD 2B C8|4A 80 D6 3A A0 A3 3D 1D ..%eIy+EJ.O: £=.
000000C000148930|97 1F 2A 07 |EF 5F 4C 00|44 4E A4 47|19 92 6C 69| ..*.7_L. DNHG..'I'i
000000C000148940| 4D CE EC 57|81 33 C7 9F|CB B3 11 A5 6B 10 2C B8 ut’m. 3C.E*.¥K.
000000€000148950|1D 6E 46 78|F2 31 0OA 78/B6 7F AE 3F|AF ED C2 56| .nFx01.x%.27 =iAv

Figure 48

The process performs the AES InvMixColumn transformation using the “aesimc” instruction (see
figure 49).
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- OF 10 08 movups xmml,xmmword ptr ds:[rbx] T 000
o] OF 11 0A movups xmmword ptr ds:[rdx],xmml Lttt
. 48 FF C9 dec rcx
OF 10 48 FO movups xmml,xmmword ptr ds:[rbx-10] MMM0  SECIEDAFIFAETFBETS0AILIF2TE466ELD
FE————> 66 OF 35 DB C1 1..,1& Xm0, xmmL £ 3 & XM BS2C106BA511B3CEIFCT3I38157ECCESD
) OF 11 42 10 movups xmeword ptr ds:[rdx+10],xmm0 MMMZ  BS2C106BAS11BICEBIFCTIIBIETECCESD
Y [ 45 83 E8 10 sub rbx,10 M3
) 48 83 C2 10 add rdx, 10 MMM4  4TESL1ABOTZALFIT0T 2A1F 9700000000
R [ 48 FF €9 dec rcx
i [ ~ 75 E6 jne malware.CCD18A
p SRR ST L e B, . = 5 " [oefanit 6 fostea) ~ |5 =01 .
i:

rex
I2: rdx oooooocooo1s896n
: ré 000001C93CICOL08
=
. text: 0000000000CCD1BE malware. exe: $TD18E #7CT8E SL0000000000000002

. P 0000000000CCCACA| return to malwar
S0umpl QNDump2 RN Dump3 N Dump4 PN Dump S Watch 1 le=| Locals & Struct O00000000000000E
- R T S — = OOOGOGO0 R Eg A maTear & CEO0D00]
000000C000148570 AB 3C 35 06 OE 1G|AG BA 25 39 'I84 <,~H.....#3 OC0000C 0001 40050
000000CO00148850 |14 2 B7|D4 14 C8 35|F8 1 AE (A8 9E 5C DE|.'..D.Esl.®s .\p 0000000000
000000C000148890 | 20 85 B3 F6 |85 B9 29 88CD BF 27 90|68 35 04 A9 -.70.°).1;'.k5.@ 00000000000D0000
000000C000148840 | 6B BL EF 64 BF A5 27 5C 44 BB 89 F2|EC 25 DS 2C| keidi¥'\D»,bi%0, 000000CO00148870
000000C000148560 |10 86 €2 3895 3F EB BO|58 80 CC 20(33 B85 C8 89..As.7&'X.I 3pE. 000000C0001CBFBO
00000DCO00L488C0 | A8 64 07 €317 €1 20 9F |53 7A A9 60 |(BF S5F 7C 41| d.A.A .szemi_|A DO000OC 000148870
000000C000148500 (DB 96 41 30|4E A9 80|16 29 €6 AD|25 5C AE 29 D.AoNes..)f €@ 000000000000003C
00000OCO00L4SEEC | 97 BA E3 66|80 7B €3 F9 D3 D1 6A 94|6C SE 16 DE | .*Af. {AD.3.14. 000000000000003C
000000C0001486F0 | 88 D1 42 60/C5 78 ES EO|D3 51 BE 40|F6 €D 20 63| .RE Ax L2611 000000C000148960
000000CO00L48900 |DE OF 54 OF |55 TC 66|86 FD F2|EA 23 €8 27|0.T.U|.T.}' &' 000000000000003C
000000C000145910 |ED 38 8E E7 |78 40 66 07 |AB 11 ES 47 (5D DC €8 2 f UE. DO0000000000003C
000000C000148920 |99 81 BC FD 2B C8 4A 20 D6 3A|AD A3 3D 1D g= 000000CO0034DESD
000000C000148930 |97 1F 2A 07 EF SF 4C 00|43 4E A4 47 (19 92 6C 69)..*.1 .11 0D0000DO0OCCCSFL | Feturn to malwar
000000C000148540 | 4D CE EC 57 81 33 €7 9F CB B3 11 AS (68 10 2C BS|MIiw.3(. 2 26240 | maiwars
000000C000145950 |10 6E 46 78 F2 31 OA 78|B6 'F AE 3F AF ED C2 56 ey 87 idke 0000000000000020 | )
000000C000145960 |10 6E 46 7BIF2 31 0A 78|B6 7F AE 3FIAF ED €2 56/ .nFxbl.x%.#775Av AnAAALE AR dnnA s

Figure 49

The file is encrypted with 14 rounds of AES encryption (AES256), which is assisted by the aesenc
and aesenclast instructions:

OF 10 08 movups xmml,xmmword ptr ds:lrax]

66 OF 38 DC C1 aesenc xmmo, Xxmml

OF 10 48 10 movups xmml,xmmword ptr ds:[rax+10]

66 OF 38 DC C1 agsenc xmmo, xmml

48 83 CO 20 add rax,20

OF 10 08 movups xmml,xmmword ptr ds:[rax]

66 OF 38 DC C1 aesenc xmmo, Xxmml

OF 10 48 10 movups xmml,xmmword ptr ds:[rax+10]

66 OF 38 DC C1 AeSenc xmmo ,xmml

48 83 CO 20 add rax,z0

OF 10 08 movups xmml,xmmword ptr ds:[rax]

66 OF 38 DC C1 aesenc xmmo, Xxmml
. OF 10 48 10 movups xmml,xmmword ptr ds:[rax+10]
. 66 OF 38 DC C1 aesenc xmmo, Xxmml
. OF 10 48 20 movups xmml,xmmword ptr ds:[rax+20]
. 66 OF 38 DC C1 aesenc xmmo, xmml
. OF 10 48 30 movups xmml,xmmword ptr ds:[rax+30]
. 66 OF 358 DC C1 aesenc xmm0,xmml
. OF 10 48 40 movups xmml,xmmword ptr ds:[rax+40]
. 66 OF 38 DC C1 aesenc xmmo,xmml
. OF 10 48 50 movups xmml,xmmword ptr ds:[rax+50]
. 66 OF 38 DC C1 aesenc xmmo, xmml
. OF 10 48 €0 movups xmml,xmmword ptr ds:[rax+60]
. 66 OF 38 DC C1 AeSenc xmmo ,xmml
. OF 10 48 70 movups xmml,xmmword ptr ds:[rax+70]
. 66 OF 38 DC C1 aesenc xmmo, xmml
. OF 10 88 80 00 00 00|movups xmml,xmmword ptr ds:[rax+so]
. 66 OF 38 DC C1 aesenc xmmd, xmml
. OF 10 88 90 00 00 00|movups xmml,xmmwword ptr ds:[rax+390]
. 66 OF 38 DD C1 aesenclast xmmo,xmml
L] OF 11 02 movups xmmword otr ds:[(rdx1.xmmo

Figure 50

The same key is used to encrypt all files, which is unusual for most ransomware families. The AES
key is not encrypted by a public key, which makes the decryption possible if the ransomware
encryptor is recovered after its deletion.

The encrypted content is written back to the file using WriteFile:

.. " " RN 8 R U 1 W s U
: ¢ m :;2-3:;2:3 :E: f,' . XE7F4 00000000000000000000 ST4 EmpTy 0.00000000000
Ll mov rs.aymrﬁ ptr X87r5 00000000000000000000 5T5 Emply 0.00000000000
bd B mov r3,qword ptr X87r& 00000000000000000000 STE Empty 0.00000000000
L B movq Xmmo,rox 3 X87r7 00000000000000000000 ST7 Empty 0.00000000000
o movq xeml,rdx
. movg xem2,rs x87Tagword FFFF
d L mcw? xmm3, r3 b i A N P P
- = e rax FANINE v =
. 3 | Default (x64 fastcal) * || L] unock
1: rcx 0000000000000160
2: rdx 000000C0O00355000

|3: rs 0000000000001000
4: r 4
. Text: 0000000000CBODIC malware. exe: $6001C #6031C r3_000000C00034006.

000000000000160 !
000000C 000255000
0000000000001000
000000C000340064
st

Wouro1  @oump2  WHoump3  WDumps  WHoumps @ wath1  Irellocaks i stt

Addr. Hex T ] Al
000000C000355000 (02 52 D8 18[00 68 38 3A[42 BE 64 OF [E9 2C 50 30|LRD..ks:e%Nd. & P=
000000C000355010 |84 25 DF E6I78 99 54 05148 A8 E4 08/DF FA €D 34| sEmx.T. a.Bul:

Figure 51
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The malware appends the *“bianlian” extension to all encrypted files (Ox1 =
MOVEFILE_REPLACE_EXISTING):

T 5z RB/TS UUUUUUUUUUUUSULUUUUY 313 ERPLY UL UUUUUUUUGUULIULIULIIS
12 gg ‘,—’§ 08 x: ,g:lgﬁs:g :E: ;‘ X87r4 00000000000000000000 5T4 Empty 0.000000000000000000
iC 38 46 10 | mov r&,aword pr ds XETFS 00000000000000000000 STS Empry 0.000000000000000000
s: 18] X87r6 00000000000000000000 5T6 Empty 0.000000000000000000
66 48 OF 6E C1 movq Xmmd,rox I X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
66 48 OF 6E CA movq xmml,rdx [
€6 49 OF &E DO movq xem2,rs x87Tagword FFFF
66 49 OF 6E D9 movg xmm3,rd semmEL A ir——a

—— FF DO | call rax ™ -
H s = T e » | Defoult (x64 fastcal) = |[5 3]0 unocke
L — T 1 rcx 00D0DOCOOOZESSED L C:\\PyThOnZr\wuln.z1p"

rax=. nel32.MoverileExn> (00007FFSAESADG30) 2: rdx 000000CO002Z4AFCO L“C:\\Python27'\vuln.zip.bianlian"

3: rs 0000000000000001
Figure 52

The encryption operation starts at position Ox3d (61), meaning the first few bytes are not
encrypted. Also, the encrypted content size is a multiple of 16 bytes (in the case of small files) or
4096 bytes (in the case of files > TKB).

An example of an encrypted file is shown below:

&) wvuln.zip.bianlian

Offset (h) 00 Ol 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARAARARARRARAA
00000010 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARARARARARRARAA
00000020 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARARARARARARAA
00000030 41 41 41 41 41 41 41 41 41 41 41 41 41 02 52 DB AAAAAAAAAAAAA.RU
00000040 8 OD 6B 38 3A 42 BE 64 OF E9 2C 50 3D B4 25 DF ..k8:B%d.é,P="%8
00000050 E6 78 99 54 05 A8 A8 E4 08 DF FA CD 3A 50 8F BD &x™T. "&.8uai:P.%
00000060 56 22 40 96 CC BO 71 9C 1E €0 39 D2 FB 49 49 F4 V"@-I°ge. 900IIé
00000070 75 EO 87 9F 5C 1C B3 46 A2 83 16 72 87 C3 80 10 ua#¥\.3Fef.r:ie.

Figure 53

] vuln.zip.bianlian

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF

O00000FEO ED 79 88 8A CF 42 1B 14 5D 64 3A 10 57 7E C2 9B iy-~SiB..)d:.w~A>
00000FFO 7D AA 83 9C 75 54 42 2C C3 92 AA 20 3C Al 4A 4C }3foeuTB,A’2 <;JL
00001000 94 51 7E 55 D6 9B E7 A9 88 AA CS 7B 9D 84 E8 C3 "Q”U@)g@“‘i{."éi
00001010 78 06 ED 70 AB BD 09 1F €0 F7 3F 8A BB C4 7B 6C x.ip«s.. =25»A{1
00001020 C9 AC AA F8 1D ED 47 06 EC 2D Bl D5 15 E3 7F C1 E-22.iG.i-30.3.A
00001030 85 C1 CE 50 A7 AC A6 €1 AA B6 16 3F 73 41 41 41 _AiP§-~!a*9.?sAna
00001040 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAAR
00001050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
00001060 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
00001070 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA

Figure 54
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e
Indicators of Compromise
SHA256
eafbe26c5e73f3db82cd07ea45e4d244ccb3ec3397ab5263ala74add7bbcb6e2

BianLian Ransom Note

Look at this instruction.txt

Process spawned

C\Windows\System32\cmd.exe /c del <Ransomware path>
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