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Executive Summary

AvoslLocker is a ransomware-as-a-service (RaaS) group that appeared in 2021. The malware can
run with one of the following parameters: “--help”, “--path”, “--disabledrives”, “--hide”, “--threads”,
“--enablesmb”, “--brutesmb”, and “--nomutex.” The ransomware Kkills a list of targeted processes,
deletes all Volume Shadow Copies using two commands, and clears all Windows event logs. The

binary can target the logical drives as well as network shares by specifying proper arguments.

The encryption is done using multithreading with 1I/O completion ports. AvosLocker uses a
combination of RSA and Salsa20 algorithms during the encryption process. Finally, the
ransomware creates an image based on the ransom note text that is set as the Desktop
Wallpaper.

Analysis and Findings
SHA256: ECO55F589F25D0D28E55964A1AA79C27492026982994CD4CAIFAF7EBA78DB4BC

The malware performs a call to GetCurrentProcess and then opens the access token associated
with the current process using the OpenProcessToken API (OxFOIFF = TOKEN_ALL_ACCESS):

. 50 push eax T = X87SW_B O X87SW.C3 O Xx87SW.C2 O
. 68 FF 01 OF 00 push FO1FF X87SW_C1 0 X87SW_CO O X87SW_ES O
. FF 15 CO DO D2 00 €am dword ptr ds:[<&GetCurrentProcess>] X87SW_SF O XB7SW_P 0 Xx87SW_U o
. 50 |pu¥|‘ eax - — 3 e O O it
FE— FF 15 OC DO D2 00 €all dword ptr ds:[<&OpenProcessToken> v -
el S —— " = s | Default (stdcal) v |5 12|00 unod

- 1
dword ptr [0002D00C <malware.&OpenProcessToken>]=<advapi32.0penProcessToken> (2: :':gl‘j 000FOLFF

3: |[esp+8)] OO4FFAES
4:

esp+C] 17AA71EL
. TEXT:00CADI6 malware.exe: $14D96 #14196 |kl } - -~
e g ) FFFEFFFF
%% Dump 1 $ooump2 $MDump3  $Noump4  $Hpumps @ watchi  Ixeliocals & Stuct D03FF148 ODOFOLFF
[2ddrace [uav o laeryr | . | OO4FF14C | O04FFAES

Figure 1

Most of the strings are encrypted using the XOR operator. An example of a decryption algorithm
is displayed in figure 2:

B> 8A 85 50 F9 FF FF mov al,byte ptr ss:[ebp-680]
! )0 30 84 0D 51 F9 FF FF xor byte ptr ss:febp+ecx-6AFj),al
' 41 inc ecx
i 83 F9 18 cmp ecx,18
1 ~ 72 ED jb malware.CA4DDO
1 C6 85 69 F9 FF FF 00 mov byte ptr ss:febp-697J,0

al=1
byte ptr [ebp-680]=[004FF6B4 "SWADEOAKSIAVWLMTTVMRMHACA"]=24 '§"

.Text:00CA4DD0O malware.exe: $14DD0 #141D0

Woump1 @oump2 @WDump3  UHoump4  Whoumps @ watch1  Iellocals P Struct

 Address | Hex ASCII
O04FF6B3 (24 77 41 70[45 4F 41 6853 4A 41 56|57 4C 4D 54| SWADEOAKSIAVWLMT
O04FF6C4174 56 4D 5214D 48 41 43141 00 71 00190 02 71 OO/ TVMRMHACA.Q...q.

| Address | Hex ASCII
004FF6B4|24 53 65 54|61 6B 65 4F |77 6E 65 72|73 68 69 70| $SeTakeOwnership
004FF6C4 69 6C 65 678500 71 00|20 02 71 00|Privilege.q...q.

Figure 2

The LookupPrivilegeValueA function is utilized to retrieve the LUID (locally unique identifier)
corresponding to the "SeTakeOwnershipPrivilege" privilege:

50 push eax X87SW_C1 O X87SW.CO O XB87SW_ES O
52 push edx edx X87SW_SF O X87SW_P O X87SW_.U O
6A 00 push « bttt = el = o=
FF 15 14 DO D2 00 | €a17 dword ptr ds:[<aLookupPrivilegevalueas]

el » N =

) 5> | Default (stdcal) v (s 1$](J unoc
p] 00000000

004FF6B5S “SeTakeOwnershipPrivilege™

004FF124

<
dword ptr [00020014 <malware.&LookupPrivilegevalueA>]=<advapi32.LookupPrivilegevaluea>

esp+C

.TEeXTt:00C9478F malware. exe: $478F #3B8F l = =
WWoump1  pump2 WWDump3  WDump4  SWDumps @ watch1  Ixellocals ) Stxt r"m”“““ shipPrivilege”
| Py 1 arrw~ T ' DO4FF11C  OD4FF124

_ 00000001

Figure 3
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AvoslLocker enables the above privilege in the access token via a function call to
AdjustTokenPrivileges:

6A 00 push 0 X87TW.0 3 (Empty) x87Tw_1 3 (Empty)
AT o X87TW_2 3 (Empty) X87TW_3 3 (Empty)
89 44 24 1C mov dword ptr ss:fesp+1c],eax X87TW_4 3 (Empty)  x87TW.S 3 (Empty)
8D 44 24 18 Tea eax,dword pu!ss?[esglxs] X87TW_6 3 (Empty) x87TW_7 3 (Empty)
- push eax

6A 00 push 0 x87Statusword 0000

56 push esi X87SW_B O X87SW.C3 O X87SW.C2 O

C7 44 24 24 01 00 00 00 mov dword ptr

89 4C 24 2C mov dword Dtr ”: es

30 02 00 00 00 |mov dword pt
call d

~~~~~~ F5 |octout s EEEr
ptr [00020028 <malware. us’ enPr eges> apis2. us’ enPr eges>

X87SW_C1 O X87SW_CO O XxB87SW_ES O
X87SW_SF O X87SW_P O Xx87SW.U O

esp] 00000104

esp+4] 00000000
esp+8] 004FF12C
esp+C] 00000010

.TeXT:00C947ED malware.exe: S47ED #3BED

S Dump 1 % Dump 2 25 Dump 3 % Dump 4 %% Dump S & watch 1 [x+] Locals ;;’SM
Address | Hex | Ascxx |
004FF12C |OX] 00 00 00|09 00 00 00|00 00 00 00|02 00 OO0 OO0|B.vevesenseesess|
SOdFELXE| A2 70 Ax 17|30 %0 CA 03|34 20 3£ 00|20 % CA 00| 4. e af% S |

Figure 4

The binary decrypts a list of processes that will be killed (figure 5):

e ‘'"encsvc" '"thebat" "mydesktopgos" "xfssvccon" "firefox" 'infopath" "winword"
"steam" "synctime" "notepad"

e "ocomm" "onenote" "mspub" "thunderbird" "agntsvc" "sqgl" "excel" "powerpnt"
"outlook" "wordpad" "dbeng50"

o 'isglplussvc" ‘"sgbcoreservice" 'oracle" "ocautoupds" "dbsnmp" "msaccess"
"tbirdconfig" "ocssd" "mydesktopservice" "visio"

Address |#x ASCII

O04FEB18|27 65 G6E 63|73 76 63 3B|74 68 65 62|61 74 3B 6D|"encsvc;thebat;m
O04FEB28|79 64 65 73|6B 74 6F 70|71 6F 73 3B|78 66 73 73|ydesktopqos;xfss
O04FEB38|76 63 63 6F|GE 3B 66 69|72 65 66 6F|78 3B 69 6E|vccon;firefox;in
O04FEB48|66 6F 70 61|74 68 3B 77|69 6E 77 6F|72 64 3B 73| fopath;winword;s
O0O4FEBS58|74 65 61 6D|3B 73 79 G6E|(63 74 69 6D |65 3B 6E 6F| team;synctime;no
O04FEB68|74 65 70 61|64 3B 6F 63|6F 6D 6D 3B|6F GE 65 6E| tepad;ocomm;onen
O04FEB78|6F 74 65 3B|6D 73 70 75|62 3B 74 68|75 6E 64 65|ote;mspub;thunde
004FEB88|72 62 69 72|64 3B 61 67 |GE 74 73 76|63 3B 73 71|rbird;agntsvc;sq
004FEB98|6C 3B 65 78|63 65 6C 3B|70 6F 77 65|72 70 6E 74| 1;excel;powerpnt
O04FEBA8| 3B 6F 75 74|6C 6F 6F 6B|3B 77 6F 72|64 70 61 64| ;outlook;wordpad
O04FEBB8|3B 64 62 65|6E 67 35 30|3B 69 73 71(6C 70 6C 75| ;dbeng50;isqlplu
O04FEBCS8|73 73 76 63|38 73 71 62|63 6F 72 65|23 65 72 7G|ssvc;sqbcoreserv
O04FEBD8| 69 63 65 3B|6F 72 61 63|6C 65 3B 6F|63 61 75 74|ice;oracle;ocaut
O0O4FEBES|6F 75 70 64|73 3B 64 62|73 6E 6D 70|3B 6D 73 61|oupds;dbsnmp;msa
O0O4FEBF8|63 63 65 73|73 3B 74 62|69 72 64 63|6F 6E 66 69| ccess;tbirdconfi
004FECO8|67 3B 6F 63|73 73 64 3B|6D 79 64 65|73 6B 74 6F|g;ocssd;mydeskto
O04FEC18|70 73 65 72|76 69 63 65|3B 76 69 73|69 6F 00 00|pservice;visio..

Figure 5

CreateToolhelp32Snapshot is used to take a snapshot of all processes in the system (0Ox2 =
TH32CS_SNAPPROCESS):

6A 00 pusn 0
v

X87SW_C1 0 Xx87SW.CO O xB7SW_ES O
X87SW_SF 0 X87SwW_P 0 x87SwW_U o

>[5 0] unlock

6A 02 pus
C6 84 24 36 01 00 00 00 [mov byte ptr
FF 15 d

sp+136]J, ¢
<&cr eateYool help32snapshot>]

- TEXT:00C90390 malware.exe: $D390 #C750

@Wowme1 | Moum2 @Houp3 | Moup4 | @oums @ wewhi | bellocs | P stuct mmw.mmal
Figure 6

The ransomware extracts information about the first process from the snapshot using the
Process32First routine:
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push ecx
push eax
call dword ptr ds:[<aProcess32First>]

X87SW_SF O X87SW_P 0 Xx875W_V o
[ - P

¥ | Defauit (staca) v [5 12100 undock

: o 50
ptr [000200C8 <malware.&Process32First>)=<Kernel32.Processs2Firsts R fesp
.TEXT:00C903C4 malware. exe: SD3C4 #C7C4

WWoump1  YNoump2 @Dump3  WWoumps  Woumps @ watchi  Ixellocals P stuct KRR 0000020¢ |
Figure 7

0000020C

004FEC28
00728938 &"C:\\Users\\Illll\\Desktop\
00000001

There is a comparison between the process name and the blacklisted processes:

0 3 50 push eax eax X87SW.C1 O x87SW.CO O Xx87SW_ES O
i ! 8D 84 24 58 01 00 00 lea eax, dword ptr ss:fesp+158] X87SW_SF O X87SW_P 0O x87SW_U O
i 5 50 push ea eax |mmTa o ns
4 v E8 D2 %0 05 00 caln -a'lware CF7210) |
i == el - > Defa\lt(stdd) v 210 Unlock
ek | 1: [esp] OO4FEC4C systu
malware. 10 12: [esp+4] OO4FEDSO “encsv
13: [esp+s 00728938 &"C: \\users\ N \Desktop\
4:
.Text:00C90439 malware. exe: SD439 #C839 | esp+C] 00000001
7 e YR BT . o O ] 004FECAC | "[system process
Wouro1 YWoump2 WHDump3  WWoumpd  Woumps @ wathi  bellocals ) Stuct OO4FEAF4 | D04FEDSO | "encsvc” [

Figure 8

The malicious binary retrieves information about the next process from the snapshot via a call to
Process32Next:

. 50 push eax X87SW_SF 0 Xx87SW_P 0 x87SW_U ]
. FF 74 24 20 push dword ptr ss: [ 208 | e
EE— FF 15 80 DO D2 00 dword ptr wruessaznexo] M
- — 3 |oetost stacn <15 3]0 oo

0C
004FEC28
00728938 &"C:\\users\ I\ \Desktop\
00000001

dword ptr [00020080 <malware.&Process32Next>]=<kernel32.Process32Next>

.TEXT:00C90657 malware.exe: D657 #CAS7

W@Wouro1 @oump2 WNDump3  WMoumps  @Woumps @ watch1  bellocals 2 stuct M“’w‘mmxﬁﬁa
Figure 9

AvoslLocker uses the FNV (Fowler-Noll-Vo) hashing algorithm to identify and call relevant APls at

runtime:
(ull
.text:0@C9D73C nop dword ptr [eax+2@h]

il s =

.text:00C9D740
.text:00C9D740 loc_C9D740:
.text:00C9D740 movsx edx, dl
.text:0@C9D743 lea ecx, [ecx+l]
.text:00C9D746 xor edx, esi
.text:0eC9D0748 imul esi, edx, 12ee193h
.text:@0C9D74E mov dl, [ecx-1]
.text:0eC9D751 test dl, dl
.text:0eC9D753 jnz short loc_C9D740

|

ull s =]

.text:0@C9D755 cmp esi, 4105FCS6h
.text:0@C9D758 jz short loc_C9D768
Figure 10

The executable opens a targeted process using OpenProcess (Ox1 = PROCESS_TERMINATE):
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o dword ptr ss:fesp+138§ _ 3 (Empty)

: x,dword ptr 1 ] < <£~a(;-

= 3 (Empty)

° ord ptr

. word ptr x87Statusword 0000

. ord ptr X87SW_8 O Xx87SW.C3 O x87SW.C2 O

o ord ptr X87SW_C1 O X87SW.CO O X87SW_ES O

° ord ptr X87SW_SF O X87SW_P 0 x87Sw_uU o
E—> . v

[e e~ - - - . - 5 |Defaut (stdcall) v |s 2|0 unlod

i [esp] 1

: [esp+4] 00000000

[esp+8] 00001448

esps+C] 00728938 &"C:\\uUsers\\Ill\\Desktop

eax=<kernel32.0penProcess> (76A758C0)

1
3
)
.Text:00C90790 malware.exe: $D790 #CB90 [

00000001

$50ump 1  YDump2 EWDump3 U Dump4 SN Dump S % Watch1  [x=]Locals # Struct O0SFEAFO| 00000000
AddArase Tuav [aervr i | OO4FEAF4| 00001448

Figure 11

The TerminateProcess routine is utilized to kill the targeted process:

- - nmss B ———
= 3 (Empty) x87TW_S 3 (Empty)
p 3 (Empty) x87TW_7 3 (Empty)
B xg7statusword 0000
o X87SW_C3 0 Xx87SW.C2 O
a C
° 88 04 10
o 03 C2
FE— EF DO ear
< >
00000210
eax=<kernel32.TerminateProcess> (76A766E0) 4] 00000000

00728938 &"C:\\uUsers\\llll\\Desktop
.TEXT:00C90838 malware. exe: SD838 #CC38 [ i
WWoump1 oump2 @WDump3  @WDumps  WWoumps @ watch1  [xelLocals # Struct 20.0,9.222
Figure 12
The ransomware writes the following data in the command line output:
B C\Users\lIl\Desktop\malware.exe - (m} X

Build: SonicBoom
b_bruteforce_smb_enable: 0
b_logical_disable
vork_disable: 1
bl 0

num_max:

Figure 13
We'll explain the purpose of each parameter in the following paragraphs.

The malware creates a mutex called "ZheicOWaWiebzeiy", which ensures that only one copy of
the process is running at a single time:

B 5 X87SW_C1 0 0
S o 0
e h . -

B FF 15 A0 DO D2 00 call dword ptr ds:[<aCreateMutexaA>] v
*l< e e ' > Defauilt (stdcall)

dword ptr [00D2D0A0 <malware.&CreateMutexA>]=<kernels32.CreateMutexA> : ['”]4?‘)‘322223“

1
3 S “"Zheicowawie6zeiy™
B

.Text:00CA7E4B malware.exe:S17E4B #17248

00000000

$oump1  oump2 NDump3  ENoump4  WMoumps @ watch1i  I-liocals ) Struct 004FF148 | 00000001
Addnace luac lacrer i _ | DO4FF14C | D04FFA4S | "Zheicowawie6zeiv”

Figure 14

The process disables file system redirection by calling the Wow64DisableWow64FsRedirection
API:
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Defaut (stdcal) > |[s 2100 unlock

esp] O04FF144

esp+4] 77056A50 ntd11.77056A50
esp+8] 00000000

espsC] FFFFFFFE

- Text:00CASCF7 malware.exe: $13CF7 #130F7

[ PN P - - - P = il - . —a. o [ e 004FF144

Figure 15
The binary calls the WinExec function in order to spawn multiple processes (figure 16):

e cmd /c wmic shadowcopy delete /nointeractive — delete volume shadow copies

e cmd /c vssadmin.exe Delete Shadows /All /Quiet — delete volume shadow copies

e cmd /c bcdedit /set {default} recoveryenabled No - disable automatic repair

e cmd /c bcdedit /set {default} bootstatuspolicy ignoreallfailures — ignore errors in
the case of a failed boot / shutdown / checkpoint

e cmd /c powershell -command \"Get-EventLog -LogName * | ForEach { Clear-

EventLog $_.Log J\" - clear all entries from the event logs

push 0 X87TW_2 3 (Empty) x87Tw_3 3 (Empty)
X e Fa s sty e | xe7Tw_s 3 (Empty) x87TW.S 3 (Empty)
oc 28 movzx ecx,word ptr ds:[eax+ebp] X87TW_6 3 (Empty)  X87TW.7 3 (Empty)
1c mov eax,dword ptr ds:([edx+iC] eax
88 Tea eax,dword ptr ds:[eax+ecx 4] eax x87statusword 0000
28 mov eax,dword ptr : [eax+ebp) eax X87SW_B8 O Xx87SW.C3 O x87Sw.C2 O
24 19 lea ecx,dword ptr ss:fesp+19] X87SW.C1 0 x87SW.CO O Xx87SW_ES O
add eax,ebp eax X87SW_SF O Xx87SW_.P 0 Xx87SW.U O
gsmr\ ecx ecx  |femmmea o came
o v [
5 | Defouit (stdcal) v [s 1$] 00 unlod
esp] 004FFO11 3 < et
esp+4] 00000000
esp+8] 000000C8
esp+C] 00000010

.TEXT:00CASDDD malware.exe: $13000 #13100

Woump1  PYpump2 UNDump3  WhDumps  WeDumps @D watchi  Ixellocals ) Stuct

Address | Hex ASCII

004FFO011 |63 60 64 20|2F 63 20 776D 69 63 20|73 68 61 64|Emd /c wmic shad
004FFO21(6F 77 63 6F|70 79 20 64|65 6C 65 74|65 20 2F 6E|owcopy delete /n
004FF031/6F 69 6E 74165 72 61 63|74 69 76 65100 00 00 00| ointeractive....

Figure 16

The file comes with a hard-coded RSA public key:

Address | Hex ASCII
00DS03B9|2D 2D 2D 2D |42 45 47 49[4E 20 S50 55[42 4C 49 43|=---BEGIN PUBLIC
00D503C9|20 4B 45 59|20 2D 2D 2D|2D OA 4D 49(49 42 49 6A| KEY----- .MIIBIj

00D503D9| 41 4E 42 67|6B 71 68 6B|69 47 39 77[30 42 41 51|ANBgkqhkiGOWOBAQ
OO0DS03E9| 45 46 41 41|4F 43 41 51|38 41 4D 49(49 42 43 67 | EFAAOCAQSAMIIBCG
00D503F9| 4B 43 41 51|45 41 69 6F |54 4B 50 4C|6E 72 61 63| KCAQEAioTKPLNrac
00D50409| 30 43 4A 49(48 30 4D 77|48 69 OA 4A|6D 6C 43 78|O0CIIKOMWHi.ImICx
00D50419|70 66 35 GE|38 62 48 73|4F 6C 33 55(35 51 4F 59| pf5n8bHSO13USQOY
00D50429| 46 4B 33 52|62 4A 4C S5A|50 34 73 33|64 46 67 5A|FK3RbILZP4s3dFgZ
00D50439| 6C 68 65 34|61 56 78 2F|6A 35 76 66(68 6B 77 6E|1kedavx/jsvFhkwn
00D50449|78 56 30 58(74 43 6F 39|54 62 51 OA[38 45 31 4C|XxVOXTCO9TbQ.SE1L
00D50459|7A 74 71 53|76 6D 59 78|35 4F 4D 32[54 53 49 61|ztqSvmYXSOM2TSIa
00D50469|56 36 39 GE|6D 4B 64 30|5A 35 57 35|4F 53 48 63 |V6INMKAOZSWSOSHC
00D50479|75 74 73 56|56 65 41 62|68 39 73 54|55 56 36 45 |uUtSVVeAbk9ISTUVGE
00D50489|31 39 42 54|77 59 6A 67|72 4C 6B 2B|0A 50 6A 6A|19BTwYjgrLk+.Pjj
00D50499| 2B 46 52 64|43 4D 43 56|59 70 42 6C|33 4C 50 6F | +FRACMCVYPBI13LPO
00D504A9| 68 50 53 75|6F 42 4B 5A|6B 31 58 77|34 53 47 6B|KkPSUOBKZK1XW4SGK
00D504B9| 4F 36 55 61[2B 4B 4E 79|78 69 67 42|69 4E 6D 73|06Ua+KNyxigBiNms
00D504C9|56 53 65 76(58 4B 65 4B|51 6F 33 73|56 0A 77 4A|VSevxKeKQo3sV.w]
00D504D9|4A 45 68 52|58 70 65 55|32 75 46 63|34 4B 45 32| JEPRXpeU2uFC4KE2
00DS04E9| 6C 59 4D 79|72 55 71 66|58 41 72 31|71 61 46 36| 1YMyruqfXArlqaFé
00D504F9| 49 56 34 79|68 61 50 71|73 6C SA 69|51 46 4E 70| IV4ykaPqs1ZiQFNp
00D50509|5A 42 57 6F |71 6A 37 4F |56 6B 66 41|30 57 DA 45 |ZBWOQj7OVKFAOW.E
00D50519| 69 42 2B 73|31 4A 6C 76|67 79 35 68|59 31 74 2F|iB+s1)1vgyshyit/
00D50529| 66 4E 31 S1|S5A 78 2F 62|37 49 70 68|6B 6A 2F 50| fN1QZx/b7Iphkj/P
00D50539| 61 36 6F 72[36 52 4E 39|44 6A 35 53|46 4D 63 6B|a6or GRNSDj5SFMcK
00D50549| 6D 77 6C 44|77 67 52 4F|6B 6A 7A 30|37 74 73 OA|mwIDWQROKIZO7tS.
00D50559| 46 51 49 44[41 S1 41 42|0A 2D 2D 2D|2D 2D 45 4E|FQIDAQAB.----- EN
00D50569| 44 20 50 55[42 4C 49 43|20 4B 45 59|2D 2D 2D 2D|D PUBLIC KEY----
00050579| 20 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| =ueveuuessnnaann

Figure 17

Avoslocker creates an input/output (I/O) completion port that is not yet associated with a file
handle (OxFFFFFFFF = INVALID_HANDLE_VALUE):
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push 0
push 0
push 0
push FFFFFFFF

XB7SW_B O XxB87SW.C3 O x87Sw.C2 O
X87SW_C1 0 Xx87SW.CO O Xx87SW_ES O
X87SW_SF 0 X87SW_P O Xx87SW.U O

.TeXT:00CA7BB0 malware.exe: $17880 #16F80

Soump1  Woump2 Woump3  pump4

Figure 18

The malware creates multiple threads that will handle the files encryption. As we can see in
figures 19 and 20, even if the starting address of the thread is StartAddress (sub_DO155F), the
actual relevant function that will be called is sub_CBBADO:

o] 0oocs2807 57 push edi

o[ oocs2808 6A 00 push 0 x87Statusword 0000

e[l 00c8280A s1 push ecx X87SW_B O X87SW.C3 0 Xx87SW.C2 O

o || oocs2808 65 DO BA CB 00 push malware.CBBADO X87SW_.C1 0 X87SW_CO 0 Xx87SW_ES O

e[l oocs2810 6A 00 push 0 X87SW_SF 0 X87SW_P 0 Xx87SW_U 0

e oocs2812 6A 00 push 0 - —

. 14 E8 A2 EB 0 ware. = e —

o< T — o v |[s 1207 unlock

esp+4] 00000000
€sp+8] 00CBBADO malware.00CBBADO
pec] 00710150
.TeXt:00CB2814 malware.exe:$22814 #21F14 Lespec] 0071018

$oump1  PHoump2  WHDump3  WWDumpd  WWDumps @ wathi  bellocls ) stuct

00710150 00! 00 00 00|BQCD C3 00[AB AB AB AB|AB AB AB AB| k... IE.cxcscase
00710160] 00,0000 00| 50:00 00,00 3¢ 107850 | €386 100 19| = PREeR oL P
Figure 19
push ecx
push dword ptr ss:[febp+1s) x§7Statusword 0000
push eax X87SW_B O x87SW.C3 0 x87Sw.C2 O

push malware.DO1S5F X87SW_C1 0 x87SW.CO O Xx87SW_ES O

X87SW_SF O X87SW_P 0 Xx87SW.U O

fesp+s] 00000000
esp+8] 00DO155F malware.00DO155F
espsC] 00738980

Figure 20

The thread’'s priority is set to Ox2 (THREAD_PRIORITY_HIGHEST) via a function call to
SetThreadPriority:

. . 6A 02 push 2 AV rmav o wmpays A tmer v sy
' . FF B5 88 FD FF FF gush dword ptr ss:febp-2753
i . 8D 8D D8 FE FF FF ea ecx,dword ptr ss:febp-125) x87Statusword 0000

. E8 06 32 00 00 maiware.CAAE40 X87SW_B O x87SW.C3 0 x87SW.C2 O
H . 88 C8 mov_ecx, eax X87SW_C1 0 X87SW_CO 0 X87SW_ES O
: . E8 4F CE FE FF maiware.c94a90 X87SW_SF O X87SW_P O X87SWU O
' . 50 push eax

ol S T— =

.

17AA7.

2
1E1
7. ot :\\P
. Text:00CA7C42 malware.exe: $17C42 #17042 0072C368 &7ALLUSERSPROFILE=C:\\Prog

Woump1  WHoump2 WWDump3  WWoump4 WHDumps @ warh1  Iellocas 2 st

Figure 21

The number of created threads is 200 (default value); however, it can be modified using the -t (or
--threads) parameter.

FindFirstVolumeW is utilized to retrieve the first volume of the local machine:

. TeXT:00CA4CI2 malware. exe: $14C92 #14092

@Woumo1  YHoump2 WDump3  WWoumps  WWoumps @ watch1  Iv-llocals P st

Figure 22
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The ransomware extracts a list of drive letters and mounted folder paths for a volume using the
GetVolumePathNamesForVolumeNameW function:

50 push eax x87statusword 0000
6A 78 ush 78 X87SW_B O X87SW.C3 0 X87SW.C2 0
80 44 24 28 ea eax,dword ptr ss:fesp+25) X87SW_C1 O X87SW.CO O Xx87SW_ES O
50 push eax X87SW_SF O X87SW_P 0 X87SW.U 0O
:; - gush edi - agxg . edi
SC DO D2 00 dword ptr ds:[<aGetvolumePat Vo v p— -
oo ", | Defaut (stdcal) v [5 12]0J uniods
— '1: [esp] 0073A0ES L Volume{d7e47829-000
ptr <malware. umePat OrvolumeNamen> ernel32.Getvo at| ForvolumeNamew> 2: e,',’.,. 004FEF38
3: [esp+8] 00000078
4: [esp+C] O04FEF2C

.TeXT:00CA4CBL malware.exe: $14CB1 #140B1
Wouro1  oump2 WWoump3  Whoumps  @0umps @ warchi  belloclls ) stuct e

Address | Hex |Asc1T | Y s 8
T e e e T S b2 .

L Vo' 7€47829-0000-0000-0000-1!

Figure 23

The volume enumeration continues by calling FindNextVolumeW:

68 00 80 00 00 push 8000 X87SW_C1 O X87SW.CO O X87SW_ES O
57 push edi edi XB7SW_SF O X87SW_P 0 X87SW_U o
B 1s BaiindworarpteTassE<aF indnextvolunews] ——
$0 00 02 00 r ods: INEXTVOT umews v
o ; 5 | Defoult (stdcal) v |[s 2] 0] unio
: [esp] 00738000
ptr ) <malware.&F indNextvolumew>]=<kernel32. FindNextvolumen> esp+4) 0073A0ES L"\\\\7\\Volume{d7e47829-0
esp+8] 00008000
. Text:00CASDOC malware.exe: $14D0C #1410C Sspec] 000 =
> ® 2 00738000
$%0ump1  YNDump2 WY Dump3 W Dump4 Y Dump S Watch1  Ix=]Locals & Struct 0O3FEF10] 0073A0E8 | L™\\\\?\\Volume{d7es:

(IO R — Larrww T ' 004FEF14 ! 00008000

Figure 24

The malware is looking for volumes that aren't mounted using the GetDriveTypeW routine (Ox1 =
DRIVE_NO_ROOT_DIR):

H i ® || 00CA4CDB ush eax eax X87SW_C1 0 x87SW.CO 0O x87SW_ES O
B> ebx Eb3 | x87SW_SF 0 X87SW_P 0 X87SW.U 0
i o [00CA+ cap eax, 1 e
1} ==--0[| 00CA4CEL 74 12 je malware.CA4CFS
Pi 22 =% e 5 | Defoult (stdcal) >[5 210 unod
Ll 1: [esp] 004FEF30 L"Z:
ernel32.GetDriveTypen> (76ACDFAD 2: [esps4] 00000OCS
3: [esp+s] 00000010
4: [esps+c] 00261000
. TEXT:00CA4CDC malware. exe: $14CDC #1400C =
PP e e e e e e e o @ . IERXEEFEN 004FEF30 | L"Z:\\"

Figure 25

The binary associates an unmounted volume with a drive letter using SetVolumeMountPointW:

57 push ed1 ea X87SW_C1 O X87SW.CO O X87SW_ES 0

8D 44 24 1C lea eax,dword ptr ss:fesp+icl X87SW_SF O X87SW_P 0 Xx87SW_U 0

50 push eax - - s . eax

FF 15 78 DO D2 00 r s [<aSetvolumeMountPointw> v

FF 15 78 DO call dword pt T<as - ] EEEr™

esp] 004FEF30 L"Z:\\"
espv&j 0073A0E8 L"\\\\?\\Volume{d7e47829-0
esp+8] 000000C8

esp+C] 00000010

.TexXt:00CA4CFB malware.exe: $14CFB #140F8

Woump1  @oump2  Woump3  @oumps  EMoums @ watchi  Iellocals ) stuct 004FEF14 007!A‘:E8 t'\{\ ?\\Volume{d7e47829-0000-0000-0000-b(

Figure 26

AvoslLocker obtains a bitmask representing the available disk drives:

€all dword ptr ds:[<dGetLogicalDrives>] v =
- ' 0 0 = - ' > DQM(SM v, WD
1: [esp] 17AA7DCO
ernel32.GetLogicalorives> 2: [esp+4] 000000C8
3: [esp+8] 00000010
4: [esp+C] 00261000
ye———— e e e e e 17AA70CO

Figure 27

The process creates a thread for each drive that is found. The same method as above is utilized
here, i.e,, the starting address of the thread is StartAddress (sub_DO155F); however, the important
function is sub_CBB930:
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x87statusword 0000

0
E8 28 EC 05 00 v =
e o Eaier o 5 |Defeut (stdcall) v |5 {207 unlock
1: [esp] 00000000
malware. 00001688 2: [esp+4] 00000000
3: [esp+8] 00CBBI30 malware.00CBBI30
4: [espsC] 007359C0 &"C:’
.Text:00CA2A8B malware.exe: $12A88 #11E88 [ = ==
. = . = = G 00000000
$% Dump 1 ¥ Dump 2 &% Dump 3 $% Dump 4 %% Dump 5 % Watch 1 Ix=] Locals ¢ Struct 004FFOCO | 00000000
004FFOC4 00CBB930 | malware.00CBBI30
Addr H A
MA&_“;; 23 00 28 CA AB AB AB AB|AB AB AB -\5J e ! " | ooserocs| 0073550 | avC:
a8 88|91 20 78 solc3 se 3s - 004FFOCC | 00000000
raralea ra =- ra A e Lo ird TS T bl < ol oo b b 004FFODO | 004FF114

. ush dword ptr ss: (e 3 x875tatusword 0000
B h eax X87SW_8 0 X87SW.C3 O 0
° ush X87SW_C1 O X87SW_CO O o
B h dword ptr X87SW_SF 0 X87SW_P O 0
° FF 75 08 dword ptr e B N -
EE—e FF 15 A8 D1 D2 00 1 dword ptr <::E<.s(reate1’hread»-] v =
4 p EE 5 | Defoult (stdcal) v |5 %] unlock
dword ptr [00D2D1A8 <malware.&CreateThread>]=<kernel32.CreateThread> :2“ [12514: 00000000
3 sp+8] 00DO1SSF malware.O00DO1SSF
, 4: lespsc] 00738C00
.Text: 00001704 malware.exe: $71704 #70804 [ = =
2 ¢ FF 00000000
$%5 Dump 1 9% Dump 2 &% Dump 3 %% Dump 4 $%5 Dump 5 = Watch 1 lx=] Locals ¢ Struct oooooooo
Address | Hex [Ascrx ~| 004FF038 00DO1SSE | malware. 0000155
00738C0030.89 CB 00(€0 59 73 00 20 00 €2 00| 0%E.AYS... 004FFOAO | 00000000
.C}E{R AB AB AB AB ig -\3 AB AB 00 00 O04FFOA4 | O04FFOAC
Figure 29
All identified drives are written to the command line, as highlighted in figure 30.
#  Administrator: C:\Users Il Desktop\malware.exe - u] X

Build: SonicBoom

bruteforce_smb_enable: 0

logical_disable: 0

‘k_disable: 1
sable: 0
rrent_threads_num_max: 200
Instance(s) Available.

vssadmin 1.1 Volume ¢ v Copy Service administrati\ mmand-Tine tool
(C) Copyright 2001-2013 Microsoft nrp.

found that at y the query.

e operation completed succ sfully.
operation completed successfully

Y.
C:

Figure 30
The new threads’ priority is also set to THREAD_PRIORITY_HIGHEST by the malicious binary.

GetConsoleWindow is used to retrieve the window handle used by the console associated with
the process:

E— FF 15 €4 DO D2 00 Can) dword ptr ds:[<eGetConsolewindow>] v ——

ol¢ 2 5 | Defauit (stocal) v s 1500 unocke

: [esp] 0074CC38

dword ptr [00020064 <malware.&GetConsolewindow>]=<kernel32.GetConsolewindow> gesg],,,- 17AATI1EL

368 &"ALLUSERSPROEILE=C:\\Progr
users\ I\ \Desktop

.TeXT:00CA9114 malware.exe:$19114 #18514

Figure 31

The malware calls the ShutdownBlockReasonCreate API and indicates that the machine should
not be shut down during the encryption process:
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50 ush eax X87SW.C1 0 x87SW.CO O x87SW_ES O
FF 15 64 DO D2 00 dword ptr ds: [<&GetConsolewindow>) XB7SW_SF O XB87SW_P 0 Xx87SwW_U o
i 1s K;E 2;!‘6 ds:[ hutdownBlockR ]
FF S0 D2 D2 00 ptr ds:[<&shut ockReasonCreate>. v
s : N Defauit (stdcal) v |[s 210] uniocs
R R esp] 001E00F2
ptr [00D2D250 <malware. ockReasonCreate>]=<user32. lockReasonCreate> 2: esgq4 0074CC38

esp+8] 17AA71E1l
esp+C] 0072C368 &"ALLUSERSPROFILE=C:\\Prog

.Text:00CA9118 malware.exe:$19118 #18518

WWoump1 YWoump2 WHoump3  WHDumps  WHoumps @ wath1  Iellocals ) stct

Address | Hex ASCIT ~

= - > 0072C368 | &"ALLUSERSPROFILE=C : \\Programata”
0074CC38|59 00 6F 00 20 00 64 00|6F 00 63 00|¥.0.u.r. .d.o.c. C
0074CC4875 00 60 00|65 00 6€ 00/24.00 73 00(20 00 77 00|u.m.e.n.t.s. .w. AERLSS %;g:gzg &7C:\\Users\\BIll\\Oesktop\\malware. exe"
0074CC58| 69 00 GC 00|6C 00 20 00|62 00 65 00|20 00 63 00|1.1.1. .b.e. .c. 00000000
oouccss‘ 72 00 75 00|20 00 74 00165 00 64 00|o.ririuip.t.eid. | Peierreies
0074CC78| 20 00 59 00|66 00 20 00|61 00 20 00|73 00 68 00| .1.f. .a. .s.h. -, - -
0074CC88|Z5 00 74 00(64 00 6F 00(77 00 6E 00(20 00 6F 00|u.t.d.0.w.n. .0. 2 | e e O eSO
0074CC98| 63 00 63 00(25.00 72 00|73 00 20 00|64 00 75 00|c.c.u.r.s. .d.u. ol cosrr34s
0074CCA8|72 00 69 00|6E 00 67 00|20 00 74 00|68 00 65 00|r.i.n.g. .t.h.e. 00736000
0074CCB8|20 00 65 00|6E 00 63 00|72 00 79 00|20.00 74 00| .e.n.c.r.y.p.t. - !
0074CCC8| 69 00 6F 00|6E 00 20 00|20 00 72 00|6F 00 63 00|4.0.n. .p.r.o0.c. |27 A N L T R
0074CCD8| 65 00 73 00|73 00 2E 00|00 00 AD BA|0D FO AD BA|e.5.5......°.3.° onl annnnnnn

Figure 32

The ransomware extracts the identifier of the calling thread:

ES 13 36 03 00 ©aNl <malware.GetCurrentThreadId> v 1
e — =T Giaciers

<malware.GetCurr

esp

esprs
esp+8] 17AA71EL
esp+C] 0072C368 &"ALLUSERSPROFILE=C:\\Progr

0000005 4
00CA918C malware.00CA918C
E.

. Text:00C94A49 malware. exe: $4A49 #3E49
Figure 33

AvoslLocker blocks the calling thread until all created threads will terminate their work using the
Join method:

.text:0@C94A53 push 2] $ int
.text:0@C94A55 push dword ptr [esi+4] ;
.text:0@C94A58 push dword ptr [esi] ; hHandle
.text:0@C94A5A call __Thrd_join
.text:0@C94AS5F add esp, @Ch
.text:00C94A62 test eax, eax
.text:0@C94A64 jnz short loc_C94A78

Figure 34

Thread activity - sub_CBB930 function

The ransomware decrypts a list of extensions that will be skipped (figure 35):

e "avos" "avoslinux" "avos2" "avos2j" "themepack"
"Cab” Ilscrll llbatll l|drv|l Ilrtpll Ilmspll

| n "dlagpkg llmsill lllnkll |lexell

11 nony nn

e "prf" "msc" "ico" "key" "ocx" "diagcab" "diagcfg" "pdb" "wpx" "hip" "icns" "rom" "dIl"

Ilmsstylesll Ilmodll llps'lll l|iCSII l|htall

° Ilbinll I|Cmdll Ilanill II386II Illockll llcurll llidXII n ySIl llcomll Ildeskthemepackﬂ IIShSII llldf”

Ilthemell |lmpall |lnomediall I|Sp|ll Ilcplll Iladvll |IIC|II llmsu
Address | Hex ASCII |

049BESED |61 76 6F 73|20 61 76 6F|73 6C 69 6E|75 78 20 61|avos avoslinux a
049BESFD |76 6F 73 32|20 61 76 6F|73 32 6A 20|74 68 65 6D|vos2 avos2j them
049BE60D |65 70 61 63|6B 20 6E 6C|73 20 64 69|61 67 70 6B|epack nls diagpk
049BE61D |67 20 6D 73|69 20 6C G6E|6B 20 65 78|65 20 63 61|g msi Ink exe ca
049BE62D |62 20 73 63|72 20 62 61|74 20 64 72|76 20 72 74|b scr bat drv rt
049BE63D |70 20 6D 73|70 20 70 72|66 20 6D 73|63 20 69 63|p msp prf msc ic
049BE64D | 6F 20 6B 65|79 20 6F 63|78 20 64 69|61 67 63 61|0 key ocx diagca
049BE65D (62 20 64 69|61 67 63 66|67 20 70 64|62 20 77 70|b d1agcfg pdb wp
049BEG6D |78 20 68 6C|70 20 69 63|6E 73 20 72|6F 6D 20 64|x hlp icns rom d
049BE67D|6C 6C 20 6D|73 73 74 79|6C 65 73 20|6D 6F 64 20 'I'I msstyles mod
049BE68D |70 73 31 20|69 63 73 20|68 74 61 20|62 69 6E 20|psl ics hta bin
049BE69D |63 6D 64 20|61 6E 69 20|33 38 36 20|6C 6F 63 68| cmd ani 386 lock
049BEGAD |20 63 75 72|20 69 64 78|20 73 79 73|20 63 6F 6D| cur idx sys com
049BEGBD (20 64 65 73|6B 74 68 65|6D 65 70 61|63 6B 20 73| deskthemepack s
049BE6CD |68 73 20 6C |64 66 20 74|68 65 6D 65|20 6D 70 61|hs 1df theme mpa
049BE6DD | 20 6E 6F 6D |65 64 69 61|20 73 70 6C|20 63 70 6C| nomedia spl cpl
049BEGED (20 61 64 76|20 69 63 6C |20 6D 73 75|00 00 00 00| adv icl msu....

Figure 35
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The malicious executable starts enumerating the drive by calling the FindFirstFileW function:

00CIEASC 50 push eax | eax X87SW_B 0 X87SW.C3 O X87SW.C2 O
8D 8D AC F2 FF FF lea ecx,dword ptr ss:febp-D54] [_et X87SW_C1 O X87SW_CO O Xx87SW_ES O
EB 68 EC 00 00 maliware.capeco | X87SW_SF O X87SW_P O X87SW.U O

ush eax | ey e —

FF 15 80 64 D5 00 dword ptr dsi[<aFindFirstFilew>] v
g et "™ ot an <[ sl0 s

B O
ptr (00056480 <malware.&F rstFilew>]=<kernel32.F rstFilew> % ::.4“32‘9::223'5
3: [esp+s] 137€7091
4: [esp+C] 0498FC60

.TeXT:00C9EASY malware.exe: SEAS9 #DESO
Woumo1  @Hoump2 @Dump3  UMDump4 @HDumps @ watch1  [xellocals S struct ol neanrcaalls

Figure 36

The ransomware creates a ransom note called “GET_YOUR_FILES_BACK.txt" in every directory
that will be encrypted (Ox40000000 = GENERIC_WRITE, Ox2 = CREATE_ALWAYS, 0x80
FILE_ATTRIBUTE_NORMAL):

v ey

A h o ~w
€8 20 00 00 00 Push 80 X87TW_6 3 (Empty) x87TW.? 3 (Empty)
6A 02 push 2
6A 00 push 0 x87Statusword 0000
6A 00 push 0 X87SW_8 O x87Sw.C3 0 x87sw.C2 O
68 00 00 00 40 ush 40000000 X87SW_C1 O X87SW_CO O X87SW_ES 0
ES FO F7 00 00 malware.CAD6CO X87SW_SF O X87SW_P 0 X87SW_U 0
50 ﬁsnh eax
FF 15 8C 64 DS 00 dword ptr ds:[<&CreateFilew>]

dword ptr [0005648C <malware.&CreateFilew>]=<kernel32.Createrilew>

.Text:00CIDEDL malware.exe: SDED1 #0201

@oump1  @Yoump2 WWoump3 WHoump4  WDumps @ watch1  Ie-llocals 2 St

Address | Hex As:x:
049BESBC Z SA 00 3A 00[00 00 00 00
049BESCC |00 00 00 00
049BESDC | SA 00 3A 00

4E.00 2C 00
07 00 00 00

OO 00 00 DD OD 00 OO OO

Figure 37

The WriteFile routine is used to populate the ransom note:

00 push 0 AS/IM_D 3 LEWPLY)  AQ/IW_s 3 \EWPLY)

push eax

85 €O 00 00 00 push dword ptr ss:febp+Coj x87statusword 0000

8D BO 00 00 00 lea ecx,dword ptr ss:febp+80j X87SW_B O Xx87SW_C3 0O Xx87Sw.C2 O

FE F4 00 00 call maiware.cAps00 X87SW_C1 0 X87SW_CO 0O X87SW_ES O
pus: eax X87SW_SF O Xx87SW.P 0 x87SWw.U O
ush esi

15 24 65 DS 00 dword ptr ds:[<awriteriles] vl [
i : 5 | Defouit (stdcal) ~ |[5 11 0] unlock
1 [esp) 00000234
L 2: [esp+d] 0073A718

3: [esps8] 000003F3
4: [esp+C] 049BE204

.Text:00CIE3D4 malware.exe: SE3D4 #D7D4

Woump1  YHoump2 WHoump3  WHDumpd  WHoumps @ wathi  Ixellocals ) Stct
Address | Hex |ascxx
0073A718 MM 76 6F 73[4C 6F 63 68[65 72 0D OA|0D OA 41 74|AvosLocker....At|

Figure 38

AvosLocker

3 Actention!

a;u /ou must p‘/

nheep://avosy
33 that you may access
1ng, how long before the
because those who don't have
Mom don't pay or fail to respond

7113cx1bkThcxmnxihSkve2akeqiad. onion
ch you may download at hteps://www.

111 be available to yo your ID presented to you below in this note in our website.

press release blog and the price '11 have to pay will go up significantly.

a swift manner nve their data leaked in our blog, accessible at htcp://avosqxhl2bSia23dl £KkS1=pIpiSgLhelSklad. onion

ect.oxg/download/

Contact us
The corporati

i3 Your ID: €feSalldal 2b47eldésl 2 720a717¢d

Figure 39
The process decrypts a list of folders that will not be encrypted (figure 40):

e "Program Files" "Windows" "Windows.old" "bootmgr" "ProgramData" "System
Volume Information"

e "AppData" "Public" "All Users" "boot" "Intel" "WInNT" "Sophos" "Microsoft." "Games"
"config.msi"
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04QBEA68 17 S0 20 69
049BEA78 50 72 6F|67 72 61 6D |44 61 74 61|00 00 00 00
049BEA88| 60 57 69 6E|64 6F 77 73|2E 6F 6C 64|00 00 00 00
049BEA98|28 4D 69 63|72 6F 73 6F|66 74 2E 00|(0D 63 6F 6E| (Microsoft...con
049BEAA8| 66 69 67 2E(6D 73 69 00|3D 41 6C 6C|20 55 73 65|fig.msi.=A11 uUse
049BEAB8|72 73 00 00|48 62 6F 6F|74 6D 67 72|00 00 00 00|rs..Hbootmgr....
049BEACS8| 6B 41 70 70|44 61 74 61|00 00 00 00(5B 57 69 6E|kAppData....[win
049BEAD8| 64 6F 77 73|00 00 00 00|09 4D 69 63|72 6F 73 6F|dows.....Microso
049BEAE8| 66 74 2E 00|73 50 75 62|6C 69 63 00(3C 53 6F 70|ft..sPublic.<Sop
049BEAFS8| 68 6F 73 00|27 49 6E 74|65 6C 00 00|75 57 69 6E|hos. 'Intel..uwin
049BEBO8|4E 54 00 O0[1F 62 6F 6F|74 00 00 00|00 00 OO0 OO|NT...booOt.......

rogram Files..
>Programpata....
windows.old....

Figure 40

AvoslLocker continues the file enumeration using FindNextFileW:

0 Xx87SW.U O

210 unlodk

m(sunn - s

0498£C38
137€7091
0498FC60

. TEXT:00CA20C2 malware.exe:$120C2 #114C2
Woumo1  oump2 @WDump3  WWoump4  WHDumps @ watchi  Ixellocals 4 Stuct

Figure 41
A list of files that will be skipped is decrypted using the XOR operator (figure 42):

e '"GET_YOUR_FILES_BACKtxt" "desktop.ini" "autorun.inf' "ntldr" "bootsect.bak"
"thumlbs.db"

e '"boot.ini" "ntuser.dat" "iconcache.db" "bootfont.bin" "ntuser.ini" "ntuser.dat.log"
"Thumbs.db"

049BEC09 6F 6F 74 BE 69|00 00 00 04[47 61 6D 65

Figure 42

An example of a comparison between the file extension and one that is whitelisted is shown
below:

OF 1F 80 00 00 00 00 nop dword ptr ds:[eax],eax
8A 08 mov ¢l 3 : [eax ~ |[Eixtdelcey

EAX  049BEESS "Xt
EBX  00733E29
ECX

ine maiware..
test ¢l,cl
je malware.CA1E4C

mov cl,byte ptr ds:[eax+1
;np <l me ptr ds esi+1
add eax

eaxy,
esil || esp  oasmrcis

Esp  049BE22C
eax | ESI  0498F708 “avos™

83 CO0 02

Figure 43

The ransomware sends an I/O completion packet that contains the targeted file path to the IOCP
created earlier:
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XE/SW_B U XSB/SN_L3S U XS/SWKZ U
X87SW._C1 O Xx87SW.CO O Xx87SW_ES O
X87SW_SF O X87SW.P O Xx87SW.U O

v |[s 2107 unlock

FF BS F8 ED FF FF push dword ptr ss:jgebp-1205§ Let
push 77

68 FE FF 00 00 push FFFE
FF 35 7C 64 DS 00 push dword ptr ds:[DS647C)
FF 15 380002 00 call dword ptr ds:{ <aPostqueuedcompleti e v [

esp] 00000214
esp+4] OO0OOFFFE
esp+8] 00000077

007 7 = ?' H . -
. TEXT:00CA2099 malware.exe: $12099 #11499 esp+C 4CC78 L™\\\\?\\Z:\\test. txt

A ™.
o1  YWoump2  WDump3  YWDumps  HDumps @ watchi  Ixellocals P stuct ol
Hex lAscn I .\u“"ﬂz‘ 00000077 | =
e e 0498£228| 0074CC78 | L"\\\\?\\Z: \\Test. Txt

Figure 44

Thread activity - sub_CBBADO function

GetQueuedCompletionStatus is utilized to dequeue an I/O completion packet from the IOCP:

i e« FFFFFFFF e e o g e e = g
H © Iea ecx,dword ptr ss:febp+15) X87TW_6 3 (Empty) x87TW_7 3 (Empty)
e 51 push ecx
! el 8D 4D 50 lea ecx,dword ptr ss:[febp+soj x875tatusword 0000
' e 51 push ecx X87SW_B O x87SWw.C3 0 x87sw.C2 O
H o 8D 4D 54 lea ecx,dword ptr ss:[febp+s4) X87SW_C1 O X87SW_CO O x87SW_ES O
' d b S1 push ecx X87SW_SF 0 X87SW_P O Xx87SW.U O
R K 50 Ipush eax = — E— .
B> FF 15 A4 DO D2 00 call dword ptr ds:[<eGetQueuedCompletionstatus>. v
TS = Defauit (stdcal) v [s 12100 unlos

esp] 00000214

esp+4] 045FF7F4
esp+8] 045FF7FO
esp+C] 045FF788

ptr [00D2D0A4 <malware.d&GetQueuedCompletionstatus>.

ernel32. GetQu ompletionstatus>

.TeXT:00C9CELD malware.exe: SCEID #C21D

Woumo1 $Hoump2 WMoump3  UMDump4  Houmps @ watch1 l"lLocak P stwct REEATE 00000214
T T ASCEE ~ s s

045FF7FO m‘m Z6 CF Q_g|a> 47 31 17|FE FF FF FF|do_.DVvI.iG1. pyyy\

04SFFEDC | FFFFFFFF

Figure 45

AvoslLocker retrieves file system attributes for a file or directory and avoids the
FILE_ATTRIBUTE_SYSTEM (Ox4) attribute:

H e oocacecc] 50 push eax eax X87SW_B O x87SW.C3 O x87Sw.C2 0
BE—e FF 15 9C DO D2 00 | cann Mrd ptridsi[<aGetFileattributesw>] X87SW_C1 O X87SW_CO O Xx87SW_ES O

i o A8 04 test al, X87SW_SF O X87SW_P O X87SW.U O

HFEREET [ v 74 28 e ruhure C9CEFF e e —— ~

o FO FF OD 50 64 DS 00 ock dec dword ptr ds:[056450] @D
3 -
i > Defut“(stdd) Unlods
ptr [00D2009C <malware.&GETF1]eAttributesw>)=<kernel32.GetFileAttributesw> 12: .53.‘ 13BA7825 :
: [esp+8] 00738980

esp+C)] 0071D150

. TexT:00C9CECD malware. exe: SCECD #C2CD

_ JEENEE IEEEETEE 0074CB88 [ L \\\\7\\Z: \\test. txt™

e _ . - - - - il - - il - - s ... .. L

Figure 46

Based on the assembly code we analyzed, the ransomware uses a free C++ library of
cryptographic schemes called Cryptopp (https://github.com/weidaill/cryptopp):

=
.text:00CDB234
.text:00CDB234 loc_CDB234:
.text:80CDB234 push offset aCryptographicA ; "Cryptographic algorithms are disabled b"...
.text:0eCDB239 lea ecx, [ebp+var_28]
.text:0eCDB23C call sub_CADA4@

.text:00CDB241 lea eax, [ebp+var_28]
.text:0eCDB244 mov [ebpt+var_4], @
.text:00CDB24B push eax ; void *
.text:00CDB24C lea ecx, [ebp+var_5e]

.text:00(DB24F call sub_CDB7D@

.text:00CDB254 push offset _ TI3?AVSelfTestFailure@CryptoPP@@ ; throw info for 'class CryptoPP::SelfTestFailure’
.text:0eCDB254 ; throw info for 'class CryptoPP::SelfTestFailure’

.text:00CDB259 lea eax, [ebp+var_50]

.text:@0CDB25C push eax

.text:0eCDB25D call sub_CF782E

Figure 47

The malicious process acquires a handle to a key container within a particular cryptographic
service provider (Ox1 = PROV_RSA_FULL, OxFOOO0O000 = CRYPT_VERIFYCONTEXT):
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o[ 00CE3083 68 00 00 00 FO push F0000000

o oocezoss 6A 01 push 1 x875tatusword 0000

o | 00CE30BA 6A 00 push o X87SW_B 0O x87SW.C3 O x87SWw.C2 O

o || 0OCE30BC 6A 00 push 0 X87SW_C1 O x87SW.CO O XxB87SW_ES O

o || OOCE30BE 56 push esi X87SW_SF O X87SW_P O x87SWw.U O

| OOCE30BF €7 06 00 00 00 00 mov_dword ptr ds:[esi],0 R

ol 4 Lk

o[ A —" ‘ |5 510 uiosk

.Text:00CE30CS malware.exe: $530C5 #524C5
$Woumo1  YHoump2 WHDump3  UWoump4  WWoumps @ watch1  Ix-llocals P st

045FF5A0 [00] 00 00 00|00 00 00 00|00 00 0O 00[00 0O OO OO|Meessssrsseeennns

Figure 48

The ransomware generates 32 random bytes via a function call to CryptGenRandom. These bytes
will be used to derive a Salsa20 key and a nonce:

X87SW_C1 0 X87SW.CO O XxB87SW_ES O
X87SW_SF O Xx87SW_P O Xx87SW.U O

.
.
.
. |

-

.Text:00CE3708 malware.exe: $53708 #52808
WWoumo1  Woump2 EHDump3  Woump4  EWDumpS

Figure 50

The RSA public key is converted into an array of bytes using CryptStringToBinaryA:

00
00

0

84 24 F4 08 00 00
0
00

push 0
push 0
push eax
lea eax,dword ptr ss:fesp+sr4j)
push eax

push 0

gusn 0

ea eax,dword ptr ss:fesp+100§
push eax

X87TW_4 3 (Empty) X87TW.s 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)
x87Statusword 0000

X87SW_B 0 Xx87SW.C3 O X87SW.C2 O

X87SW._C1 O Xx87SW.CO O Xx87SW_ES O
SW_SF O Xx87SW_.P O Xx87SW.U O

6A 00
84 24 00 01 00 00
0

. TEXT:00CA2BC6 malware. exe: $128C6 #11FC6
Woump1  YHoump2 WYDump3  USDump4d  EHDumpS

IeelLocals 5 Struct

@ watch 1

045FEACH 2D 2D 2D|2D 42 45 47|49 4E 20 50|55 42 4C
045FE4D4 20 20|20 20 40
D4SFE4E4

GA 41 4E 42|67 6B 71 68|68 69 47 39|77 30 42

Figure 51

The CryptDecodeObjectEx API is utilized to decode a structure of a particular type (Ox1
X509_ASN_ENCODING, 0Ox8 = X509_PUBLIC_KEY_INFO, 0x8000
CRYPT_DECODE_ALLOC_FLAG):

00CA2C53 50 push eax

00CA2CS 4 84 24 A0 00 00 00 lea eax,dword ptr ss:fesp+Ao]
00CA2C58 50 push eax

00CA2CSC 6A 00 push 0

00CA2CSE push 8000

00CA2C63 push dword ptr ss:fesp+8s) x87statusword 0000

00CA2C6A lea eax,dword ptr ss:fesp+sFcl X87SW_B O Xx87SW.C3 0O x87Sw.C2 O
00CA2C71 50 h eax X87SW_C1 O X87SW.CO O X87SW_ES O
00CA2C72 X87SW_SF O Xx87SW_P O Xx87SW.U O

0D0CA2C74
<& 0deob. EX>] i
ryptoec ject! - v SEc ]

esp+4] 00000008
esp+8] 045FECCH
.TeXt:00CA2C76 malware. exe: $12C76 #12076 §65pIC1100000126

$oumo1  YHoump2  WWDump3  WWoump4  WHDumps @ watch1  Iellocals P st o] ¢ S

X87TW_2 3 (Empty) X87TW_3 3
X87TW_4 3 (Empty) x87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW.7 3

045FECC4 |30 82 01 22|30 0D 06 00
045FECD4 (01 05 00 03[82 01 OF 82

04SFECE4(00 8A 84 CA|3C B9 EB 69 3
04 EECES |26 E a2 Ce ] 27EEI oL 24

Figure 52
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The process converts and imports the RSA public key information into the provider and returns a
handle (Ox1 = X509_ASN_ENCODING):

~ |[s_[210] unlock

o 0oocA2046 50 push eax X87SW_C3 0 Xx87SW.C2 O
e || 00CA2D47 FF B4 24 A0 00 00 00 push dword ptr ss:[esp+Ao) X87SW_CO O x87SW_ES O
e[l oocaz04E 6A 01 push 1 X87SW_P 0 X87SW_U O
o | ooca20s0 FF B4 24 AC 00 00 00 push dword ptr ss:fesp+ac] =

. 4000 dword <&CryptImportPublicKeyInfo>!

P o =

p+a] 00000001
€59+5] 0074£548 &71.2.840.113549.1.1.1°
4
. Text:00CA2057 malware. exe: $12057 #12157 gsprc] o4

WWoump1  Woump2 WHDump3  WWDumps  WDumps @ watch1  Iellocals ) stct

0074548 | &0 00702 00 00 00|Z& ES 74 0O[OE O 00 00| FAt..... XATTe F 4SFE480 | & ’
0074E558| 50 £574.00(00 00 00 00|31 3¢ 32 2E|38 34 30 2E|.4t.....1.2.840. o e [ SLANNNIAZ 2N EESEEXE
O074ES568|31 31 33 35|34 39 2E 31|2E 31 2E 31|00 FO AD BA|113549.1. d.° 045FE3E4 | 045FFEDS
0074E578|05 00 AD BA|0D FO AD BA|30 82 01 0A|02 82 01 O1...%.d.%0.. iyttt P

Figure 53

The Salsa20 key (32 bytes) and a nonce (8 bytes) that were derived from the randomly generated
buffer are encrypted using the RSA public key:

00CC2FEA AD/IW_® 3 \EWPLY) AD/IW_s 3 \EWPLY)

00CC2FEB
00CC2FEC x87Statusword 0000

00CC2FED X87SW_B O X87SW.C3 O X87SW.C2 O
OO0CC2FEF X87SW_C1 O Xx87SW.CO O X87SW_ES O
00CC2FF1 h X87SW_SF O X87SW_P 0 X87SW.U O

OOCC2FF3
: v |[s 1200 unodk

.Text:00CC2FF4 malware.exe: $32FF4 #323F4
$Wouro1  YHoump2 WHDump3  WWoump4  WHDumps @ wah1  Iellocals P st

0074EB50 DO FA 7F|3B 29 4A 0A|C7 63 C6 BF 14| D0.;)J.CCAM Iie
0074EB60|E4 1E A8 15|83 41 4F EF F3 a A0 @280
EB

Figure 55

The above buffer is reversed and converted to Base64 format (0x40000001 =
CRYPT_STRING_NOCRLF | CRYPT_STRING_BASEG64):

| R x875tatusword 0000
X87SW_B O X87SW.C3
X87SW_C1 O Xx87SW_CO
X87SW_SF O X87SW_P

045FE3A4
045FE3A8 "====BEGIN PUBLIC KEY====~ \PMIIBIjANBgkqhi
04SFE3AC
045FE3BO
045FE3B4

return to malware.00CA305C from malware.O(

&"1.2.840.113549.1.1.1"

Figure 56
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007500C0 43 36 47(41 65 73 2F|6F 6C 73 71|4C 54 51 41 6GAes/01sqLTQA
00750000 | 4F 37 4C 65(4B 61 4F 74|4F 71 4C S5A 07LeKaotoqLZGuiv
007500E0(59 2B 52 6B 7A 54 48 50 Y+RKkzT/zzKPepzq

007500F0| 62 73 35 37 4E 56 77|28B 46 2F bS5 p7NVW+AF /MLWB
00750100 37 6C 66 2F 61 65 37|6D 4B 71fZ/ae7mkvPcler
0075011028 46 30 56 34 46 64|43 4F +F03V4FdCOOCKRES
00750120(56 76 6F 76 50 33 39|42 31 VVo1vP398161h2ZL
00750130(54 42 77 55 62 4D 79|57 6B TBw]jUbMywkhOT69y
00750140| 69 7A 50 48 68 4E 67|41 79 izPeHhNgAy01kil3
0075015077 7A 37|31 63 75 64|66 77 w+271cudfwq9sSaQh
00750160(79 52 36 S5A 6A 6C 51|30 44 YR6KZJ1QODIWILZ T

00750170| 4E 4E 63 46 56 54 59|48 73 NNCTFVTYKSU12yMmX
00750180| 4D 6B 64 68 32 30 75|45 48 MKkd8h20UEKNyWwZEB
00750190|77 61 4B 30 32 2F 73|38 74 WakKMO02/s8TSUFCKC
007501A0 | 2F 68 47 45 69 65 59|7A 51 /hGQE1eYzQgXvsQrR
007501B0|54 4C 74 41 74 35 79|6A 75 TLTIAtSyjuy/CFED
007501C0| 44 38 5A 44|53 44 68 37|32 44 D8ZDSDh72D701 8NM
007501D0| 37 6C 2B 68|6E 4C 56 70|74 38 71+hnLVpt8079wqz
007501E0| 77 37 47 76|76 68 58 7A|57 64 65 72 w7Gvvhxzwderzstd

Figure 57

The AllocateAndInitializeSid function is utilized to allocate and initialize a security identifier (SID)
with 2 subauthorities:

1 e]oocosssr 50 pus: eax x87Tagword FFFF

o o | 00C948C0O 56 sh esi

o oy e xsh o1 X87TW_0 3 (Empty) x87TW_1 3 (Empty)
i efJoocossc2 56 push esi X87TW_2 3 (Empty) Xx87TW_3 3 (Empty)
' ol oocasacs se push esi X87TW_4 3 (Empty) X87TW_S 3 (Empty)
i eloocasscs se push esi X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
H o | 00C948CS 56 push esi

i efoocossce 68 20 02 00 00 push 220 x87statusword 0000

i efoocosscs 6A 20 push 20 X87SW_B 0 X87SW.C3 0 X87SW.C2 0
i eJoocossco 6A 02 T"s" 2 X87SW_C1 0 X87SW_CO O Xx87SW_ES O
H o | 00C948CF 8D 44 24 48 ea eax,dword ptr ss:fespras) X87SW_SF O X87SW_P 0 Xx87SW.U O
H el 00c94803 S0 sh eax

- . N =
e == = — 5> | Default (stdcal) » [s 1] unlock

. TEXT:00C94804 malware. exe: $4804 #3CD4

$oump1  YDump2 WDump3  WWDumps  WWDumps @ watch1  [xellocals ) Stuct

045FF498 000000 00100 01 000000 00 00 00| BA.
045FF4AS |00 05 75 00 92 44 00 00
045FF488| 712200 00 (S ucosooaoooooosrsoz 80
045FF4C8|16 00 00 00(15 78 BA 13|68 33 CA 00|55 7A BA 13|.
045FF4D8 ZACC 74 00/00700 71 00|00 89 73 oof*
O45FF4ES| 00 10 26 0050 FE SF 04150 €4 05 77 |AF 92 18 50| .
O45FF4F8|FE FF FF FF |82 S8 OC 77|00 00 00 FO|84 14 70 41

Figure 58

The malware creates a new ACL by calling the SetEntriesInAclA routine:

push oxx

g:l nx Mrd ptr ss:fesp+3i
-ovl d ptr ss:fesp+3Cj,xmm0
ax

push 1

FF FF FF FF mov dword ptr :[fesp+38),FFFFFFFF

02 00 00 00 mov dword ptr ss:fesp+3cy,2 X87SW_B O X87SW_C3 0O Xx87SW.C2 O

mov dword ptr p+40§, esi X87SW_C1 O X87SW_CO O X87SW_ES O

mov. mr: pgr 2 ,esi X87SW_SF O X87SW.P 0 x87Sw.VU 0O
rd ptr ss:

4«
05 00 00 00 |mov 55
0 D: <&SetEntriesInAcl.

X87TW_0 3 (Empty) X87TW_1 3 (Empty)
X87TW_2 3 (Empty) Xx87Tw_3 3 (Empty)
X87TW_4 3 (Empty) Xx87TW_S 3 (Empty)
X87TW_6 3 (Empty) x87TW_7 3 (Empty)

x875tatusword 0000

24 3C

. TEXT:00C9491C malware. exe: $491C #301C

Woump1  @oump2 @HDump3  Woumps  @WDumps & watch1

Figure 59

SetNamedSecuritylnfoW is utilized to modify the DACL of the targeted file (Ox1 =
SE_FILE_OBJECT, Ox4 = DACL_SECURITY_INFORMATION):

— - pUEhYeRR xo/im_® 3 (empLy)  Rosim_s 3 \EmpLy)
o | 0oc94920 FF 74 24 10 push dword ptr ss:fesp+10]
® ] 00C94931 50 push eax x87statusword 0000
® ] 00C94932 50 push eax X87SW_B O Xx87SW_C3 O x87Sw.C2 O
® | 00C94933 6A 04 push 4 X87SW_C1 0 Xx87SW.CO O Xx87SW_ES O
@ | 00C94935 6A 01 push 1 X87SW_SF O X87SW_P 0 Xx87SW_U o
@ 00C94937 53 sh ebx ebx
T b v
PEE O ofe g 5 |Defout (stdcal) ~ |[s_#]0] unod
2: [esp+4] 00000001
3: [esp+8] 00000004
=
.Text:00C94938 malware.exe: $4938 #3D38 SSPC]_00000000
@oump1  $Hoump2  $Dump3  ¥MDump4  ¥Houmps @ watch1  Ie-llocals ) stuct

Figure 60
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The ransomware opens the file via a call to CreateFileW (OxcOO0O0000 = GENERIC_READ |
GENERIC_WRITE, 0x3 = OPEN_EXISTING, 0x80 = FILE_ATTRIBUTE_NORMAL):

t--e

00CA3375
00CA3377
00CA337C
00CA337E
00CA3380
00CA3382
00CA3387

58222892

.TEXT:00CA3388 malware.exe:$13388 #12788

h 0
push C0000000

AQ/IM_D 3 \SWWLY) A/ IW_/ 3 LEEWPLY)

x87Statusword 0000

X87SW_B 0 x87SW.C3 0O x87SWw.C2 O
X87SW_C1 O x87SW.CO O Xx87SW_ES O
X87SW_SF O Xx87SW.P O Xx87SW.U O

ISh eax L = -
>[5 1100 unlock

<&Createrilew>!

ool WWoump2 WHoump3  Wpumps

0074EC78 | EE

$oump 5

FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE
00745:8! EE FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE
EE FE EE FE EE FE EE FE EE FE EE FE EE FE

fafefe’fefe:ei?i

Qwauu Ieellocals & Stct

3
pipipipipip

oo

Figure 61

The file size is retrieved using the GetFileSizeEx API:

50

.Text:00CA35CS malware.exe: $135C5 #12C5

X87SW_C1 0 Xx87SW.CO 0O Xx87SW_ES O

X87SW_SF 0 X87SW_P
— -

0 Xx87SW_U o

045FF688
138A7ASS
00738980

Woump1  Yoump2 Dump3  ¥WDump4

¥ oump 5

AvoslLocker reads IMB at a time:

68 00 AO OF 00
57
56

.TeXT:00CA3909 malware.exe:$13909 #12009

6A 00
8D 85 94 FE FF FF
50

e:a eu dword ptr ss:febp-16c

@ watch1  Iellocals ) Struct

Figure 62

x875tatusword 0000

X87SW_B O Xx87SW.C3 0 x87SW.C2 ©
X87SW_C1 O XB87SW_CO O XxB7SW_ES O
XB7Q_SF 0 137” 0 x87SW.U O

120 unlock
] 04D0E020

000FA000

045FF564

WWouro1  Woump2  WSDump3  WSoump4

¥4 Dump 5

pellocals 7 Stuct

@ watch 1

Figure 63

The process moves the file pointer to the beginning of the file by calling SetFilePointer (Ox0 =

FILE_BEGIN):

. TeXT:00CA39E6 malware.exe:$139E6 #120E6

XS/SW_B U XS/SN_L3S U XS/SWKLZ U
X87SW_C1 0 Xx87SW.CO O X87SW_ES O
xc??ﬂ_sF 0 x07SN_P o

X87SW_.U O

ool Woump2  WHDump3  Woump4

% Dump 5

@ watch1  Ireliocals ) Struct

Figure 64

The binary passes a pointer to the file content to the encryption function:

il @] OOCDE1AS
H

.

.

.

.

OOCDE 1AC

.TeXT:00CDELAE malware.exe: $4ELAE #4D5AE

Xs/3Tatuswora
X87SW_B 0 XC?M 3 0
X87SW_C1 0 Xx87SW.CO O
XB87SW_SF O X87SwW_P o

X87SwW.C2 0
X87SW_ES O
X87SW_U o

¥ (s 2] 00 unloas

esp+8
espeC.

espﬁli 04D0E020

04D0E020
00000040

WWoumo1  Woump2  EHoump3

0400020

LIFARS
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%4 Dump 4

llll‘l‘l4]634]‘14141‘]4!41414!

$%0ump 5

@ watch1  belloclls P St

R s e isTasnncasa

Figure 65
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The file content is encrypted using the Salsa20 algorithm. The implementation below is very
similar to the one presented at https://github.com/weidaill/cryptopp/blob/master/salsa.cpp:

.text:00CDF672 loc_CDF672:
.text:@0CDF672 movdqa xmm@, [esp+3F@h+var_3eC]
.text:00CDF67B movdqa xmm4, [esp+3F@h+var_2FC]
.text:00CDF684 movdqa xmm2, [esp+3F@h+var_3CC]
.text:00CDF68A movdqa xmm6, [esp+3F@h+var_3B(C]
.text:@0CDF69@ paddd xmm@, xmm2
.text:00CDF694 paddd xmm4, xmmé
.text:@00CDF698 movdqa xmml,
.text:00CDF69C movdqa xmmS, xmmd
.text:00CDF6A0 pslld xmm@, 7
.text:@0CDF6AS pslld xmm4, 7
.text:00CDF6AA psrld xmml, 19h
.text:@0CDF6AF psrld xmmS, 19h
.text:@@CDF6B4 pxor xmm@, [esp+3F@h+var_38C]
.text:@@CDF6BA pxor xmm4, [esp+3F@h+var_37C]
.text:00CDF6C@ pxor xmm@, xmml
.text:00CDF6C4 pxor xmm4, xmmS
.text:@0CDF6C8 movdqa [esp+3F@h+var_38C], xmm@
.text:@0CDF6CE movdqa [esp+3F@h+var_37C], xmm4
.text:00CDF6D4 movdqa xmml, xmmd
.text:@0CDF6D8 movdqa xmmS, xmmd
.text:@0CDF6DC paddd xmm@, xmm2
.text:00CDF6E@ paddd xmm4, xmmé6
.text:00CDF6E4 movdqa xmm3, xmm@
.text:00CDF6E8 movdqa xmm7, xmm4
.text:@0CDF6EC pslld xmm@, 9
.text:@0CDF6F1 pslld xmm4, 9
.text:00CDF6F6 psrld xmm3, 17h
.text:00CDF6FB psrld xmm7, 17h
.text:0@CDF700 pxor xmm@, [esp+3F@h+var_34C]
.text:@@CDF709 pxor xmm4, [esp+3F@h+var_33(C]
.text:0@CDF712 pxor Xmm@, xmm3
.text:0@CDF716 pxor xmm4, xmm7
.text:00CDF71A movdqa [esp+3F@h+var_34C], xmm@
.text:00CDF723 movdqa [esp+3F@h+var_33C], xmm4
.text:@0CDF72C movdqa xmm3, xmm@
.text:@0CDF73@ movdqa xmm7, xmmd
.text:@0CDF734 paddd xmm@, xmml
.text:00CDF738 paddd xmm4, xmmS
.text:00CDF73C movdqa xmml,
.text:@0CDF74@ movdqa xmmS, xmm4
.text:@0CDF744 pslld xmm@, @Dh
.text:00CDF749 pslld xmm4, @Dh
.text:@0CDF74E psrld xmml, 13h
Figure 66
.text:@9CDFSEL test eax, @Fh
.text:@0CDFSES jnz short loc_CDF606
2 bl [

.text:0BCDFSES pxor
. text:@BCOFSEC pxor
+text:00CDFSF1 pxor
. text:00CDFSF9 pxor
Jtext:00CDFE01 add
. text:00C0F6R4 jmp

.text:00CDF606

.text:00CDF6@6 loc_CDFE@6:

.text:00CDF6@6 movdqu xmml, xmeword ptr [eax]
.text:00CDF6@A pxor  xmmd, xmml

.text:00CDF6QE movdqu xmml, xmmword ptr [eax+48h]
.text:00C0F613 pxor xmm2, xmml

xmmad, xmmword ptr [eax)
xmm2, xmmword ptr [eax+46h)
xmm@, xmmword ptr [eax+80h)
xmm6, xmmword ptr [eax+@Ceh]
eax, 1eh

short loc_COF632

.text:00CDF617 movdqu xmml, xmeword ptr [eax+80h]
+text:00CDF61F pxor xmmd, omm:
.text:00CDF623 movdqu xmml, xmmword ptr [eax+0Ceh)
+text:00CDF628 pxor xmm6, xmml
.text:08CDF62F add eax, 1éh
J
[ R X
+text:0eCDF632
.text:@0COF632 loc_COF632:
. text:00C0FE32 test edi, ofh
.text:00CDFE38 jnz short loc_CODFESS
1
L] 2

LIFARS
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.text:00CDF63A movdqa
.text:00CDF63E movdqa
+text:00CDFE43 movdga
- text:00CDF648 movdga
.text:00CDFES3 jmp

xmaword ptr [edi], xmmé
xmaword ptr [edisdeh], xmm2
xmaword ptr [edi+geh], xmmd
xmaword ptr [edi+@Ceh], xmmé

short loc_COFE6E

+text:0eCDF655

.text:0@CDF655 loc_CDFESS:

+text:00CDFE55 movdqu
+text:00CDFE59 movdqu
.text:08COFESE movdqu
. text:00CDFE66 movdqu

xmaword ptr [edi], xmmd

xmmword ptr [edi+40h], xme2
xwmword ptr [edi+8eh], xme
xmmword ptr [edi+@C0h], xmaé

. text:00COFE6E

.text:00COF66E loc_COFE6E:

.text:00CDFE6E add edi, 10h
+text:00CDF671 retn
Figure 67
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The encrypted file content and the encrypted Salsa20 key and nonce are written to the file using
WriteFile:

6A 00 push o

8D 45 E8 lea eax,dword ptr ss:febp-13]) xg7statusword 0000

50 push eax X87SW_B O x87SwW.C3 O x87sw.C2 O

68 58 01 00 00 push 158 X87SW_C1 O X87SW_CO O X87SW_ES O

FF B5 90 FE FF FF pusn Mra ptr ss:febp-170§ et X87SW_SF O X87SW_P O X87SW_.U O
pus

56
FF 15 24 65 DS 00 call d-ord ptr ds:[<awriteFile>] v

v [5 12100 unods

p] 00000260
04D0E020

00001158

045FF688

ptr [00056524 <malware.awriteFile> ernel32.writeFile>

.TeXT:00CA3AAB malware.exe: S13AAB #12EAB

WWoump1 Yoump2 WDump3  Woump4  EDumpS @wmn ellocals ¢ Stuct

Address | Hex I A
04DOE020SE 4E DA 41|44 7A SE 57|7C CC 77 C2|44 08 4€ 491mzm|1w5 NI “z&::g‘o 045FF6B8
Figure 68

The “.avos2” extension is appended to the encrypted files:

51 push ecx ecx | X87SW_SF O X87SW_P O X87SW.U O
50 ush eax eax ——
FF 15 CO 64 DS 00 dword ptr ds:[<eMoverilew>] | v
15 co 68 &Y Grora e aszlaamovgriten) > [oetost e <15 )0 s

esp] 0074CB8S L’ s\\test. Xt
esp+4] 00750010 L™\\\\7\\Z:\\test.txt.avos
esp+8] 13BA7825

esp+C] 00738980

ptr [000564C0O <malware.&Moverilew> ernel32.Moverilew>
. TEXT:00CS0048 malware. exe: D045 #C448 =
@Wouo1  YWoump2  Wowmp3  Woumps  Woumps @ watchi  Ieellocals ) stuct m«mrux oo7soo:.o|t'\§§1\§§\§§g§:§:§.mz'
Figure 69

An example of an encrypted file is displayed in figure 70.

&) test.bdt.avos2

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

00000F70 EF 71 48 31 9F 43 3A 1A B7 37 49 DC 55 BB 53 35 igH1¥C:. -7I0U»S5
00000F80 Bl B9 3D 35 B8 73 46 Al 96 F9 0B Fl1 B9 E6 20 2A 13*=5 sF;-u.fi*e *
00000F90 91 C2 93 94 Al E4 4F OC 53 FC 1lE 2B 12 2F EF 2C ‘A“~;&0.Siu.+./1,
O0000FAO0 7A F4 FB 8D B7 AO 2A BA 69 EO A2 3F EB 95 15 28 2z46li. - *°iac¢?é&-. (
00000FBO 4C 36 4D EB D2 64 38 E9 12 ED FF FO A6 31 20 05 LeéM&Odsé.iys!l .
00000FCO 99 F1 2C SB 1C 4E 29 99 82 15 42 B3 E6 F8 11 65 ™#,[.N)™, .B%zs.e
00000FDO 35 27 64 C2 2F CC OF 27 36 19 35 C4 DC 28 9A 2F 5'dA/i.'6.5A0(5/
00000FEO FF 3D 3D 62 EO D5 E2 38 E8 36 24 26 AS 85 FD BO y==balaseesSs¥.y°

00000FF0 .$%ERP Z.|0é.n.
00001000 EH 47 7 C6GAes/o0lsqLTQ)
00001010 £33 5 SA 7LeKaOtOgLZGui
00001020 EE 5 B 50 +RKkzT/zzKPepz
00001030 [ 3 0 37 2F SSp7NVw+AF/MLw!
00001040 [N 66 SA 2F 50 65 1fZ/ae7mKVPcJe
00001050 Pl 30 33 56 63 45 7 FO3V4FACOOCKRE
00001060 EI3 6F 31 76 6C SA 4 volvP39B161h2Z
00001070 77 6A 55 9 57 30 EEERE  [T2w3UbMyWkhOTE9
00001080 50 65 48 7 41 6C CINColkE] i zPeHnNgAyOlkil
00001090 FA37:31 75 64 66 39 1 51 68 +z71lcudfwg9SAQ
00001040 36 4B 5A 6C 51 30 31 57 oIy WY [VREKZJ1QODIWILZ
00001080 63 74 46 56 54 59 4B 55 31 9 4D 58 CtFVIYKsUl2y!
000010C0 64 38 68 32 30 75 45 6E 79 S5A 45 42 kd8h20uEKnywZE
000010D0 4B 4D 30 32 2F 73 38 35 55 46 43 4B aKM02 /38t SUFCK!
000010E0Q 7 51 45 69 65 59 7A 67 58 76 73 51 hGQEieYzQgXvsQ)
000010F0 49 41 74 35 79 6A 79 2F 43 46 LtIAtSyjuy/CFE
00001100 44 53 44 32 37 4F 69 38 8ZDSDh72D70i8
00001110 68 6E 4C 74 30 37 39 57 1+hnLVpt8079Wqg
00001120 76 76 68 57 65 72 53 7GvvhXzWderzSt
00001130 35 6E 6E 45 69 2F 74 s15nnlkE/i/8tC
00001140 30 4C 49 64 4C 61 54

00001150 78 43 41

Figure 70

We continue with the analysis of the main thread.

AvoslLocker displays some statistics regarding encryption in the command line window:
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# ' Administrator: C:\Users ll\Desktop\malware.exe - u] X

Build: SonicBoom
b_bruteforce_smb_enable: 0
b_logical_d =0

nt_threads_num_max:
No Instance(s ailable.
dmin 1.1 volume Shado opy Service administrative command-line tool
) Copyright 2001-2013 Mic oft Corp.

found that satis query.

ation completed s fully.
The operation completed s fully.
drive: C:

[oK]

16254.009000 seconds

Figure 71
The ransomware decrypts and runs a PowerShell script (see figure 72):

e powershell -Command "$a = [System.lO.File]:ReadAllText(\"Z\GET_YOUR_FILES_BACK.txt\");Add-Type -
AssemblyName System.Drawing;$filename = \"$envitemp\$(Get-Random).png\";$bmp = new-object
System.Drawing.Bitmap 1920,1080;$font = new-object System.Drawing.Font Consolas,10;$brushBg =

System.Drawing.Brushes]:Black;$brushFg = [System.Drawing.Brushes]:White;$format =

System.Drawing.StringFormat]::GenericDefault;$format.Alignment =

System.Drawing.StringAlignment]:Center;$format.LineAlignment =

System.Drawing.StringAlignment]::Center;$graphics =

[System.Drawing.Graphics]:Fromimage($bmp);$graphics.FillRectangle($brushBg,0,0,$bmp.Width,$bmp.Heig

ht);$graphics.DrawString($a,$font,$brushFg,[System.Drawing.RectangleF]:FromLTRB(0, 0, 1920,

1080),$format);$graphics.Dispose();$bmp.Save($filename);reg add \"HKEY_CURRENT_USER\Control

Panel\Desktop\" /v Wallpaper /t REG_SZ /d $filename /f;Start-Sleep 1;rundll32.exe user32.dll,

UpdatePerUserSystemParameters, O, $false;"

[
[
[
[

A D - - e s
. s _2 3 (Empty) X87TW_3 3 (Empty)
B 88 :)1 24 X87TW_4 3 (Empty) X87TW_S 3 (Empty)
- 03 CA X87TW_6 3 (Empty) X87TW_7 3 (Empty)
o 03 C2
“ OF B7 04 78 x87Statusword 0000
o 88 04 81 X87SW_B O X87SW_C3 0
» 80 40 18 X87SW_C1 O X87SW_CO O
o OasC2 X87SW_SF O X87SW_P O
o 51 e W il

EIP e il 00C 90DDC FF DO a5 v
ol - > Default (stdcall)

1: [esp] 004FE974
eax=<kernel32.winExec> (76AB3640) Eesr.p:l ] 0

00000

. TEXT:00CI0DDC malware. exe: SODOC #010C =
- - - - 8 w, e ¢ [REEESTY 004FE974
§% Dump 1 $eDump2 &% Dump3 $9Dump4 Y Dump S % Watch 1 besl Locals ¥ Struct D04FESSC | 00000000
Address | Hex ) (1;;:;'5:3;
O04FE974 |70 6F 77 65 00000023
004FE984 | 6 0026100
004FE994 | 6 O02E3000.
O04FE9AS
004FE9B4S

OD04FEIC4| 2

Figure 72

The script’s purpose is to create an image that contains the ransom note and set that as the
Desktop Wallpaper.

The final image that will be set is highlighted below:

AvosLocker

You may do
This is an onion addres s whi

g ch y
Details such as pricing, long before the i 5 i v ble to you once you enter your 3 i ote in our website.
Contact us soon, because those who don’t have their data leaked in our press release blog and the price they'll gnificantly.
The corporations whom don't p fail to respond in a swift manner have their data leaked in our blog, accessible at http:/ 54023d15f gucpndkctuzqvh2iefkSinp3piSgfhelsklad.onion

Your 10: 6fe8a214213dc49ceS542b47e1d63135F48e40ccfbe0cd20fdbeafdc720a717ch

Figure 73
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Running with the -h (--help) parameter

AvoslLocker displays the help menu:

Administrator: Administrator Command Prompt - a X

:\Users\ \Desktop>malware.exe -h
ild: SonicBoom

SonicBoom

Jsage:
Sonic [OPTION...]

-p, --path arg Path to folder

-b, --brutesmb Bruteforce SMB for logical drives (C$,D$..)
--nomutex Disable mutex / ignore other instances
-1, --disabledrives Disable logical drive enumeration
n, --enablesmb Enable SMB enumeration
--hide Hide console window
-t, --threads arg Max threads for encryption (default: 200)
h, help Print usage

Figure 74

Running with the -p (--path) parameter

The ransomware only encrypts this specific directory:

Administrator: Administrator Command Prompt - m) X

s\ \Desktop>malware.exe -p test2
SonicBoom
0
b_logical_disable: 0O
b_network_disable: 1
b_mutex_disable: 0
concurrent_threads_num_max: 200
mutex: disabled!
path: test2

Figure 75

Running with the -l (--disabledrives) parameter

AvoslLocker doesn't encrypt the logical drives:

Administrator: Administrator Command Prompt - m} X

:\Users\ \Desktop>malware.exe -1
uild: SonicBoom
b_bruteforce_smb_enable: 0

b_logical_disable: 1
b_network_disable: 1
b_mutex_disable
oncurrent_threads_num_max: 200

Figure 76

Running with the --hide parameter

The malicious executable retrieves the window handle used by the console:

FE— G FF 15 64 DO D2 00 €A1l dword ptr ds:[<aGetConsolewindow>] v =
P - s | Defaut (stdcal) v |5 1307 unlocke
= 00000000
dword ptr [00020064 <malware.&GetConsolewindow>]=<kernels2.GetConsolewindow> § [esp]‘_ 656F49C2

8] 03336088 &"ALLUSERSPROFILE=C:\\Progr
C] 03339610 &"C:\\Users\\Illl\\Desktop

spe
.TeXT:00CA76EB malware.exe:$176EB #16AEB L 2

Figure 77

The console window is hidden by calling the ShowWindow function (O0xO = SW_HIDE):
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X87SW_C1 0 x87sw.CO0 O

. 6A
o FF 15 64 DO D2 : [<&GetConsolewindow>) X87SW_SF 0 X87SW_P 0 o
o 50 push eax e -
FE— FF 15 54 D2 D2 00 call dword ptr ds: [<&Showwindow>] v =
] ss_ss_ == == sS= == = & > Default (stdcal) v |5 3]0 unlock
1: ;esp] 001A0326
2: [esp+4] 00000000

dword ptr (00020254 <malware.&Showwindow>)=<user32.Showwindow> 2: [
3: [esp+8] 656F49C2
4: [esps+C] 03336088 &"ALLUSERSPROFILE=C:\\Prog

.Text:00CA76F2 malware.exe: $176F2 #16AF2 [

- > P [UEATEE] 00140326
¥% Dump 1 $% Dump 2 &5 Dump 3 &5 Dump 4 $% Dump 5 & watch 1 =] Locals & Struct oooooooo

Figure 78

Running with the -t (--threads) parameter
This parameter represents the number of threads that will concurrently encrypt the files:

Administrator: Administrator Command Prompt

\Desktop>malware.exe -t 10
: SonicBoom
bruteforce_smb_enable: 0
b_logical_disable: 0
b_network_disable: 1
b_mutex_disable: 0
oncurrent_threads_num_max: 10

Figure 79

Running with the -n (--enablesmb) parameter

The ransomware starts enumerating all resources on the network via a function call to
WNetOpenEnumA (Ox2 = RESOURCE_GLOBALNET, OxO = RESOURCETYPE_ANY):

- s0 AS/IM_® 3 LEWPLY) RO/ 1M/ 3 \EWMPLY)
a 51
o 6A x87Statusword 0000
. 6A X87SW_B O X87SW.C3 0
B 6A 02 v X87SW_C1 O X87SW_CO O
o C7 85 B4 FE FF FF mov dword ptr X87SW_SF O X87SW_P 0
B C7 85 E8 FE FF FF FF| mov_dword ptr 118§, e e
FE—> FF 15 28 D2 D2 00 call dword ptr ds:[<4wNetOpenEnuma>] v
ol = > Default (stdcall)
1: [esp] 00000002

2: [esp+4] 00000000
3: [esp+8] 00000000
4: [esp+C] 00000000

|dword ptr [0002D228 <malware.&WNeTtOpenEnumA>]=<mpr .WNetOpenEnumA>

. TEXT:00CA4229 malware. exe: $14229 #13629

R :R] 00000002

YWoump1  $Dump2 $pump3  YHDump4  $HDumpS % Watch1  Ix=lLocals # Struct 010FEDSS | 00000000
010FEDSC | 00000000

| Addr H Al
ofg=§::c og" 30 75 10 €8 FC OF J scx(; ha ! * | 010FED90 | 00000000
Asarrraslen s ra ~ ~ omd it o o il AS e o | 000 =y rer s 0O10FED94 | O10FEEFC

Figure 80

WNetEnumResourceA is utilized to continue the enumeration of network resources:

X¥/5TATUSWoOra uuuu

B 50
o 56 X87SW_B8 0 X87SW.C3 0 X87SW.C2 ©
° 8D 85 E8 FE FF FF dword ptr :febp-118} X87SW_C1 0O x87SW_CO O XxB87SW_ES 0O
o 50 u X87SW_SF O X87SW_P 0 7 o
° FF BS BO FE FF FF push dword ptr ss: p-150] e - -
FE—— FF 15 34 00 call dword ptr ds:[<&WNeTEnuTResourceA>] v =
P = > | Default (stdcal) v |5 %] unlock
1: [es 033097€8
dword ptr [00020234 <malware.&wWNetENUTRESOUrcCeA>]=<mpr.WNetENuaR esourceA> 2: ;esgl-t' 010FEF34
3: [esp+s] 03323e40
4: [esp+C] O1OFEF00 "Ou™
.TeXT:00CA4278 malware.exe:$14278 #13678 [ = =
P ¥ ’ R W o 033097€E8
¥4 Dump 1 ¥4 Dump 2 %% Dump 3 $% Dump 4 $% Dump S & Watch 1 =] Locals & Struct 010FEDSC | 010FEF34
| O10FED90 | 03323E40
“%J fo Ascxx | ~ | 010FED94 | 010FEF0O | "Ou™

Figure 81

AvoslLocker connects to a network share by calling the WNetAddConnection2A routine (Ox4 =
CONNECT_TEMPORARY):

L! F A RS www.securityscorecard.com | 22

a8} SecurityScorecard company



ax,dword ptr

00

EIP; > (l‘] Ml‘d ptr d

i [<awNetAddConnection2A>]
<

X8/STATUSWOra uuuu
X87SW.C3 O x87sw.C2 O
X87SW_CO O Xx87SW_ES O
X87SwW_P 0 X87SW_U o

dword ptr [0002D230 <malware.&wNetAddConnection2A>]=<mpr.wWNetAddConnection2A>

.TEXT:00CA43AF malware. exe: $143AF #137AF

% watch1  Ix=]Locals # Struct
| Asc1I |

$% Dump 1

Address | Hex

¥ Dump 2 Y0ump3 S 0ump4  EYDump 5

Figure 82

The network share name that will be encrypted is written to the command line:

' Administrator: C:\Users {lll\Desktop\malware.exe

num_max: 200
able.

volume Shadow

2001-2013

copy ¢ e administrative command-line tool

) Copyright crosoft C

found that the

ration cc

ration c d su
! Localname NULL

satisfy

RemoteName \\DESKTOP- \share Provider

Figure 83

Microsoft

5 | Default (stdcal) v |s_{2]0J unlod
1: [esp] 03346A08
2: [esp+4] 00000000
3 efpvs 00000000
4: [esp+C] 00000004
L
IR 03346408
010FE558| 00000000
A O1O0FESSC| 00000000
010FE560 | 00000004
- u] X

windows Network Comment

Asimilar thread that has enumerated logical drives is also created in order to traverse the network

shares:
o
o xs Statusword 0000
o 0 x87SW_C2 ©
B FO B9 CB 0 x ES 0
° 0 x 0
o 6A pus - =
eI e ] 00CB23E3 E8 D3 F2 04 00 €a11 malware.D01688 v =
ol¢ SO 2 > | Defaut (stdcal) v |5 2]0J unod
i 1: [es 00000000
malware. 00001688 2: t:sgz-x 00000000
3: [esp+8] 00CBBIFO malware. uocsssro
4: [esp+C] 03308£98 &' DE - shi

. Text:00CB23E3 malware.exe:$223E3 #217E3

¥4 Dump 1 S0ump2 ¥ Dump3 YOump4 ¥4 Dump 5 ® Watch 1 |x=] Locals # Struct
|Address | Hex | Asc1x |

03308£98 |88 8D 20 03 .

OBZOSLAS 1 1F 0 28 CA OO|AB AB AB AB|..

Figure 84

00000000

010FESO8

010FESOC oocass:o malware.00CBB9FO

010FES10 03308£98 &"\\\\DEskTOP- N\ \share"”
010FES14 | 00000000

010FE518| 010FESEC

~

Running with the -b (--brutesmb) -n (--enablesmb)

parameters

The process of discovering all network shares is identical to the above. The main idea, in this case,
is that the malware is looking to extract the hostname/IP address from an available network share

and trying to find logical drives based on it.

The binary makes a connection to a potential logical drive using the WNetAddConnection2A

function (Ox4 = CONNECT_TEMPORARY):

o 6A 04 p
o 6A p
o 6A p
B 50 push eax
S FF 15 30 D0 €all dword ptr ds:[<&wNetAddConnection2A>]
= S

<

dword ptr [00D2D230 <malware.&wNetAddConnection2A>]=<mpr.wNetAddConnection2A>

. Text:00CA4999 malware.exe: $14999 #13099

# Struct

% watch 1

&% Dump 1
Address | Hex

8% Dump 2 %% Dump 3 ' Dump 4 8% Oump 5 b= Locals

OOESESDO |SC 5C 44
OOESESEOQ| 4F SC 41

Figure 85

LIFARS
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ns SW.C3 0 Xx87SW.C2 0
7 ES 0
o
v
> | Default (stdcal) v |[5 12100 unlock
1: [esp] 031154E8
2: ,CJD"“ 00000000
3: [esp+8] 00000000
4 esmc _00000004

031154€8
OOESE724 | 00000000
O0ESE728
00ESE72C

A 00000000
00000004
O0B2EO2FE
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For all logical drives that can be found using the above method, the process creates a new thread

that will enumerate them:

: x875tatusword 0000
. X87SW_B O X87SW.C3 O X87SW.C2 O
o 089 CB X87SW_C1 O X87SW_CO O X87SW_ES O
B X87SW_SF O X87SW_P O X87SW_U 0
. 6A b e e
FG— ES8 D3 F2 04 00 €all malware.D0O1688 v =
ole et o > | Defauit (stcal) v |[s 1210 unock
1: [esp] 00000000
malware. 00001688 2: Eesziél 00000000
3: [esp+8] 00CBB9FO malware.00CBB9EQ %
.TeXT:00CB23E3 malware.exe: $223E3 #217€3 i4: L€sprC. 03114818 & sl &
. s IR - - % ; EEEESN] 00000000
§% Dump 1 @55 Dump 2 $% Dump 3 @' Dump 4 &% Dump 5 ¥ Watch1  [x+Locals # Struct oooooooo
Address | Hex | ASCIX OOESEGDS 00CBBIFO melware.oocsasFo 2
Adaress R T — S T P | QOESEEDC | 03114818 | &7\\\\DESKTOP NN\ \C$
00ESE670| B8 EG ES 00|28 O Qe OOESEGED | 00000000
e AL = = OOESEGE4 | DOESE7BO
Figure 86
Finally, AvosLocker writes the logical drives that were found to the command line:
| Administrator: C:\Users\Ill Desktop\malware.exe - (u] X

> operation completed succ
OTEDISK! Localname NULL R
SCAN
Bruting \
Bruting \
3ruting
Bruting \
Bruting \
Bruting \
Bruting \
3ruting
Bruting \
Bruting \
Bruting \
Bruting \
Bruting
Bruting \
Bruting \\
Bruting \
Bruting \
Bruting
3ruting
Bruting \
Bruting \
Bruting
Bruting
3ruting
3ruting \\
Bruting \\

\DE

sfully.
oteName

\\DESKTOP

\share Provider Microsoft windows Network Co

Figure 87

Running with the --nomutex parameter

The ransomware doesn't create the mutex in this case.

LIFARS
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Indicators of Compromise

Mutex

ZheicOWaWiebzeiy

AvosLocker Ransom Note
GET_YOUR_FILES_BACK.txt

Processes spawned

cmd /c wmic shadowcopy delete /nointeractive
cmd /c vssadmin.exe Delete Shadows /All /Quiet
cmd /c bededit /set {default} recoveryenabled No

cmd /c bededit /set {default} bootstatuspolicy ignoreallfailures

cmd /c powershell -command \"Get-EventLog -LogName * | ForEach { Clear-EventLog $_.Log }\"

LIFARS
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