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Executive summary

Black Basta ransomware is a recent threat that compiled its first malware samples in February
2022. The ransomware deletes all Volume Shadow Copies, creates a new JPG image set as the
Desktop Wallpaper and an ICO file representing the encrypted files. Unlike other ransomware
families, the malware doesn't skip files based on their extensions. However, it doesn't encrypt
critical folders that would make the system inoperable.

The files are encrypted using the ChaCha20 algorithm, with the key and nonce being encrypted
using the RSA public key that is hard-coded in the sample. The malware can fully or partially
encrypt a file depending on its size. The extension of the encrypted files is changed to .basta by
the ransomware.

Analysis and findings
SHA256: ae7c868713e1d02b4db60128c65leble3f6a33c02544cc4chb57c3aa6c6581b6e

The process displays "ENCRYPTION" in the program window using WriteFile:

GA

.
L] 50 x87Statusword 0000
. 56 xB7TSW_B O XBTSW_C3 0 xB7TSW.C2 O
. 8D 85 FC EB FF FF ;e 1 _ €O 0 X87SW_ES O
. 50 XBTSW_SF O X8TSW_P 0 XB87SW_U o
. 7 P ammia e ammm o ame. ey
EHg—s FF 15 &4 21 F9 00 call dword ptr ds:[<awriteFile>] v
P L EEEE_nT s 5 | Defeult (stical) » ||5 &[] unlod:
1: [esp] 00000098
dword ptr [00F92164 <malware.&writerilex]=<kernel32.writerilex [esg;4‘ OODEFES70 “ENCRYPTION"

esp+8] 00000004
[esp+C] OOEFESEC

-text:D0F7D228 malware.exe: $4D228 #4C628
LIAISETY 00000098

$eoump1  pump2  Uoump3  @HDump4  @HDumps @ wath1i  Irellocals ¥ St DOEE T ¢ | DOEFEST0 | "ENCRYPTION"
OOEFESS0| 00000004
:gg:?fo :;“-.- 33 52]59 50 § £ a0 74 ——lziéfm—r-.\ = | " DOEFE5S4 | 00EFESEC
R 90 80-L8-DEZ | ENCRYFTION. ._=-W O0OEFESS S| 00000000
Figurel
5 C\Users\ I Desktop\ malware exe ar o %

Figure 2

The binary retrieves the process ID via a function call to GetCurrentProcessld:

FEg———— FF 15 3C 20 F9 00 call dword prr ds:[<4GetCurrentProcessids] v ]
- FF 15 3¢ 20 e e S ” Default (stdcal) » |5 3|0 unlocke
dword ptr [0OF39203C <malware.&GetCurrentProcessId=]=<kernel32.GetCurrentProcessIid> ;’ E::g{_‘zlﬁgﬁig?_” &"ALLUSERSPROFILE=C:\\Progra

3: :€5Df5: O0FB5638 malware.00FB5638
4: lesp+Cl OOCF3000

Figure 3

The malicious process detaches itself from its console by calling the FreeConsole API:
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'é‘. SecurityScorecard

[ urlocke

i« | FE IS 5C 20 ¥9 00 | cain“dword” ptr dsi[<aFresdonsoles] | vl @
2 _ i I i I;(s] Z1ECELIE .
dword ptr [DOF9205C <malware.&FreeConsole»]=<kernel32.FreeConsole> I3 :::,4' 03045170 &~ ALLUSERSPROFILE=C:\\Progra
ESD'E: DOFBS638 malware.0OFB5638

esp+C 1 DOCF9000

Figure 4

The executable obtains the "COMSPEC" environment variable value, which points to the
command line:

68 E§ 00 FA 00 push malwa FADO XB7SW_B 0 XB7SW.C3 0O xB7SW.C2 O

53 push ebx XBTSW_C1 0 xB87SW_CO O xB7SW_ES O

50 push eax uBTSW_SF 0 xB7SW_P 0 xB7SW U O

89 5D ES mov dword ptr ss:febp-15],ebx -

E& 08 0A 01 0O call malware.F7AAST dupe « | <
T S s 5 | Defaut (stdcal) =[5 1] 00 unock

= 111 [esp] ODEFFB10
malware. 00F7AASY 2 Fesnﬂ 00000000
3: [esp+8] OOFAOOFS "COMSPEC™
41

Lesp+C] OOFBSE38 malware. 0OFBSG38
. TEXT:00FGADTA malware. exe: $3A07TA #3947A C ~

Woup1  @oump2  WHoump3  @Dumps  WHDwmps @ watch1  bellocals Y Struct m;;gm.m
[sAdrace | uaw laersr [] . || DOEFFEO4 | DOFADOFS | "COMSPEC™
Figure 5
The ransomware deletes all Volume Shadow Copies by running the

“C:\Windows\SysNative\vssadmin.exe delete shadows /all /quiet” command, as highlighted
below:

12 os pish X87TW_z 3 (Empty) X87TW_3 3 (Empty)
53 :usn X87TW_4 3 (Empty) x87TW_5 3 (Empty)
FF 75 20 push uBTTW_E 3 (Empty) uBTTW_7 3 (Empty)
FF 75 1C push
FF 75 18 push x875tatusword 0000
FF 75 14 push X87SW_B O XxB87TSW_C3 0O x87SwW C2 O
FF 75 10 push XBTSW_CL O x875W CO O XxB7TSW_ES O
FF 75 D8 push [ebp XETSW_SF 0 XBTSW_P 0 X87SW_U o
FF 75 CO push dword ptr ebp-40) [ebp B e A
FF 15 98 21 F9 00 call d ptr ds:[<4CreateProcessw:] v ——— -

< o e 3 Defauit (stdcall) -5 :lDIII

1: [esp] 03047648 L"C:\\WINDOWS''\System32''cmd.
2: [esp+4] 030463C8 L"C:\\WINDOWS\\System32\\cm
3: [esp+8] 00000000
4: [esp+C] 00000000

dword ptr [0OF92195 <malware.iCreaterrocessw>]=<keérnel3z.CcreateProcessn>

-TEXT:00FSTS6A malware.exe: S5786A #56C6A

IC =
03047648 | L"C:\\WINDOWS\\System32\\cmd. exe™
030463C8 | return to 030463C8 from 23050832

Woump1 GHoump2 Moump3  Whoump4  EMoumps @ watch:  Ixellocals ¥ Stct

L i 00000000
030463CE 00|49 00 4E€ 0.0, 00000001
03046308 00|79 00 73 00 .T. & 00000000
030463E8 00|63 00 6D Of .d. 00000000
030463F8 00|2F 00 63 00 o= 50000000
03046408 00| 6E 00 &4 oW OOEFFAS 4
03046418 00|73 00 4E 00 AT OOEFFA98
03046428 00|76 00 73 Of .5.a ey
03046438 00|2E 00 65 Sx.e EFFEEFEE
03046448 00|65 00 T .. 00000000
03046458 00| 6F X | cooooooo
03046468 00|20 00 2F Of 1.1, ./-q.u “c: \ -
03046478 00|AB AB AB i.e.t. .. exaeenes | 02047648 | L"C: \\WINDOWS\\system32\\cmd. exe

Figure 6

The sample waits until the spawned process finishes using the WaitForSingleObject routine:

push ebx XSTSW_SF O X8TSW_P O XETSW.U 0O
: push esi : p (e et S P
. FTAEZF | FF 15 32 | €211 dword ptr ds:[<awaitForsingleobject>] | v =
' 2 5 |Default (stdcall v (s 2] ] unock
000000

98
1 FEFFFFFE
esp+8] 00000000
espsC] 03048103 ™\\cmd. exe”

dword r:ltr .[DOFBZJ.SO <malware.&waitForsingledbject>]w<kernel32.waitForsingledbject>

LTEXT:00FTAEZF malware.exe: $IAE2F #4A22F

WWoump1  YWowmp2 Whoump3  WSDumpsd  Woumps @ watchi  Ivllocals Y stuct m|

Figure 7

A similar process as above that deletes the Volume Shadow Copies is spawned:
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sessseBBRREE

XETTW2 3 (EmpTy) X87TW_3 3 (EmPTY)
X87TW_4 3 (Empty) XETTW_S 3 (EmpTy)
xBTTW_6 3 (Empty) X8TTW_7 3 (Empty)

xB7Statusword 0000

XBTSW_B 0 XBTSW.C3 O xB7SWL2 O
XETSW_C1 0 XBTSW CO O XxB7SW_ES O
[ebp xBTSW_SF 0 xBTSW_P 0 xXB7SW_U o
ebp- 40 [ebp | -

1[<aCreaterrocessw>]

>[5 100 unoct

.text:DOFB786A malware. exe: S5786A #S6CEA

dword ptr [00F92198 <malware.iCreateProcessw:]=<kernel32.CreateProcessw>

B8 L"C: Tem32 .
7500 LUC:\\WINDOWS\\system3z\\cm

00000000

00000000

" " N | 03056168 | L"C:\\WINDOWS\\SysTem32\ \cmd.
ouwpl  @Howp2 HDump3  @Noumpd  ENoumps @ wathi  Ielloals | stuct e e N e
Address | Hex ASCIT I
0304750043 00 00 57 00[49 00 4E 00|44 00 4F 00|€.:.\.W.I.N.D.O.
E 57 00 00 73 00|79 00 73 00|74 00 €5 O0(W.S5.%\.5.¥.5.T. &,
&0 00 00 5C 00|63 00 60 00|64 00 2E 00(m.3.2.% m.d...
03047600| 65 00 7 00 20 00|2F 00 63 00|20 00 43 00| e, «Cs €4
03047610 3A 00 7 00 69 00|6E 00 64 DO|6F 00 77 00|: w. «d.0.wW,
s 73 00 00 79 00|73 00 74 00|65 00 6D 00(S S. .T.e.m.
47 33 00 00 7 00|73 00 73 00|61 00 €4 003 e .5.a.d.
; ;‘? :; &0 00 00 00 78 00|65 00 20 00(m.1.n. " 11 gggggggg
03047650| 64 00 6 00 7 00 65 00|20 00 73 00(d.e.1. S 00000000
60| 68 00 00 C 77 00 73 00|20 00 2F 00| h.a.d. sS. 00000000
03047670| 61 00 00 20 00|2F 00 71 00|75 00 &% 00|a.1.1. +q. 5 - "
03047680/ €5 00 7 00 AB AB|AB AB AB AB|AB AB EE FE|e.t...seswsxxaib 03056188 | L7C:\\WINDOWS\ '\ system32\\cmd. exe’

Figure 8

The binary extracts the path of the executable of the current process via a call to
GetModuleFileNameW:
. 68 04 01 00 00 push 104 X87SW_C1 0 X87SW.CO O XB7SW_ES O
o & 00 e | bazs=wjio ez sne 0 iz U0
B FF 15 4C 20 F9 00 call dword ptr ds:[<sGetmodulerilenamew:] v 1
. B S—— - ~ |[5_15] 0 unkock
dword ptr [00F9204C <malware.&GetModuleFileNamews]=<kernel3z. cetModuleri]eNamen> ::g.,,‘u”aggm;o
esp+8] 00000104
.TeXT:00F3D3AD malware.exe: SD3AD #CTAD hedusl | ebladd
@omp1  @Mouwmp2 Woume3  MDurp4  GMDwmps @ watchi  Dellocals o Stuct e ]
lsddeaee | vau | aerss i 7701 00000104

Figure 9

The GetTempPathW API is utilized to retrieve the path of the Temp directory:

01 00 00
00 00 00 00
7 04 A d

15

Ltext:00F486CC malware.exe: $186CC #17ACC

push ea
D4 FB FF FF 00 00 00\ mov dword ptr

00

X B/ STATUSHOra UUOU

Bebp-s2c), 0 XB87TSW_B O xB7SW C3 O x8TSW C2Z O
push 1FF XB7SW_C1 0 xB7SW._CO O xB7SW_ES 0O
mov dword ptr d o XBTSW_SF 0 XxB7SW_P O XE7TSW_U O
mov_dword ptr d edi+4] ,malware.FE3530 Y
| €all dword ptr ds:[<iGetTempPathw:] o [ R
e 3 [Detout ftdca) s l0uws

: [esp
2: [espr4] OOEFFS38
3: [esp+B] 21ECE397

_0305690C

PSDump1  @Dump2 @oump3 @S Dump 4

@ Dump 5

wlﬁ’—
OOEFF508 | OOEFF538

@ watch1  [cllocals 4 Struct

Figure 10

A file called “dlaksjdoiwq.jpg” is created in the Temp directory (0x40 = _SH_DENYNO):

FF 75 10

ES 48 11 02 00

push dword ptr ss:
push dword ptr d
push dword ptr
call malware.F7?

ebp+10§
eax” 4+FIEGEE]
ebp+&J

XB7SW_C1 O xB75W.CO O
XB7SW_SF O XB7SW_P o

XBTSW_ES O
XB87SW_U o

malware. DOF72CFF

.Text:00FS1BAF malware.exe: $Z1BAF #20FAF

The process moves the file
function:

'é‘. SecurityScorecard

Wowmp2 WHoump3  Whoumpd  WHoumps @ wathi  beellocals ) stuct
]

00 3a Dolsc 00 55 00[73 00 65 00|72 00 73 0O oS-

m return to malware.00F51B6E from malware.00
00 5C 00 41 00|70 00 70 00 “p.p. 5
00 |0 00 "I |5C 00 4C 00|6F 00 63 00 gg e yiusers\ N \AppDatal\Local\\Temph\d1
00 6C D0[SC 00 54 00|65 00 6D 00|70 00 5C 00 . p.\-
00 6C 00(61 00 6B 00|73 00 6A 00|64 00 &F 0O d.o.
00 77 00|71 00 2€ oo0lea 00 7o 00|67 0O 0O 0O aan

Figure

position indicator to the beginning of the file using the fsetpos
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ax X8TSW_SF 0 XSTSW_P 0 XB7SW_L
IOF € Pl S torr S

= FF 77 4C dword p di+sc] =
FF— E8 FO 56 02 00 c
ole e - = Default (stdcal)

tr ds:[e
1 malware.FED5S96 fsetpos

1: [esp] 03058280

malware. D0F6D596 2: [esp+4] OOEFF938
3: [espt8] 10!
4: [ J

-TexT:D0F4TEAL malware. exe: SITEAL #172A1 il

, 1 x ; @ IEEEEER 03058280

Woump1  Yoump2  WWoump3  WHoump4  EHDump5s @ watchi  Ixellocals 4 St OOSEES30| OOEEF5328

Address | Hex | Asc1x | o go)gggggj

ODEFF938 |00 £ F9 EF 00164 63 F4 -hu1. dco. ittt

Figure 12

The WriteFile routine is used to populate the JPG file, which contains instructions from the
threat actor:

. AG/ IS 3 LSWMLY)  ASSIW_3 3 LEMpLY)
= XETTW_E 3 (Empty) XETTW_7 3 (Empty)
. [ 1 d 0000
. X875W_C3 0 xB7SW.C2 O
. o
. dword ptr o
B FF 15 §4 21 F9 00 call dword ptr de:[<twriteriles] “ .
e T s 5 | Default (stdeal) >[5 1500 unlodk
dword ptr [D0F92164 <malware.&WwriteFile>]=<kernel32.writeFilex é-’ L:ig]ﬂ? rmFgﬁur} malware.00F92200
3 spr 5: 00006000
4: [esp+C] OOEFFTES
LText:00FTDT20 malware.exe:$4D72D #4CB20D —
3 - = : = F [EELHEE] 0000009C
&% Dump 1 % Dump 2 % Dump 3 &% Dump 4 &% Dump 5 = Watch 1 [x=] Locals # Struct OOEFF7C4 | D0F92200 malware.00F92200
1 DOEFF7CE| O )
Address | Hex — . o — "~ | DOEFF7CC | 00EFFTES
00F922D0 [FF D8 FF EO[D0 10 4A 46|49 46 0D 01[01 01 01 2C|y@ya.,JIFIF..... 5 OOEFE7DO| 00000000

Figure 13

Your network is encrypted by
the Black Basta group.

Instructions in the file
readme.txt

Figure 14

The newly created image is set as the Desktop Wallpaper using SystemParametersinfowW (0x14
= SPI_SETDESKWALLPAPER, Ox1 = SPIF_UPDATEINIFILE):

"‘ .
“" SecurltyScorecard securityscorecard.com | 5



6A 01 push XE/STATUSWOrd UUUU
OF 43 45 08 cmovae eax,dword ptr ss:[febp+a] [ XB7SW_B O x875W_C3 0 xB7SW C2 O
50 push eax XBTSW_C1 O xB875W_CO O xB7SW_ES O
€A 00 push X87SW_SF O X87 0 XBTSW_U O
GA 14 push 14 | o o mmmm s ammia  a
FF 15 E8 21 F9 00 | call dword ptr ds:[<&SystemParametersInfow:] | w - =
R e T ST T e 3 Defauit (stocall - s :_D dock
= 1‘ &sp] 00000014
dword ptr [O0OF921ES <malware.4SystemParametersInfows]=<user32, SystemParametersInfow> [ 2]

[esp+a] 00000000
esmsj 03056E18 L™
[esp+c]_ 00000001

users' il \apppatay,
.text:D0F3DFSE malware.exe: SDFSB #D35B

F oy 00000014 |

SSbumpl  PNoump2  WDump3 B4 Dump 4 @ watch1  Pellocak g Stuct e
|Addr!ss |H=i< |' msﬂﬁmlosoﬁns LUcyhusers\ N \AppOatal\Locall\Temp'\d1
|p3056E1E (43 -I'.5. -

3056E28 | 5C -p-P- ; ﬁﬂiiféﬁ?

3056E38 |44 -0.C. OO0FSEAED | malwar e. 00FSEAED

3056E45 | 61 BN 00000000

3056E5E | 64 -d.o. 14| ODEFFBES

3056E68 | 69 T e Bl L

Figure 15

The executable creates an ICO file called “fkdjsadasd.ico” in the Temp directory:

. push dword ptr ss:f 10[
8§ E6 F9 00 push dword ptr ds:[ 4+FIEGBB]
push dword ptr ss:febp+s]
Es 4B n 0z 00 |€all malware. FT2CFF I
> Default (stdcall)
[1: 0305917
malware. 00F72CFF { [esp] 3 sg;ssﬂus*f:
3! 00000040
41 1_oo0EFFI54
. TEXT:D0OFS1BAF malware.exe: SZ1BAF #20FAF I -
= = @) 03059178 | L
@oump1 | gDump2 ; @ watch1  Ieellocals ¥ Struct OOEFFD30| DOFIETO8 | L wh'
1 DOEFF934 | 00000040
Address i OODEFFI54
03059176 | 43 00FS
S1B6E
03059188 | 5C 03053178
03059198 | 44
= - 00000005
03059148 | 61 00000040
03059188 | 66 OOEFFADD
oz0s91c8| 72 oo I

Figure 16

The ransomware writes content to the ICO file, which will represent the icon of the encrypted

files:
6 — T — T S

5 A3 pUshyes X87TW_6 3 (EmpTy) x87TW_7 3 (EmpTy)
] AB stosd
- 8D 45 DS Tea eax,dword ptr p-25] xB7Statusword 0020
. 50 push eax XB7SW_ B O XB7SW_C3
. FF 75 F4 push dword ptr C xB7SW_C1 O XB7SW_CO
. FF 75 F8 push dword ptr XBTSW_SF O XETSW_P

| . 51 push ecx mmin o ommemim

EEg— FF 15 63 21 F9 00 €all dword ptr ds:[<awriteFiles] v
ol% - T 5 | Defaut (stdcal) v |[5 [#]0] unkodk

= = [esp] 00000094
dword ptr [00F92164 <malware.dwriteFiles]=<kernel3z.writefFile> ,’::g,_‘l O0O0F985CE malware.00F385CH

Lesp+8] 00004000

| OOEFFTDO
text:00F7D720 malware.exe: $4D72D #4CB2D I:ESD"'C_ EFF7D

T - ; ] = 00000094
il L G4Dwp2  Wioure3  Whowpd  GWoums @ wathi  feeliocs OOEFF7AC | 00F985CS | malware. 00F985CE
Address | Hex |A9cu | ~ | DOEFF7B0| 00004000
| S e F T T T P EREEINELE O0EFF785| 00000000

Figure 17

Figure 18

Black Basta ransomware creates the "basta\Defaulticon" registry key using RegCreateKeyExW
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(Ox80000000 = HKEY_CLASSES_ROOT, O0x103 = KEY_WOWG64 64KEY | KEY_SET_VALUE |
KEY_QUERY_VALUE):

. 5% push ecx T (e =
: 5 43 85 10 7r rE FE | Shovae cax,word prr ss:fevp-rol romc | 1R oo | e ¥ vy
. 8D BD OC FF FF FF lea ecx,dword ptr :::[eIJL‘ Fa ] oLy, L EMPLY,
. 51 push ecx X87TW_4 3 (Empty) X87TW_S 3 (Empty)
. €A 00 push x87TTW_6 3 (Empty) x87TW_7 3 (Empty)
. 68 03 01 00 00 push 103
. 6A 00 push xg7STatusword 0020
. GA 00 push ¢ XETSW_B 0 x8FSW_C3 0 x87SW.C2 O
. 6A 00 push « XB7SW_C1 0 XB7SW_CO O X87SW_ES O
. 50 push eax eax:| XB7SW_SF 0 X87SWP 1 x87SW U 0
. 68 00 00 00 80 push 80000000 e — P o
E— FF 15 04 20 F9 00 | call Mrd P dsi[<sReglreatexeyExw:] |
. S —

* |[s [#]00 uniod
esp] 80000000
esp+4] 03059208 L".basta\'\DefaultIcon™

3: [esp+8] 00000000

4: |[esp+C] 00000000
.TexXt:00F3DET4 malware.exe: SDET4 #D274 |C —

B

dword ptr [0OF92004 <malware.&ReglreateKeyExi>]=<advapi32.RegCreatekeyExn>

Woump1  @owmp2  @ouwmp3  @Soumps  @oumps @ watch1  beliocals g stuct -mmggg,ﬂ 08 | L". basta\\DefaultIcon®
T | DDEFFIFC | 00000000
< .- | GOEFFADS | 00000000
i | DOEFFADS | 00000103
o | DOEFFAOC | 00000000
j.C DOEFFALD| DOEFFAZD

| DOEFFAL4 | DDEFFALC
Figure 19

The “(Default)” value of the above key is set to the path of the ICO file:

50 push eax

s1 push ecx ecx:l xB75tatusword 0020

6A D1 push 1 XBTSW_B O xB7SW C3 O xB7TSW CZ O

6A 00 DUS"‘ A XBTSW_C1 0 Xx87SW_CO O x87TSW_ES O

8 & £9 00 P 1 Xx575W.U O

FF BS OC FF FF FF push dwclrd E bp-F 4] s ammia s

FF 15 00 20 F9 00 :u'l'l dword ntr ds: [<tRegsetvalueExw=] =
e = = 5_-_]D

dword ptr [DOF3Z000 <malware.iRegSetvalueExw>]=<advapi3z.RegSetvalueExn>

esp+ 3 00000000

1: 0000D1E
2i esDe-t ocr—‘goos: malware. 00F3005C
3:
4: [espsC] 00000001

. TEXT:00F3DESF malware.exe: SDEIF #D29F

Woump1 | Yoump2  Whoump3  houmps  Woumps @ watchi  ellocals i Struct
Address | Hex

03056E18 @3] 00 3A 00|SC 00 55 00|73 00 65 00|72 0O 73
03056E28 | 5C 0 SC 00 41 00|70 00 70

000001EE
OOFS005C | malware. 00F3D05C
00000000

~ | OOEFFADS

03056E18 | L"C:\\Users' \Jil\\AppData\\Local\\Temp\\fk
0000005C

03056E38 61 00(5C D0 4C 00|6F 00 63 21ECELCE
03056E48 54 00|65 00 6D 00|70 00 5C 00000001
03056ES 8 | 66 68 00|64 D0 6A 00|73 00 61 00|64 00 61 COODIEE
03056€68(73 00 64 00l2E 00 69 00l63 00 6F ooloo 0o AD e [ e A
Figure 20
Computer\HEEY_CLASSES_ROOT.basta\Defaulticon
au A || Mame Type Data
‘“"_3 ab| (Default) REG_SZ C\Users\ Il AppData\Local Temp'\fkdjsadasd.ico
«av
Jbas
v | basta
Defaulticon

Figure 21

The malicious binary notifies the system that the icon has been changed by calling the SHChangeNotify
function (0x08000000 = SHCNE_ASSOCCHANGED, 0x3000 = SHCNF_FLUSHNOWAIT):

Eﬂ:: XB7TTW_4 3 (Empty)  x&7 3 (empty)
push XB7TTW_6 3 (Empty) x87TW_7 3 (Empty)
00 00 08 push 5000000
| call dword ptr ds:[<&SHChangeNotify>] ] x87Statusword 0020
push xB7SW_B 0O xB7SW_C3 0 x87SWC2 O
push ¢ XB7TSW_CL O XBTSW_CO O x87SW_ES O
00 30 00 00 push » XB7SW_SF O XB7SW_P 1 x875W_U o
68 00 00 00 08 push | amma o ama ~
FF 15 EO 21 F9 00 ca‘l1 s : [<asHChangeNotify=]

8000000
00000000

00000000
_ 00000000

dword ptr [OOF921E0 <malware.&SHChangenotify>]=<shell32. SHChangenoTify>

-text:DOF3DEBD malware.exe: $SDEBD #D2BO0

Wourp1  @oumpz  Poump3  $EDump4  oumps @ watchi  bellocls ) st

Figure 22

The malware starts scanning for volumes on the system using FindFirstVolumeW:

N .
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. 68 00 02 00 00 push 200 8 B i XB7SW_C1 0 XxB7SW.CO O xB7SW_ES O
. 50 push eax XE7SW_SF 0 XBTSW_P 1 x875W_U o
L C7 B5 D4 F3 FF FF 01 00 O mov dword ptr ss:[lebp-c2cfj,1 [ ammTa a emmmTa o amelTa
Eg— FF 15 80 20 F9 00 :] 1 dword ptr d [-r&F1ndF|rstvo'lumem] v —
. FF15 80 20 F3 00 | call dword 3 |Defoult (stdcal) *|[s 0 urosk
= - = - 1 esp] OOEFF.
dword ptr [DOF9Z080 <malware.&FindFirstvolumews]=<kernel3z.FindFirstvolumew: gspp& 00000200

23

3: CSDvB 21ECEL3F

41 QSD'-C 03045170 &" ALLUSERSPROFILE=C: \WWProgr
. TEXT:00F30048 malware.exe: SD048 #C348 [

Woump1  @Youwmp2 Whoump3  Whoumps  @ouwmps @ watchi  ellocals 4 Struct DOEFEF90
Figure 23

GetVolumePathNamesForVolumeNameW is utilized to obtain the list of drive letters and
mounted folder paths for the volume:

. 50 push eax eax:|
. €8 00 04 00 00 push 400 x875tatusword 0020
- BD BE FO F2 FF FF lea eax,dword ptr ss:[ebp-cioj XBTSW_B O XxB7SW C3 O xB7TSW CZ O
. 50 push eax eax:l XBTSW_C1 O x87SW_CO O XB7TSW_ES O
. 80 85 FO FB FF FF Tea eax,dword ptr ss:febp-2108 X87SW_SF 0 xB7SW_P 1 X87SWU 0
b 50 push eax LLEJ Qg et et == .
1P p 43 FF 15 IC 20 F9 00 call dword ptr ds: [«.Get\.u1nmepathnames|=urw1umenmew;| v -
= i 5 | Defaut (stecal) ¢ 0] urios
dword ptr [OOF9201C <malware,4GETVO]UmEPATNNATESFOr VO | IMENATEW> ] =<Kernel32. GETVO ] UMeP ATNNAMESFOr VO 1 UMENAmEN> - 5:31,,““5“”" M \\\\v\\vn‘lne{a?unzs-mo(
5: esp+8] 00000400
] FEF =
. TEXT:00F3D07A malware. exe: SDOTA #C47A L”’M OOEFEFAC &™ctx
o) GOEFF7D0 | L"\\\\7\\Volume(d7 47 825-0000-0000-0000-10
$oump2  UMoump3  $Noump4  WMDumps @ watchi  Pellols ) Stuct Egme R [
e T e .\.\lgu_ - ! G E E &ctx

Figure 24

For each drive found, the process performs a call to the GetVolumelnformationW API (see figure 25). As
opposed to other ransomware families, Black Basta only targets the mounted volumes and doesn't mount
the hidden volumes.

x87TW_2 3 (Empty) xB7TW_3 3 (Empty)

.
HE 6A 00
- F3 FE EF s5: Bebp-c 3¢ X87TW_4 3 (Empty) x87TW_5 3 (Empty)
e 0i9s:b0 2 Bilict 1 eax:t | X87TW_E 3 (Empty) x87TW_? 3 (Empry)
1 . 64 00 push l
H— €A 00 push 0 xg75tatusword 0020
I 6a 00 push 0 X87SW_B 0 XB7SW_C3 0 X87SW L2 O
1 e 6A 00 push XB7SW_.C1 0 xB7SW_CO O XB7SW_ES 0O
[ 80 85 FO F3 FF FF Tea eax dword ptr ss:ebp-c10d XBTSW_SF D xB7SWP 1 x87SWU O
[ - 50 push eaws lea\:_ | enrme v Su AT P S
g FF 15 14 20 F9 00 Al dword ptr dsi[<aGetvolumeInformationn>] v =
ie L TAmR_nee fe: i Defadl(shdcal} -l Cluvm
= - - fespl AT
dword ptr [00F92014 <malware.&GetVolumeInformationw:]=<kernel32.GetvVolumeInformation: 2; ::gﬂ*og;s;ggﬂla“c W

3: [esp+8] 00000000
4: [espeC i 00000000
. text:D0F3D0AZ malware. exe: SDOAZ #C4A2

oo:!'zm Tove: \\"

@ourp1 | PHoump2  @MDump3  houmps  @houmps @ watch1  [eliocal ) stuct

Address 1m ASCIT | ~ e

OOEFEFDO |43 00 3A 00(S5C 00 00 JJ 00 00 EF 00|68 FO EF O00|@. 1. 001,

OOEFEFEO|14 PO EF 0030 FO EF 00|08 Fo EF 00 |S4 FaEEaD| .. 0b1. .51, .01 e
OOEFEFFO| 00 00 00 C 00|03 SF 02 77(01 00 OO0 00| ....5AT.0aWere. 00000000
QOEEFDOGECHERSEECE 99|3837 86 00[00 €0 CE 00| &Y -- 3T AL 00000000

Figure 25

The volume’s enumeration continues by calling the FindNextVolumeW routine:

| . 68 00 02 00 00 push 200 X87SW_B 0 XB7SW.C3 0 XB7SW.C2 O
i . 8D 85 FO FB FF FF Tea eax,dword ptr ss:[febp-410] XB7SW_C1 0 XB7SW.CO O XB7SW_ES O
' . 50 push ea eax:l SF 0 1 x&
: . i li [ 1 = .
R FF 15 78 20 F9 00 :n Mru PEr dsi[<4F1ndNextTvolumews ——
H . Ee EEEEa et R iy ~|[s Dulud:

03056878
es pf & 0OEFFTDO L™\\\\?\\Volume{d7e47529-0C
es DvB 00000200
J Z1ECEL3F

dword ptr [DOF92078 <malware.&FindNextvolumew:>]=<kernel32.FindNextvolumew:

LTEXTI00F30221 malware.exe:SD221 #C621 e e
Woumpl  @§oump2  @Moump3  Eoumps  @Moumps @ watch:  I-llocals ' struct o ioRac 0acrr7D0 LUWAAATAN {d7es7
[addeare | uaw I aersr i . | DDEFEF90 | 00000200

Figure 26

The ransomware extracts a standard set of attribute information from the drives found via a function call
to GetFileAttributesExW (0xO = GetFileExIinfoStandard):

N .
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51 push ecx
6A DO push 0
50 push eax

FF 15 OC 20 F9 00 call dword ptr dsi[<sGetrileattributesExw:]

X875W_C1 0 xB7SW.CO O
XB7SW_SF 0 XB7SW_P 1

XBTSW_ES O
XB7TSW_U o

eax:l Lo
v

Default stcal) ' ~|[5 =)0 uock

dword ptr [DOF9Z00C <malware.&GetFileAttributesExw>)=<kernel3Z.GetFileAttributesExw>

- TEXT:00F 48299 malware. exe: $18299 #17699

“Wowmp2  $Noump3 Whoump4 @ watch 1 7 struct

laerrr

Woump 1 ¥4 Dump 5

[addeaee Tuaw

=l Locals
i

Figure 27

The ransomware creates a ransom note called “readme.txt”
highlighted in figure 28:

FF 75 10 push dword ptr ss:febprl
FF 34 85 E9 00 push dword ptr «

FF 75 08 push dword ptr ss:febp+5]
E8 48 11 02 00 calliimaiware. F72CFF

malware. 0OF72CFF

.TEXT:00FS1BAF malware.exe: SZ1BAF #20FAF

YWoump2 $4Dump3  EHoump4 & watch 1 9 struct

laerer

¥4 oump 1 ¥ oump 5

Addeare | uaw

[=] Locals
i

Figure 28

WriteFile is used to populate the ransom note:

. 56 push esi
. AB stosd
. AB stosd
. 80 45 D8 Tea eax,dword ptr ss:[febp-25]
. 50 push eax
. FF 75 F4 push dword ptr ss:ebp-C
. FF 75 F8 push dword ptr ss:febp-8|
. 51 push ec
> FF 15 §3 21 F9 00 | call dword ptr ds:[<awriteriles]
= remre oo -

= 51
1: [esp] OOEFFBES L"C:\\"
2: [esp+s] 00000000
3: [esp+8] DDEFFSCH
AR EcpeC] R 21 ECRACK SN

DOEFFB6S | L"C:\\"
00000000

OOEFFBC4

DODEFFBE8
. |'DDEFFBSC

in every directory that is traversed, as

XB87SW_C1 0 XB7SW_CO O X875W_ES O
[ 41 XBTSW_SF 0 X87SW_P 1 XB7SW.U 0O
[ebp+8]: smms o n ;o o e ~
|wfsopen « -
5 | Defoult (stdcal)

s 0
o Eﬁpj 030481C0 L"C:\\readme. txt”
2: espﬂ{ OOFSETOS L"wb"
3: [esprs] 00000040
: [esp+C] ODOEFFEI0

i
I

LICIA
DOEFF7EC | DOF9E708 |L"ﬂh
. | DOEFF7FO | 00000040

L ENET

AQiIM_m 3 LEmpLY )

X87TW_6 3 (Empty)

ARSI AW 3 LCELY )
XETTW_7 3 (Empty)

x@75tatusword 0020

XB7SW_B 0O Xx875W.C3 0O
XB7SW_C1 0 XxB75W_C0 0O XxB7SW_ES O
XB7SW_SF 0 XB7SW_P 1 xB7SW_U o

XB7SW.C2 O

~ [5 1#]0 unlock

v
, | Default (stdcal)
1 1: [esp.

dword ptr [D0F92164 <malware.&writeFile>]=<kernel32.writeFile»

- text:00F7D72D malware.exe: $4D72D #4CB2D

7 struct

04
030500658 “yvour data are stolen and &

2: [esprd
3: |esp+8] 00000191
4: [esp+C]| ODEFF718

“Your data are stolen and encrypted\r\nThe

W@Woump1  @hoump2  WHDump3  W4oumps  WhDumps @ watchi  feelLocals
Address | Hex | ascII |
030SDDE8 S 6F 75 72]20.64 61 7461 20 €1 72[§520 73 74[Nour data are st

Figure 29

—

00000204

OOEFFEF4| 03050068
~l & 00000191
DOEFF718

OOEFF700 ! 00000000

tjwadnehdiﬂl

Your data are stolen and encrypted

W B b

i Wb

https:/

o

Figure 30

The data will be published on TOR website if you do not pay the ransom
You can contact us and decrypt one file for free on this TOR site
(you should download and install TOR browser first https://torproject.org)

0lt33s77xypiTnypxyd.onion:80/

Your company id for log in: [ - ic029110361

The binary retrieves information about the current system by calling the GetNativeSystemInfo

function:

50 | push eax
FF 15 A4 20 F9 00 |:nII dword ptr ds:[-ﬂ@e_tnati:-esystan‘mfm]

dword ptr [0OF920A4 <malware.&GethNativeSystemInfox|=<kernel32.GetNativeSystemInfox

.text:00F4D0ES malware.exe: $1ID0E3 #1C4E3

Default (stdcall) = |5 13| (] unlock
p] OOEFFI0C )
espr4)] DOEFFBCO
4 DOFBE400 malware. 00FBE400
1_FFFFFFFF

Figure 31
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The malware creates multiple threads that will handle the file encryption. The function
encryption is sub_F33DA0 and not the starting address of the thread:

responsible for

. 57 push edi
. S—\ 00 push xB7Statusword 0020
. push edx XBTSW_B O xBTSW.C3 0O x87SWC2 O
. sa 30 F3 00 push malware.F33DA0 XBTSW_CL O X87SW_CO O xB7SW_ES O
L] 6A '|J push XGTSW_SF O XE7SW_P 1 x875W_U o
. 6A push bl e oo St
> Eg 63 €4 03 00 |'€a1 malware. FEED04 | L —
| = ~rmrrmre s ) “E B0
1: [esp] 00000000
malwar e, DOF GEI04 2: [espr4] 00000000
3: [esp+8] OOF33DA0 malware.00F33DA0
41 +C] 03047ABS
. TEXT:00F3249C malware. exe: $243C #153C e TREL L
@oump1  @oump2  @oump3  @Soump4  @loumps @ warchi  IxelLocals &' struct mm
| DDEFF3CS | OOF33DA0  malware. D0F33DA0
Address | Hex | AscIz | ~ | ooEFFace | 03047488
00F3C450 |B5] 68 EC 6A|FF 65 3A ES|F8 00 64 A1[00 00 00 00|M. 1jyn €o.di.... OOEFFID0 | 00000000
00F3C490 |50 81 EC BS|03 00 00 Al|B4 35 FH 00(33 C5 89 45|P.1,... [ 50.3A.E | OOEFF904 | DOEFFASS

Figure 32

X875W_C2Z2 O
XB87SW_ES O
X875wW_U o

51 push ecx

FF 75 18 push dword ptr ss:[ebpr1s) xg7statusword 0020

50 push eax xB7SW_B 0O XB7SW_C3 O

68 7 F6 00 push malware.F xBTSW_C1 O XB7SW_CO O

FF 75 OC push dword ptr ebp+C XB7SW_SF O xETSW_P 1!

FF 75 08 push dword ptr ss:febprs B e
Eg— FF 15 4C 21 F9 00 |call dword ptr ds:[<aCreateThread>] ] .

> |[s |+|(] unock

‘mrd ptr -[DDFszl-lC <malware,&CreateThr ead> | =<kernel22.CreateThreads

-text:DOFEEJ4D malware.exe: $3EI4D #3DD4D

Woump1  @owmp2  @oump3  @EDumps  Woumps @ watchi  leellocals # Struct OOEFF998 | 00000000
‘mﬁ, 1,,.,,{ |,xu 0 .. DOEFF95C DOFGETAS | malware.0OFGETAS
OOF3C480 |85 BE EC GA|FF 68 3A EB|FB 00 64 Al|00 00 00 00|W.1jyh:eo.di.... [
. Bz | DOEFF3A4 | 00000000
R A | A |2 f,,.;.n ;,-'...5”'3"‘5| |00EFF3A8 | 0OEFF9BO

Figure 33

The malicious process starts enumerating the files on the drive using FindFirstFileW:

56 push esi XBTSW_C1 O xB7SW.CO ©
OF 43 45 D4 cmovae eax,dword ptr ssifebp-zc XBTSW.SF O XBTSWP 1
50 push eax ean:l |foane semm -
FF 15 84 20 F9 00 €all dword ptr ds:[<sFindFirstrilew:] v[= —
E—_—_—_—_—_—_—_—_—_—_—_—e 77y | Default (stdcal)

i e s /1 [esp] 0DOEFFSLO =
dword ptr [DOF92084 <malware.&FindFirsStFilews]=<kernel3z.FindFirstFilew> — e A ]

2: [esp+d] 03056598
3: Eesws 21ECE3ES
4:
. TEXT:D0F3TAST malware.exe:S7AST #6EST

esp+C] ODDEFFA40 &"C:\\"

@Woue1 | @pmp2  Hoump3  oump4  WHoumps @ watchi  bellocak ) struct 00EFFBAS ﬁ&‘iﬂé% LR

Figure 34
As shown in figure 35, the following files/directories will be skipped:

$Recycle.Bin
Windows

boot
readme.txt
dlaksjdoiwq.jpg
NTUSER.DAT
fkdjsadasd.ico

'é‘. SecurityScorecard
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text "UTF-16LE", '$Recycle.Bin’,®
align 4

aWindows: ; DATA XREF: sub_F3BBE@:loc_F3BF441
text "UTF-16LE", .)ndcus ,a

aBoot:
text "UTF-16LE", 'boot’ ,8
align 16h

aReadmeTxt: ; DATA XRE sub_F3B3D@+3C1

text "UTF-16LE", 'readme.txt',@
align 4
aDlaksjdoiwglpg: ; DATA XR

text "UTF-16LE", dlaks;dc:.uq Jpg 8
5 aNtuserDat: sub_|
text "UTF-16LE", 'NTUSER. D~T e
align 1eh
@ aError7sS db ‘Error 755: ',@ ; DATA XREF: sut
C aFkdjsadasdIco: D :

text "UTF-16LE", 'fkdjsadasd.ico’',® -
align 4

Figure 35

The FindNextFileW routine is utilized to continue the files enumeration:

51 push ecx | XETSW_SF 0 XB7SW_P 1 X875W_U o
FF B6 70 02 00 00 push dword ptr_ds 270] Bt el S o R i i =
FF DO | call | maxzt v | =
T : " | Defaut (stdcal) = |03 wniock
eaxm<kernel32.FindNextrilews (76ACDF10) .'.1': L::gmo;gsag;’:gee
3t ;esnvs 21ECE393
4: [espec] OOEFFASC &L"Civ\"
-TEXT:D0F 44422 malware. exe: $14422 #13822
R VT
Woump1  @ouwmp2  @ouwmp3  @oumps  @Woumps @ watch1  bellocals 4 Struet m‘omags[

Figure 36

Black Basta ransomware calls the GetFullPathNameW API with a targeted file as a parameter:

6A 00 | push o XB7SW_E 0 xB7SW.C3 0 xB7SW.C2 O
FF 75 80 push dword ptr :'}[el'l: ;:] X87SW_C1 0 XxB7SW.CO O XB7SW_ES O
FF 75 30 push dword ptr ss:febp XSTSH_SF 0 XSTSWP 1 XB7SW U O
50 | ugl,:\ ;m d - = = . eax:l femmma s
| FF 15 10 20 F9 00 ca rd ptr ds:[<sGetFullPathNamew: v
| i o i Oehdtsnkzn = |5 130 unkdk
= tes 1 03056850 L C:'\ SWINRE_BACKUP_PARTITION
dword ptr [0OF22010 <malware.&GetFullPathiamew:s]=<kernel32.GetFullPathNamew: 2 gsg--t 00000022 - -
3: [esp+s] 03046430
-Text:D0F3FBI0 malware.exe: SFB30 #EF30 -
ik i o 5 & baoéﬁiiﬁ
% Dump 1 %% Dump 2 @SDump3  B%Dump4 ¥% Dump 5 @ watch 1 Ix=I Locals 5¥ Struct DOEFFE94 | 00000022
[Address | ex [asciz [ || QUEEES38 ) 03046430
Amm R dnn DR A A AATAR AR AR ARTAR AR AR RATAR AR AR AR FFEC

Figure 37

The process obtains a standard set of attribute information for the file via a call to
GetFileAttributesExW:

XETSW_CL 0 X875W_CO0 0 X87SW_ES

push ecx o
KB7SW_SF 0 X87SW_P 1 Xx87SW.U O

push
push eax panil |pemmeeca o amm T iy
| calY dword ptr ds:[<4GetFileattributesExw>] wl TP v
EErt_teons 5 | Default (stdcal) *[s
: [1: [esp] 03046430 L"C:'\\SWINRE_BACKUP.
dword ptr [DOF9200C <malware.&GETFileATTributesExw>]=<kernel32.GetrileATtr ibutesExw> 2: Eesp,,,,] 00000000

3: eSD-rS O0EFFI78
41 CSD*C Z1ECE317
L

-TEXT:00F458299 malware.exe: $158299 #17699

Woump1  @Moump2  Nouwmp3  Wouwmps  Eouwmps B wawhi  ellecals Y stua e ™
.| poEFFasc | ooEFFaTSE

LUC: A\ SWINRE_BACKUP_PARTITION.MARKER"

[adnnaee |uaw laerer i

Figure 38

The ransomware has embedded a list of extensions (.exe, .cmd, .bat, and .com) in a section;
however, it still encrypts these file extensions.

The executable retrieves the thread identifier of the calling thread using GetCurrentThreadld:

"‘ .
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|[EE—» ES FO 7F 00 00 JEa10 <malwar e. GeTCurrentThr eadIds ] = —
' . (.. - Y e ok ommd mmm dms Famd e —= 5 mw‘(‘ .ls 'ID
: 1 =5 = L] Unlocke
<malware.GetCurrentThr eadId» i : ‘esp»-l‘ 00F3C294 malware.DOF3C294
i [esp+s] 21EcE113
SR B L e e e 3: [espec] OOEFFEDS "C:\\"

Figure 39

The malicious process blocks the main thread until all encryption threads finish execution (see
figure 40).

¢ . 6A 00 push X87TSW_C1 0 X87SW_L0 0 XB7SW_ES O
i . 5 FF 76 D4 push dword ptr ds:[esi+4] xB75W_SF 0 x87SW_P 1 x87SW U 0
L F45103 FF 36 lpu%q m?rd ptr ds:[esi] | —— I, S P
JEIP e e Ol OOF 45 104 | ES ES 7F 00 00 call malware. F4DOF4) Thrd_join « -
1 o| < i s e 3 Default (stdcall)
ek |11: [esp] 00000204
malware. 0OFsD0OF 4 2: }esp.ﬂj 00000FDS
3: [esp+s] 00000000
4 +C] 00000000
- TEXT:00F45104 malware. exe: S1510A #14504 LeSPrel, y—
WWowp1  @owmpz Wouwp3 $H0umps  ouwmes @ waichi  beliocals ) St ﬁm
[addmass |vav Taerer i | ooEFFaFC | 00000000

Figure 40

Thread activity - sub_F33DAO function

The GetFileAttributesW API is utilized to retrieve file system attributes for a targeted file:

50 push eax g X
FF 15 44 20 F9 00 | a1l dword ptr ds:[<aGetFileaAttributesw>] |

word ptr [00F92044 <maiware.&GeTFileAttributesw>]=<kernel32.Getrileattributesw:

LTexT:00F3COCD malware.exe: $C9CD #8DCD

=
. lam- - T am- - [ am- e e ®_ . IEEETEE 03050830 | L \\\\7\\C: |\ SWINRE_BACKUP_PARTITION, MARKEF

Figure 41

The malicious process opens a file for reading using wfsopen:

- FF 75 10 push dword ptr s [el" 10§ XETSW_C1 0 XxB7SW._CO 0 X87SW_ES O
. FF 34 85 B8 E6 F9 00 push dword pte a5 [eax-4s FIE6BE] [eax=4+i | x87SW_SF O X87SW.P O X87SW.U ©
. FF 75 08 push dword ptr .-,[c p+5l febped]: [remmeta o ;moia o o -
g3 Es -ls :u 02 00 |cg‘|‘| ma‘lware FT2CFF) wfsopen « |- P
. y | Defaut (stdcal) |s = Durm
1: [esp] 03051C80 I."\\\\‘?\\l: TLSWINRE_BACKUR
malware. 00F72CFF ET [esprs] 0OF9E730 L™
3: [esp+s] 00000040
4 {esp+c] o555F88C
.Text:DOFS1BAF malware.exe: $21BAF #20FAF =
‘03051C80 | L"\\\\ 7\ NRE KUP_PARTITION.MARKEF
@Wourp1  oump2  WHowme3  WDumps  @oumos @ watchi  bellecas st EECETREY 03052080 | LTV A7\ \CE \\SWIMRE_BACKUP_F3
Fandraece Tuaw Tacrsr i 1 . | 0S55F86C | 00000040

Figure 42

The ransomware moves the file pointer to the position of the last 4 bytes. Whether the file
would be encrypted, these would represent the length of the encrypted ChaCha20 key and
nonce, as we'll see later on:

. 51 push ecx X875W_B 0 XB7SW.C3 0 x87sw.C2 0O
. FF 75 10 push dword ptr ::'.Ec.:vp 10§ X87SW_C1 0 XB7SW.CO O x87SW_ES O
. FF 75 OC push dword ptr ss:febp+C]) XB7TSW_SF 0 XBTSW_P 0 XB875W_U o
. 50 push eax s
BT FF 15 B4 21 F9 00 |call dword ptr ds:[<esetFilePointerexs] vl : ——
| H = R T 5 | Default (stdcal) >[5 5] uniedk
dword ptr [00F921B4 <malware.&SetFilerointerex>]=<kernel3z.5etrilerPointerexs "';' t::p.i.g gcogﬁm
3 ’CSDPB‘ 00000000
4' LEs 'C 0555F754
STEXT:00FTFOTL malware. exe: S4F0T1 #4E471 5 = n

1) 00000240
..Duml ..-Duroz 8% Dump 3 Y0ump4 U Dump S O watch 1 1=l Locals # struct 0555F77C | 00000000
[asciz i || 0555F780 | 00000000
osssr?g-t Fc FFE FF FFIFC FF FF FFIBS E7 5t OT|GF F1 F7 00| OWuMUYYY .U, 0N, LT ety

Figure 43

Black Basta ransomware generates 32 random bytes representing the ChaCha20 key and then

"‘ .
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8 bytes representing the nonce using rand_s:

K J

e =

.text:00F3D690

.text:@0F3D690 loc_F3D690:

.text:80F30690 lea eax, [ebpt+arg_e]
.text:@0F3D693 push eax

.text:@@F3D694 call rand_s

.text:80F30699 mov al, byte ptr [ebp+arg_ @]

.text:80F3D69C add esp, 4
.text:80F3D69F mov [esitedi], al
.text:@@F3D6A2 inc esi
.text:@@F3D6A3 cmp esi, 28h ; '(’
.text:@0F3D6A6 jb short loc_F3D69@
|
Figure 44
Address | Hex | AscII |
0305174869 0D BC E1|9E 49 F7 5D (D2 E9 DF 20|69 DC FB AC 1‘.23. .I-:': bég iUU-
03051758|C8 04 34 F2|54 81 E3 CO|A7 AE E9 13|59 BD 6B E3 E.40T. §le.'mki
03051768|15 3A AE 4B|1B 1B 7A CE|AB AB AB AB|AB AB AB AB|.:®2K..Zl«««aaaa«

Figure 45

The binary implements the RSA algorithm using the Mini-GMP library, which is fully available on
Github:

il =
.text:@8F4BAES

.text:@@r4BAER

.text:0@F4BABG ; Attributes: bp-based frame
.text:@8F4BAES

.text:@@F4BAB@ sub_F4BAB@ proc near
Jtext:B@F4BABS

.text:@@F4BABe var_C= dword ptr -@Ch

.text:@@F4BABS v dword ptr -8
Ltext:G8F4BABG v dword ptr -4
.text:@@F4BABR dword ptr @&

.text:@er4BABR dword ptr @cCh
.text:@@F4BABG arg_8= dword ptr 12h
.text:@@F4BAB® arg_C= dword ptr 14h
.text:@@F4BAB@ arg_l@= dword ptr 13h
.text:0@F4BABG arg_l4= dword ptr 1Ch
.text:@@F4BAB@ arg_l18= dword ptr 2@h
.text:@@F4BABR

.text:08F4BABG push ebp
.text:@@F4BABL mov ebp, esp
.text:@@F4BAB3 mov eax, [ebp+arg_le]
.text:@8F4BABE sub esp, eCh
.text:@@F4BABI cmp [ebptarg_14], @
Jtext:@@F4BABD jnz loc_F4BBEBA

11

.text:@@F4BEBA

‘FFFFFFFh .text:@@F4BBEA loc_F4BBBA:

1% .text:@@F4BBBA push offset aMpzImportNails ; "mpz_import: Nails not supported.’
.text:@@F4BBEF call sub_F4967@

tbp+arg_18]) |.text:@@F4BBBF sub_F4BABG endp

% .text:8@F4BBBF

Figure 46
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https://github.com/idris-lang/Idris-dev/blob/master/rts/mini-gmp.c

-text:00F4EDAR

.text:@@F4BDA® push ebp

.text:88F4BDA1 mov ebp, esp

.text:@eF4BDA3 sub esp, Geh

.text:@8F4BDAGS xor eax, eax

.text:@@F4BDAS mov [ebp+var_1C], eax

.text:@8F4BDAB mov eax, [ebp+arg_8]

.text:@@F4BDAE push esi

.text :B8F4BDAF mov esi, [ebp+arg C]

.text:88F4BDB2 push edi

.text :@0F4BDB3 mov eax, [eax+4]

.text:@@F4BDBE cdq

.text:@@F4BDB7 mov ecx, eax

.text:88F4BDBY mov eax, [esi+d]

.text:@eF4BDBC xor ecx, edx

.text:@@F4BDBE sub ecx, edx

.text:@8FABDCE cdq

.text:@@FABDC1 mov edi, eax

.text:@8F4BDC3 mov [ebp+var_24], ecx

.text:88F4BDCE xor edi, edx

.text:@8F4BDCE sub edi, edx

.text :@0F4BDCA mov [ebp+var_18], edi

.text:@@F4BDCD jz loc_Fac2ee

Il
¥ % v

[l el =

a5t ecx, ecx .text:08F4C2B8

1z short loc_F4BE32| |.text:@@F4C280 loc_F4C2B@:
.text:@@F4C280 push offset aMpzPowmZeroMod ; "mpz Zero modul
.text:@9F4C285 call sub_F4967@

Figure 47

The RSA public key used to encrypt the randomly generated ChaCha20 key and the nonce is
presented in the figure below:

aZzllttcaoj@zrc db "zz11tTCaoj@ZRcIxITY FIgBOUBOBKMVORIVA/EVUVKFMg+jdmyjERLhEQLATIKgg"

db ' /BnWIq2TEdpvXEycglxobFYbjbmS2nms znwRNNGe8dvyXIo7c2gbWh@rs51qSIvPs®
db '@r2kFesj
db " QuhXeyHu

db "a/USqQtOURCI00IEaOHUPGO2eVUVM,
db "XRu4eT3§CTS§1FXUBVRruAiny0OL
db “VEiMTuFtpCnyj+7bMfga6LXIXCAPLZQugxDewRppy
db "y+66Nu+wmepHZTu/WTDIgOHBY/
db "xyi8+51IhoZdSRpWaS+ABVEEA

Figure 48

The process constructs the initial state of ChaCha20 using the key, the nonce, and some
constant values:

il e =
-text:0@F368D8
Jtext:@eF36808
-text:@OF368D0 ; Attri
.text:0@F368D8
-text:@0F368D@ sub_F36809 proc near
.text:@@F368D8

.text:@@F368D0 arg_@= dword ptr 8
.text:@0F368D@ arg_d= dword ptr @Ch
Jtext:@eF368D8

-text:@@F368D0 push ebp
<text:@@F36801 mov ebp, esp
.text:@@F36803 push esi

-text:@@F368D4 mov esi, [ebp+arg_@]
.text:@@F36807 push edi

Jtext:@OF36808 mov edi, ecx

.text:@OF368DA mov dword ptr [edi], 'apxe’
.text:@@F368E@ mov dword ptr [edi+4], "3 dn”®
.text:@@F368E7 mov dword ptr [edi+8], ‘yb-2°
-text:@OF368EE mov dword ptr [edi+8Ch], 'k et’

.text:@@F368F5 movzx  edx, byte ptr [esi+3]
.text:@@F368F9 movzx  eax, byte ptr [esi+2]
.text:@0F368FD shl edx, 8
.text:BOF36980 or edx, eax
.text:@0F36902 movzx  eax, byte ptr [esi+l]

Figure 49
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Address

Hex

ASCII |

O555F870
0O555F880
0555F8390
0S55F8A0

65 78 70 61|6E 64 20 33|32 2D 62 79|74 65 20 6B
69 0D BC E1|9E 49 F7 5D|D2 E9 DF 20|69 DC FB AC
C8 04 34 F2 54 81 E3 CO|A7 AE E9 13|59 BD 6B E3
00 00 00 00(00 00 00 00|15 3A AE 4B|1B 1B 7A CE

Figure 50

expand 32-byte k
1.2&.:& Oégy?im-
E.40T.aAg®é.v%ka

TRt SR E

The sample obtains the current position in the targeted file by calling the fgetpos function:

50
FF 77 aC
g8 8F 55 02 00

push eax
push dword ptr ds:[edi+aC]
| €&l malware. FEDOSC

|fgetpos v |~
- !Defa.l‘t (stdcal)

: KETSW_SF O XBTSW_P 0 XBTSW_U o

> ||5 1| (] unloc

malwar,
-text:DOF47ACE malware. exe: S17ACE #1GECS

FeDump 1l Q% Dump2 % Dump 3

%% Dump 4

Woumps @ watch1  bellocals S struet

Figure 51

HEN] lﬂD' 03052308
] [espra] 0555F778
[esp+8] 00000004
Lesp+C] OS55F348
———— =

03052308
OS55F75C | O555F778

The file content is read by the process via a call to the _read function:

56
57

50
E8 F3 11 00 00

by
malware. 00F7EASC

. TeXT:00F7DEG4 malware. exe: §4DB64 #3CCE4

push esi XB7SW_C1 0 XB7SW_CO 0 XB7SW_ES 0O
push edi XB7SW_SF O XxB7SW_P O x87SW.U 0O
push eax i —
call malware. F7EASC |read v [ O
o e = =
5 |Default (stdcal) 5 15[ unock
U1 fesp
12: [esp+s] 03059530
: [esp+3] 00001000

%5 Dump 1 % Dump 2 %% Dump 3 $SDump4 @S Dump 5 & watch 1 =l Locals & struct
Address 1||ex Jasciz «|
03059530 o0l 00 00 00[00 00 00 DO[00 00 00 00f00 00 00 COfR. ... ...cccuuuns |

Figure 52

-l; esp+C] 03052308

IS
o 00000003
0555F650| 03059530 | return to 03059530 from 1BOSBS&3
| || O555F654 | 00001000

03052308

The content is encrypted by the ChaCha20 algorithm 64 bytes at a time:

'é‘. SecurityScorecard

e =

~text:@aF454C7

-text:@@F454C7 loc_F454C7:
.text:@8F454C7 add ecx, [ebptvar_18]
Ltext:8@F454CA wor ehx, ecx
~text:@@F454CC mov edx, [ebptvar_1C]
Jtext:@@F454CF rol ebx, 1éh
Jtext:@@F45402 add edx, ebx
Ltext:@@F454D4 mov esi, edx
Jtext:@@F454D6 xor esi, [ebp+var_14]
.text:@0F454D9 rol esi, ech
.text:0@F454DC add ecx, esi

.text :0OF454DE mov [ebp+var_s@], ecx|
Ltext:@OF454EL xor ecx, ebx
.text:@@F454E3 mov ebx, [ebptvar_34]
.text:@@F454E6 rol ecx, 8
~text:@@F454E9 mov [ebp+var_1C], ecx|
Ltext:8@F454EC add ecx, edx
~text:@@F454EE mov edx, [ebptvar_4]
. text:BOF454F1 mov [ebpvar_s8], ecx
Jtext:@@F454F4 wor ecx, esi
Jtext:@@F454F6 rol ecx, 7
.text:0@F454F9 mov [ebptvar_4C], ecx
Jtext :@@F454FC mov ecx, [ebp+var_18]
.text:@@F454FF add ecx, [ebpivar_20]
. text:@OF45502 xor ebx, ecx
Jtext:@eF4s5ed rol ebx, 18h
.text:@eFasse7 add edx, ebx
Ltext:8@F45589 mov esi, edx
~text:@@F45508 xor esi, [ebpvar_18]
text:8@F4558E rol esi, ach
Jtext:8@F45511 add ecx, esi
Jtext:@@F45513 mov [ebpvar_34], ecx
Ltext:@@F45516 wor ecx, ebx
Jtext:@@F45518 mov ebx, [ebp+var_38]
Jtext:@@F45518 rol ecx, 8
.text:@@F4551E mov [ebptvar_4], ecx
Ltext:@0F45521 add ecx, edx
Jtext:@@F45523 mov edx, [ebp+var_3]
LLext:i0OF45526 add edx, edi
.text:@8F45528 mov [ebptvar_54], ecx
.text:8@F45528 wor ebx, edx
Ltext:8@F45520 xor ecx, esi

Ltrevt :AAFASEIF mov e<i. [ehnévar 241

Figure 53
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Address

ASCII

03059530
03059540
03059550
03059560
03059570
03059580
03059530
030595A0
03059580
030595C0
030595D0
030595E0
030595F0
03059600

Figure 54

73 FC 89 2A
B6 87 C8 E3

D3
41
41
41
41
41
41
41
41
41
41

CAU{. VK. V=\+s01, °

by..J3*hapi|.q. Ea
Ttw/6.-.eL. ynEM
.R.5§¢.AR1UL".0;
AAAAAAAAAAAAAAAA

The encrypted data is written back to the file using the WriteFile API:

| imp_dword ptr ds:[<twriteriles]

|write « |
s |

Defauilt (stdcal)

Jump 15 taken
dword ptr [7GADDECO <kernel32.&writeFile>]=<kernelbase.

~TexXT:TEACE250 kernel32.d11:$6E250 #5F250 <writeFile»

writeFile>

S EE p+4] 00000240
.2 QSFH‘B 03059530
esp+C] 00000040

2 = - P JOOF7D733 |return to malware.O0OFTD733 from 777
WWoump!  @Wouwmp? @oump3  Hoump4  BHoumps @ watchi  ellocals oY St 0000240 =

Hex ~ |[@555F510| 03059530 | return to 02059530 from 1BOSBSES
0305953058/ C1 DC 7B 0555F514) 00000040

f O555F518 | O555F534
03059540 DE FD 1F 9F :| n.zuu| q:E8 0SSEFEIC | 0000000
03059550 (6C 74 77 2F Ad CA F8 73(1tw/d . yakat : 0| FEFFFEFF
03059560/ 00 D1 BC 35 B3 97 D3 BF|.R. 5‘( as'ui- 0/ | i Anmmnnns

Figure 55

The buffer containing the RSA encrypted ChaCha20 key and nonce is appended to the
encrypted file. The length of the encrypted information (Ox200 = 512) is added as well:

! 56
i AR
' AB
i 8D 45 DB
H 50
i FF 75 F4
i FF 75 FB

-Text:00F7D720 malware.exe: $4D7ID #4CBZD

| push esi
|stosd
stosd
lea eax,dword ptr ss:[ebp-25]
push eax
push dword ptr ss:
| push dword per 5:i
| push &

'cﬂ‘l Mrd n:r dsi[<twriterilex]

ebp-C
ebp- 5

Woump!  $Npump2  $Noump3  YMoump4  BMpumes @ wathi  Iellocals 5 Stuct
Address | Hex |asc1x |
0305953036 B4 11 C7|6A 79 BD |98 C4 95 07|64 E9 Bl 04 6 C]M A..des.
AS BC(EC 3B 63 6D |OF BA D2 79| >bées. |%i;cm. °0_'f‘
63 BC|93 BA DF DA|8B 79 A8 05| ...E¥. t'i B(!
03059560 | A5 BB 5F 94|FC 74 SA B3|59 9E AS D1|32 83 D7 SE ?» SOTZ"Y. ‘ikZ x
Figure 56

s i o iy, e i o
xB7TW_6 3 (Empty) x87Tw_7 3 (Empty]
x875tatusword 0000
XB7SW_B O x875W.C3 0 x875w_C2 0O
XB7SW_C1 0 xB87S5W.C0 O xB7SW_ES O
X87SW_SF O X87SW_P 0 X87SW_U 0

W

5> | Default (stdcal) * [s 1100 unlock
1: [esp 240
2: esp+4] 03059530
3: [esp+8] 00000204
4: esp+C ‘OSSSFTQC

40
return to 03059530 from 1BOSBSSS

DOODO00D
FFFFFFFF
00000003
ARARAAAA

The encrypted file extension is changed to “.basta” using MoveFileW:

push eai
push e
call dmrd ptr ds:[<aMoverilew>]

rd ptr [00F92058 <malware.&MOVeri lm]-d:ormlzz Mo
-text:00F3DE3E malware.exe: SDB3B #CF3B

SWlumpl  QGDump2 @ Dump3 @S Dump4 S DumpS

'é‘. SecurityScorecard

eFilews

@ watch1  ellocals 5 Struct

Figure 57

cax:L | x87SW_SF O x87SWP O x87SHU O

ecx: R = S -

=y | Default (stcal) »|[s 1] ] unlock
/ €5p] 03051C18 LU\\\\7VAC: \\SWINRE_BACKL
BB 03057EFO L™WANTAAC T\ SWINRE_BAC

0555FDOC
OOF2CETS malware. DOF3CETS

e —
m‘?‘wm‘—
[0555F914| 020STEFO | L"\\\\P\\C: \\ SWINRE_BACKUP_PARTITION.MARKER . basta”
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Case 1- File size < 704 bytes

In this case, the entire file content is encrypted by the ransomware:
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&) SWINRE_BACKUP_PARTITION.MARKER.basta

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000000 [SB C1 DC 7B OF DD 4B OD 56 AC SC 2B 73 FC 89 2A| [JAU(.¥K.Vv-\+stu%*
00000010 |[DE FD 1F SF 4A 2A 68 AB BS FB 7C 8D B6é 87 C8 E3| PBy.YJ*h«uii].g:E3
00000020 |[6C 74 77 2F F6 95 2D 8D 65 4C 99 79 A4 CA F8 74| 1ltw/&+-.el>yrist
00000030 |0D D1 8C 35 A7 A2 1C E3 DF 21 F9 Cé B3 97 D3 BF| .NESSc¢.an!'uE>—0;
00000040 |34 89 77 BS EA C9 AD 3C A9 FA AB 80 A7 CE 7A E7| 4%wpéE.<e@u«e€sizc
00000050 [7E 4F €7 DE 41 36 51 BB DF 43 99 69 7F 15 55 08| ~OgBRAEQ»BC™i..U.
00000060 [4C DS 8B 2B 77 F8 D9 59 7A AS 70 38 A5 1B 4B 79| LU«+weUYzOpS8¥.Ky
00000070 |FD SD FE 71 56 F3 AF 26 OA 29 50 16 54 52 09 66| vlbaVd &.)P.TR.f
00000080 |1C FE B9 93 BE F5 4B F2 86 92 A0 73 09 D3 49 El| .p*“%dKot’ s.0I&
00000090 [7C 26 BF 7D E6 BA E4 81 10 2D C3 BS5 F5 E2 85 2B| |&¢}&°&..-Apda..+
000000R0 (74 36 41 SE 7C EB AF 8A FE FB 80 Fl1 E8 57 8A 96| t6A"|& Spu€AewS-
000000BO |12 15 3F 28 33 60 9F 9D OE 61 DC 18 7D 77 B4 88| ..?(3'¥..aU.}w""
000000CO |78 45 SF E€ 4B C6 EB 25 SA 74 C2 FE 49 D8 32 A6| xE.=KE:£$StipIe2!
Q000000D0 |46 43 E2 F6 A2 E9 D7 D7 F9 F1 51 D2 6E BE 6B 53 FCééﬁéxxﬁﬂQénV.kS
000000E0 [36 B4 11 C7 6A DC 79 BD 9B C2 95 07 64 E9 Bl 04| 6 .CiUyrA«.déxz.
000000F0 |3E 62 E9 A9 Bl OC A6 BC EC 3B 63 6D OF BA D2 79| >bé®z.!4i;cm.°Oy
00000100 [95 91 98 C9Y AS 02 63 BC 93 SA DF DA 8B 79 A8 05| < '"E¥.cu"380«y".
00000110 [AS BB SF 94 FC 74 SA B3 59 9E AS D1 32 83 D7 SE ¥»_"ﬁcZ’Y2¥ﬁ21'x“‘
00000120 |CB RO 8C 3A DE E5 84 6B B9 AB F7 8E ED 65 98 1B| E @:Pa, k*«Zie”.
00000130 [BO 2A 75 21 C7 AD DA FC 3C 86 11 05 77 06 DE B2| °*u!C.Uii<t..w.B®
00000140 |31 BA Bl AF 01 BA S0 48 77 6A AO A9 E2 93 83 AD| 1°+ .°PHwj ©@&“F.
00000150 |53 C3 99 1lE EE 11 EO C8 0OC 15 24 5E 90 73 22 B7 Si“.i.éﬁ..S".s"-
00000160 |C8 €D 65 09 OA 10 29 E4 E3 E6 8B 6D 85 A0 96 SE| Eme...)&&&m. -
00000170 |FE DO 35 19 OD 07 Dé 06 Cl1 A2 7D BA 16 2C B5 OD| p®5...0.Ac¢)°.,n.
00000180 [3C 16 EF 4B F7 EO 02 FF 53 E8 A5 A9 93 7B 9A OF| <.iK=a.ySe¥@3{3.
00000190 |49 9D C2 3E 3A 30 5A 7A 72 Al 9C E7 28 69 AS BO I..ﬁ):Oericer_:(ii"‘
000001A0 [8A ED 7A EE BC 07 7D AD D2 35 €D DD FC AE C6 8B| S5izi%.}.OSmYu®E
000001B0 |D5 C8 92 76 3B 74 89 33 0OC 03 D4 56 CD CE F8 D9| OE’v;t%3..0viiel
000001CO |4B 60 30 B2 A9 49 A6 AS A3 CO A3 CC EB 39 1A CE| K 0°@I!:¥thsieo.i
000001D0 [EC 7F 52 75 9E 1C FC 55 48 95 78 9B B3 5C 7C B6| i.RuZ.iUH+x>°\|9q
000001E0 |CE AB 17 06 E6 A7 17 CO 30 D2 55 FD Bl 6A A8 4D| I«..=2§.A00U0y:3 "M
000001F0 [1A D2 67 4C 94 57 CE CC 8A FA 53 Dé E1 09 94 AC| .OgLwiiSusba.~-
00000200 |F8 Bl 20 70 E5 23 79 BA 9B 9A F3 6C DE A6 13 89| o+ pa#y°>301B!.%
00000210 |63 03 FA 71 C9 BA DD E7 15 88 7E 9D 4B 70 84 CB| c.uagE°¥g. ~.Kp.E
00000220 |a2 59 DE 56 62 4E DO 1E DA DA 7A 4D AA 17 F1 F4| <¢YBVDND.UUzM2.#/4
00000230 [28 36 Bl E1 48 E8 5D 3E 34 93 BB SE 87 B3 80 16| (6taH&]>4“»is’€.
00000240 |06 5B 66 8B 95 8F 71 47 9C 16 54 92 FA 78 15 11| .[f<+.qGe.T'0x..
00000250 |09 10 9B C8 53 57 BB 34 D5 64 92 94 1D 92 96 35| ..>ESW»40d’~.’-5
00000260 [CD 8D CB 6A 75 AB DC AE AE BB 3F 6D CA 03 El1 67 i.ﬁju«ﬁm’:‘mﬁ‘_.ég
00000270 |[FA 2F 8D SD A8 AO CF EF 32 17 20 A8 93 45 F7 Bl| @/.." Ii2. "“E=%
00000280 (43 AF CF Cl 15 2C Dé A9 31 5C 6C SF FF 81 30 52| C IA.,0@1\1_¥.0R
00000290 |FF C6 96 09 D7 1D 41 D7 B8 96 11 BB 74 64 C9 7D| VE-.x.Ax,—.»tdE}
000002A0 |04 3F 72 F6 3E E1 A3 DS D7 A8 10 DA 38 OF D1 84 .?rb)éE.ﬁ’(".fTE.ﬁ,,
000002B0 [4A 56 1F E2 AC 50 A6 B3 E1 AF 4B FD 67 3F F9 13| JV.a-P!*a Kyg?u.
000002C0 [89 57 B2 FC 1D B4 DC Bl A2 A6 DF 45 78 31 2E 16| %wW=u. U+¢!BExl..
000002D0 [BD 07 4E FA AS 79 7E 2F 32 12 80 17 FA Bé 8C 85| .Nu¥y~/2.€.091C..
Q00002EQ0 00 02 00 00

Figure 58

Case 2 - File size < 4KB

In this case, the file is partially encrypted. The ransomware encrypts 64 bytes, skips 192 bytes,
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encrypts 64 bytes again, and so on.

&) 1KB.exe.basta

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000000 (6C FE 7A ES 94 39 63 Al A6 19 45 42 65 B3 1F 83| 1lpza”9c;!.EBe>.f
00000010 (F4 A2 25 4E 22 2F 62 E9 6A E2 19 SE 97 AF 91 40| S¢%N"/béja.~— ‘@
00000020 |5C 45 A0 96 2B 36 C6é €9 1A 74 D3 EE 1A 73 71 F2| \E -+6Ei.tbi.sqgd
00000030 (97 SC 44 08 E2 CF 2E 98 99 DC BF 57 DC E1 58 65| —\D.&I.~ >{:wlaXe
00000040 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAAR
00000050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAARAAAR
00000060 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAADAAAAAAAAAAR
00000070 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAAAAAR
00000080 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAAR
00000090 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAAR
000000A0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAAAAAR
000000BO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAAR
000000C0O 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAAR
000000D0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAARAAAR
000000E0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAAAAAR
000000F0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAARAAR
00000100 35 08 A4 ED AB D6 81 C7 3B 8A 04 BA 65 2C 25 13 5.#i«0.C:5.°%e,%.
00000110 94 7B E4 Al CE AD 9B DO 1F 6C 9F DA 66 7F 66 DO ~{&;i.>D.1¥0f.£D
00000120 3D 1A 54 D4 4F 95 A4 31 Dé FC FA 9F B3 AB F3 03 =.TOO-m10ua¥3«o.
00000130 15 1D B8 62 3F 9D 1B FO DD 29 16 13 76 SE 19 FE ..,b?..8Y)..v*.p
00000140 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAARAAR
00000150 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAARAAR
00000160 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAARAAR
00000170 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAARAAAR
00000180 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAARAAR
00000190 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAARAAR
000001A0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAARAAR
000001BO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAARAAAR
000001C0O 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAARAAR
000001D0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARARAAR
000001E0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAARAAR
000001F0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAARAAR
00000200 60 4D 0B 33 40 DF D4 98 1D 10 E1 C5 D3 OF AC 60 ‘M.3@80~..ad0.-"
00000210 7A 99 98 45 35 75 AD 4E 24 37 49 5C 49 5E FE 45 z™"E5u.N$7I\I"PE
00000220 E1 89 BE E4 08 EF FC 22 10 DA 62 F1 B5 A0 80 E7 A&%%i.iu".Ubfin €¢
00000230 AE BF 91 27 84 39 D5 BA 65 26 85 6A 52 FE CO 1B ®;'',90%s&..jRpA.

Figure 59

Case 3 - File size > 4KB
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In this case, the file is partially encrypted. The ransomware encrypts 64 bytes, skips 128 bytes,
encrypts 64 bytes again, and so on.

) 4KB.exe.basta

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000F30 [LF 1F 75 45 88 D1 FE 36 E4 Cl 18 EF 37 OA 58 FC| ..uE“Np6&A.i7.Xd
00000F40 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAR
00000F50 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAARAAAAARAR
00000F60 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAR
00000F70 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAARAAAAAAMAR
00000F80 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAR
00000F90 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAARAAAAARAR
00000OFAO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAR
00000FBO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAARAAAAAAAR
00000FCO EO 98 6C 3E D2 19 3C A8 51 C8 01 CB FO F9 76 OF| p~1>0.< QE.Esuv.
1
12

00000FDO 63 4A 31 A0 1E D3 AF 99 Fé 98 B3 92 89 9F DA| acJl .0 ™5~3r%¥0
00000FEO EO F2 9E 50 23 CO 27 94 7A D4 55 46 32 3E 09| .aozP#A'~zO0UF2>.
00000FF0 |C9 FA DB 8C 12 55 SE S5C 89 6E 69 DF 11 E6 SA 26| EGUE.Uz\%niB.=Zs
00001000 [SC 35 42 SA CC 47 79 1A CA FF F9 A3 A2 C5 28 59 \SBZiGy.f?ﬁ£Cﬂ(Y
00001010 |[F7 57 OD 06 D3 F7 81 24 €5 7F 1A 2C 7F 82 AE C9| =W..6:.%e..,.,8E
00001020 |4D 12 18 EE EE 92 FF 57 B3 2E DE 8D D8 B8 E2 27| M..ii’yw*.P.@.,a"
00001030 |3E 85 07 BA 8E 86 D6 F2 F3 CE 97 26 F1 52 10 54| >..°Zt006i—sfiR.T
00001040 |D6 D7 77 DA BO 08 33 66 CF 3B 57 1F Bl 77 56 AF| OxwU°.3fI;W.xwv™
00001050 |41 86 EA A2 DB BO 4F BB OD 3C OA 48 2B 3A 5C DB| At&c¢U°Ow.<.H+:\U
00001060 [2B 48 48 13 FD 9E 1C C8 38 C5 14 A7 76 F1 DB 28 +HH.?2.E8§.§Vﬁﬁ{
00001070 [9A 50 75 6C AD FC 02 61 1E 6C EE E7 14 04 C7 45| SPul.i.a.lig..CE
00001080 |19 51 53 58 1D 4F C7 C1 5B OD 79 AO 9C 4A 17 C5( .QSX.OGA[.y eJ.A
00001090 [9D 55 AC 83 95 A7 F3 31 23 95 68 7C 4E 40 86 Cl| .U-f+S§61#-h|N@tA
000010A0 (6D 5A 1D 2B E4 07 A2 BD 88 58 40 DC 70 EE 76 BO| mZ.+&.¢3 " X@Upiv®
000010BO [A6 9A 18 B4 2A 79 OD 71 64 4B 25 91 Fé 18 BD BO| 3. *y.qdK$'56.%°
000010CO [8B 1A 2A FD 80 52 04 5C 20 2D 19 CF E4 09 C1 90| <.*y€R.\ -.I&.A.
000010D0 |[8F 63 3F 88 DO 7A 15 Bl B8 1F 8F SA 5D 73 93 9F| .c?°Pz.%,..Z]s"¥
000010E0 |44 1D 24 BS CF FA FD SF 42 71 OA Bl BD 8F BE CC D.$uiﬁ§_3q.iﬁ.%i
000010F0 |[BF E9 F8 7E 9D FD 74 9F 9F 54 AE 09 EA E4 15 37| :ée~.ycYVT®.24.7
00001100 (49 FO AE 02 02 68 53 C7 1F 04 64 AF 8D CF 75 78| I&®..hSC..d .Iux
00001110 [EA FC 03 CE 75 BB 1B 35 B5 6E 9D 6F 2A 93 84 1F| &i.Iuws.Spn.o*™,.
00001120 [D9 BC E6 A2 43 B7 2A 9E 6B 42 30 ED 8E EF 27 7C| UReecC-*ZkBOiZi'|
00001130 [AE 49 B3 €4 CB 26 CS5 94 84 AS A8 8D 10 F9 27 €D| ®I°dEsd”, ¥ ..a'm
00001140 |01 34 F2 C7 B5 2F 4C DD 51 61 F9 61 97 19 5A 86| .46Cp/L¥Qava—.Zt
00001150 [D3 D8 7C SA A7 74 A7 8D CF C9 OD BD 82 CO EA 4C| 6@)z§t§.IE.3¢, ASL
00001160 |[7F 98 FB 43 BD 19 F5 2A C3 9E E2 EF 05 80 2C C4| . 0C=.5*Azai.€,A
00001170 |43 €3 3F SB 72 SF CA 71 F3 €1 E3 76 50 S2 BE FE Cc?[r_ﬁqéaévPR%p
00001180 |C2 SF FD 14 A7 B4 37 A7 56 FS F6 68 44 SD 9A 68 i_?.§'?§V66hD]Sh
00001190 [99 08 EE C4 F3 €4 F7 AC D2 2D Dé 09 78 3C DO 4C| .iAéd=-0-0.x<DL
000011A0 |C4 3B OA 9E 36 17 7F 2F F8 95 A2 89 80 7B B6 13| A;.26../@*<¢%€{q.
000011B0 [27 43 95 SE 77 27 OE 71 D4 81 4D D2 56 2D 04 4C| 'Ce~w'.ql.MOV-.L
000011CO [26 73 08 81 F4 2A FO D8 D3 36 3F 90 01 01 60 A4| &s..56*8@062...'H
000011D0 [FD 3D 99 FB 55 FA D9 3B 56 85 60 3A 19 2D CF D2| y==aual;v..':.-id
000011E0 [E7 7D CF 1E B4 B2 63 8A 36 E1 D9 14 83 DC 3D 99| ¢}i. =cSeau.fi=~
000011F0 |CO 62 10 A5 6E 33 75 14 04 B5 C4 OD 11 99 39 26| Ab.¥n3u..pA..™9s
00001200 00 02 00 00 cese

Figure 60

Finally, the ransomware tries to write the time spent during the execution and the total size of
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encrypted files to the console; however, it raises an error because the process was detached
from its console:

. 6A 00 push
. 50 push eax eax: XE75tatusword 0020
. 5 push esi XB7SW_B 0 XB7SW_C3
. BD BS5 FC EB FF FF lea eax,dword ptr ss:[ebp-1404]
. 50 push eax eax:
. 57 push edi

Eg——» FF 15 64 F9 00 |call dword ptr dsi[<awriteriles] w [
pt i e ==

esp] 00000098

[esp+4] OOBEDE2C “Done time: 7014.1250 =
Sp+8] 00000032

sp+C] OOBEDE28

dword ptr [D0F92164 <malware.&writeFilex]=<kernel3z.writefrile>

-Text:00F7D228 malware.exe: $4D22B #4C62B

9% pump by = @ 00D0009S |
= 1 ghouwp2  $kDump3  oump4  Woumps @ werchi  belloas ) stuct | DDBEDEOS | 0DBEDEZC | "Done Time: 7014.1250 seconds, encrypt

Address | Hex | asc1z | ~ %ggg% gggggggz
O0BEDEZC |44 GF GE 65|20 74 69 60|65 3A 20 37|30 31 34 2E|DoOne time: 7013. oRenETelinsoonna
OOBEDE3C |31 32 35 3 63|6F GE 64 73|2C 20 65 6E|1250 seconds, en EDE 00000001
00BEDE4C | 63 72 79 70|74 65 64 3A[20 30 2E 30|30 30 30 20|crypted: 0.0000 . et
OOBEDESC | 67 62 00 00|38 ED BE 00[00 00 03 03|42 &F 07 77|gb..8a%..... BO.W i

AnBEETA-

Figure 61
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Indicators of Compromise

Black Basta Ransom Note

readme.txt

Files created

%Temp%\fkdjsadasd.ico

%Temp%\dlaksjdoiwg.jpg

Processes spawned

cmd.exe /c “C\Windows\SysNative\vssadmin.exe delete shadows /all /quiet”
cmd.exe /c “C\Windows\System32\vssadmin.exe delete shadows /all /quiet”
Registry key created

HKEY_CLASSES_ROOT\.basta
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