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Executive summary

Royal ransomware is a recent threat that appeared in 2022 and was particularly active during
recent months. The ransomware deletes all Volume Shadow Copies and avoids specific file
extensions and folders. It encrypts the network shares found in the local network as well as the
local drives. A parameter called “-id" that identifies the victim and is also written in the ransom
note must be specified in the command line.

The files are encrypted using the AES algorithm (OpenSSL), with the key and IV being encrypted
using the RSA public key that is hard-coded in the executable. The malware can fully or partially
encrypt a file based on the file’s size and the “-ep” parameter. The extension of the encrypted
files is changed to “royal”.

Analysis and findings
SHA256: f484f919babe36ff33e4fb39108859a94d89c172a465964f99d6113b55ced 429

The malware is a 64-bit executable that is not packed. It retrieves the commmand-line string for
the process using the GetCommandLineW API:

FF 15 BE ES 18 00 €&l ‘gword ptr dsi[<tGetCommandLinews] v i
*le = R e 2 s | Default (x64 fastcal) * |5 4[] unlocke
Irgz G0007FFEEECE0000 maTWar &, 00007 FFE68CE0000
aword ptr [00007FFGGBEECZDE <malwar €. £GETCOmmandL] news1=<kernel32. GetConmandLinens O L ST v —1 665

Figure 1

CommandLineToArgvW is utilized to obtain an array of pointers to the command line
arguments, as highlighted below:

48 88 C8 WOV FEX,rax x87Tagword FFFF
45 BD 54 24 €8 lea rdx,qword ptr ss:ffrsp-cej el R R Y i
FF 15 AD E7 18 00 €all gword ptr ds:[<&CommandLineToAr gvi:]

| il S = | Defout (164 fostca) - * |5 3]0 unlocke

[gword ptr [0OOO7FFGGBEGCAFS <malware.dCommandLineToArgvw>]=<shell132.CommandLineToOAr gviv= %’ Ff,: m@?ﬁ;ﬁi;ﬁ T P
Figure 2

The process compares the arguments with "-path", "-id", and "-ep". The “-id" parameter is

mandatory and consists of 32 characters that could be a victim ID. In this case, any 32 characters
value can be specified (see figure 3).

45 88 08B mov rcx,qword pTr
48 80 15 FE &0 23 00|lea rdx,qword ptr
FF 15 DO E4 18 00 call gword ptr ds

v - -
. 5 | Default (x54 fastcal) >[5 1+ 0] unocke
aword ptr'{aoonrrrsu:sczsn <malware.&1strempw>]=<kernel32. 1strompws> ‘: Fﬁi u.-_,m,,-:,?‘eﬁg,?‘ﬁ:ﬁﬁ I[--:lg(h--

Figure 3

The ransomware deletes all Volume Shadow Copies by spawning a vssadmin.exe process:
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48 80 95 €O 68 00 00| lea rox tn-ora Dt
mov dword prr

04
48 8D 0D B6 6C 23 00| lea rcx m\ord pt
44 24 ® mov gword ptr ss
33 €9 xor rod,rsd
44 2 lea

mov gword ptr ss
lea rax,qword ptr
mov gword pr ss:
mov gqword pTr
mov gword ptr
mov dword ptr
mov dword ptr
movups xmmword
movups xmmword
movups xmmword
movups xmmword
movups xmmword
movups xmmword
movups xmmword
'Cl'l'l Ml'd pEr d

SRR NN NNI NN RN ES

|

<

The malware decrypts a list of extensions that will be skipped:

.exe
dll
.bat
Ink
.royal

gword ptr [000OTFFEGBEGC290 <malware.LCreateProcessws]=<kerne]32.CreateProcessivs

Figure 4

A list of directories to be skipped is also decrypted:

windows
royal
$recycle.bin
google
perflogs
mozilla

tor browser
boot
$windows.~ws
$windows.~bt
windows.old

LastError 00000000 (ERROR_SUCCESS)
LastStatus COO00100 (STATUS_VARIABLE_NOT_FOUND )

GS 0028 FS 0053
ES 0028 Q5 0028
€S 0033 355 0028

DRO OO007FFEEBCDC140 malware. 00007 FFG68CDC140
DR1 00007FFEEECOFETO
DR2Z 0000000000000000
DR3 0000000000000000
DR& DDDDDDDOFFFF4FFO
DR7 0000000000000405

Defauit (x64 fastcal) ~ |[5_t2]0] uniocke
ke e

€X D00O7FFEGEF14B60 L C:\; vsY,

dx 000000152D50F820 L dele & shadows /all quie:
& 0000000000000000

41 rs 0000000000000000

The executable initiates the use of the Winsock DLL via a function call to WSAStartup:

B9 02 02 00 00 mov ecx, 202
48 80 54 24 70 Tea rdx,qword pt
4B 89 O mov gword ptr
48 B9 4'\ oa mav uwu d ptr
45 59 4 mov_qwo

FFias F £5 18 00 | cat nivrﬂ ntr 453 [<awsAdtartup>]

Imrd ptr [0000; 578 <malwar artup>]=<ws2_32.WSASTartup>

Figure 5

v 1
Default (364 fastcal) =[5 13| undocke

rcx 0000000000000202
12: rdx 00000015205089A0

A new socket is created using the socket API (Ox2 = AF_INET, Ox1 = SOCK_STREAM:

45 33 CO xor r&d,rsd

8D 56 01 Iea edx,gword ptr
80 4E 02 ecx,gword ptr ¢
FF 15 CO E9 18 00 |Cl1'| mlﬂfd per ds: [

L
|Ml'ﬂ ptr [DDOOTFFEEBEGCSCE <malware.&socket>]=aws2Z_32.s0cket>
|

'é‘. SecurityScorecard

Figure 6

v [5 2100 unlocke

0000000000000002
i rdx 0000000000000001
3: r§ 0000000000000000
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The binary obtains a pointer to an extension function using the WSAloctl routine (0xC8000006 =
SIO_GET_EXTENSION_FUNCTION_POINTER):

. 48 §9 74 24 40 mov gword pTr ss: €5 0028 Q5 0028
. 48 BD 4C 24 60 Tea rex,gword p €S 0033 55 0028
. 45 B9 74 24 3B mov gword ptr s
. 45 80 83 18 60 00 00|lea rax,qword p DRO 00007FFGEEBCDC140 malware. 00007 FFEE8COC140
= o g S et o et e DR1 00007FFEGECOFST0
. 4E ea quord pt
. & 5 33 12 08 00 oofger merdors DRZ 0000000000000000
. 4C BD 44 24 50 lea r s unurd pl:r ss:firsp+5
4 45 BB CF B DRE OO000000FFFF4FFD
. 48 89 44 24 20 mo» qword ptr ss DR7 0000000000000405
. BA 06 00 00
. €7 44 24 50 B9 O7 A2 m» ctpmrd ptr
. €7 44 24 54 F3 DD 60|mov dword ptr
. G 44 24 ss aE £9 6 mov dword prr
. 44 24 mov_dword ptr -
Fg—+ b FF 15 38 ES 18 OD I:ﬂl qword pTr [<awsaIoctl=>] o = =
. 5 | Default (x64 fastcal) >[5 120 uniodke
quord ptr [00007FFEEBEECEAS <malware.4wSAToct]>]=<ws2_32.WSAloctl> % rdx 00000000CS000006
3: r& 0000001520508980
AR ok W A S e L e e gt ) 41 r9 0000000000000010

Figure 7

The GetNativeSystemlInfo API is used to extract information about the current system:

. DFD1 48 BD 4C 24 30 lea rcx,qword prr ss:frsp+3oj
FG—s FF 15 15 C4 18 00 |ul‘| Mrd ptr ds [<met~uwesysturm'us] w —
I ¢ OO 5 | Default (x64 fastcal) =[5 #1000 unlocke
1z rex 000000 08B10
aword otr [00007FF 138 cnalware i forT=ckerne fox o

Figure 8

The malicious process creates multiple threads depending on the number of available
processors responsible for files’ encryption:

Default (x54 fastcall) =[5 2] unocke:

i 0000000000000000
2: rdx 0000000000000000
3: r8 DODOTFFEEBCDFETD malware.DOOO7FFEEBCDFETO
4: r9 0000001520508FT0

qword ptr [00007FFGGBEGC2ES <malware.&CreateThread>]=<kernel32.CreateThread>

. 48 B9 BC 24 28 mov qword ptr ss 28], rbp DR7 0000000000000005
. 4C 8D 05 23 FB FF FF|lea o uwurd ptr TFFGGECDFETO]
. 4C 88 CF mov
. 89 6C 24 20 mov onord ptr ss:frsp+20f, ebp
. 33 D? )wr edx, ed\
. 33 or ecx,ec ]
I— B FE ss BA €5 18 00 _:u‘l'l qnurd ptr dsi [<&crea:e1’nrea¢>] . v
| .

Figure 9

A single thread that executes the StartAddress function takes care of the files' enumeration:

48 89 6C 24 mov qword ptr ss:lfirs

p+25),rbp UR/ ULUUUSUUISUUUAUS
: [TFFEEBCDC140]

4C 8D 05 5B F= FE FF 1ea -., ﬂnurd ptr
4C 88 CE
89 6C 24 20 mo» dn‘ﬂl‘d ptr ss:frsp+20), ebp
33 D2 Xor edx e..
33 C9 XOr eCx, eC -
FF 15 F2 00 19 00  |call Mrd prr ds:[<acreateThreads] v = -
| i 5 | Defauit (64 fastcal) =[5 12107 unlocke
|gword ptr [0OOO7FFEGSEGC2ES <malware.&CreateThreads]=<kernel32.CreateThread> % fﬁi 0000000000000000
3: r@ 00007FFEEECOC140 malware. (0007 FFEEECDC140
41 r9 0000001520508C40

Figure 10

The GetlpAddrTable function retrieves the interface-to-IPv4 address mapping table (see figure
).

45 33 CO xor réd,réd
48 80 h 24 40 'I:n r 1\ qwrd ptr ss:frspri0f
45 88 -
B—» |[GH FF 15 é? DS 18 00 Ica'l'l mrd ptr ds:[<tGetIpAddrTable:] w T
- e s | Default (54 fastcal) = ||5_te 0] unbocke
s 00000185EF82C 200
quord ptr [00007FFEG68EECOCO <malware.&GetIpaddrTable>]=<iphlpapi.GetIpaddrTablex z: 531‘ 00000015 20508820

Figure 1

The IP addresses extracted from the above table are converted from network order to host byte
order, as displayed in figure 12.
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58 C8 mov_ecx, ebx
FF 15 94 D9 18 00 | €al1 gword ptr ds:[<&ntohl>])

oM -
s | Defoult (x64 fastcal) = |5 1210 Unlocke:
mrd' 5lr [00007FFEEEEGCSDE amalware. &ntohl>1=aws2_32.ntohl> 1 5 fﬁf FTERAITEC ANIFRET |

Figure 12

Royal ransomware creates an input/output (I/O) completion port that is not yet associated with
a file handle using CreateloCompletionPort:

33 D2

48 BB F1

41 B9 01 00 00 00

45 33 €O xor -8d

48 8D 4A FF Tea rcx,gword ptr ds:[rdx-1] !

FF 15 48 02 18 00 |call gword por ds:[<acreatelocompletionforts] v —

T T T L ey 5 | Default (x64 fastcal) =[5 1310 unlocke
[aword ptr [0O0GOTFFEGBEGCODE <malware.4iCreateloCompletionPort>]=<kernel3z.CreateloCompletionPort> - ‘,‘5: 0000000000000000

23
3: r& 0000000000000000
4: r9 0000000000000001

Figure 13

The WSASocketW routine is used to create a socket that is bound to the TCP protocol (0x2 =
AF_INET, Ox1 = SOCK_STREAM, 0x6 = IPPROTO_TCP):

. R e A e P e e e : DRE OODOOODOFFFFAFFD

. 44 89 7C 24 20 mov dword ptr ss DRT 0O00000C00000405

. 45 8B 08 r

. 41 80 o1

. 45 8D 31 06

. 44 88 71 10 1

. 41 88 CC mov_e 20
s FF 15 14 OC 18 00  |call qword ptr ds:[<iwSasocketws] w

ole e S » | Default (x4 fastcal) = |5 [#][] uniocke
| . 1 rcx 0000000000000002
|aword prr [ €0 <malwar. Jmaws2_32 2t rdx 0000000000000001

3: r§ 0000000000000006
4: r9 0000000000000000

Figure 14

The process associates the local address with the above socket, as shown in figure 15.

41 BS 10 00 00 00  |mov r&d,1

4C 89 64 24 40 mov qword ptr ss:[frsps4of,ri2
48 8D 54 24 40 lea rdx,qword ptr ss:frspraof
45 88 C8 MOV _rCX,rax ]
FF 15 CE DB 18 00 call gword ptr ds:[<ibind:>] . v -
s2nn s R > | Defoult (54 fastcall = |5 12100 unlocke:
b ek § 1i rcx 000000000000025 4
[gword ptr [DOOO7FFEGBE6CSAD <malware.&bind>]=<ws2_32.bind> ;; rﬁx ooooom;zn;osﬁo |

3: r& 0000000000000010
Figure 15

The 1/O completion port that was already created is associated with the TCP socket via a
function call to CreateloCompletionPort:

. 45 88 13 mov rd ptr as:|rox)
. 45 33 €9
. 45 33 €O xor ]
> SLDESES FF 15 EC D6 18 00 |call qword ptr ds:[<aCreateloCompletionPorts] R —
*le TEntEets e 5 | Default (x64 fastcal) * [5_[3]0] unodes
1: rex

agword ptr [00007FFEEBEGCODE <malware.&CreateloCompletionPorts]=<kernel32.CreateloCompletionPort> : rdx 0000000000000234

2
3: ri 0000000000000000
4: r3 0000000000000000

Figure 16

The malware tries to iteratively connect to other hosts in the same network on port 445:
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mov rcx,qmord ptr d % €5 0033 33 0028

DRO 00007 FFEGECOC140 malwar e, 00007 FFE65CDC 140
BR1 O0007FFEEECOFATO
DRZ 0000000000000000
BR3 O0000D0000000000
DRE& OOOOODOOFFFF4FFO
DR7 OO00000000000405

| CEIY uor e prr ds: trbxr0is) 1

et s G0l

call aword | i Defot 0 st =|[s
1: rcx 0000000000000254

qword ptr 8]=[000000152050F 7DB] =mswS0CK . DOOOTFF BACC31000 rdx 00000018 20S0BA20
r§ 0000000000000010
9 000000000

-Text:00007FF668CDEASA malware. exe: $TEAZA #7DE3A

ool  @oump2  @oump3  PDumpd  Poumps B waichi  Ivliocals P Swuct
|

ress | Hex | AscIz
0000001520508420| 02 00 01 BD[CO A8 A4 00[06 00 DO 00|22 00 &0 al\,,‘ﬁi LT

Figure 17

Tim.. Process Ne. FID  Operaton Poth Result Detail TID
B35 Wmshware ece 4460 JTCP Reconnect 192 168,168 12850179 > 192 168 164 01445 SUCCESS  Length 0. seqn [
8130 Wmowereswe 4460 JATCP Reconnect 192 168.164.128. 50179 -> 192 168164 0.445. SUCCESS Length: 0, seqn a
B1%3. Wmelwaresxe 4460 ATCP Reconnect 192 168 164, 12850180 -> 152 168 164.1:445 SUCCESS Length: 0. seqn. [
193, Mmalwaresxe 4460 JATCP Reconnect 192 168.164.128:50180 -> 192 168 164.1:445. SUCCESS Length: 0. seqn. o
B195. Wmalwareexe 4460 JLTCP Reconnect 192 168.164.128:50181 > 192 168 164.2445 SUCCESS Lengih: 0, seqn 0
B195 Wmshware exe 4460 LTCP Discoanect 152168 164 12850433 > 152 168164 255445 SUCCESS Length: 0, seqn o
G200 Wmslware exe 4460 LTCP Reconnect 192168164 128:50181 -> 192 1681642445 SUCCESS Length: 0, seqn. ]
B200.. Wmahware exe  $460 JTCF Reconnect 192 168.164.128:50182 - 192168 164.3.445 SUCCESS Length: 0, seqn a
5200 Wmalware ere 4460 LTCP Reconnect 192 168.164.128:50183 > 192 168164 4:445 SUCCESS  Length: 0, seqn o
5200 Wmalware ene 4460 4 TCP Reconnect 192 168 16412650184 -> 192 168 164 5:445. SUCCESS  Length: 0, seqn [
B200.. Wmalware exe  #460 JATCP Reconnect 192 168 16412850185 -> 192 168 164 G445 SUCCESS Length: 0. seqn o
8200.. Wmolwaresse 4460 JATCP Reconnect 192 168.164,128. 50186 > 192 168164 7,445 SUCCESS Length: 0, seqn a
B200.. Wmelwaresxs 4460 JLTCP Reconnect 192168 16412850187 -> 192 168 164 8445 SUCCESS Length: 0. seqn 0
200 Wmohware oxe 4460 JLTCP Reconnect 192 168164128 50188 -> 152 168 164 3445 SUCCESS Length: 0. saqn o
B200.. Wmolaresxe 4460 TCP Recomnect 192168164125 50189 > 192 168 16410445 SUCCESS Length: 0, seqn o
B0 Wmalwareexe 4460 JATCP Reconnect 192 168.164.128:50190 -> 192 168 164.11:445 SUCCESS Length: 0. seqn 1]
B200.. Wimahware exe 4460 LTCP Reconmect 192 168.164.128:50191 > 192 168 164.12445 SUCCESS Length: 0, seqn. o
G200 Wimahware exe 4460 JTCF Reconnect 192 168.164.128:50192 - 192168 164.13445 SUCCESS Length: 0, seqn ]
B200_ Wmahware exe 4460 L TCP Reconnect 192 168164 12850193 > 192 168164 14445 SUCCESS Length 0, seqn a

Figure 18

The malicious executable dequeues an I/O completion packet from the I/O completion port by
calling the GetQueuedCompletionStatus API:

! H E o ME" p";' [5: 1 DRE 0O0O0O0OFFEF4FFO
i - DRT 0O00000000000405
i s
! o0
! .
| M b
H sl |
FE—— .~
i . > D!Falllb‘ﬁ‘"aslﬂl}
—1: rex
rdx 00000015 2D508AA8

rg& 0000001520508AB0

<
|Mr'd"ﬂr [00007FFE6SE6C0O00 <malware. &GetqueuedCompletionStatuss]=<kernel32. GerqueuedCompletionsStatuss
i r9 00000015 20508AA0

Figure 19

The WSAAddressToStringW routine is utilized to extract the reachable IP addresses from the
sockaddr structures:

lea ra,qword ptr ss:frop=7of o

;‘g: Q:'O"d DE; ;EI‘ ts Eﬂ} DRO 00007FFE68CDC140 malwar e. 00007 FFEEECDC140
X, 2grbp-&c TFF F87

mov eax,dword ptr ds:[ri2] :; gggnmgg:g:ogog

DR3 0000000000000000

DRE 0O000000FFFF4FFO

DR7 0000000000000405

4 1
00 00|

£0 18 00 ;'llm méwwru d l:c&wsnr "§d= iTosers 1
u queor sz ressTOSTr i ngs w [ =
T 5 |Default (x4 fastcal) >[5 _to] 0] unlocke
— e
es5TOSTringw>]=<ws2_32. ddr essToString> : rdx 0000000000000010

i rg 0000000000000000
i re 00000015205087F0

Figure 20

The ransomware enumerates the network shares that are different than "ADMINS$" and "IPC$":
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4C 8D 44 24 gg DR1 DO0O7FF&6BCDFETO

DR2 0000000000000000

53 55 31 2% 2 DR3 0000000000000000
48 80 40 ;D DRE 00000000FFFF4FFO
48 8D 44 24 TO DR7 0000000000000405
89 5C 24 78

41 BS FF FF FF FF
48 B9 44 24 20
BA 01 00 00 00

68 mov
FF 15 A7 OE 18 00 |call

gwol

rep+65l, rox
[<&netShareEnums]

rd ptr
ordpre

W
5 | Default (64 fastcall X
1 rex L7192.168.164. 1.
rdx 0000000000000001
rg 000000152D5087CE
: r9 00000000FFFFFFFF

aword ptr [00007FFGGSEGCABD <malwar e, &Netshar eEnums]=<srveli.

Figure 21

Thread activity - StartAddress function

GetlogicalDrives is used to obtain the currently available disk drives (see figure 22).

15 BB 01 19 00 |call ‘aword ptr dsi[<aGetiogicalDrivess>]

l, w [ _{mmm — — TR
——| 1% rcx 00000074D5F28330 |T|

3+ rdv MANNTEFRRANC AN malwars AAANTEERRRATN A0

|aword Btr [00007FFEESEECASE <malware. &GetioalcalDrivess1=<kernel32. GetLoaicalDrivess |

Figure 22

A ransom note called “README.txt" is created in every drive (0x40000000 = GENERIC_WRITE):

u X87r2 00000000000000000000 5T2 Empt;- 0. 000000000000000000
X87r3 00000000000000000000 ST3 Empty 0.000000000000000000
X87r4 00000000000000000000 ST4 Empry 0.000000000000000000
X87r5 00000000000000000000 5TS Empty 0.000000000000000000
x87r& 00000000000000000000 ST6 Empty 0.000000000000000000
X§7r7 00000000000000000000 ST7 EmPTy 0.000000000000000000

458 80 4C 24 50 lea rex,qword pTr ss:
48 83 7C 24 68 08 cmp qword ptr ss:frsp

x87Tagword FFFF

ssesssesenee

|

Defauit (x64 fastcal) = |5 3100 unlocke
EADME. —

¢ r9 0000000000000000

Figure 23

The ransom note containing the “-id” parameter is populated using the WriteFile routine:

X87r & 00000000000000000000 5T6 Emply 0.000000000000000000

i - 48 89 &C 24 20 mov qword prr ss:
H . 4C 8D 4C 24 48 lea r9,qword ptr x87r7 00000000000000000000 ST7 Empty O.000000000000000000
! - 44 88 CO mov rsd,eax
! - 45 8D 54 24 TO lea rdx,qword prr ss:frsp+7oj xB7Tagword FFFF
H - 48 BB CF mov_rex,rdi B i Ay
> FF 15 OC F8 18 00 |call d prr dss[<anriteriles] o
i . R — ey - 5 | Defaut (x64 fastcal)

R S
| 0000000000002
writeFiles | - -

rdx 0000007 4DEEFETSD
r& 00000000000005C1
r9 0000007 4D66FESS 8

- Text: 00007 FFEESCOCEFE malware. exe: STCOFE #7BCFE

Woup1  Woup2  WWowp3  WWowps  Wowps @ wahi  ellocals P st malwar e. 00007 FF668F133E:

Address Hex | AscIT

0000007 SDEEFEIB0 0A 09 49]66 6F |Hellol.....If yo

0000007 4D66FEII0 64 69 GE|67 u are reading th

0000007 4DEEFEIAD is, it means tha

0000007 SD6EFEIRO | 7 T your system we

0000007 4D6EFEICO | 7 re hit by Royal e

0000007 4DEEFESDO | 7 ransomware. .. .P1 L

0000007 4DEEFEIED ease contact us e A -
0000007 4DEGFEIFD | 7 2|via ;... htep: //r EAC I\ AREADUE 2T
0000007 4DEEFEADD oyal2xthigloushd

0000007

0000007 4D66FEAZD 2Tyadsdp

0000007 4DEEFEA3D mpxedid. onion/As

0000007 SDEEFEAD | BB

0000007 4D66FEASD az|42 6565656565668, . 6572206572612075

Figure 24

The ransomware starts enumerating the files using the FindFirstFileW function:

o] 45 8D 40 C8 Tea rex,quord prr ss:firbp-3s) X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
o 48 83 7D EO 08 ecmp gword ptr ss:firbp »

olc 48 OF 43 4D CB cmovae rcox,qword ptr rbp xB7Tagword FFFF

i I 46 80 57 38 lea rdx,qword ptr ds:[rdi+35] | . _n_i. EL s

o I €al1 gword ptr ds:[<&FindFirsteilews] -~

: S et iR - - |[5 )0 uricke

SrCX FIFE LU
 rdx 0000007 4D5F28968

Figure 25
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It compares the directories name with the list of excluded folders using StrStriW:

48 88 12 mov rax,gmord ptr as:ir gg.J r RS/ UUUULUUULIUUIGUSUIGUS 315 ERPLY U UUUUIUUUIUULIUUSLY
45 83 7B 16 08 cmp qm:rd ptr ds: [rbx 5 X87F7 00000000000000000000 5T7 Empty 0.000000000000000000
48 8B CB mov

~ 72 03 ]U Malware 7=FssBch59A

agword FFFF

43 88 08 mov rcx,gmord ptr ds: [rbx] r
FF 15 65 FE 18 00 Iu‘ﬂ Mrd prr ds: («.&scrs:rlvn]

' s | Default (x64 fastcal) = |[s 1200 urdocke
i | 000001 ( em' ‘ o
gword ptr [DO007FFEEBEGCS08 <ma’ “re.lstrstrm]-cﬁiﬁi.strstrm i %: ::E uwm;g?ﬁgﬁ;«g t“ﬁik}o}? —

Figure 26

The files enumeration continues by calling the FindNextFileW API:

| . 49 8D 55 38 ‘iea rdx,qword ptr ds r_ o' X8 agm)rn FFFF
. 49 BB 4D 30 rox,qword ptr ﬂ:' r =~
|E-—v—>- FF 15 9F 04 19 00 cﬂ! mru ptr ds: [QF‘ndNextFﬂm] . - T
H [ e ————E n nem:(;mrasun ¥ |[s_[2]0] uniocke
1: D00001BCSB2707FO
Iqwrd pEr [00007FFGESEECA1E <malwar e, &FINGNEXTF11eN> J=<kernel32. FIndNextF11ens 21 TOX O0O0UOTOSFZ8550

Figure 27

Thread activity - sub_7FF668CDF870 function

The malware imports a hard-coded RSA public key:

String db *-==-- BEGIN RSA PUBLIC KEY-----",0Ah

db ..IICCAKCAgEAuhfwaCUCKC9xshLvapr6T' 29HG;’Vk4vF36er6HltX?B. MRFA" ,@AD
db "70GyMztNb37xW66NX+uxHghrX3+sm23yImSfressIIGOvDNZVO8@levZxuhHUome "', 8Ah
db "RALfjRYpuEg8mbEdL1c1jQqoEZEhOIb8Lhv1dBDNWXEBGNT/kBuMuY784xxDfbpt"’,0Ah
db *SB1500HRfvIgMcIbskQ8RTMDFeiwYNRVrCkyhXOTB+RkmzTtp7q8gjnALAHOTHSX" ,0AN
db 'e0BVt9Lz27uuS4RIf/b31aiBolzANft44wSC4diYvSom93d6S2K60MYNOQVSU+zI',0Ah
db 'U8/yzxebDNebWILVPZxndQFBVHiTXQfWDilBdsaljR2BHP/tYWd4]/72vNivywt " ,0Ah
db "M3snSTINQl/gJlZ7HuUeQOyBzdLk3vpmmqbySwwXLd+WKPWV3HEKaOy8@KeF7FrhC',8Ah
db "@g3nbKAfSY+MzkEUNHDVWTkOuUKY6I1CIQ/FXE78ULcxrgy@w76WVZWwelrsVunSk'® ,0Ah
db *J9i+LhcBNH7DIG]544zC1lyFi7sBgewdeVyYCh7Ur4o0@aE2EWTNYeLIgsFf4A6mOES ", 0AR
db "6gfoRDNH48U4DdK5IFQRp2tLXI9307hSEEWARh]e7s@LyD1DLXksQjNkRUe+0jdSG" , 84N
db "AGAM3G7RZuWrMC4FfmtPlzYfd1l502k/u9RYi7fiBpU34GQvvPhWBWKECAQM=",0Ah

db "----- END RSA PUBLIC KEY----- ' ,@AR

Figure 28

The OpenSSL library will be used to encrypt the files using the AES algorithm, with the AES key
being encrypted using the RSA public key:
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aRsaSetupBlindi db 'RSA_setup_blinding’,®

align 8
aCryptoRsaRsaCr db 'crypto\rsa\rsa_crpt.c’,@

align 1eh
aCryptoBioBioli db 'crypto\bio\bio_lib.c',@

align 8
aBioNewEx db ‘BIO_new_ex’,®

align 8
aBioReadIntern db 'bio_read_intern',® ; DATA XRE 8CE13F@+2Cto

aBioWriteIntern db 'bio_write_intern’,0 ;

align 26h
aBioPuts db 'BIO_puts',@
align 16h
aBioGets db 'BIO_gets’',@
align 4

asc_7FF668E6C7DC db ' *,@
align 2eh
aBioCtrl db ‘BIO_ctrl’,@

align 1eh
aBioCallbackCtr db 'BIO _callback ctrl®,@

Figure 29

How the ransomware encrypts a file. The CreateFileW API is used to open a targeted file
(OX10000000 = GENERIC_ALL):

. . S — RS B A 313 By U SR
. bl Lz awocd IPEFUSCEER] 7r3 00DOODOODOOOOOOOO000 ST4 EmMPty 0.00000000C000B0O000
. 48 89 6C 24 30 mov qword ptr P 7 00000000000000000000 STS EmpTy O0.000000000000000000
. 89 6C 24 28 p X87r6 0D000OO000000D000N00D STE EMPTY 0.000000000000000000
. €7 44 24 20 03 00 00 X87r7 00000000000000000000 ST7 EmPTy O.000000000000000000
. 45 33 C9 r
M 45 33 Co K x87Tagword FFEF
. BA 00 00 00 10 mov_edx, 1 e TSR T
IE—o [ FF 15 B1 D1 18 00 | call gword ptr ds:[<aCreaterilews] - —
. reoms s S s |Defeult (x4 fastcal) >[5 4]0 unlocke
aword pTr [0000TFFEGBEEC3FS <malware,&Creater!]ews]=<kernelsz,Createrilens O I IrII—

3: rs 0000000000000000
4: r9 0000000000000000

Figure 30

The malicious binary retrieves the size of the file using GetFileSizeEx:

48 BD 54 24 7O 1ea rdx,qword ptr ss:rsp+7oj x87Tagword FFFF
48 BB CF mov rcx,rdi T e m— S
FF 15 25 CE 18 00 | call gword ptr ds:[<aGetFilesizeExs] W - =
2322 S228, sse oe 3> |Defauit (x64 fastcal) =[5 12100 uniocke
T S Fos HOONONHO0 I — =
qword ptr [O000TFFEGBEECOFD <malware.&GetFilesizeExs]=<kernel32.Getri1e51ZeExn> N OO0 7 OAFFOT0

Figure 31

It moves the file pointer to the beginning of the file by calling the SetFilePointerEx routine (Ox0
= FILE_BEGIN):

- - 45 33 €9 X87r7 00000000000000000000 ST7 EmPTy O0.000000000000000000
. 45 33 CO
H - 43 88 D7 i x87Tagword FFFF
H . 49 8B CE MmOV 4 i N Y P P ———
BE——— FF 15 6F €C 18 00  |call gword ptr ds:[<&SetFilePointerEx>] o —
H . o SRS s s | Default (x64 fastcal) = ||s 1#] ] unlocke
aword ptr [00007 130 <malware,&SetFi1ePOinNterEx>]=<kernel32.Setrilerointerex> l; o ooooooooooooooo;

3: rs 0000000000000000
4: r9 0000000000000000

Figure 32

The process generates a random 32-byte AES key and a 16-byte IV using the BCryptGenRandom
function (Ox2 = BCRYPT_USE_SYSTEM_PREFERRED_RNG):
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o) SecurityScorecard securityscorecard.com | 9



I rad,est XE/TE ULUBULUOUUUUUUUUOUUL 316 EMPTY U, UUUUUUUSULUOUULULY
. ebx, ebx X87r7 00000000000000000000 STT EmpTy 0.000000000000000000
I rdx,rax
i - SO, 8CX X87Tagword FFFF
i - rod,gword prr ds: [rbx+2] PR R W b eemmmme s a re—e

BE—Fe <malware. BCryptGenkandoms . v <
HE SR s | Default (x4 fastcal) * |[s 130 unlocke

e rcx 0000000000000000
<malware. 8CryprGenR andom- I'2: rdx_000001982E828F00
r 0000000000000030

1 r9 0000000000000002

Figure 33

Address Hex ASCII
000001982E828F00|39 77 87 70|FO 2F AB BE|50 FF F7 21|35 DB 13 F8| 9w.pd/«%Py=!50.0
000001982E828F10|7C 8D AO F6/2D 22 8A A2|DC 42 A9 SB|E9 D4 0A 4A||. -".cUuH&.J
000001982E828F20|F2 35 CB 18|48 9D DB 8D|82 2C 3B AF|5D 44 4B 43| 05E.H.0..,; C

Figure 34

Firstly, the file content is read via a call to ReadFile:

. 44 58 C6 o irad AB/TS UUULUUUUUUSUUUSULUUY 315 ERPLY U UUUULUULUUUULUSUL
. 88 DO mov edx, eax x87r4 00000000000000000000 5T4 E=pty 0.000000000000000000
. 44 2B €3 sub r5d,ebx x87r5 00000000000000000000 STS Empty 0.000000000000000000
. 89 7C 24 58 mov dword ptr ss:frsp+ssl,ed x87r6 00000000000000000000 ST6 E=pTY 0.000000000000000000
. 49 03 D7 add rdx,ris x87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. 48 89 7C 24 20 mov qword ptr ss:lrsp+20l,rdi
. ac 4C 24 58 lea ra,qword ptr ss:ffrsp 1 x87Tagword FFFF
. 49 8B CE mov_rex,rid e iecn o s o s o

T FF 15 A6 CA 18 00 call gword ptr ds:[<tReadFiles] |
. s e

» | Defaut (x64 fastcal) * |[s 130 unlocke
rex

H rdx 00000198305F0080

r§ 0000000000001000

: r9 000000187T9AFFATE

‘gword ptr [00007FFE6SEGCOEE omalware.sReadriles]=<kernel3z.ReadFilex

Figure 35

The content is encrypted using the AES256 algorithm 16 bytes at a time (see figure 36). The
algorithm implementation can be found here (figure 37).

. 8B 45 00 mov eax,dword ptr ss:
. 88 5D 04 mov ebx,dword ptr ss:
. 88 4D 08 mov ecx,dword ptr ss
. 8B 55 0OC mov edx,dword ptr ss:
- 41 33 00 xor eax,dword ptr ds:
. 41 33 55 04 xor ebx,dword ptr ds:
. 41 33 45 08 xor ecx,dword ptr ds:
. 41 33 50 oOC xor edx,dword ptr ds:
- 4C BB 3C 24 mov ris,qword ptr ss:
. 4C B9 44 24 18 mov_gword ptr ss:[frsp+igf,rs
EB 43 EE FF FF €all malware.7FF668C61000)
4C BB 44 24 18 mov r&,qword ptr ss:[frsp+1sj)
. 4C 88 54 24 28 mov ri0,qword ptr ss:frsp+23])
- 41 89 01 mov dword ptr ds:[r9],eax
. 41 89 59 04 mov dword ptr ds:[r3+4],ebx
. 41 89 49 08 mov dword ptr ds:[r9+5],ecx
. 41 89 51 OC mov dword ptr ds:[r9+C],edx
Ld 40 8D 40 10 lea rs,qword ptr ds:[r8+10
. 4D 8D 49 10 lea r9,qword ptr ds:[r9+10
. 49 83 EA 10 sub rio,10
. 49 F7 C2 FO FF FF FF|test r10,FFFFFFFFEFFFFFFO
4C 89 54 24 28 mov gqword ptr ss:[rsp+2s),rio
-. ~ 75 BO jne ma'lware.zFFSSSCsz
4 4n A e s an e e S e =
>

[ —
malware. 00007 FF668C 61000

. TexT:00007FFE68C621B8 malware. exe: $21B8 #1588

Woump1  @Houmpz  @Woump3 @Moump4  @Woumps @ watch1  Iellocals Y Struct
Address Hex |AscIiz
00000198305F0080 |EF] 67 45 74|24 37 43 BA|71 01 F2 33|20 18 0D 1D|GQETS$7C.q.03
00000198305F0090 | 42 42 42 42|42 42 42 42|42 42 42 42|42 42 42 42| CEBEEEEEBBBEBEBBE
00000198305F00AD | 42 42 42 42|42 42 42 42|42 42 42 42|42 42 42 42| CCEEEEEEBBEBEBEBB
00000198305F00B0 | 42 42 42 42|42 42 42 42|42 42 42 42|42 42 42 42| ESECBEEBEEBBBEBEB
0D000198305FO0CO |42 42 42 42|42 42 42 42|42 42 42 42|42 42 42 42| 5BESBEE8E8858B888
00000198305F00D0 | 42 42 42 42|42 42 42 42|42 42 42 42|42 42 42 42 | CEEBEEEEEBEBEBEEB
00000198305F00ED | 42 42 42 4242 42 42 42|42 42 42 42|42 42 42 42| CEEBEEEBEBBBEBEEB

Figure 36
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s =
.text:@@007FFE6BCE618D1 movzx esi, al
.text:@8007FF668C61004 movzx edi, bl
.text:@0@OTFFE68C618D7 movzx  ebp, cl
.text:@0807FF668C6180A movzx  rl@d, byte ptr [rld+rsi®*s+2]
.text:00@07FFE6BC610EQ movzx  rlld, byte ptr [rl4+rdi*8+2]
.text:00@@7FFE68C61REE movzx  rl2d, byte ptr [rld4rbp*8+2]
.text:@@@OTFFE68C618EC movzx  esi, dl
text:Pe@07FFGEBCE10EF movix edi, bh
-text:@0@07FF668C610F2 movzx  ebp, ch
.text:00007FFE68C61@F5 movzx  ra8d, byte ptr [rla+rsi*s42)

.text:00@O7FF668C618FE mov edi, [rla+rdi*g]
Jtext:@0@87FFG6BC610FF mov ebp, [rld+rbp*8]
-text:@0087FF668C61163 and edi, @FF@eh
.text:@0887FF668C61109 and ebp, @FFaeh
.text:00807FFE68C6118F xor ried, edi
Stext:@0@87FF668C61112 xor rild, ebp
.text:@0807FFE68C61115 shr ecx, 1léh

.text:@0807FF668C61118 movzx  esi, dh
.text:@@@OTFFE68C6111E movzx  edi, ah

.text:@@807FFE68CE6111E shr edx, 18h
.text:000e7FFE68C61121 mov esi, [rl44rsi*s)
.text:@0007FFE68C61125 mov edi, [rla+rdi*g]
.text:@@007FF668C61129 and esi, @8FFeeh
.text:@@80@7FF668C6112F and edi, @FF@eh
.text:@8887FFE68C61135 shr ebx, 1léh
.text:@@@OTFFE68C61138 xor rl2d, esi
text:0@07FFG6BC61138 xor r8d, edi
text:@0@07FFE6BC6113E shr eax, 18h

.text:@8007FF668C61141 movzx  esi, cl
.text:@0@BTFFE68C61144 movix  edi, dl
.text:@0@07FF668C61147 movzx  ebp, al

.text:00ee7FFE68C6114A mov esi, [rl44rsi*s]
.text:@000TFFE68C6114E mov edi, [rl44rdi*s]
.text:@@007FFE6BC61152 mov ebp, [rla+rbp*8]
.text:@@807FFE68CE1156 and esi, GFFeeeah
.text:@@ea7FF668C6115C and edi, @FFB@08h
.text:@0887FF668C61162 and ebp, @FFeeash
.text:@@BBTFFEE8C61168 xor ried, esi
.text:@0007FFE6BCE61168 xor rild, edi
.text:@0007FFE6BC6116E xor ri2d, ebp

.text:@0807FF668C61171 movzx  esi, bl
.text:@8887FFE68C61174 movzx edi, dh

Figure 37

The encrypted content is written back to the file, followed by the AES key and IV that were
encrypted using the RSA public key:

i - 89 7C 24 58 mov dword ptr ss:[rspsssf,eai x§7r6 00000000000000000000 5T6 Empty 0.000000000000000000
i . 49 03 D7 add rdx,ris x87r7 00000000000000000000 ST7 Empty 0.000000000000000000
i . 48 89 7C 24 20 moy gword ptr ss:frsp+20f,rdi
i - 4C 8D 4C 24 58 1ea ro,qword ptr ss:frsp+5a)
i . 49 8B CE mov rex,rid |

[ FF 15 3E €D 18 00 €all gword ptr ds:[<awriteFile=] |
i o P - T T o > Default (x64 fastcall)

1 rex 00000000000002,

! 2: rdx 00000198305F0080
3: rg 0000000000001000

4: r3 0000001879AFFATS

— - 1

0000000000000000
Q000000000001000

aword Eu'r Im?iﬁmiﬁllﬂ <malware.&writerile>]=<kernel3z.writerile>

. Text: 00007 FFEEECOFECC malware, exe: STFE0C #TEACC

Woup1 | Whoump2 WMDwp3  Whoumps  Whoumps @ wethi  bellocas ) stuat

000000187 JAFFBED
Address Hex — — — _lﬁ‘ | o FFFFFFFFFFFEFO00
00000138305F0DS0 [EFT 67 45 74[24 37 43 BAT71 01 F2 3320 18 00 1D|RgETETC Q.03 0000000000000000
00000198305F0090 | 9 CC DB 20|ES 0A DA C4|89 8D DC BE(9C Al 7D 0D|.Ie 4.0 }. 5 | DOGDOOODO00O000L
00000198305F00A0| 08 05 31 48(35 A9 7F 9C|79 38 66 15|87 48 OF 83| ..1ks®..y;f. . HE Al Ananannnnnnnanes

Figure 38

200 MU A | R W S
- ;; ?E g‘j ‘;ﬁ ok m: 5:3;;, prr 00000000000000000000 ST4 Empty 0.000000000000000000
. 48 8D 95 90 00 00 00|lea rdx,qword p 00000000000000000000 5TS EMPTY 0.000000000000000000
. 48 89 7C 24 20 mov gqword ptr s 00000000000000000000 STE Empty 0.000000000000000000
[ ] 44 2B C3 sub r&d,ebx 00000000000000000000 5T7 Empty 0.000000000000000000
- 4C 8D 4C 24 50 lea ra,qword ptr ss:frsp+s0j
- 45 03 DO add rdx,rax
. 43 88 CE m;_lrcx,r;q o . — Lt

Bg—s FF 15 AS CC 18 00 call gword ptr ds:[<4writeriles w =
. T st oo 3 e 2| unlocke

'mri ptr IWFF‘“EKJW <malware.&writeriles]=ckernel3z.writerile>

. text:D000TFFEEECOFTES malware. exe: $TFT65 #TEBGS

Woup1  @hoump2  $NDwp3  MDump4  Whoumps  @wawhi  bellecals ) stuct

rcx 0000000000000214
rdx 000000187 AFFEBOD
r8 0000000000000200
r9 000000157 IAFFATO

e ————————
0000000000000000 ..

Address Hex

000000187 9AFFBBO (8D 10 8F BB(BS 42 B4 61|81 6B 70 D2|A3 BS 53 AD
000000157 IAFFBCO | 9A 0A DE 50|94 F1 AA ED|4E 8C ED C1|87 12 83 7C
0000001879AFFEDO| 73 OA 36 51/17 AC 76 DDIFB B3 EE SCIFB 08 5D DE|s.6Q.~

Figure 39

Finally, the ransomware writes the file length and a value representing the encryption
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percentage to the file (Ox64 = 100%, i.e. the entire file was encrypted):

f = Py —_— = - AB/TS UUUUUUUUUUUUUUUUULLY 313 EMPLY Us UUULUUGULUUUUULUIY
i . ;; 33 et oV cgf:eax x87r4 00000000000000000000 5T4 Empty 0.000000000000000000
! . 43 28 €3 sub rsd,ebx x87r5 00000000000000000000 STS Empty 0.000000000000000000
t . 89 7C 24 50 mov dword ptr ss:frsp+sol,edi x87r6 00000000000000000000 5T EMPTY 0.000000000000000000
! . 49 03 O7 add rdx,ris x87r7 00000000000000000000 ST7 Empty 0.000000000000000000
! - 45 89 7C 24 20 mov qword ptr =
i . 4C 8D 4C 24 50 lea r9,qword pt xB7Tagword FFFF
1 . 49 BB CE mov rcx,ris Y
RIP e 13 FF 15 48 CC 18 00 | call qword ptr dsi[<dwriterile=] o~ Ty ]
i . Ganss o Default (64 fastcal) > [5_1$]00 unlocke

H <
gword ptr [D0007FFEGBEEC4L0 <malware.&writerilex]=<kernelsz.writeriles rdx 00000198305F0080
¢ r8 0000000000000008
r9 000000187 IAFFATO
+TEXT:00007FFEGECOFTBF malware, exe: $TFTBF #7EBEF

Woump1  @hoump2  WMoump3  WHoump4  ESoumps @ watchi  beellocals S stuct

Address Hex 115::: | N
00000198305F0080 0071000 00/ 0000 00 00] 71 0L F2 33[20 16 0D 1D|sassesend.03 ...|

0000000000000000
0000000000000000
0000000000001000
000000187 IAFFATO

Figure 40

00 o s A Y 18 Y
: ;é SS oot m: :2‘,‘:;_;,, XB7r4 00000000000000000000 ST4 Empty O0.000000000000000000
. 44 28 C3 sub r&d,ebx X875 00000000000000000000 5T EmPTy 0.000000000000000000
. 89 7C 24 50 x87r6 00000000000000000000 STE Empty 0.000000000000000000
. 43 03 D7 X87F7 00000000000000000000 ST7 Empty 0.000000000000000000
. 48 83 7C 24 20
* 4C 8D 4C 24 50 Xe7Tagword FFFF
. 49 88 CE nn. s
. FF 15 FB CB 18 00 \ [— =
= it Default (64 fastcal) ~ [5_]0] urkacke
_— 1T FEx
<kernel3z.writefile- [2: rdx 00000198305F0080

3: rs 0000000000000008
4: r9 000000187 IAFFATO
= ]

. TeXT:0000TFFEEECOFS0F malware, exa: STFEOF #TECOF

o 000000000000000:0
wm1_wmz BS0ump3 SN Dump4 SN Dump 5 ‘;Q‘Wal:hl ==l Locals & stuct omoncnouooomonl

Address ! Hex | AscIT | = 0000000000D01000
00000138305 F0080 64100 00 0000000000001 71 01 F2 33[20 18 00 10| daiiiiiig.o3 ... + ot

Figure 41

The file's extension is changed to ‘“royal” using MoveFileExW (0x8 =
MOVEFILE_WRITE_THROUGH):

48 8D 4C 24 40 lea rcx,gword ptr ss:frsp+sod [ x87r7 00000000000000000000 ST7 EmPTy 0.000000000000000000
E8 83 CF FF FF EE1N malware. 7FFEEBCDCITO

45 8B C8 MOV FCX,rax TTagword

41 B8 08 00 00 00 mov réd,s ot

FF 15 4C €7 18 00 call gword ptr ds:[<tMoverileExw:] v

T —— e S 5 Defait (x4 Fasteal) =

< 4
L —— —_— — —1f rcx DDOOOL1982E7CO9BO0 L TEST\\TEST.TXT"
DOD0TFFEEBEGC14E <malware. aMoverileExw>]=<kernel32. . MoverileExw> 13: rdx 000001982E828840 L"Test)\test.txt.royal
3: r§ 0000000000000008

Figure 42

Case 1- File size < 5244992 bytes (approximately 5MB)

In this case, the entire file is encrypted by the ransomware:
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£ test.tet.royal

Offsect(h) 00 O1 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000FCO A6 1F 07 4F CD A2 E5 FC E8 10 EE 21 D6 OA C2 C5 !..Ofcaue.i!0.AA
Q0000FDO 2A 08 OF CO 85 18 2A 01 1C A9 BA 40 29 27 1C OF ‘..h.,,.‘..©°@) e e
OO0O0OFE0 8C 61 25 E6 A5 A8 F7 Bl D3 0l 66 20 09 16 22 AE Gate¥ <z0.f .."®
O0000FFO FE EA 28 66 CB ES5 94 3F 83 48 32 A2 6F F1 DO A6 Dpé (fE&”?FfH2¢oRD!
00001000 [8D 10 SF 88 BS 42 B4 61 81 6B 70 D2 A3 BS 53 AD| ... pB’a.kpOLfps.
00001010 |[9A OA DE 50 94 F1 AA ED 4E 8C ED Cl 87 12 83 7C| §.PP”A*iNGiAs.f|
00001020 |73 OA 36 51 17 AC 76 DD FB B3 EE 5C FB OB 5D D6| s.6Q.-v¥(*i\d.]0
00001030 |10 B3 9D €F 3B FA 66 60 FC 47 4B 78 44 9C C2 32| .*.o0;0f iiGKxDeh2
00001040 |98 76 1F OC FE E4 A5 AA 85 Cé A9 39 47 1A BS5 28| ~v..pa¥*.E09G.n(
00001050 |D4 35 A6 44 14 18 40 6A EF 1A AA F8 17 AO 09 8B| O05!D..@3i.%®. .<
00001060 |88 B4 68 OE B3 31 33 53 F4 F3 C3 6E 3A 62 20 89| ~‘h.>135466An:b %
Q0001070 (87 15 47 48 DB D8 4A A6 FC 12 BE 35 OF 9B BS5 4A t.GHﬁEJ:ﬁ.%E. nad
00001080 |EO E2 92 61 22 64 89 6B CB FO 21 D7 87 F6 45 B2| &&’a"dwkES!x:5ES
00001090 |6F 2A 97 CF 92 73 B8 2B B2 C7 86 E9 CA 98 OD 83| o*—irs,+sCtéE~.f
000010A0 |3F C5 OB 5C C9 7E 63 82 1C F2 46 7E CA CA 6C 31| ?A.\E~c,.dF~EE11
00001080 |97 EO 08 59 SD BS5 4E B4 02 3E 8D AA D3 FF 25 2B| —a.Y]uN’.>.20y%+
000010C0 |E3 93 69 1D 9E F2 29 85 1E A7 E5 2D D2 OA Al 1D| &“i.%6)...§4-0.;.
000010D0 |50 C5 DA Al BA F5 F3 6C A9 05 12 46 DE 7E 7E AD| PAU;°3610©..Fb~~.
Q00010EQ0 (13 €69 FC 04 03 07 8B C9 1C EE 65 E2 6D 06 AD C8 .iél...<E.ieém. .E
000010F0 |36 6D 25 1A EC 53 62 C2 2C 76 94 FC 7B BB 72 FO| 6ém%.3iSbA,v”i{»rs
00001100 |FD 37 D3 26 DC R4 7A AR 02 DB D4 €5 38 EO Bé 1B| y70&limz2.00esaq.
00001110 |C5 08 CA C7 6B EA 30 C2 A6 97 Cl 8D 76 AR 68 C4| A.ECk20oA!:—A.v2hi
00001120 |EC 05 24 AF 83 A4 41 F2 BD BF 70 CB S5E 2F D5 BE| 1.5 FuAd:pE~/0%
00001130 |FB 2D CE 64 51 8F 05 B7 05 53 EB 67 9F 02 18 1c| a-ido..-.s&g¥...
00001140 |FA 20 80 29 FE Bé 99 D9 2A 9C Al 4E 13 AB 4A DD| G €)pT*U*e;N.«JY
00001150 |[3C 4C E6 A3 93 7C ED 4F D2 BD 62 F7 02 DE 0B 01| <La£“|i00b-=.PB..
00001160 [0A 60 B4 E7 DE 44 C5 DO CF 11 78 53 BB 50 FF D2| . ¢BDADI.xS»Py0
00001170 |18 CB 47 21 68 B3 07 2C AD 8D 4F D8 E6é ED 7D D3| .EG!'h®.,..02=i}0
00001180 |[ES8 OA 25 76 82 AS 1D 4A CO 1F DD OF 2C 31 05 53 é.%v,i‘.Jﬁ\.’f.,l.S
00001190 |E5 72 F3 C9 25 B8 76 B4 86 95 C7 5C C3 92 8A EO| &rdoEs,v t+C\Ar3a
000011A0 |8B 4E 89 D2 FF 04 E1 2D E4 16 11 E2 B4 18 E7 4F| <«N%0y.a-&..4°.¢O
000011B0 |B3 1C 05 1C A8 74 F2 AF AD AS AS 73 36 DC BS 85| ... td .¥¥sél,..
000011C0O |90 4F 27 AB AA 03 42 F7 A2 4C 12 11 27 B2 C9 E2| .0'«*.B=¢L..'<E&
000011D0 [BO 5C C3 E€ AF B3 SF D3 Dé 39 50 A3 36 01 AE 24| °\Ax ° O09P£6.®S
000011E0 [CD 32 03 75 75 C2 FF 76 36 30 C4 €% AD OD DB B3| I2.uuliyveodi..O?
000011F0 (17 25 CB 6E D7 AE 78 A2 7E 81 DS Bl BO 24 A9 10 .2Enx®xc¢~.0+°5@.
00001200 [00 10 00 00 00 00 00 00]64 00 00 00 00 00 00 00 ......oodeeeunnn

Figure 43

Case 2 - File size > 5244992 bytes (approximately 5MB)

In this case, only half of the file is alternatively encrypted:
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] test2.bt.royal

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF

Q0S007E0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARA
Q0S007F0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARA
00500800 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARA
00500810 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARAA
00500820 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
00500830 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAAR
00500840 41 20 EB FA E2 A3 01 00 00 90 AD F7 E2 A3 01 00 A &GQ&f..... =&L..
00500850 [1D SC BE 8F 83 60 D6 7F 3E 11 EF C4 F7 EF F1 14| .o%.Ff 0.>.il=if.
00500860 (71 E4 4F 35 E7 B2 CF 72 C6 %A 11 7E AA 03 30 69| qi05¢=IrE3.~*.0i
00500870 |[CE BA BS F3 7D 7D 27 7D 32 B7 D4 5C FE 32 EC 11| I°=6})}')12-G\p2i.
00500880 |83 1A B9 76 6F EO 1F 2D €9 2D 51 2A 94 BS ED 4A| f.2vod.-i-Q*"npiJg
005008590 |41 SE D3 24 23 66 OE DO 21 96 49 Bé 0B 98 BC OE| A~OS#f£.D!'-I9. 4.
005008A0 (0B 1C 6F ED 3D 14 92 9D 69 B¢ 58 2E 36 46 D6 DA| ..oi=.’.i’X.6F00
005008B0 [2F €B 18 94 EA 71 DE 7E AB BE 18 57 20 FE 4B 01| /k.”&gbP~«%.W PK.
005008C0 [E4 89 45 02 OF B6 B4 A3 10 C6 37 01 1E 8F SO OE| &%E..9'£.E7...P.
005008D0 |63 B5 C6 05 9B 29 9C 84 2C 4B 15 AF 36 3D F6 66| cpE.>)e,, K. 6=5f
005008E0 [BE 23 C% 4C D2 B5 55 D2 A2 74 DF 9E 6C 53 36 D6| %#ELOnUO¢tB21560
005008F0 |C7 E7 A4 35 5B DC 7A 3F D2 2A FB OD 96 49 21 A6| Cons[0z?20%a.-I!;
00500900 [8A E3 37 79 75 D1 49 S5E D4 DE OC 11 DA B9 AF OA| S&7yuNI~0B..U: .
00500910 |42 8B 98 8D F5 29 B4 D7 9% 49 24 E3 B6 55 41 21| B«~.d) "»™I$EFUA!
00500920 |C5 83 SC EF C5 31 D7 8 8 F5 73 CD F9 43 92 FA| Af\idlx.Xdsiac’a
00500930 |19 E8 E3 15 7A 7E AS 74 B6é A3 A8 40 94 47 5D 7D| .&3.z~¥t9£"@"G]l}
00500940 [EB A7 52 3D 78 DC F9 FA C4 BA 04 8D 62 FE 44 08| &SR=xUudAc°..bpD.
00500950 |12 EE 5A SB %E 9E 42 A7 7F 04 22 BB 20 3E E4 7D| .iZ[Z2ZB§.."» >&}
00500960 |FA BB FA C8 07 DA 32 A6 BC 67 77 BD 9E 00 43 DD| uU»GE.U2!ngws2.CY
00500970 [B2 Bl BO ED 42 09 B5 54 06 F7 20 1B A7 43 6A 2E| =x°iB.pnT.+ .§CJ.
00500980 |CO 30 F1 37 7D 3D FE 0B OE DA FB AD 39 B7 F¢ F5| AOA7)=p..U0.9-55
00500990 |67 2F 77 Al B4 09 8F E2 F4 E1 54 47 1D 3D 82 2C| g/w; ..&64TG.=,,
005009A0 |89 7F €8 BO 1B 8D Al BD 44 DO E4 DF A6 40 05 D7| %.h°..;%DD&B)@.x
005009B0 [A7 8C 95 03 3C 64 11 7C B9 48 FB 55 BB Dé 83 86| SE-.<d.|>*HUU»O5t
005009C0 |31 87 34 D4 D4 A0 13 CC 49 Ol E2 25 72 85 65 69| 13460 .II.as%r.ei
005009D0 |80 DA CC 03 FD FC 7E E1 58 60 FA 54 11 8B AS 8F| €UI.yi~aX aT.<¥.
005009E0 [BO 12 CO 6D BD AC 3E DA AD 09 63 F2 2B 8C 85 A7| °.Am>U..co+E.§
005009F0 |52 D4 98 7C D6 05 93 2C CB 11 31 20 1A 22 E5 24| RO~16.%,E.1 ."4s
00500R00 [7F E3 7D E9 8A 1B BD 76 D7 BA 60 CO 95 79 FO 52| .&)é5.3svx° A-ysR
00500R10 |46 99 AC D7 5B 23 01 6D 73 89 C9 D6 45 4F A0 B7| F™.x[#.ms%EGEQ

00500A20 |[A¢ A7 FA CA 80 EA 3F DO 3E 38 28 EA 18 90 C3 89| nsafe€&?d>8(2..A%
00500430 [27 76 23 21 66 66 40 AB 85 2D B6 92 37 29 C9 A9| 'vi#!ffl«.-1’'7)E@
0050040 (1B B7 1F 08 57 45 81 E6 23 7E 01 2B F2 BD 7B Bl| .-..WE.=#~.+0%(+
00500AR50 (41 08 50 00 00 OO0 OO0 00|32 00 00 00 00 00 00 00 A.P..... P R

Figure 44

Case 3 - Modify the encryption percentage using the
“-ep” parameter
Royal ransomware can modify the percentage of the file content to be encrypted. For example,

we've set the “-ep” parameter to 10, and the malware only encrypts 10% of the file, as
highlighted below.
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) testbet.royal

Cffset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00018F60 DD 18 4F 47 F9 4B C6 S8 8A 78 43 AS 9D F2 19 BS ¥.OGUKEXSxC¥.d.:
00018F70 36 5C 70 ES 3F CC 2D F4 EF 63 33 08 38 19 BD 9A 6€\pd?i-4ic3.8.33
00018F80 OC 6E 47 B2 74 OB 9C 7F 08 6E 4D 3A D8 6F €6 84 .nG°tr.c..nM:@of,
00018F90 ES5 E€ 7F AE ES 86 13 83 D5 CO SE 6B 77 A3 6C AB 3de.@et.s0AZkwil«
00018FAQ 57 8C CF 60 05 54 EF 2E C1 OB DC 6A D4 BC E3 34 WET‘.Ti.ﬁ.ﬁjﬁh&ﬂ
00018FBO 1E 1C 55 9E 1C 7F 49 FA OF 72 1F C4 E4 S8E AS 1A ..U%..Ia.r.R&Zy¥.
00018FCO 37 Dé OC 40 Aé 4E FD DF 14 ES 06 E5 55 87 40 €3 70.@:!NyB.&.3dUz@c
00018FDO DA 41 1B 52 28 63 28 26 FD DB A9 43 28 76 3B 36 UA.R(c(sy0eC(v;:é
00018FE0 D4 D9 83 9C CB OF 1D EO 3C 37 30 91 BE 13 6B 95 OUfcE..a<70'%.k*
00018FF0 9B EB 23 F7 SE D9 56 EB 3F C9 25 AC 08 CD EE BD »&#:Z0VErEs-.Tis
00019000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARAAAAAAARAR
00019010 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARAARAAARRAR
00019020 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARAARAARAADRAAR
00019030 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAARAARDARAR
00019040 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARAAAAARAAAR
00019050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARAARARARRAR
00019060 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARAAARAARRAR
00019070 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAADARAARDARAR
00019080 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAARARAAAAARAAAR
00019090 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAARAARAAAARAR

& testbet.royal

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

O09C3F90 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARAAARAAAAAARAA
O09C3FAO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARAARAAAAAAARRAA
Q0S9C3FBO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARARAARAAAARAAAR
009C3FCO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARAAAAAAAAAAAAA
O09C3FDO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARARAAAAARARRAA
O0SC3FEO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 ARAAAAAARAAARAAAA
009C3FFO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARAAAAAAAAAAAAA
009C4000 [3B Cé 29 FE 8A 35 9D DF BO OC 8D 6B 48 BF D9 41| ;E)pS$5.8°..kH:UA
009C4010 |76 57 AD F3 C5 38 3E C5 DA 20 F7 90 CD E7 1B 4A| vW.6As>A0 =.i¢.J
009C4020 |64 63 C9 SE 6A RO 94 DE 47 SD E5 A3 3E 08 4F 0C| jcE~j “BG]A£>.0.
009C4030 |95 C8 2C 9F E3 C9 18 E4 74 46 CA 7D 56 0B F9 1C| +E,¥&ZE.&cFE)v.a.
009C4040 |89 A6 FC 10 58 57 25 E7 AB FB DA FC C5 D3 E7 82| %!d.XWig«aUuAlc,
009C4050 |AD AB A4 8B 2F 5D 10 48 C9 1A 74 31 OA 26 39 28| .«Hc¢/].HE.T1.89(
009C4060 |1F BF AS OC €2 09 9F F7 48 D6 A8 S7 €4 F9 43 20| .:¥.b.¥:HO Wduc

009C4070 |54 D4 SE DO 47 DO EO E4 94 4B Bl 5D 9C 7D 47 02| TO DGRa&"Ki]e:}G.
009C4080 |OA A3 27 1A EE 80 60 4C AA 63 01 45 F2 70 3D 19 .£'.i€ L2c.Edp=.
009C4090 |A4 74 B2 49 F3 3F 2F 52 15 18 S4 7D SB B2 D9 5D| mr:I&?/R..TH(*U]
009C40RA0 (8B FO AF AF OA €4 7E 3A DO 51 BA 59 E1 DF D9 9B| <& .d~:DQ°Yasl>
009C40BO (99 DS 07 CF DO 4E 4B BO 4C 6D C4 E4 3D 1F 6E 87| U.IDNK°Lmis=.n#
009C40C0 (a8 BS ED 1F BS 11 SE EE 43 B8 81 7B EO 67 10 F3| "uni.n.Zic,.{ag.é
009C40D0 (42 36 97 17 36 DF 83 36 E9 68 SD 9C 45 2B 07 D9 Bé—.ERf6éh]eE+.U
009C40E0 |A3 7B 23 81 4B BF E6 B8 35 E5 60 6F AE 4D EE 52| £{#.Ki=, 53 o8MiR
009C40F0 |E1 OE B7 E4 B2 3A 18 F4 D1 18 BB A4 08 DC 52 85| &. -&%:.6M.»n.UR.
009C4100 |DF 4C 25 A7 C7 96 2A A® B9 2F 74 3A 10 42 13 63| BL&§C-*®*/t:.B.c
009C4110 |BO 20 A8 1C FB 8E 70 15 D6 6C E3 4E 06 1A 6E 11| ° ~.aZp.01aN..n.
009C4120 |83 06 58 82 8D D8 7C BE 5D 3D 97 67 36 98 E5 72 f.X,.Q|¥]=—g6"ér
009C4130 |E2 BE 88 72 9C E1 21 AA 39 4A 1B 7E 60 BO 37 61| &% rma!*sJ.~"°7a
009C4140 |54 A6 41 AB OF 2A E4 86 OE 5C CO 91 SB EE AA 92| T)A«.*&t.\A‘[i%’
009C4150 |8A Al 3D 29 12 B8 0B B3 1E 43 EO &D 89 8D 75 98 §i=].‘.’.Cémk.u‘
009C4160 |78 CF 2A S8A 02 DS 81 4D BD 13 C8 E8 45 4E 70 A0| xi+5.5.18<.ESEND

009C4170 |F9 A7 73 €1 30 27 74 81 70 F4¢ 18 12 75 05 CB €B| uSsa0't.pd..u.Ek
009C4180 |55 3A 24 4A F7 68 06 B3 62 7E E5 9F 13 2D E3 EC| U:5J:h.b~a¥.-ii
009C4190 |79 €4 BF BS 35 6C DA F7 9E 89 36 EB BS DD 8C 38| ydgnS10:znesptEs
009C41A0 |55 DC 09 AD DD FE €3 26 8F CD 09 56 09 A8 16 SE| UU..¥pes.I.v.".Z
009C41B0 |[3A CA AF 3A CA 54 FE D1 49 €7 42 98 59 8C 87 52| :E :ETpRIgB-YE#R
008C41CO |94 C5 3D 5A BC 36 Bl 3C 72 02 80 23 D2 OB 59 2D| ~A=Zuéi<r.€$0.¥-
009C41D0 (D3 1D 14 81 B2 A6 F9 €C D7 4E A2 FC 70 34 DA FC| 6...%!ulxNeup4Oa
009C41E0 (2F 52 E2 3D EA FO E4 4F 97 53 85 38 E9 9B 08 C4| /R&=&8E0-5..8&>.A
009C41F0 |B3 23 8FE 2C A7 04 F9 8F 39 7C A9 BF 22 &C 38 2D ‘#f,s.ﬁiSl@a"lB—
009C4200 [00 40 SC 00 00 00 00 00]JOA 00 00 00 00 00 00 00 .Bete...cccuuasn.

Figure 46
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-
Indicators of Compromise

SHA256
f484f919ba6e36ff33e4fb391b8859a94d89c172a465964f99d6113b55ced 429
Royal Ransom Note

README.txt

Process spawned

C\Windows\System32\vssadmin.exe delete shadows /all /quiet
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