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Digital Risk is Shifting

Introduction
Cybersecurity is nearly a half century old.  
Its inauspicious start was a computer  
worm invented by Bob Thomas, who also 
invented email. In 1971, the ‘Creeper’  
worm traveled from terminal-to-terminal 
printing the message, “I’M THE CREEPER: 
CATCH ME IF YOU CAN.” Then, in 1988, a 
teenager named Robert Morris, Jr.,  
authored the ‘Morris Worm.’ Unlike its 
predecessor, the Morris worm accidentally 
caused outages and crashes on infected 
machines. The worm spread far enough to 
spark the first prosecution by the US  
federal government for the Computer  
Fraud and Abuse Act (CFAA). This was just 
the beginning.

By the early 1990s the number of malware 
samples had grown to tens of thousands. 
From then until now, the number of 
identified malware samples has continued 

Enterprise digital assets are now 
in the hands of third, fourth,  
and Nth parties — far outside the 
corporate security perimeter. 

to grow exponentially. By some estimates, 
there are now over 2 billion malware 
variants introduced to the wild each year.

In response, cybersecurity professionals 
developed tools, processes, procedures, 
and training to protect their companies’ 
valuable assets inside their corporate 
perimeter including: customer and 
employee PII (personally identifiable 
information), financial data, intellectual 
property, etc. This fortress model protects 
from outside intrusion, but does not 
address when sensitive data leaves the 
corporate perimeter.

The adoption of digital transformation, 
cloud computing, and outsourcing of 
physical IT infrastructure streamlined 
processes and lowered costs; however an 
unintended consequence is enterprise 
digital assets are now in the hands of third, 
fourth, and Nth parties — far outside the 
corporate security perimeter. 

What is happening outside the enterprise’s 
perimeter and infrastructure requires 
the same discipline and vigilance 
applied for decades protecting inside 
the perimeter. This is particularly critical, 
given the average number of parties with 
whom an enterprise shares sensitive 
information is 583.1 Addressing data 
breaches outside your company is vital to 
managing your third-party digital risk. 

1   Ponemon Institute 
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According to the Ponemon Institute’s 
recent survey, “53% of organizations have 
experienced one or more data breaches 
caused by a third party, costing an average 
of $7.5 million to remediate.”2  This is 
just the beginning of the damage. 

Enterprises must address third party 
risk or face the loss of hundreds of 
millions in third party data breaches. 
The legal and regulatory consequences 
of leaked data often includes potential 
fines and penalties (see chart: Major 
Third-Party Data Breaches). However, 
these losses pale in comparison to the 
loss of brand reputation, as acquisition 
cost and lifetime customer value are 
both negatively impacted by breaches. 
It can take years to recover shareholder 
value and can cripple small companies. 

2   Ponemon Institute Cost of a Data Breach report 

Your data is further exposed when third 
parties store your data on a cloud storage 
device, upload the data to an app, or have 
a contractor work with your data. The odds 
of a data breach occurring grows with each 
additional share of the data. 

But your company has invested in the 
developed of third party audit processes 
and procedures to ensure your suppliers, 
vendors, and partners implement strong 
information security to protect your critical 
data to include: destruction of documents, 
encryption of data at rest, etc. While these 
measures are part of a robust third-party 
risk program, these can give organizations  
a false sense of security.

Forward-thinking CISOs know that a 360° 
third-party program must include digital  
risk protection. It requires constant and 
comprehensive monitoring for third-party 
data leaks beyond the corporate perimeter 
to protect their company from a data breach.

Third-Party Digital Risk
Exchanging information with organizations 
is the lifeblood of business; however, once 
data has left your hands, it takes its own 
journey through your third parties and their 
suppliers, and so on. It is moved, copied, 
modified, forwarded, copied once again. It 
is widely distributed beyond your enterprise 
perimeter, your visibility, and your controls.

This supply chain journey increases the  
risk of your data being exposed and/or 
stolen. Why? There is a myriad of reasons, 
but some are simple math. Sharing sensitive 
data with an average of 583 third parties 
spreads your data over a much larger 
cyber attack surface, thus increasing the 
probability of a data leak.

The average number of parties with
whom an enterprise
shares sensitive 
information is...

  583
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Major Third-Party Data Breaches 
Jan 2019 - Mar 2020

DATE COMPANY 3RD PARTY BREACHED DATA

MAR 2020 T-Mobile Email vendor ~1million customers & employees PII
Second security breach in 6 months

FEB 2020 General Electric Third-party computer  
systems and network  
provider

~205,000 employee passports, birth 
certificates, drivers’ licenses, etc.
Pending employee class action suit (APR 2020)

FEB 2020 MGM Resorts Delivery company 142 million guests’ information
Multiple class action suits filed

OCT 2019 LifeLabs Cloud data server 15 million Canadians
Reported $1 billion in class action lawsuit

JUN 2019 Quest Diagnostics Billing vendor 11.9 million patient records
Billing vendor filed bankruptcy and 
Quest settled class action suit

APR 2019 Facebook Digital Media Company 540 million user IDs and passwords
Estimated over $1 billion in losses

MAR 2019 Capital One Cloud data server >100 million customers
Estimated $300 million in losses

JAN 2019 Marriott 3rd party software 5.2 million guests’ information
Estimated $126 million in losses

$152
Estimated direct cost of major  
data breaches  /RECORD

 GLOBALLY $242 /RECORD
  IN THE U.S.

According to the Ponemon Institute Cost of a Data Breach Report
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62% 	of all Critical Level
	 Incidents involved

	third parties

While the above chart identifies the source 
or cause of the data breach, the type of 
data lost factors significantly in the incident 
response and the business impact. 

In August 2020, the CybelAngel Analyst 
Team carried out an analysis of third-party 
data leaks. The Team examined a dataset 
of 50 businesses over an 11-month time 

period from September 2019 to July 2020, 
including organizations of different sizes, 
verticals, and geographical areas. The 
Team sourced 3,981 publicly-accessible 
(e.g., open servers and databases, cloud 
applications), data leak incidents with 
priority levels from minor to critical — all 
potentially business impacting to the 50 
companies in the study. 

Across the entire spectrum of data leaks, the data showed third parties played 
an integral role in the following:

• 62% of all Critical Level Incidents

• 93% of leaked documents from unprotected file servers

• 39% of all code data leaks; all of these were caused by negligence
(e.g., misconfigurations), and in 81% of cases it was a company’s supplier

Third-Party Security Incidents Rising

The following are two anonymized case studies describe how two enterprises experienced 
a third-party data leak. Then, we will examine how CybelAngel helped each to ensure these 
data leaks did not become major data breaches.
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Problem Description: 
This client was working on an important 
Research & Development (R&D) project 
with a partner. The company had publicly 
announced their new product but kept the 
specifics top secret. If trade secrets were 
exposed, it would remove the company’s 
first-mover advantage. The result would 
likely be in the tens of millions of losses, 
as the R&D program would be obsolete. 

Only a small product team including 
contractors from a trusted partner 
had knowledge of the technology specifics 
and launch plans. One of these 
contractors took work home over the 
weekend to accelerate progress. What 
followed was an accidental data leak. 

Wanting to be efficient, the contractor 
plugged his USB key to his home router 
and created a cloud storage container 
without a password. The result? Anyone 
could access the USB and its contents. 

Vertical: International Automotive Company
Size: >10,000 employees
Geography: European Union

R&D Efforts Were Exposed in the Wild

Research and Development CAD Drawing

How CybelAngel Protect the Client:

CybelAngel protects our customers 
by continuously scanning hundreds of 
thousands of data sources across the 
internet for publicly-accessible, leaked 
documents. It was during such a scan 
that we discovered documents related 
to this new product and its launch.

Our solution immediately detected leaked 
documents, which were processed 
through our Machine Learning algorithms 
applying a first sensitivity screening and 
predicting a critical incident. This prediction 
triggered an alert, which our Analyst Team 
investigated, until they could precisely 
identify who was responsible for the leak. 

This process enabled the CybelAngel 
Analyst Team to confirm the criticality of the 
documents and share this information within 
minutes of detection. The incident report 
provided context and details about what 
was exposed, which helped our client 
to assess the company’s risk and take 
immediate action. The contractor was 
contacted and instructed to unplug his USB 
key and shut down the cloud storage. 

CybelAngel continued to monitor for 
detection of these documents across 
the Internet — ensuring that no one  
accessed and leaked the USB content. 

AUTOMOTIVE CASE STUDY
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Vertical: Retail
Size: >13,000 employees
Geography: N. America

It’s All About Your Customers’ PII

RETAIL CASE STUDY

Problem Description: 
In this case study, a multinational 
marketplace selling consumer goods used 
buying behavior data to increase usage of 
its new rewards program. The company 
engaged a marketing agency to handle 
promotion of the digital rewards program 
and the associated platform.

Customers logged onto the new platform, 
where the agency linked to the buyer’s 
profile using a database extract provided  
by our client. 

The rewards program went well — it 
increased customers satisfaction and 
loyalty scores; however, there were 
unintended consequences.

Two months into the project, the marketing 
agency’s IT department carried out a 
migration of its services to new hardware. 
Unfortunately, some data was left on the 
old server, including our client’s database 
extract of buyer’s behavior. Our client’s 
customer data was now unprotected and 
publicly exposed. Should this data leak 
turn into a major breach, the company 
faced potential CCPA (California Consumer 
Privacy Act) punitive actions, lawsuits, 
as well as a loss of its customers’ trust.

How CybelAngel Protected the Client:

CybelAngel detected the open server and 
the database extract only a few days after 
the agency’s services migration. Fortunately, 
an audit of the marketing agency’s network 
revealed that no other IP had connected 
to the unprotected server, except the 
CybelAngel tools.

Closing the data leak before being discovered 
and exploited by hackers, saved an average 
of $242 USD per record or an estimated 
quarter of a billion dollars in losses.

Sample Database with Customers’ PII 
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Decrease Your Third-Party Risk

CybelAngel Scans for Sensitive Data Across 
Key Internet Perimeters

Enterprises need a solution that complements their third-party compliance and governance 
processes and procedures. The CybelAngel digital risk protection platform fulfills these 
expectations by expertly executing on three key success factors.

➊ Comprehensive scanning outside of your
enterprise perimeter is integral to detecting
data leaks. This scanning must include:
surface web, deep & dark web, domain
name servers, cloud applications, connected
storage, and open databases and datasets.

➋ Speed to detect is critical. Finding
confidential and/or sensitive data before it is
stolen and exploited is key to a strong digital
risk solution.

➌ Timely alerting is key. Comprehensive
scanning means having to sort, filter, and
identify the most critical alerts. Machine
learning algorithms funnel the hundreds
of thousands of data sources, thousands of
files, and hundreds of threats to derive a
manageable number. These threats can
then be prioritized by cyber experts, who
eliminate any false positives and prioritize
those potential data leaks that are most
likely to become major breaches.
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Third-Party Balancing Act
The secure storage, transmission, and accessibility of data is the foundation 
information security, and effective risk management is essential for a company’s 
ability to remain competitive, profitable, and stable. It is a delicate balancing 
act, and the addition of the third-party vector adds significant and unexpected 
weight to risk calculations,” said Alex Heid, Chief Research Officer  
of SecurityScorecard. 

“Cybercriminals will often exploit poorly secured third-party service providers 
as an easy way to hit ‘many birds with one stone.’ While an established company 
may have strong defenses in place to guard their local resources, it is easier 
for an attacker to go after a service provider to that company in order to gain 
a foothold within the enterprise resources. Furthermore, once an attacker has 
successfully breached a third-party service provider, the attacker will now have 
access to resources of EVERY enterprise that relies on that third party. 

SecurityScorecard has found that inviting your third-party suppliers to view their 
own security score leads to an average 7-8 point increase in their cybersecurity 
rating. Collaboration and communication with third-parties that handle critical 
services is key, and can be accomplished through the sharing of information 
between organizations. When businesses are helping each other identify and 
take action on areas of mutual risk exposure, it can create a ‘flywheel effect’ that 
gains momentum and perpetually drives better cyber resilience throughout the 
entire business ecosystem.

“
FROM OUR PARTNER, SECURITYSCORECARD

”Alex Heid
Chief Research Officer SecurityScorecard 
and CybelAngel Partner  
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CybelAngel enables companies to protect 
against data leaks becoming devastating 
breaches, regardless of where the data 
lives. We use advanced machine learning to 
detect leaks of customers’ sensitive data, 
whether these occur on third-party servers 
or in cloud storage. 

Our data leak platform scans for confidential 
and proprietary data and its location, instantly 
alerting our clients when their sensitive data is 
at risk. To fix data leaks, our clients take action 
internally or rely on CybelAngel’s security 
experts to resolve the risk.

Do you know the scope of your  
organization’s data leaks risk? CybelAngel 
will provide you a dashboard that indicates 
where your company’s data is leaking 
and how you rank compared to other 
organizations in your industry — without  
any obligation. 

Click here to get your company’s 
complimentary Data Leak Dashboard. 

If you suspect a data leak, Chat with an 
Expert. Because data leaks are 
inevitable, but damage is optional. 

About SecurityScorecard
SecurityScorecard is the global leader in cybersecurity ratings and the only service 
with over 1.5 million companies continuously rated. Founded in 2013 by security and 
risk experts Dr. Aleksandr Yampolskiy and Sam Kassoumeh, SecurityScorecard's 
patented rating technology is used by over 1,000 organizations more resilient by 
allowing them to easily find and fix cybersecurity risks across their externally facing 
digital footprint. Every company has the universal right to their trusted and 
transparent Instant SecurityScorecard rating.

Learn more at www.securityscorecard.com or connect with us on LinkedIn.

About CybelAngel
CybelAngel reduces global enterprise digital risk by detecting critical data leaks outside 
the firewall before these leaks become major data breaches. Leveraging its Augmented 
Intelligence, a unique combination of proven machine learning capabilities and superior 
cyber analysts, CybelAngel analyzes billions of data sources, thousands of files, and 
hundreds of threats across all layers of the internet to discover critical data leaks for their 
customers. Global organizations rely on CybelAngel every day to detect critical data leaks 
before wreaking havoc on their business.

Learn more at www.cybelangel.com or connect with us on LinkedIn.

https://cybelangel.com/data-leak-exposure-dashboard/?utm_source=Partner&utm_medium=Security%20Scorecard&utm_campaign=Whitepaper%3A%20How%20to%20Manage%20Third-Party%20Digital%20Risk
https://instant.securityscorecard.com/
www.securityscorecard.com
https://www.linkedin.com/company/security-scorecard/
https://www.linkedin.com/company/cybelangel/
https://cybelangel.com/?utm_source=Partner&utm_medium=Security%20Scorecard&utm_campaign=Whitepaper%3A%20How%20to%20Manage%20Third-Party%20Digital%20Risk
https://www.linkedin.com/company/3546919/admin/
https://www.linkedin.com/company/cybelangel/
https://www.linkedin.com/company/cybelangel
https://www.linkedin.com/company/cybelangel
https://cybelangel.com/talk-with-cybelangel-experts/?utm_source=Partner&utm_medium=Security%20Scorecard&utm_campaign=Whitepaper%3A%20How%20to%20Manage%20Third-Party%20Digital%20Risk



