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Executive summary

Cactus ransomware was discovered in March 2023. The malware creates a mutex called “b4kr-
xr7h-gcps-omu3cAcTuS” to ensure that only one copy is running at a time. Persistence is
achieved by creating a scheduled task named “Updates Check Task”. The ransomware requires
an AES key to decrypt the encrypted public RSA key stored in the binary.

The files are encrypted using the AES algorithm (OpenSSL library), with the key being encrypted
using the public RSA key. The extension of the encrypted files is changed to “ctsO” or “cts1".

Analysis and findings

SHA256: 78C16DE9FCO7FID0375A093903F86583A4E32037A7DABAA2FO0ECBIS5C4862C17

The ransomware is packed with UPX. It retrieves the window handle used by the console:

R P e ]l 00007 FF7D449641E FF DO | call rax | rax:GetConsolewindow
‘ *l< >
[rax=<kernel32.GetConsolewindow> (00007FFS8AE5901B0)

Figurel

The process hides the window by calling the ShowWindow API (Ox0 = SW_HIDE):

BA 00 00 00 O
48 89 C1 x87Tagword FFFF
. 43 88 05 51 IF 56 ax "
—— FF 0O FAXESHOWNY oW v =
ole > | Defaut (x64 fastcal) v [s $1[] riocke
1Trex
rax=<user32. Showwindows (00007 FFBAF252500) 2: rdx 0000000000000

Figure 2

It obtains a pseudo handle for the current process using GetCurrentProcess:

R I P e e Al 00007 FF7D47CBACE FF 15 FC €O 22 00 |call gword ptr ds:[<&GetCurrentProcess:]
.
< >

aword otr [DODDTFF7D49F7BCE <malware.&GetCurrentProcess>l=<kernel32.GetCurrentProcess>

Figure 3

The GetProcessAffinityMask function is utilized to extract the process affinity mask and the
system affinity mask for the system:

45 8D 54 24 28 168 rax,qword ptr ss:grsp+25)
4C 8D 44 24 30 lea rs,qword ptr H 2 3 x87Tagword FFFF
. : 45 89 C1 MOV _rex,rax 4
(e FF 1S 91 C1 22 00 €A1 Quord pTr S [<AGetProcessATrinityMasks] v <
. > |Defout s fostca) =[5 13100 ookt

1irex
2: rdx 0000005407DFEELS
r8 00000054071

<
|qword ptr [00007FF7D49F7C70 <malware.&iGetProcessAffinityMask>Jw<kernel32. GetProcessAffinityMask> 2
3: 07DFEE20

Figure 4

The malware can run with at least one of the following parameters: "-s", "-r", "-i", "-|", "-g", "-c", "-t",
"-d", and "-f'. We'll describe the purpose of every parameter in the upcoming paragraphs.

. 7 48 89 C1 mov rox,rax xil ax
. 48 80 05 OA 3E 40 00| l1ea rax,qword ptr ds:[7FF7D4898088) ax:L ) ‘ x87Tagword FEEF
e 48 89 €2 mov_rdx,rax xiL ax:L & -
- £8 623 33 00 €AY <malware. wescnp> v :
e s | Defaut (x64 fastcal) v 5 {100 urlocke
0000005 407DFETFO L =5

. qrex
<malwar e.wCscmp> 2: rdx 00007FF7D4896088 L

Figure 5
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The binary creates a mutex called “b4kr-xr7h-qcps-omu3cAcTuS” to ensure that only one copy
of the executable is running at a time (see Figure 6).

49 89 mov r3,rax Fax:CreateMutexw XB/T/7 UUUUUULUUOULUULUULUY 31/ EMPTY U. UUUULUULULUULI
BA 01 0 r'cv ej
89 00 ) 00 X87Tagword FFFF
45 8B 05 FE 13 56 -]«c;‘ ax,qword prr ds: [<4CreateMutexws] G ax:Createdutexw — - .
£F DO ca’ FaX:CreateMutexw v : T
= = > wunu«wun >[5 13100 uock
X
rax=<kernel32.CreateMutexw> (00007FFSAESA2300) dx _0000000000000001
8 000001A9400230C0
0000005 407DFF700
. TeXT:00007FF7D4496732 malware. exe: $6732 #5032 : [rsp+20] 000OOOOOOOO0000O
- P 3 e 9 0000005 407DFF600 |
W0upl  $oump2  $W0ump3  $Noumps  BNDumpSs @ wewhi  Ineliocals & Struct 3 0000005 4070FF780 |

Address __|Hex lg_:n | T~ 4 2| 0000005 407DFF 670
000001A9400230C0 | 62 37 KT T. 000001A340€76050
000001A940023000 &
000001A9400230E0 | 60
00000LA9400230F0 |53 O

Figure 6

Running with the -s parameter

The public RSA key is stored in an encrypted form. The AES key used to decrypt the RSA key is
parsed from the “C:\ProgramData\ntuser.dat” file, which should have been created earlier. The
initialization vector is hard-coded “OLi3bTNe6ekZCY7jd":

. 49 89 F1 3DTNGEKZCYT 5O X87r7 00000000000000000000 ST7 Empty 0.0000000000000
N 49 89 08
B s 89 CA x A‘Yaqword FFFF
| N as A 3 85 <1 L rexy I — —_— =
[ 8 CF 1C 00 00 can =a ware, TFF7D4498571 =z
NP = oefu:(mmm ¥ (s 210 udock
. T ooooo F59047 =
malware. 00007FF7D4498571 3; rg: moo 280
3: r8 OQOOOOB’AESFEAFO
4: r9 D00001EFS9046100 "OL{3bTNEEkZCY7jd™
. TEXT:00007FF7DA49659 malware. exe: 6590 #5ES0 5: [rsp+20] 00000082485FEDBO
- F e SRR 000001£F5 9046440
Wourp 1 $ouwp3  Wouo4  UHoumps @ watch1  Idlocals ) Stct s 00007FE7D49E31F0 | malware. 00007 EETD4
T T = e 3 : 490 | 00000082485 FEAFO
ez Hex - < I B s 00000082485 FF 40F
|000001£FS 0/D3: 03 DS AA| 22 A2 E5 A2|DB CB B9 26|73 60 A7 636- cBcot a5 su s 440 | 00000082485 FEDBO
000001EF590472€0 2 41 F1 0|08 27 FC C3|1F F6 4A AF|16 6E 10 90 JARa. * S assrEaka] Sonou GOD00
000001EFSI047200| 8A 04 AF E9/04 C3 9A 79[8F 51 93 OC|27 0O €5 441, e-\)dvow S5ascccasal ARRARANAS JEARAFE

Figure 7

The public key is decrypted using AES256 Galois Counter Mode (GCM):

° 7 ‘ E8 F4 F1 00 00 call ma1ware 7FF7D44A7730 EVP_CIPHER_CTX_new
° 7 48 89 45 F8 mov qword ptr ss:frbp-s¥,rax
. E8 78 €4 00 00 call ma1ware 7FF7D44A6A20 |EVP_aes_256_gcm
o
< >

‘malwar e. 00007FF7D44A6A20

Figure 8

OpenSSl's EVP_Decryptlnit_ex function is used to start decrypting the information, as
highlighted below.

3: rs 0000000000000 o
4: £9 0000000000000
TeXT:00007FF7D44985C4 malware. exe: $85C4 #78C4 §: [rspe20] oooovooooooooooo

. mov rax,r XB/T5 UUUUUUUULUUUUUUUUUUY 315 EEPTY U. UUUUUUUUUUUIUY
- :\.qv-ord th 5 X87r6 00000000000000000000 STE Empty 0.00000000000000
. e X87r7 00000000000000000000 ST7 ERPLY 0.00000000000000
.
. x87Tagword FFEF
. 5 89 C1 (mohv:-i—;- = = —— - -
. €8 F7 2A 01 00 €al) maiware, 7FE7D44ABOCO |EvPiDecryprInTtex | v ==

| ST : 5 | Defout (x64 fastcal) v |5 2100 uriodke

17 rcx 0OOOOIEFSBS03E20 7
"‘""’ - 00007EF£7044AB0CO 2: rdx 00D07FF7DAS9BFEO malware.00007FF7D489BFED
|5

Figure 9

. 48 89 54 24 20 mov q..orn ptr ss:frspe2of, rox [r5p+20]: "0OL1 IDTNGEKZ X87r6 00000000000000000000 ST6 EmpTy O.000DDDODDODD0D
. 49 89 C9 - X87r7 00000000000000000000 ST? Empty 0.00000000000000
. 41 88 00 >
. )0 O - x87Tagword FEFF
1 . 45 89 C1 I v I ek - -
|G E8 83 2A 01 00 u leue TEETDA4ABOCO! EVP_DecryprInit_ex v ~
[ . > 5 | Defaut (x54 fastcal) >[5 1310] uodke
715 FCx 000001EFSBS03E20
malware. 00007FF7D44A80C0 25 P 0000000000000000
3: r8 00000000
4: r9 0000008248SFEAFO
| - Text:00007FF704498608 malware. exe: $8608 #7C08 5: [rsp+20] 000001EFS9046100 "OL13BTNGEKZCY7 A"

Figure 10

Finally, the RSA key is decrypted by calling the EVP_DecryptUpdate method (Figure 11).
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4C 88 40 10 mov r9,qword ptr ADII N VUUUVAAARARAARATIUULY 318 LY Ve Ui
4C 80 45 F4 Tea r5-g:°(d ptr X87r5 00000000000000000000 STS Empty 0.0000000000000(
48 88 55 30 mov rdx,qword pt X87r6 00000000000000000000 STE Empty 0.0000000000000(
48 88 45 F8 mov rax,qword Pt X87¢7 00000000000000000000 ST7 EmPTy 0.0000000000000(
88 40 18 mov ecx,dword pt

89 4C 24 20 mov dword ptr zz
45 89 C1 moV_rex,rax
EB 24 FA 00 00 | EIN malware. TFFTD44AS0S00

x87Tagword FFFF

& EDuwa

| malware. 00007FF 704448050
. TEXT:00007FF7D4498627 malware. exe: $8627 #7C27

LSO 111

IiMo']
497FCE| return to malware.
00000082485 FEASO|
ooooms;;sonvao\

@ worch1  bellocls ) st

%;; 1 : '
D0O00O1EFS 047280 D3 03 D5 AA |22 A2 €5 A2/D8 C8 B9 26/73 60 A7 75 €ac0E' &5 Su ‘
O000D1EFS30472C0!2C 41 F1 €008 27 FC C3/1F F6 4A AFI16 6€ 10 90 .AAA. 0A.0 .

?i“??’

Figure T

The ransomware checks if the decryption was successful by verifying the first 3 characters:

48 8D 95 FD 05 00 Ju\ Tea rdx,qword ptr ss:frbp+SFD X87r7 00000000000000000000 ST7 Empty 0.0000000C

48 80 85 FS 05 00 00|lea rax qnord ptr ss: co-';ts;

41 B8 03 00 00 00 mov rad, x87Tagword FFFF
48 89 C1 mov_rcx,rax rex:e-<", raxi---  |foaamea s o
ES8 96 22 33 00 €A1} <malware. strncmp>

v
5 | Defout (x5 fastcat)
l rcx 00000068815FF395 ===
2: rdx 0000006BS1SFF350
8 0000000000000003

(ex( OOOO‘FF‘Dil9smS M\uve CXQ 56&)5 ‘5505

¥Woump!  oump2 Woump3  UWDump4 wms E'waan Ieellocals 2 Struct

'Ma-ass *uu Jascrr ] [l
00000068815FF390 |20 20 20 88132 95 D4 F7|7F 00 00 00]00 00 00 00| S-=12.0%.v0rnnns | |
Figure 12

0000016C898773E0 .,
00007 FF70000032E
00000068815FEDI0
0000016€89876100 | "OL13bTNGek:

AAAARESSIEEEAEA | Mo

The malicious process loads the public RSA key using the PEM_read_bio_PUBKEY function, as
shown in the figure below.

.text:00007FF7D4498510 public _Z1@loadRsaKeyPKc
.text:00007FF7D4498510 _Z1@loadRsaKeyPKc proc near
.text:00007FF7D4498510

.text:00007FF7D4498510 var_1@= qword ptr -10h
.text:00007FF7D4498510 var_8= qword ptr -8
.text:00007FF7D4498510 arg_@= qword ptr 16h
.text:00007FF7D4498510

.text:0@0@7FF7D4498510 push rbp
.text:00007FF7D4498511 mov rbp, rsp
.text:00007FF7D44938514 sub rsp, 36h
.text:00007FF7D44938518 mov [rbpt+arg_0], rcx
.text:00007FF7D449851C mov rax, [rbp+arg_e]
.text:00007FF7D4498520 mov rcx, rax
.text:00007FF7D4498523 call strlen
.text:00@07FF7D4498528 mov edx, eax
.text:00007FF7D449852A mov rax, [rbp+arg_e]
.text:00007FF7D449852E mov rcx, rax
.text:00007FF7D4498531 call BIO_new_mem_buf
.text:00007FF7D4498536 mov [rbp+var_8], rax
.text:00007FF7D449853A mov rax, [rbp+var_38]
.text:00007FF7D449853E mov rod, ©
.text:00@07FF7D4498544 mov réd, @
.text:00007FF7D449854A mov edx, @
.text:00@07FF7D449854F mov rcx, rax
.text:00007FF7D4498552 call PEM read bio PUBKEY

Figure 13

GetModuleFileNameW is utilized to extract the path of the executable file (see Figure 14).

o 41 B8 F4 01 00 00 mov rsd,1F4 X87r7 00000000000000000000 ST7 EmPTy 0.0000000(
. 48 89 C2 mv rdx, rax rax:GewModulerilen:
B 89 00 00 00 00 ecx x87Tagword FFFF
o 48 88 05 7D 48 56 00 mov ra\,qnoru ptr ds: [<aGetModuleFilenamen! rax: GetModulerilen: [anma.
IE— FF DO ("ll ax [rax:GetModuleriTen: v [ —
. T e — R it 5 | Defaut (x64 fastcal) v |[s 13100 uniodee
1: rcx 0000000000000000
I’rﬁiemlsz .GetHodu er11eNanew> (00007 FFBAES BEF80) 1 2: rdx 0000006B815FESLO
3: r8 00000000000001F4

Figure 14
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The binary is looking for the “D:\ProgramData” directory via a function call to CreateDirectoryW:

BA 00 00 00 00 mov edx X87r7 00000000000000000000 ST7 Empty 0.0000000¢
8 80 05 E4 25 40 00|lea rax,qword ptr ds:[7EE7D4899086] r
48 89 C1 mOV rox,rax x87Tagword FFFF
48 8B 05 SC 10 56 00/mov rax qmrﬂ ptr ds:[<é&CreateDirectoryw>)ira B AN A Srmaa
FF DO su'l'l jrax: v - e
SsS in B i =m0 Default (x64 fasteal) v |[s 2700 urocke
< e 60007 FE 04899086 LD I \\PF oG w
raxw<kernel32.CreateDirectoryw> (00007FFBAESA2550) g: :g: ooooggzzoom‘?wo g e
Figure 15
It retrieves file system attributes for the ProgramData folder:
48 89 C1 mov rex, L s D& xs Taqhord FFFF
48 88 05 41 11 56 00|mov rax qnord ptr ds LMetFﬂuur\butesh‘ ax:GetFs . e e |
EF DO ;u rax |rax: ce::nunrmm v
RN O 3 223 A0 > Dehlt(x“faskﬂ) Dudodw
[ Fax=<kerne132. GetFTTeATEr 00007 FFEAEEAZ780) A R Proorsosta® |

Figure 16

The above folder is hidden using the  SetFileAttributesW  API (Ox12 =
FILE_ATTRIBUTE_DIRECTORY | FILE_ATTRIBUTE_HIDDEN):

89 C2 X87r7 00000000000000000000 ST7 Empty 0.0000000(

48 8D 05 CB 25 40 00| qword ptr ds:[7FF7D48990A4)
48 89 C1 o x87Tagword FFFF
48 88 05 FD 12 56 00|/mov r qwrd ptr ds: [<&SetFileAttributesw! I e ARt M e
|3 FF DO |cann rax |rax: SetFileartribut v =
| D == o D S S > Deiaj((x“fastal) ‘S < DUnlod:l
A — — FCX 00007FF7D48990A% L' ﬁoorm
|rax=<kernel32.SetFileattr (00007FFBAESA2970) §; T oocooooog?)guoox — -

Figure 17

The executable is copied into the ProgramData folder as “C:\ProgramData\b4kr-xr7h-qcps-

”,
omu3.exe™
41 BS 00 00 00 00 mov r8d,D X877/ UUOUUUUUUUUUOUUUUUUU 317 EMPTY U. UUUUUUOUL
48 89 DA mov rdx,rbx r
48 89 C1 MmOV rox,rax s x§7Tagword FFFF
48 88 05 45 00 56 00|mov rax,qword ptr ds : [<aCopyFilew>] e e
F: FF DO I:ﬂ rax. jrax:CopyFilen v —p—
| e = oon s W » TS | Default (x64 fastcal) v (s 2100 unlock
I e — —_—— - — 17 rcx D00D016CBAEAICFO L"C: \\users\‘-\\naskto
rax=<kernel32.CopyFilew> (00007FFSAESA28FO0) 2: rdx 0000016CBAEES3CO L“C:\\Programoata\\bkr-

3: rs 0000000000000000
4: r9 0000000000000003

.text:00007FF7D4496DBB malware. exe: SEDBB #6388

$S0ump!  UDump2 UWOump3  YNWDump4  WDumps @ watchi  [eellocals ) stuct

Address | Hex
0000016CBAEES3CO (43 00 3A 00|
0000016CSAEES300| 61 00 60
0000016CSAEES3ED | 34 00 68
0000016CBAEES3FO| 20 00 71
| 0000016C8AEES 4001 75 00 33

[l 00000068815FEE40 | &L"C:\\Prog!
00000068815FF870
00007FF7D48990E8 | L™, exe”
0000016 59876050

| 00000068815FFO50 | *~---~ BEGIN
| 0000000000000000

| 00000000C 35002C E

| 00007FF88108£687 | return to n

Figure 18

The malicious binary deletes the “ntuser.dat” file found in the ProgramData directory if it exists:

. FE7D44 | 45 89 C1 MmOV _rex,rax rox:nciNNerog e PPN
> E8 93 1C 33 00 | €A1 <malware.removes> | :
NP ¥ v eTOT T O - - oefalt(xsqfas 5 -5 20
)1 rcx DDOO7FF7D48990F2 “C:\\ProgramData\\ntuser.dat"
<malware.remove> 2: rdx 00NONOONNNNNNNIR

Figure 19

It creates the above file that will be populated:

4C 89 €9 |mov_rex,r9 rEx:LTCI\\Pre
FFI15795726718°00 | €Al ‘qword pre Ui [ <& wfopens)

oefum(xwasu) v [5 2] 0] uniocke
CX DDOODIGCBAEEBBBO L'C: (\Proorm-u\\nzuser dat*

1 2: rdx 00000068815FEADS

>

[qword ptr [00007FF7D49F8038 <malware.& wfopen>]=<msvert. wfopen>
Figure 20

Cactus ransomware writes 2 junk strings, the executable path converted to hex, and the AES key
passed in the “-i” parameter to the file:
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48 89 F2 mov rdx,rsi

41 89 DS mov r&d,ebx x87Tagword FFFF
89 F9 mov_ecx, edi S m oA frma
E8 78 36 F8 FF |eany <malware._write> | e ——

1 2: rdx 00000068815FD930
3: r8 0000000000001000
4: r9 0000006B815F

. TeXT:00007FF7D4845318 malware. ex

¥ 0ump 1 .smz Woup3 Woump4  WHoumps @ waihi  Iellocals P stuct
ess lascir ]

00000068815FD930 35 37 33 30|41 36 39 36/45 36 36 35“6 37 32 36| B730A696E666F726

00000068815FD940| 44 36 31 3734 36 39 36|46 36 45 32 30 37 34 36|D6174696F6E20746

Figure 21

385318 #3B4918

0000000000000003
00000068815 FEAES
0000000000001
0000016 BAEEFI 3
00000068815 FEAES
AARAAAAARAAAT ARA

The “ntuser.dat” file is hidden via a function call to SetFileAttributesW (Figure 22).

89 C2 mov edx,eax X87r7 00000000000000000000 ST7 EmPTy 0.00000000000000¢
48 80 0S5 30 1E 40 00| 'Iea rax,qword ptr ds: [7FF7D4898090] SetFileat
48 89 C1 mov rcx,rax L"C:\\Pro xs?‘ramrd FFF
83 OE 56 ootm_\lr‘ra\,qword ptr ds:[<&SetFileAttributes SetFileAt Gremem b Amm e A reea
ca’

i F7048"
12t rdx 0000000000000022

Figure 22

The ransomware establishes persistence by creating the “Updates Check Task” scheduled task,
which runs the malware with the “-r" parameter:

45 89 C1 |moV rex,rax rEXILTC:\\WINGOWS x87Tagword FFFF
;: :: 05 08 11 56 n)-)ig)h'm,m\ord ptr ds: (<& wsystem>] rax: wsystem ) q -
rax rax:_wsystem ] =
— 5 | Defauit (64 fastcal) ~|[s %] unlocke
1% rcx ODDOD1ECBAEECE10 LUC:\\windows\\system3:

2: rdx 0000000000020000
3: r8 0000000000020008
r9 O0007FFBAE373958 kernelbase.00007FF8AE373

+TeXT:00007FF7D4496F75 malware.exe: $6F75 #6575

e ————
- 4 RSN 00000068515FF500 | &L°C:\\Prog!
0wl  PWoum2 WWowp3 WD Woues  @werhi Il P stuat 0000016 SAFE5FDE -
Tex JA‘!X ) )| 0000016C 89876100 | "OL13DTNGek:
0000016CBAEECS10 |43 00 3A 00|5C 00 57 00|69 O 00[64 00 6F 00|E. n.d.o ] > 33%32?;5353?333 r=ro BEGIN
0000016C8AEECS20( 77 00 73 00|5C 00 73 00|7 00[74 00 65 00|w. s.t.e | oooooooooooooooo
0000016C8AEECS30| 60 00 33 00[32 00 5C 00| 00|68 00 74 00|m c.h.t ) ) 00000C 35002CE
0000016CBAEECE40| 61 00 73 0068 00 73 00| 00|78 00 65 00|a e.x.e oooo'FFssmBEsB‘ return to m
0000016CBAEECSS0| 20 00 2F 00|63 00 72 00| 00|74 00 65 00| ./ a.t.e )0 00007 FF 800000000 :
0000016CBAEECS60| 20 00 2F 00[73 00 63 00 00(49 00 4€ 00| . M.I.N Y000 10000000000f
0000016CBAEECS70| 55 00 54 00|45 00 20 00| 00|6F 00 20 00|u. o ) 00007FFS00000000
0000016CBAEECS80| 35 00 20 00(2F 00 72 00 00|48 00 49 00|S 1 ) 00007FF 800000024
0000016CSAEECS90 | 47 00 48 00|45 00 53 00| 00 72 00|G 00 )| 00000068815FED90O
0000016CBAEECSAD| 75 00 20 00|53 00 59 00| 00 u 0 0000000000000000
0000016CBAEECSBO| 20 00 2F 00|74 00 6E 00|2 00 0| ./ . )| 00007FF8ACE15200 | cryptbase. 0(
0000016C8AEECSCO |64 00 61 00|74 00 65 00|7 00 d.a.t.e.s. 00007FF8B10C2038 | revurn to. ot
0000016CB8AEECSD0| 65 00 63 00|68 00 20 00| 00 e.c. T X AEA3CFO | L"C:\\Users'
0000016C8AEECSED| 22 00 20 00|2F 00 74 . %gxégcogooooozo ANNBSOR
0000016CBAEECSFO| 60 00 64 00|20 00 2F m.d. C. | ) ) 0000000000000020
0000016CBAEECI00| 20 00 43 00|34 00 5C .C P. | ) 0000016 89563660
0000016CSAEECIL0| 72 00 61 00|60 00 44 ¢ |r.a. .a. | O 00000068615FEDDO
0000016CSAEECI20| 26 00 26 00[20 00 62 &.& 4. | | 0000000000000000
0000016C8AEECI30| 78 00 72 00|37 00 68 x.r = C )| 0000016 89570000 1
0000016CBAEECI40| 73 00 20 00|6F 00 €0 s.- U I
0000016CBAEECISOI 78 00 65 00120 00 20 Ix.e r 2 B 2

Figure 23

Running with the -r parameter

The wfopen method is utilized to open the file created earlier, as highlighted in the figure below.

P50 5 26 1800 | aRix qwoed 53 [T 3 jresi s frograoas, | Jeee—= —_——
< qword ptr ds: ‘open:. v e
Coormo ; S s 5 |Defut (x64 fastcal) v (s 310 uniocke
I rcx 00007FF704898090 L C:\\PrograsData\’ “dat!
Jmamsvert. _wfopens 00000001295 FODES .

Figure 24

The process extracts the AES key from the file. It's important to mention that we don't have the
threat actor's key and performed some modifications that allow the analysis to continue.

The “ntuser.dat” file is deleted afterwards:

45 89 C1 OV rex,r
48 88 05 66 28 S6 00| oV -a-,qmea prr ds: [@e!eteﬂﬂm] o
FF DO |cat ¢ 2 =

T - - —Tirex 0

rax=ckernel32.0eletefilen> (00007FFSAESAZS5B0) e

Figure 25
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The binary spawns the initial executable with the “-i" parameter, including the AES key that was
set to a specific string:

48 89 C1 ®mOV rox,rax
48 88 05 14 1B 56 00|moOv rax,qword ptr ds:[<& wsystess] r
FF DO |call rax |rax: _waystem

agword FFEE

>

¥ | Defauit (x5 fastcan) v ![s #100 unock
11 rex ooooouuzuxco
1000000000000080

ru-csv:rt..’-syst-o (O0DO7FFSAEF57910) g
3:
4
5

+TEXT:00007FF7D449656C malware, exe: $656C #586C

% Dump 1 % Dump 2 9 0ump 3 S 0ump 4 e 0ump 5 @ watch 1 I+l Locals ;‘5' Struct
Address | Hex |Ascx i
000001782217 3CCO (43 o 0 )¢ X 0 .e |

00007 FF7D4983140 | malware. 00007FF7D4
0000017B20A36050

DOOO“‘BEIOIEGB’ return to ntdl1.00
800000000

0
00007 FFS00000000
00007FF800000024

00000178221F3040/ 46 00

Figure 26

Running with the -i parameter

The executable creates a new thread that runs the searchFilesThreadControl function:

4C 8D 05 D4 SA 02 00]1ea rs,qword ptr ds r~nm4uu-m x87r7 ST7 Empty 0.00000000000000
4 88 0A mov r9,qword ptr ds x]
48 83 03 mov rbx,rdx
xor edx, & 5 AT At
EI F7 3F F& FF | cann u!-ueJFanccvo {pthread_create v

ot (x64 fastcal) v |5 2100 unlodke
: rtu 00000067 9BIFEECS
0000000

malware. 00007 FF7D47CCOAO

rs 00007FF7D488E870 malware.00007FF7D4SSES70
r9 000002SE71F18950

o bl

Figure 27

It retrieves the valid drives on the system using the GetLogicalDriveStringsW API (see Figure 28).

48 89 €2 mov r:-.».-.
89 00 04 00 00 mw ecx xa"‘ragnord FFFF
48 8B 05 D4 53 56 OC rax q-v-ord ptr ds:[<aGetLogicalDrivestringsws] Aol
FF DO ]u’n Te 121
FDO - S De!utwmm >[5 12100 uriode
C 7137 FCX DO0DODO0DO0DOSDD
rax=<kernel32.GetLogicalDr iveStringsw> (00007FFSAESA2820) %: :ax 0000025E7 melgg

Figure 28

The malware obtains the type of the drive by calling the GetDriveTypeW function:

I . 48 89 C1 mOV rex,rax

! . 43 88 05 72 59 56 00 mov rax,qgword ptr ds: [<AGETOriveTypews) v A

i FF DO | can rax g |

| e E o Com—] v o 5 De!ut(xs«!mml) 310 unlocke
" & J "f_ rex aoooostrTﬁpvm [ AN
[raxe<kernel32.GetOriveTvoew> (00007FFBAESA2740) AARARANANANE &

Figure 29

The files are enumerated using the FindFirstFileW and FindNextFileW APIs:

. 48 89 C1 MmOV rex,rax X87r7 00000000000000000000 ST7 Empty 0.00000000000000
. 48 80 45 40 Tea rax,qword ptr 55 103
. 48 8% C2 mov rdx,rax
. 48 8B 05 E2 3B 56 00 mov rax,qgword 4..<“$MF|r5tF\‘e'): d — R EEEESsssss——
|G FF DO jeam rax v =
e R _ - y ; 5 | Defout (v64 fastcal) ¥ |5 2107 uniocke
3 00000067 ! TN
Fax=<kernel32. FindFiratFITens (00007FFBAESAZ660) 25 Tox 00000067387FE100 =
48 8 55 40 lea Fax,quiord X87r7 00ODOODOOOONOOO0O00D STZ EMPTy 0.00OO0O00O00000
48 88 85 €0 05 00 00 r
48 89 C1

48 88 05 OB : [<4F InaNexTF1Tens)
i

> Rkl e T
raxw<kernel32, FindNextFilew> (00007FFBAESA2680) 2 rax Wc,f;m!?ig

Figure 31
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The following directories will not be encrypted:

e "$recycle.bin" "system volume information" "windows" "tmp" "temp" "thumb" "winnt"
"windows.~bt" "windows.old" "perflog" "perflogs" "boot" "programdata" "packages" "efi"
"windowsapps" "microsoft" "windows defender" "microsoft shared" "internet explorer"
"tor browser" "ctslck"

Address Hex ASCII

00007FF7D48961B0 |24) 00 72 00[65 00 63 00|79 00 63 00|6C 00 65 00|§.r.e.c.y.c.1.e
00007FF7D48961CO | 2E 00 62 00|69 00 6E 00|00 00 00 00|00 00 00 00|..b.i.N.........
00007FF7D48961D0| 73 00 79 00|73 00 74 00|65 00 6D 00|20 00 76 00|S.y.s.t.e.m. .v.
00007FF7D48961E0| 6F 00 6C 00|75 00 6D 00|65 00 20 00|69 00 6E 00|o0.l.u.m.e. .i.n.
00007FF7D48961F0| 66 00 6F 00|72 00 6D 00|61 00 74 00|69 00 6F 00|f.o.r.m.a.t.i.o.
00007FF7D4896200| 6E 00 00 00|77 00 69 00|6E 00 64 00|6F 00 77 00|n...w.i.n.d.o.w.
00007FF7D4896210(73 00 00 00|74 00 6D 00|70 00 00 00|74 00 65 00|sS...t.m.p...t.e.
00007FF7D4896220| 6D 00 70 00|00 00 74 00|68 00 75 00|6D 00 62 00|m.p...t.h.u.m.b.
00007FF7D4896230| 00 00 77 00|69 00 6E OO(6E 00 74 00|00 00 77 00|..w.i.n.n.tT...w.
00007FF7D4896240| 69 00 6E 00|64 00 6F 00|77 00 73 OO|2E 00 7E 00|i.n.d.0.W.S...~.
00007FF7D4896250| 62 00 74 00|00 00 77 00[69 00 6E 00|64 00 6F 00|b.t...w.i.n.d.o.
00007FF7D4896260|77 00 73 00|2E 00 6F 00|/6C 00 64 00|00 00 70 00|w.S...0.1.d...p.
00007FF7D4896270| 65 00 72 00|66 00 6C 0O|6F 00 67 00|00 00 70 0O|e.r.f.l.0.9...p.
00007FF7D4896280| 65 00 72 00|66 00 6C O0|6F 00 67 00|73 00 00 OO|e.r.f.l.0.g.s...
00007FF7D4896290| 62 00 6F 00|6F 00 74 00[(00 00 70 00|72 00 6F 00|b.0.0.t...p.r.o.
00007FF7D48962A0| 67 00 72 00|61 00 6D 00|64 00 61 00|74 00 61 00|g.r.a.m.d.a.t.a.
00007FF7D48962B0| 00 00 70 00|61 00 63 00[6B 00 61 00|67 00 65 00|..p.a.c.k.a.g.e.
00007FF7D48962C0|73 00 00 00|65 00 66 00|69 00 00 00|77 00 69 00|s...e.f.i...w.1.
00007FF7D48962D0| 6E 00 64 00|6F 00 77 00|73 00 61 00|70 00 70 00|n.d.o.w.sS.a.p.p.
00007FF7D48962E0| 73 00 00 00|6D 00 69 00|63 00 72 00|6F 00 73 00|s...m.i.c.r.o.s.

Figure 32

GetFileAttributesW is used to extract file system attributes for a target file, as shown below:

I 45 89 C1 MmOV rex,rax |
| 45 88 0S BE 36 56 00/mov rax,qword ptr ds:[<4GeTFileAttributesws) r eAter B
I FF DO leall rax X = |rax:GerFileAttributesy v
5 (x64 fastcal) » [s_3[] unodke
- /713 TCX 0000025 E71FICIFD L7C: \\SWINRE_BACKUP_PARTITION.
[rax=<kernel32.GetFiTeAttributesw> (000D7FFBAESA2780) e e

Figure 33

Cactus ransomware doesn't encrypt the “CaCtUs.ReAdMe.txt” ransom note and the following
files:

o ‘"desktop.ini" "update.log" "ntuser.dat”

48 89 C1 MOV rox,rax
43 so os 4F 39 40 00 |en rax q'.oru ptr ds:(7FFID4896398)

rdx
45 ea os 05 59 56 00 ﬂo» a-,qnord prr ds:[<aStrstriws]
FF OO 1 rax

v |5 120] unocke

e X 'B000025E71EDI0CO L C: \\ SWINRE_BACKUP_PARTITION.
| rax=<shel132.5trStriw> (00007FFBAFS05660) 12: rdx 00007 srmsqsssa L CaCTus.ReAdMe, TXT™

Figure 34
The following file extensions will be avoided:
° Ileer Ildllll IllnkH I|Sysll llmsill Ilbatﬂ lICtSOH ”Cts‘l"

The ransomware opens the target file using CreateFileW (0xCOO0O0000 = GENERIC_READ |
GENERIC_WRITE, 0x3 = OPEN_EXISTING):

L:—>
|

rax=<kernel32.Createrilen> (00007FFSAESA2580)

qwoi r " AVE S - Y S e LY s U
Mig gf, i+ X874 00000000000000000000 $T4 Empty 0.000000000000001
dword pTr ss:frsp g X87r5 00000000000000000000 STS Empty 0.00000000000000!

; r9d,0 X87r6 00000000000000000000 ST6 Empty 0.00000000000000!

y r8d,0 x87r7 00000000000000000000 STT E=pty 0.000000000000001

8 89 m\ rex, rax
45 88 05 A3 51 56 00 rax ,qaord prr ds:[<aCreaverilens) r £11ew .
FF DO .nll = 8 7

O o - - = nefuz(xsahsm v |5 120 uniocke
711 TEx 00000ZSETIED30CO L CT\ SWINRE_BACKUP_PARTITION:
12: rdx 0000000

3: r8 0000000000000000

4: r9 00DDOOOOODDO000D
| - TeXT:00007FF704492970 malware. exe: $2970 #1F7D 5: [rsps20] 000OO0000000D003

E_BACK la'l’nqnord FFFF

Figure 35
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The binary uses Restart Manager APIs to determine if the target files are blocked by other
processes (Figure 36).

.text:00007FF7D44923ES mov r8, rdx
.text:00007FF7D44923E8 mov edx, @ 3 strSessionKey
.text:00007FF7044923ED mov rcx, rax

.text:00007FF7D44923F0 call RmStartSession
.text:P0007FF7D44923F5 test eax, eax
.text:00007FF7D44923F7 setz al
.text:00007FF7D44923FA test al, al

.text:00007FF7D44923FC jz loc_7FF7D4492845

L

S
" s
.text:00007FF7D4492402 mov eax, [rbp+2E@h+nApplications]
.text:00007FF704492408 mov [rsp+36@h+var_33e], @
.text:00007FF7D4492411 mov (rsp+36@h+var_338], @
.text:00007FF7D4492419 mov [rsp+36@h+var_340], @
.text:@0007FF7D4492422 mov rod, @ ; nServices
.text:00007FF7D4492428 lea r8, [rbp+2E@h+arg_ @] ; rgApplications
.text:00007FF7D449242F mov edx, 1 ; rgsFileNames
.text:000Q7FF7D4492434 mov ecx, eax ; nApplications

.text:@0R87FF7D4492436 call RmRegisterResources
.text:@0007FF7D4492438 test eax, eax
.text:@0@07FF70D449243D setz al
.text:00007FF7D4492440 test al, al

.text:00007FF7D4492442 jz loc_7FF7D4492838
11
v

ol s =

.text:00007FF7D4492448 mov [rbp+2E@h+var_B4], @

.text:00007FF7D4492452 mov [rbp+2E@h+pnProcInfo], @

.text:00007FF7D449245C mov [rbp+2E@h+dwRebootReasons], @

.text:000@7FF7D4492466 mov [rbp+2E@h+var_28], ©

.text:00007FF7D4492471 mov eax, [rbp+2E@h+nApplications]

.text:00007FF7D4492477 lea r8, [rbp+2E@h+dwRebootReasons] ; lpdwRebootReasons

.text:00007FF7D449247E lea rdx, [rbp+2E@h+pnProcInfo] ; pnProcInfo

.text:00007FF7D4492485 lea rcx, [rbp+2EGh+var_B4]

.text:00007FF7D449248C mov [rsp+36@h+var_348], rcx

.text:000@7FF704492491 mov r9d, ©

.text:00007FF7D4492497 mov ecx, eax ; rgAffectedApps

.text:000@7FF7D4492499 call RmGetlList

.text:000@7FF7D449249E mov [rbp+2E@h+var_1C], eax

.text:00007FF7D44924A4 cmp [rbp+2E@h+var_1C], @EAh

.text:00007FF7D44924AE jnz short loc_7FF7D44924BA

Figure 36
The wfopen function is utilized to open the file:

1 N 484519 ;(F :z <’; o w\:{"(),;; N—— - | rex: L"C:\\ SWINRE_BACK e -
R 1 t > v =
| . e ey i 5 neuu:usahsc:n v [s 3]0 uniocke
|q~wd ptr [mnlmuuou <malware. & wlfopens>]=<msvert. wfopen> l !. :g uooooos'snx: 22 '\' —

Figure 37

The malicious process moves the file pointer to the end of file using Iseek64 (0x2 = SEEK_END):

- g4 4 89 C1 moV ecx .Q\!l
- D484 41 89 FO Mv 'h
D484 48 89 DA -—
€8 CF 43 F7 FF lu'l'l muuue.nrrouuno | 1seeks4 —
. o 5 v |[s 1107 unlocke
l malware. 00007FF7D4789730

It creates a new thread that handles the file's encryption (see Figure 39).

4 .) 05 04 5A 02 00]lea r",QnDVd ptr ds: 'FF"OOII(“DJ X87r7 00000000000000000000 ST? Empty 0.00000000000000
4« mov ,q-ora ptr ds:
43 89 03 mov rbx,
31 xor edx, = e
El F7 3F F6 FF {cann mnnare TFF7DATCCDAD ,Dl’l‘elﬂ_ﬂ'ﬁlt& v s
5 | Default (x64 fastcal) v |5 13100 unode
15 rcX 00000067 981FF 400

3: r8 OOOO7FF7D488E870 malware.00007FFID488E870

|-nwo.oooo7"7oi7<cnm {2: rdx 0000000000000000
4: r9 OODOD2SETIFIC3IFO

Figure 39
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The file's size is compared with 8074034 bytes (approximately 7.7MB). If the size is greater than
7.7MB, then cryptPartFile is called; otherwise, the malware calls the cryptFullFile function.
Basically, a large file is partially encrypted (50%, but the percentage can be modified) by Cactus
ransomware.

The ransomware allocates and obtains a cipher context using OpenSSL's EVP_CIPHER_CTX_new:

R P N | 00007 FF7D44914C 4 E8 €7 62 01 00 |can 'ma'lwai-c.7FF7§4‘4A7r799> : | EVP_CIPHER_CTX_new
*l< >
'malware.00007FF7D44A7790
Figure 40

The algorithm used to encrypt the files is AES256 in CBC mode, as highlighted in the figure below.

g 7EF7 : : E8 F2 53 01 00 | €all ‘malware.7FF7D44A6900 |EVP_aes_256_cbc
o <
‘malware.00007FF7D44A6900

Figure 41

The process sets up the cipher context for encryption using the EVP_Encryptinit_ex method
(Figure 42).

X5/1'® UUUUUUUULUUUUUUUUUUY 316 EMPLY U. UUUUUUUUUY

B 45 31 €9 xor 9
- 45 31 C0 xor X87r7 00000000000000000000 ST? Empty 0.0000000000
B 48 89 F2 mov rd
. 48 C7 44 24 20 00 00|mov gword ptr ss:frsp.20§, ¥8>Tanwnrd SCEC
B 48 89 D9 mOV_rcx,rbx

> E8 DD 37 FF FF | a1 malware. 7FF7D44AB090 EVP_EncryptInit_ex v | Default (x64 fastcal) v ils % ] unodke
S > |TiTrcx 000001F3C205C440

2: rdx 00007FF7D48901E0 malware.00007FF7048901E0
3: rg 0000000000000000

4: rs 0000000000000000

§: frso+207 0000000000000000

fal
| malware.00007FF7D44A8090

Figure 42

EVP_CIPHER_getO_provider is utilized to obtain an OSSL_PROVIDER pointer to the provider:

1 © FF7D44878C3 45 89 C1 MOV rex,rax
[T E8 A0 80 FF FF | a1l malware. 7FF7D44AF 970, EVP_CIPHER_QetO_provider v | Defaut (x64 fastcal) v[s 12100 unod
‘ L i > ’.ET‘Fé'i‘ooooo'” 00LF3C206AD40

[ malware. 00007FF7D44AF970 2: rdx_0000000000000000

Figure 43

The ransomware generates a random 32-byte key using EVP_CIPHER_CTX_rand_key:

veTTaMARA SEEC

| . 4 45 89 D9 MOV X, rX
| . is 4C 89 EA mov_rdx,ri3
| F— €8 98 30 FF FF CaIY malware. 7FF7D44AB6CO | EVP_CIPHER_CTX_rand_key v | Default (x64 fastcal) ¥ |[s 18](J uniocke
! * ¢ > | 3iTFex D0000IF 3C209C440
[maare. 50007¢F70 44A8eC0 i rdx 0000002F871AES 60
Figure 44
Address Hex ASCII

0000002F871AF560|C4 4F C4 1B|08 06 5F 1E|51 5D 2A CE|ED 7E 09 1B AQA_._..T.Q]*I{~..
0000002F871AF570/C5 E1 49 CFI3E 32 EE 93/6D 86 47 33/A7 70 44 70| AATI>21.m.G3&0DD

Figure 45

The 16-byte IV is generated by calling the RAND_priv_bytes_ex function:
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48 88 94 24 00 01 00|mov rdx,qword ptr ss:frsp+1009
45 31 C9 xor rod,rsd

4C 63 CO movsxd rs,eax

X87r7 00000000000000000000 ST7 Empty 0.000000000¢

~8TTarmined ECEE
[ AR a0

Defoult (x64 fastcal) =[5 12 |0] rodke
1: rcX DDOO7FF7DA9E35A0 malware. 00007 FF7D49FI5A0
% 2: rdx 000001F3C2091510
{3: r8 0000000000000010
4: r9 0000000000000000

48 89 F1 MmOV _rex,rsi
E8 1A ED 02 00 |cath maiware. 76F7D44£6670 IRAND_priv_bytes_ex v

>

Figure 46

Using the key and IV previously generated, the binary calls the EVP_Encryptinit_ex method

45 31 ¢o xor rad;rad % = X87r6 00000000000000000000 STE EMPTY 0.000000000C
3102 xor edx, edx X87¢7 00000000000000000000 ST7 EMPTy O.000000000C
0 89 E9 mov r9,ri3
48 89 D3 mov rex,rbx erTanwnrd cesc
48 89 44 24 20 mov qword ptr ss:firspr20f,rax S ——— _
E8 01 37 FF FF €AY malware.7FF7D44AB09%0 EVP_EncryptInit_ex v | Defauit (x64 fastcal) -
. i oo .
e ) $2: rdx 000000
e R~ {3: rs 0000000000000000
| 4: 9 0000002F871AF560
. TEXT:00007FF7DA4B798A malware. exe: $2798A #26F8A 5 Lrspe20] 0000018

—_— — v
$oump1  @oump2  B%0ump3  WEowps  oumes  @wehi  belloals P swct TR ey
1T ~] 2000 000001F 3C2EA0398
. X 7| 0000002F 87 1AF5 38

0000002F 87 1AFS60 G4 4F C4 18|08 06 SF 1E|S1 SD 2A CE|ED 7€ 09 18| AOA... .Q) Ii~..| y
Looooozsuursro{cs E1 49 CF|3E 32 EE 93/60 86 47 nhr 70 44 70| Aax>27.m. G35p0p | | 9| 000001F3€ 2091510

Figure 47

The executable allocates the public RSA key algorithm context via a «call to
EVP_PKEY_CTX_new_from_pkey, as highlighted in the figure below.

8 0000000000000000

H i H H . 45 31 Co xor réd,rsd X87r7 00000000000000000000 ST7 Empty 0.0000
h H H ' . 48 89 F1 WV rex,rs
3 H H 4 . 89 74 24 48 mov gword ptr ss: 8J,ris _x@ITacmord SEEC
L B B . 48 88 14 D8 |mov_rdx,qword ptr rax+rbx-8] — -
T £8 42 1F 00 00 ‘a‘n maiware.7FF7D 4489950 |EVP_PKEY_CTX_new_from_pkey v | Defaut (x64 fastcal) v (5 15]0] unlocke
| SO N R 1 > |1z rcx D0007FF7D49F35A0 malware.00007FF7D491
et et 2:
| malware. 00007FF 704489950 2 00%00AF 20100

Figure 48

The AES256 key is encrypted using the public key:

H i 48 88 14 OF ‘MV rdx,qword ptr ds:[rdisrbx-8} X87r6 00000000000000000000 ST6 EmpTy 0.0000000000¢
H H ] 40 89 €9 |mov r9,ri3 X87r7 00000000000000000000 ST7 Empty 0.0000000000
' H 40 89 F8 |mov r8,ris
14! 4C 89 EL |mov rex,riz2 vETTanwArd EEEE
i 48 89 434 24 20 |mov_gword ptr ss:frsp-20J,rax ———————" —
[ E8 44 € 1300 | €N malware. 7FF7D4SEET 10! |EVP_PKEY_encrypt v | Defauit (x64 fastcal) ~ |[s_1$10] urlocke
| ‘ > JEEFex 32098350
ST SIEES = % 2: rdx 000001F3C209C
malware.00007FF7D45EE710 13: rs 0000002F871AF558
4: r9 0000002F871AFS60
4 20] /600000
. TeXT:00007FF7DA4B79C7 malware. exe: $279C7 #26£CT £ Le5p£20] 0000000000000020

$Woump1l  Poump2 WHoump3  YWDumod  WWoumps @ watchi  Iellocals ) Swuct

""" | Asc1x I
0000002‘8?“‘560}(! 4F C4 1B/08 06 S5F 1E|51 SD 2A CE|ED 7€ 09 1B AL .. Q) '1\—..‘
0000002F871AFS7OICS EL 49 CFI3E 32 EE 93/6D 86 47 33|A7 70 44 70 Anuﬂ.m.qaiwn

Figure 49

Address Hex ASCII
000001F3C2D9C6EDO |55 8C F5 07|08 50 D1 AE|27 92 6F 30|11 DO 6C 58| U.0..P .00.D
000001F3C2D9C6F0 | 4D 48 8A F2|9A CF 4B 1E|67 44 85 03 |AC

000001F3C2D9C700 |85 €7 A8 S51|6E 51 67 EA|37 2F F6 94|11 0D

000001F3C2D9C710 | 4A 46 DE B2 /DA 4D CC 6999 25 E2 16|9A CO DO 9A|JFp*(MIi.%a..AD.
000001F3C2D9C720|3D F5 69 81|C7 73 70 95|88 EB 15 BA|15 2C 54 4D|=0i1.Csp..&.°.,™
000001F3C2D9C730|50 4F 14 3A|35 72 57 56|2A 9E CD E2|38 EC i;{/.
000001F3C2D9C740 |81 84 7C A2/59 85 05 8C|78 CA 29 3E|14 DF 49 EF|..|eY...xE)>.RIT
000001F3C2D9C750|08 95 3C 34|20 5A 7F 81|69 F3 B7 F7|98 A5 6C 10|..<4 Z..106.=.¥1.
000001F3C2D9C760 |71 C6 ES5 ES|78 1B B5 O1|F1 AC 99 F2|5A 56 07 u&gé.u.ﬁ-.bgiv.
000001F3C2D9C770 | 4E 9C D2 EO|CB E7 AO AE|E5 6D 00 42|A8 81 N.OaEc a
000001F3C2D9C780|CE EF 41 E4(5D 4A 29 45|FD E6 BF 8C|E5 EF F7 B2 I'FM]J)EX!&.&T-!-‘
000001F3C2D9C790| 65 42 2C 9D |AS 90 00 C9/D6 CD 64 68|38 OC E2 CF eB,.ﬁ..E_t h;.axr
000001F3C2D9C7A0|BO 80 A4 6C|2F E9 77 1D |FD BD EB 4A |08 A4 A0 2A|°*.H] éw.yzsé:.n .
000001F3C209C7B0 |55 00 1E 42 |E8 29 38 33|54 B4 A2 DA|E7 91 88 8C|U..Be)83T ¢Uc...
000001F3C2D9C7CO|A4 8E 24 B2|65 1D 6D 6F |11 B4 7D OD|F4 39 F4 BB|H.$*e.mo. }.090»
000001F3C2D9C7DO0 | F1 84 A7 DE|5D Al 7E E6|2C 34 74 DS8|A2 BA 92 31|n.§p]i~®,4t0c°.1

Figure 50

The encrypted file's extension is changed to “ctsO” or “cts1™
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43 89 DA mov rax,rox

48 89 Q1 MmOV rox,rax

48 88 05 BE 6A 56 00 /mOv rax,gword ptr ds: [<&_wrename>]
FF 00 ol rax

s 121 uniocke
Bl

X DDOODAF3C2053F00 L"C:\\SWINRE_BACKUP_PARTITION.
rdx 000001F3C2099760 L"C:\\SWINRE_BACKUP_PARTITION.MARKER.CTSO"

Figure 51

The ransomware appends the following information to the encrypted file: encrypted AES256 key,
non-encrypted IV, Ox64 (encryption percentage), and “~~Il~~1",

48 89 F2 |mov rdx,rsi
41 89 08 |mov rsd,ebx pATTAcWALA_LECD
89 F9 | mov_ecx, edi
€8 78 36 F8 FF e <mdiware. _writes v | Defauit (x64 fastcal) =~ |[s_[210] uniock
> 11 rex
A M rdx 000001F3C2D9F830
Tware, _write> 0000000000000118
. TeXT:00007FF7D4845318 malware. exe: $385318 #384918
PS0umpl  PS0ump2 $SDump3  $NDump4 N DumpS & watch 1
1 0000000000000101
~ 000000000
000001F3C2D9FB30 |55 8C F5 08 SO D1 AE 27 92 6F 30 /11 DO 6C 58 oooooozn???gzig
000001F3C209FB40 | 4D 43 8A F2/9A CF 48 1E/67 43 85 03 /AC C C9 10 0000000000000118
000001F3C2D9FBS0 |85 €7 AS S1I6E 51 67 EAI37 2F F6 94111 00 82 67 000001F3C2DIFB30
000001F3C2097B60 | 4A 46 DE B2 /DA 4D CC 6999 25 E2 16 :9A CO DO 9A 0000002F §7 1AF 200
O00001F 3¢ D3r080 (30 4 14 IA|SE 73 57 38|3A 36 €D £2|38 k€ 3 13 e
000001F3C209FB30 |81 84 7C A2/59 85 05 8C|78 CA 29 3£ 14 DF 49 EF ngsgga e
F3C BAD |08 95 3C 3420 5A °F 81 69 F3 B7 F7 /98 A5 & 10 0000002F 87 1AF 483/
000001F3C2D9FB80 |71 €6 ES ESI76 18 BS DL F1 AC 99 F2 5A ED 56 07 0O00000FFFFFEFERY
F3C209FBCO | 4E 9C D2 €O CB 7 AD AE E5 6D 00 42 A8 81 0A BA 00007FFBAE1818A6| return to kern
000001F3C209FB00 [CE EF 41 E4/5D 4A 29 45 FD E6 BF 8C ES EF F7 B2 0000000000000000 i >
F3C2D97BEO0 | 65 42 2C 90 AS 90 00 €9/D6 CD 64 68 38 OC E2 CF 000001F 3C2EA2360/
000001F3C209FBF0 |80 80 A4 6CI2F E9 77 1D FD BD EB 4A 08 A4 AD 2A 000001F 3C2EA0150
000001F3C2D9FCO0 |55 00 1E 42 ES 29 38 33 /54 B4 A2 DA E7 91 88 8C| U, 0000014A
1F3C209FC10 A4 BE 24 B2/65 1D 6D 6F 11 B4 7D 0D F4 39 F4 B8 0000002F 87 1AF2C0O
R s SRR AN R
000001F3C209FC30 6476 78 22123 7€ 78 22/00 £7 Do C21F3 01 00 09 AMMN;‘?' e

Figure 52

It reads the content that will be encrypted using the _read function:

89 C1 mov ecx,eax

41 89 DS mov rsd,edbx |_xa-Taomard &
48 89 F2 mov_rdx,rsi

€8 51 36 F8 FF TN cmalware, _read> v | Default (x64 fastcal)

> iorex
i rdx 000001F3C209F830
r8 0000000000000FFF

Figure 53

EVP_EncryptUpdate is used to encrypt data:

X87r5 00000000000000000000 ST5 EMPTy 0.00000000C
X87r6 00000000000000000000 ST6 Empty 0.00000000C
X87r7 00000000000000000000 ST? Empty 0.00000000C

48 80 55 10 lea rdx,qword ptr ss
45 88 85 78 02 05 00|mov rax,qword ptr ss
44 89 4C 24 20 mov dword ptr ss:frsp+

<

40 89 C1 mov r9,rs

49 89 C8 mov r8,rcx

45 89 C1 MOV _rex,rax -

ES/DCEL0LI001 | callmalwar e. 7FF 7D 44A7 990! 21 uniod
H e g A S

<

rﬁwmm': 7EFTD44A7:

+TeXt:00007FFTD44917AF malware. exe: S17AF #DAF
$oumo1  UWDump2 UWSDump3  EN0umpd  E0umps @ warchi  ellocas ) swuct

| Hex i 7 S— “i o0
0000002F87LAFGL0 |41 42 43 44 44 44 44 4444 43 43 44143 34 34 JdABCDOOOODODODDOD‘ P “: OH
0000002F871AF620| 44 44 44 3344 33 44 44/44 44 33 34/34 34 43 13| DODOOOOOOOOOOODD | |

return to malw

Figure 54

Finally, the malware calls the EVP_SealFinal method:

319141 48 01 C2 add rdx,ran XS/ VUOUOUUUUUUUQUUUUOUU 318 ERPTY U, DUUUULUOLU
48 89 E9 mov rex,rbp X87r7 00000000000000000000 ST? Empty 0.0000000000
48 88 85 76 02 05 00|mov rax,qword ptr ss:frbp+50278§
49 89 C8 mov rg,rex *RITacmord EESE
48 89 C1 MOV rCX,rax 1 e
€8 74 61 02 00 |€an maiware. 767704487400 |EvP_sealFinal v | Defauit (x64 fastcal) v |[s 18100 unlocke
> J ]
! § :akoooaoozsnﬁgm
Figure 55
Address Hex ASCII
0000002F871AF6GAD | 1D 1A 3E FB|Bl FF EE 40|38 AC SA 27|08 EE AD 7F | m.>Uty1@8~Z .1..

Figure 56
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The extension is changed again to the other remaining value:

48 89 DA mov rdx,rbx |
45 89 C1 OV reX,rax vozTacmard ECCE

48 88 0OS F8 65 56 00!mov rax,qword ptr ds: [<& wrename>] -

FFOO | call rax g

> |17 FcX 000001F3C2099760 L C: \\SWINRE_BACKUP_PARTITION. MARKER.Cts0"|
2: rdx 000001F3C20997F0 L™C:\\SWINRE_BACKUP_PARTITION.MARKER.CTS1"

[rax=amsvcrt,_wrename> (00007FFBAEF492C0)
Figure 57
The structure of an encrypted file can be seen in Figure 58.

] SWINRE_BACKUP_PARTITION.MARKER.cts1

Offset (h) 00 Ol 02 03 04 0S5 06 07 08 09 OA OB OC OD OE OF

00000000 |C8 F1 2F 3F 7F OC 99 BD SF 37 8B D9 2A OE Bé 25 ﬁﬁ/?.."ﬁ_7(ﬁ‘.i%
00000010 |[BA 8C 26 FD D1 3C CB 28 30 FO D9 3F E2 A9 4A 96| °GsyN<E (08U2407-
00000020 44 44 44 C8 Fl1 2F 3F 7F OC 99 BD SF 37 8B D9 2A DDDEﬂ/?..“ﬁ_7<0‘
00000030 OE B€ 25|55 8C F5 07 08 50 D1 AE 27 92 6F 30 11| .93U@5..PN®'’00.
00000040 DO 6C SB 4D 48 SA F2 9A CF 4B 1E €7 44 85 03 AC| D1[MHSSSIK.gD...n
00000050 [9C C9 10 85 C7 A8 S1 6E 51 67 EA 37 2F Fé 94 11| «E..C 'QnQgé7/5”.
00000060 (0D 82 €7 4A 46 DE B2 DA 4D CC €9 99 25 E2 16 9A| .,gJFP*UMIi™34.3
00000070 |CO DO 9A 3D F5 €9 81 C7 73 70 95 8B EB 15 BA 15| ADS=3i.Cspec&.°.
00000080 [2C 54 4D 50 4F 14 3A 35 72 57 56 2A 9E CD E2 3B| ,TMPO.:5rWv*zia;
00000090 [EC 2F 13 81 84 7C A2 59 85 05 8C 78 CA 29 3E 14| i/..,|¢Y...ExE)>.
000000A0 |DF 49 EF 08 95 3C 34 20 5A 7F 81 €9 F3 B7 F7 9B| B8Ii.*<4 Z..i6-=>
000000BO A5 6C 10 71 Cé E5 E8 7B 1B BS 01 F1 AC 99 F2 5A| ¥1l.qEdé{.n.fi-™0Z
000000CO [ED 56 07 4E 9C D2 EO CB E7 AO AE ES €D 00 42 AS8| iV.NeOaEc ®im.B"
000000D0 |81 OA BA CE EF 41 E4 5D 4A 29 45 FD E6 BF 8C E5| ..°IiA&])J)Eye:Ga
000000E0 [EF F7 B2 65 42 2C 9D AS 90 00 C9 Dé CD €4 €8 3B| i:<eB,.¥..E0Idn;
000000F0 |0C E2 CF BO 80 A4 €C 2F E9 77 1D FD BD EB 4A 08| .AI°€Exl/éw.y&J.
00000100 A4 RO 2A 55 00 1E 42 E8 29 38 33 54 B4 A2 DA E7| ® *U..Bé&) 83T ¢U¢
00000110 |91 88 8C A4 8E 24 B2 65 1D 6D 6F 11 B4 7D OD F¢| ‘“@ExZ$e.mo.’}.d
00000120 |39 F4 BB F1 284 A7 DE 5D Al 7E E€ 2C 34 74 D8 A2| 96»A,SP];~&,4tl¢
00000130 [BA 92 31[|A2 87 61 A6 65 67 SD 24 1C FA BO EA B4| °’lcialeg]$.u°é’

00000140 [39 6B 68 [64] 7E 7E 21 21 7E 7E 21 Skhd~~1t~~1

Figure 58

Running with the -l parameter

In this case, the ransomware sets the needlLogger variable to 1 and creates a log file called
“update.log” in the ProgramData directory.

Running with the -e parameter

This is the extra logging feature of the ransomware, which adds even more steps to the same log
file.

Running with the -c parameter

This parameter is used to change the encryption percentage (sizeCoverGlobal variable) when
partially encrypting the files.

Running with the -t parameter

The number of threads available for encryption can be changed in the maxThreads variable.
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Running with the -d parameter

The ransomware only encrypts a specific directory.

Running with the -f parameter

In this case, a single file is encrypted by the malware.
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Indicators of Compromise
SHA256
78C16DE9FCO7F1ID0375A093903F86583A4E32037A7DA8SAA2FI0ECBI5C4862C17
Cactus Ransom Note
CaCtUs.ReAdMe.txt
Mutex
b4kr-xr7h-gqcps-omu3cAcTuS
Files created
C:\ProgramData\ntuser.dat

C:\ProgramData\b4kr-xr7h-gcps-omu3.exe

C:\ProgramData\update.log
Scheduled task

Updates Check Task
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