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Executive summary

The threat actor group, Money Message ransomware, first appeared in March 2023, demanding
million-dollar ransoms from its targets. Its configuration, which contains the services and
processes to stop a ransomware attack, can be found at the end of the executable. The
ransomware creates a mutex and deletes the Volume Shadow Copies using vssadmin.exe.

The files are encrypted using the ChaCha20 algorithm, with the key being encrypted using ECDH
(Elliptic-curve Diffie-Hellman). The extension of the encrypted files isn't changed, however the
structure of the files indicates they were encrypted.

Analysis and findings
SHA256: 8be4lefdeebace53b8c59344be2ba9lfe41003987a8e384840b20760d7c400a42

The malware decrypts a list of arguments that it can run with: “--crypt”, “-d”, “-I", and “-v". We'll
explain the purpose of each argument in our analysis.

H © 66 89 85 70 FF FF FF mov word ptr ss:ffe
i ° 66 89 85 72 FF FF FF mov word ptr ss:
i © ‘ B8 66 00 00 00 mov eax,66 66:'f
H ° 66 89 85 74 FF FF FF mov word ptr ss:
: ° 59 B8 75 00 00 00 mov eax,75 755 %n!
i © E| 66 89 85 76 FF FF FF mov word ptr ss:
[ < B8 7C 00 00 00 mov eax,7C 7C:
' © 66 89 85 78 FF FF FF mov word ptr ss:feb
© B8 73 00 00 00 mov eax,73 7
H ° 66 89 85 7A FF FF FF mov word ptr ss:
i © 5 8¢ ‘ B8 77 00 00 00 mov eax,77 77
s ° F3B592 66 89 85 7C FF FF FF mov word ptr ss:
! . B 33 CO Xor eax,eax
i ° 66 89 85 7E FF FF FF mov word ptr ss:
i e 33 €9 XOor ecx,ecx
H © 66 8B 85 70 FF FF FF mov ax,word ptr ss:
' o OF 1F 44 00 00 iword pt is:
' - e 66 8B 84 4D 70 FF FF FF mov ax,word ptr ss:
’ ° 66 83 E8 03 sub ax,3
“ 66 89 84 4D 70 FF FF FF mov word ptr ss:
' ° 41 inc ecx
i o 83 F9 07 cmp ecx,7
N © ~ 72 E6 b malware.F3B580
BE——> 8D 8D 70 FF FF FF ]iea ecx.gworg ptr ss:gebp 91:]
' ® >
ecx=7
dword ptr [ebp-90]=[0137FCF8 L"--crypt"]=2D002D
.text:00F3B5CA malware.exe: $6B5CA #6A9CA

¢ooump1  Yhpump2 @WDump3  WYpump4  WHoumps @ watch1  Ixellocals ) Struct

Address | Hex | AscIT |
0137FCF8|2DI 00 20 00|63 00 72 00(79 00 70 00|74 00 00 OO|=.-.C.r.y.p.t...|
Figure 1

The messages that would be displayed in the console are decrypted using the same SUB
instruction (see Figure 2).

(8} SecurityScorecard
v y securityscorecard.com | 2


https://www.bleepingcomputer.com/news/security/new-money-message-ransomware-demands-million-dollar-ransoms/

° C6 45 A1 70 mov byte ptr s
L C6 45 A2 24 mov byte ptr s
© C6 45 A3 72 mov byte ptr s
. C6 45 A4 73 mov byte ptr s
° C6 45 AS 78 mov byte ptr s
° C6 45 A6 24 mov byte ptr s
. C6 45 A7 66 mov byte ptr s
° C6 45 A8 69 mov byte ptr s
B C6 45 A9 24 mov byte ptr s
. C6 45 AA 77 mov byte ptr s
. C6 45 AB 6F mov byte ptr ss:
° C6 45 AC 6D mov byte ptr s
° C6 45 AD 74 mov byte ptr s
° C6 45 AE 74 mov byte ptr s
. C6 45 AF 69 mov byte ptr ss:
. C6 45 BO 68 mov byte ptr ss:
° C6 45 B1 30 mov byte ptr s
B C6 45 B2 24 mov byte ptr s
- C6 45 B3 68 mov byte ptr s
° C6 45 B4 73 mov byte ptr s
° C6 45 BS 6D mov byte ptr s %
° C6 45 B6 72 mov byte ptr ss: 2
. C6 45 B7 68 mov byte ptr s !
. C6 45 B8 24 mov byte ptr s 2
o C6 45 B9 78 mov byte ptr s .
° C6 45 BA 73 mov byte ptr s 2
L C6 45 BB 24 mov byte ptr s 2 .
B C6 45 BC 77 mov byte ptr s 7 w'
° C6 45 BD 7 mov byte ptr s 788 %"
° C6 45 BE 65 mov byte ptr s 65:'e’
. C6 45 BF 72 mov byte ptr s 72:'r’
o C6 45 CO 68 mov byte ptr s 68:'h’'
° C6 45 C1 65 mov byte ptr s 65:'e"
. C6 45 C2 7 mov byte ptr s 76:'v'
. C6 45 C3 68 mov byte ptr s 68:'h'
. C6 45 C4 24 mov byte ptr s 24%'$°
o C6 45 C5 65 mov byte ptr s ANE
° C6 45 C6 70 mov byte ptr s 70:'p*
L C6 45 C7 68 mov byte ptr s 68: 'k’
. C6 45 C8 7 mov byte ptr s 73:'s?
N C6 45 C9 00 mov byte ptr s eb »0
. 8A 45 8C mov al,byte ptr s::ﬁebp—':]
. 66 90 op
== 8A 44 0D SC mov al,byte ptr ss:jfebp+ecx-74]
1 ° 2C 04 sub al,s
i - 88 44 0D 8C mov byte ptr ss:[febp+ecx-74],al
H @ 41 inc ecx
) . 83 F9 30 cmp ecx,3D 3D: "=’
$ ~ 72 FO jb malware.EFCF70
BASTEC T ea eax,dword ptr ss:febp-74]

eax=0373506F
dword ptr [ebp-74]=[0137FE40 “"Termination block will not be skipped, going to standard algo"]=6D726554

.Text:00EFCF80 malware.exe: $2CF80 #2C380

$Soump1  Woump2 Weoump3  WDump4  WMoumps @ watch1  Ixellocals 2 Struct

ASCII

60|63 G6E €1 74169 6F 6E 20(62 6C 6F 63|Termination bloc
69|6C 6C 20 6E|6F 74 20 62(65 20 73 68|k will not be sk
65|64 2C 20 67 |6F 69 6E 67|20 74 6F 20| ipped, going To
GE|64 61 72 64/20 61 6C 67|6F 00 F6 00|standard alqgo.o.

0137FE40
0137FESO0
0137FE6O
O137FE70!7

a

i

4

o
NN
HONN

Figure 2

The ransomware retrieves the current system date and time via a function call to
GetSystemTimePreciseAsFileTime:

| push dword ptr ss:febp-s§ XB75Tatuswora 0000
Test esi,esi X87SW_B O XB7SW.C3 O Xx87SW.C2 O
je malware.F41728 XB7SW_C1 O XB7SW_.CO O X87SW_ES O
|mov_ecx,est XBTSW_SF O XxB87SW.P O x87SW.U O
| G811 dword ptr ds:[F81298] <4t D - -
jcan est |estiGetsystenTine? v —_— = -
E2Eamre s | Defaut (stdea) v (s 2107 urock
1i [esp] o1 i3
2: [esp+4] 00000030
3: esmti 0137FD60
4: [espeC] OOF3CE9FA malware.OO0F3CE9A

.TEXT:00F41724 malware.exe:$71724 #70824

$owmo!  §Noup2 WHDump3  $S0ump4  $Noumps @ wathi  Pellocas ¥ st

137FDS8 |
00000030
0137FD60
'00F3CESA| return to malware.00F3CEIA from maly

IR,
Figure 3

The GetCurrentThreadld APl is utilized to obtain the ID of the calling thread:

FF 15 70 10 F5 00 PGS RPEEEAL eceTCurrentThr eadrd>]
>
ptr [00F81070 <malware.&GetCurrentThreadId>]=<kernel32.GetCurrentThreadId>

Figure 4

The process writes relevant strings in the console by calling the WriteConsoleA method:
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X87STatusword 0000

6A push
6A push 0 xB7Sw.C2 O
so push eax 0 x87Sw_ES O
FF BS D0 FE FF FF push dword ptr zs: b } e 0 x87Sw.u o
08 push dword ptr dz:ledi-5) a— ama. -
GF 15 80 10 F§ 00 icnl “dword ptr ds famutconsole»] I =
o v [s 2100 uniosk
dword ptr [0OF61080 <malware.&nriTeconsoleAsI=<kernel3z. writeconsoleas TT:':E‘I:],, 7FB88 “[2023-08-17 07:28:23.996] [info]
3: [esp+8] 00000018
4 0
. TEXT:00EFG0SC malware, exe: $2605C #2545C esp-( R
$Soup1  Woump2  ENDwp3  WDumo4  WWoumps @ watchi:  lelloas P st P n oasve "[2023-08-17 07:28:23.996] [info] T¢
Address | Hex IAscz: i ~ |0137FB88
|0137F858[04 00 00 0O[E4 00 00 GO[01 0D 0D 00|70 00 0O 0D| .-+ -2s2e P... 0137FB90

Figure 5

It extracts information about the console screen buffer using GetConsoleScreenBufferinfo:

' . 50 Dush ea
! . 4 FF 77 08 sh dword ptr )|
L e FF 15 84 10 F§ 00 ’tﬂ‘l dword ntr ns td&et(onso\esnreenﬂuffgrxnfoq ]
4 e

dword nrlr [00F81084 <malware.&GerConsolescreensufferInfo>]=<kernel32.GetConsolescreensufferinfo>

3 ’esms Scesiont
{esprc] 03737680

+TEXT:00EFG077 malware. exe: $26077 #25477

o . 9 000000
Woup1  oump2  WWDump3  $Woump4  SMowps  Wwachi el P stut m‘m,,ﬂ,]

Figure 6

The malware changes the text color for output using the SetConsoleTextAttribute function (Ox2
= FOREGROUND_GREEN):

50 push eax = = X87SW_SF O XB7SW_P 0 X87SW.U O

4: fespsc] 0137 Ees4

I . FF 77 08 push dword p feai
B FF15 88 10 F§ 00 |u'n dword B git td.set(onsoleYel!»\ﬂr‘buxo] I . —
[ ofe e T e - w.n(sm 1[5 %] koo
|dword ptr [0OFS1088 <malwar ‘eXTATTributes]=<kernels2 ibute> ‘:::1 ‘?"gm,,
3: esn‘s 5{6319’1
. TeXT:00EFGO9F malware.exe: S2609F #2549F e “ 2E8732
Wowp1  Wowp2 $N0ump3  WNoumo4  SMoumps  wehi  Iellocals ' stuct CTERITA 000000%¢ |
Figure 7
The executable file is opened by calling the wfsopen method (0x40 = _SH_DENYNO):

’ . FF 7 push dword ptr ',::[ p+108 X87SW.C1 0 x87SW.CO O xB87SW_ES O

. FF )A BS EQ 62 F8 ¢ push dword p(r ds c\\ 4‘7.‘2‘0: { r XB7SW_SF O Xx87Sw_P 0 x87Sw_u o

. FF 75 08 push dword ptr ss:febp.s} [ebps8]:L"C: se smmmTn MDD mar S Cre D
s ES 23°A3 01 00 |call -un.are Fsaxse Iwfsopen : ~
[ *le Shctrins > oef-n(sman > [s 12100 uniock
| malware. 00FS SABF x ::guolz(l)?::lll.f users\ top\\malware.¢
| 3: esp~s 0000004
L

+TEXT:00F3ETY7 malware.exe:$6E797 #E€DBYT

$oupi  YWowp2  HDup3  $WDump4  WSDumos  Bwathi  ellocs P swuct X gg;:;;;:]t“ \\"’"ﬁ\""“”\\""‘" 1
T 5 ol;’!‘“lm

N aerve

Figure 8

The binary is looking for its configuration by reading 4096 bytes at a time:

. €A 00 push Aorim_® 3 \Ewpiy)  Aecim_s 3 \mwpiys
. 8D 45 EC lea u oﬁord ptr ss:
. 50 push x875tatusword 0000
. 53 push ebx X87SW_B O Xx87SW.C3 O XB7SW.C2 O
. 88 50 F4 mov_ebx,dword ptr X87SW.C1 O Xx87SW.CO O XB7SW_ES O
. $3 push ebx X8TSW_SF O x87Sw_P 0 Xx875w Vv o
. FF 75 E8 push dword ptr s 3 AR e e
B FE 15 1411 F8 00 | call dword n!r as: eadfiles] } v -
ol Defauit (stdcal) v s 12100 uniock
oEr [0 = "1 [esp] 0000020C ———
dword ptr [00F81114 <malware.dReadfFile>]=c<kernel32.Readfile> 2: e:noll 03747000
3: .taovs 00001000
4: lespsc] 01376030
.TeXT:00FGO4DE malware.exe: $9040E #5FSDE
P 0000020¢
-#M l %5 Dump 2 $S0ump3 YR Oumpd SN 0ump S &5 watch 1 1=l Locals & Struct [0137€004 | 03747000
5 g \SCT | 01376008
Address | Hex - |AscTr I | 0137E00C | 0137ED:
03747000 Ji0& 00 00 00]00 00 00 00|00 00 00 00[00 0O OO OO|Besssrsessrrsens l01376D10

Figure 9

The configuration contains the ransom note content, the mutex name, a list of directories that
will be skipped, the public key, a list of processes and services to stop, a list of corporate
credentials previously extracted from the victim, and the temporary extension:
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Address | Hex ASCII |
05342840|7B 0D OA 20|20 20 20 22|69 6E 66 6F|5F 74 65 78|{.. "info_tex

05342850|74 5F 6D 65|73 73 61 67|65 22 3A 20|22 57 57 39| t_message"”: "ww9
05342860| 31 63 69 42|6D 61 57 78|6C 63 79 42|33 59 58 4D | 1ciBmawx1cyB3YXM
05342870| 67 5A 57 35|6A 63 GE 6C|77 64 47 56|6B 49 47 4A| gZWSjcniwdGVKIG)
05342880| 35 49 43 4A|4E 62 32 35|6C 65 53 42|74 S5A 58 4E|SICINb25TeSBTZXN
05342890|7A 59 57 64|6C 49 69 42|77 63 6D 39|6D 61 58 52|zYwWdIIiBwcmOmaxR
053428A0| 68 59 6D 78|6C 49 47 39|79 5A 32 46|75 61 58 70| hymx1IG9yZ2Fuaxp
053428B0| 68 64 47 6C|76 62 69 41|67 59 57 35|68 49 47 4E| hdGIvbiAgQYWSKIGN
053428C0| 68 62 69 64|30 49 47 4A|6C 49 47 46|6A 59 32 56| hbidOIGITIGFjY2V
053428D0|7A 63 32 56|6B 49 47 46|75 65 57 31|76 63 6D 55 |zc2VKIGFuewlvcmu
053428E0|75 44 51 6F|4E 43 6B 6C|6D 49 48 6C |76 64 53 42| uDQONCKImMIHIvdSB
053428F0|77 59 58 6B|67 63 6D 46|75 63 32 39|74 4C 43 42 |wyXkgcmFuc29tLCB
05342900|35 62 33 55|67 64 32 6C|73 62 43 42|6E SA 58 51|5b3ugd21sbhCBnZXQ
05342910| 67 59 53 42|6B 5A 57 4E|79 65 58 42|30 62 33 49| gYSBKZWNyeXBOb3I
05342920| 67 64 47 38|67 S5A 47 56|6A 63 6E 6C|77 64 43 42| gdG8gZGVjcniwdCs
05342930|30 61 47 56|74 4C 69 42|45 62 32 34|6E 64 43 42| 0aGVtLiBEb24ndCB
05342940| 30 63 6E 6B|67 64 47 38|67 5A 47 56|6A 63 6E 6C|0cnkgdG8gzGvjcnl
05342950|77 64 43 42|6D 61 57 78|6C 63 79 42|35 62 33 56|wdCBmawx1cyBSb3Vv
05342960|79 63 32 56|73 S5A 69 41|74 49 47 6C|75 49 48 52| yc2VSZiAtIGIUIHR

Figure 10

*, *QRpCCHIVE dTNESBnaNK1 CyAceIgIRG==" , *QupccHIvE

ceOCRIbe0SIotaSSL8T4a122e1 2400050708544 b e s58fecd ane ] £alEbESLIbesT46a4315020e550772a1 Eoable T SemeE2E5444010011702410824

Figure T

The directories extracted from the “skip_directories” field are Base64-decoded (Figure 12).

€6 45 C8 68 mov byte ptr

‘QzpcIkdp

AC
C? 45 FC 00 00 00 00
89 BS 74 FF FF FF

89 90 7C FF FF FF [ebp-84] :4"QzPCIHd

b mlvue F379€7

Fﬂ oo ecx,dword ptr_ssifenp:54]
< >

Ay
dword ptr [ebp-54]=[0137EB60 "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijk1mnopqrsTuvwxyz0123456789+/ " Jwdd434241

0000000000000 0000000000000000N00c0sEctossscsssssss

T BA 44 15 AC
: 85 40 A8 :
! 32 ¢8 <
88 4C 15 AC mov Dy!e ptr ss:febpredx-54§,¢1
H 42 inc ed-
H 83 FA 40 cmp ed 40:'e"
|

+TeXT:00F379FA malware.exe: $679FA #6E6DFA
Wouw1  @oup2  Soump3  WHoump4  Woumps  worhi  Ieltocals P st

Address | Hex JAscax 1
0137EBGO[HL 42 43 44 45 46 47 45 49 4A 4B 4C 4D 4E 4F 50 ABCOEFGHIJKLMNOP
O137€EB70|51 52 53 5!‘55 56 57 58|59 5A 61 6" 63 64 65 66 QRSTUVW\\uabcdef

0137€880 | 67 es 69 6A|68 6C €D 6E|6F 70 71 2374 75 76| ghijk l"nopqrs(uv
01376890/ 7 79 7A[30 31 32 33134 35 3¢ 3' 38 39 28 2F | wxyZ0123456789+.

Figure 12
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The ransomware creates a mutex called “12345-12345-12235-12354", which ensures that only one
copy is running at a single time:

push eax eax: 12345-1 X87Sw.C1 0
push X87SW_SF O

push
| €817 ‘dword prr dsi[<aCreateMutexar] |

v |[s 12100 unlodk

(stdcal)
e A—

esp)
esp+4] 00000000

dword ptr [00F exA>
{esp+8] 05163388 "12345-12345-12235-12354"
. TeXT:00EFIAEF malware.exe: S29AEF #2BEEF “ 2 RO e -
Woump!  Noump2 HDump3  Hoump4  Woumps @ watthi  leellocals # Struct W [
[ (Werve ¥ o L

Figure 13

It opens the “ServicesActive” database using the OpenSCManagerW API (0x80000000 =
GENERIC_READ):

® [ 00FDDESE 63 0D 00 00 80 pusn & Xo/3LELUIAUTY UUUY

o 68 14 32 F8 00 push malware.Fs3214 FB3214:L7ServicesA W, X87SW.C3 O 0

- 6A 00 push 0 o

. C7 45 FC 00 ) mov dword p(r 553 0 o

. C7 45 BC 01 0 mov_dword p s - -
FE— FF 1540 10 F§ 00 {ean Mrd Dlr | :

ol Fcche o ° 3 w5 12100 unkod
‘dword ptr [ . <malwar 3 51 dvapi32.0pe agerw>

€5p+8) 800000

T1i [esp] 00000000
esp+d4) 00F83214 LUServicesactive™
)| 00
prC] 5C6308A9

.TeXT:00FO0EGS malware.exe: $30668 #30268

WR0umpl  SNDump2  UNDump3  NDutpd N Dump S beel L?_ds # st ; gﬁ;gg: 00F83214 l L"ServicesActive”
o ~

Figure 14

The malicious binary obtains a list of all services that run in their own processes using
EnumServicesStatusExW (Ox10 SERVICE_WIN32_OWN_PROCESS, Ox3 =
SERVICE_STATE_ALL):

sn X87¢7 00000000000000000000 ST? EMPTy 0.00000000000000
Tea eax,dword ptr

mov dword ptr ss: X87Tagword FFFF

push aax X87TW_0 3 (Empty)  Xx87Tw.1 3 (Empty)
;5:”22; ydword ptr 7 X87Tw_3 3 (Empty)
e_.-.m.ord ptr ss: XETICE 3 LWpLy)
uB‘W 6 3 (Empty) x87TW_7 3 (Empty)

x875tatusword 0000
XB7 SW. 0 X87SW_(

booo

Ufoetasrcan il E ] unked

ETE “D 05165918
\2: pr4] 00000000

3i lespes] 00000010

4: [espsC] 00000003

8 watch1  Ixellocals 7 struct

ascrx I
$0.9.9.°.0.°.3.°

AD BATOD FO AD BA|0D FO
AD BA/OD FO AD BA|0D FO
AD BA|0D FO AD BA|0O FO
05167018 0D FO AD BA 0D FO AD BA|0D FO
AD
AD

©
»

05167CF8| 00 FO

BA 0D FO AD BA|0O FO
BA|0D FO AD BA|CO FO

11111
}33334

Figure 15
The following services will be stopped:

e 'vss""sgl" "svc$" "memtas" "mepocs" "sophos" "veeam" "backup" "'vinms"

loc_F@1508:

lea eax, [ebp+ServiceStatus]
.text:00F@1SDE mov [ebp+var_2C], @
.text:@0FQ1SES push eax ; lpServiceStatus
.text:00F@15E6 mov eax, [ebp+var_50]

xorps Xmm@, Xmmo

push SERVICE_CONTROL_STOP ; dwControl
movups xmmword ptr [ebp+ServiceStatus.dwSe
movups xmmword ptr [ebp+ServiceStatus.dwSer
push dword ptr [eax] ; hService
.text:00F@15F8 call ds:ControlService

.text:@0FQ1SFE test eax, eax

.text:00F01600 jnz short loc_F@1617

ceType], xmm@
viceSpecificExitCode], xmm@

Figure 16
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The malware takes a snapshot of all processes via a call to CreateToolhelp32Snapshot (0x2 =
TH32CS_SNAPPROCESS):

. 6A ) push 13’5‘. SF O xBTSw_P 0 x87SW_U o
B 6A 02 push it B S
g ES 93 85 03 00 | €8YL: <malware.CreateToolhe1p325napshot>
*l< S 2 5 | Defaut Gstaca) v s 13][J unka
13 [esp] 0000000:
<malware.CreateToolhelp32Snapshot> 2: [esped] ))ouuf)oo

3: [esp+s] 5CE30AED
4: [esp+c] 00007A68
.TEXTI00FO1112 malware, exe:$31112 #30512

$Woump!  NDump2  UWDump3  NDump4  WNoumps  Wwatch:  Iellocals | P st
Figure 17

The processes are enumerated using the Process32FirstW and Process32NextW APIs, as shown

® S‘ push eax X87SW_SF O Xx87Sw_P 0 x87Sw U o
. 114 push edi bl e S-S~
F— sa 58 B8 03 00 CATT malware. Process32Firstn |
3 P S ST 3 Defud!(sbdal) v |5 131070 unlock
? (e 10228
<malware.Process32Firstw> _: f:gl. 0137 Em
3: .e,pva. SC630AED
4: [esprC] 00007A68

LTEXT:00FO1150 malware.exe:$31150 #30550

WWoump1  $Soump2  $Noump3  UNOump4d  WNDumpS @ wethi  Iellocals P st

Figure 18

. s0 push eax 0 x875w vV o

. 7 push edi ~ R -
B ES 53 B3 03 00 | €Al <malware. Process32Next> v

Hp e 5 v (5 1240] unkod

<malware.Process32Nextn> 2
3: [espes] 5CE30AED
4: ‘e sp+C ) OOD\J AGB

. TEXT:00F01150 malware.exe:$31150 #30550

$oump!  GNoump2  UNDump3  WNoump4  WWoumps @ wachi  Iellocals Y stuet %ounﬂc

Figure 19

The ransomware opens the target processes using the OpenProcess method (Ox1 =
PROCESS_TERMINATE):

. FF BS B4 FD FF FF push dword ptr ss:febp-24C) X87SW C1 O x87Sw CO O x87Sw_ES O
. 64 push X87SW_SF 0 x87Sw_P 0 x87Sw.u o
. 6 01 push laaco o looo. o T 2
G FF 15 94 10 F§ 00 €l Oword  pEr 053 [ <Lopenprocess>] z
ole S22 Dt 5 |Defout (stdcat) [ 12107 unlock
15 (esp]

dword ptr [00F81094 <malware.2OpenProcess>]=<kernel32.0penProcess> 2: [esped] 00000000
3: [espes] 00000558
4: fespsc] 5C630AED
. TEXT:00F012C1 malware.exe:$312C1 #306C1 2

¥ 0w 1 %9 Dump 2 S Dump3 %5 Dump 4 &% Dump 5 & watch 1 Ix=| Locals & Struct oung ; ‘
2Adrace |iav Taervr i z ouncn\ ooooosn

Figure 20

The following processes will be killed:

e 'sglexe" "oracleexe" ‘'"ocssd.exe" ‘dbsnmp.exe" ‘synctime.exe" "agntsvc.exe"
"isglplussvc.exe" "xfssvccon.exe" "mydesktopservice.exe" "ocautoupds.exe" "encsvc.exe"
"firefox.exe" "tbirdconfig.exe" "mdesktopqgos.exe" "ocomm.exe" "dbeng50.exe"

"sgbcoreservice.exe" "excel.exe" "infopath.exe" "msaccess.exe" "mspub.exe" "onenote.exe"
"outlook.exe" "powerpnt.exe" "steam.exe" "thebat.exe" "thunderbird.exe" "visio.exe"
"winword.exe" "wordpad.exe" "'vmmes.exe" "'vmwp.exe"

: fespss] sce30AED
{esp+c] 00007ac8

| B 6A 00 push X87SW_SF O X87SW.P O XBTSWNY O

| ~ ) Dush edi o0t DS e
B FF 15 90 10 F§ 00 | a1} dword ptr ds:[<aTerminateProcess>]

| ol o) : 2 Defadl(snd(d) v [s 12107 unlock
i - 17 [esp] 0000024C

| dword ptr [00F81090 <malware.&TerminateProcess>]w<kernelld2,TerminateProcess> 2: resggd 00000000

|

|

|

.TEXT:00F01204 malware, exe:$31204 #30604

PH0ump1  WNDump2  WNDump3  $NDumpd  $NDumps S watchi  Ivellocals & Struct mwmoﬁéﬁ

Figure 21
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The following directories will not be encrypted:

e "C\msocache" "C\$windows.~ws" "C\system volume information" "C:\perflogs"
"C:\programdata" "C\program files (x86)" "C\program files" "C:\$windows.~bt"
"C:\windows" "C:\windows.old" "C:\boot"

The executable retrieves a pseudo handle for the process, as highlighted in Figure 22.

TP e Al OOF 37 65 FF 15 AC 10 F8 00 | ‘€1 ‘dword ptr ds:[<aGetCurrentProcess>] }
A K >
| dword ptr [DOF810AC <malware.&GetCurrentProcess>1=<kernel32.GetCurrentProcess>

Figure 22

IsWowb4Process is used to determine if the process is running on a 64-bit architecture:

. 50 push eax T o S P
FE——s FF D6 call esi | es1: IswowGaProcess v —
Hp s ey 5 | Defaut (stdeal) * [5 13100 undocke
4 1r [esp]
esimckernel 3z, Iswowe4Process> (76ATS920) 2: _es:uj OOBIET 6O

Figure 23

The ransomware disables file system redirection for the current thread (see Figure 24).

. 8 85 38 FE FF FF lea eax,aword ptr =sigenp-1653 X87SW_SE 0 X87SW.P O X87SW.U ©
° <o push eax =t -+~
b FF D6 lcall est | £51: WOWE4D T sADTenowES v - T
NP oY R TR 7 e T T . . 5 |Defauit (stdcan) v 1[5 210] triodke
estedker wctrom > e
fespe
: fespeC

.TEXT:00F38304 malware. exe:$68304 #67704 : lespe1D) 00897714

Figure 24

It deletes all Volume Shadow Copies using the vssadmin.exe tool:

b - v ARG Tope 2 3 (Empty) XB7TW.3 3 (Empty)
4 o7 nurd ptr-arilhbs . 4 3 (Empry) Xx87TW_S 3 (Empty)
. 66 89 85 38 FF FF FF =ov word ptr P L ax S
- 80 85 D4 FE FF FF 1“ cax m\vrd nr'r: »»:zc)..v 12¢3 -6 3 (Empty) x87TW.7 3 (Empty)
. 50 e e
. B0 85 CO FE FF FF Vea eax amra ptr 2s:febp-140] atusword 0000
. 0 push eax e L8 0 xB7SW.C3 O o
. 8D 85 30 FF FF FF lea eax,dword ptr ss:febp 1 L1 0 Xx87SW.CO O o
. so push eax s; a xs Sn 9 o o
. 6A push ano o b4
FE— FF 1S € 12 F8 00 | Ca1Y dword ptr ds:f<ashellexecutews] | v =
Hp e 5 mw‘(mm v (s 120 unocke
i ; | 00000000
dword ptr [0OF8126C <malware.ashellExecutew»]=<shell32.shellExecuten> 20 D“J 00B9ESAS L open”

3 e 5p+8] 0089838 L cad. exe”
3: lespsc) 00BIESAC L"/C vssadwin.exe delete shadows /all /quiet”
I= ]

+TeXT:00F38785 malware. exe: $68785 #67885
Figure 25

A new thread is created, which runs the sub_ED2770 function even if the argument passed to
CreateThread is the StartAddress function:

. 1
- GA x875tatusword 0020
- 50 8 0 Xx875W.C3 o
@ 68 70 27 ED 00 €1 0 x87SW_CO o
- 6A F 0 Xx87Sw_P o
1 . 6A Of push o An~. ~
g £8 D1 23 06 00 | €811 malware. Fs0028
‘ % e S - = s (]
[malware. +4] 90000000

2: lesps
| 3: [espes] 0002770 malware.00£02770
(59'( )‘sl;‘

| - teXt:00EFAGS2 malware. exe:S2A652 #29A52 1

Figure 26

s1 pus!

. ec
. FF 75 18 push dv.o'd ptr ss:Bebpr1sy x87Statusword 0020
. so0 push ea lB SW_B 0 xB7SW. C3 0O x87SwC2 O
d 68 QO CE£5 00 push ma >
- B 75 0C push dword pte 53:febp
1 - FF 75 08 push dword ptr ss:
by FF 15 C 11 F§ 00 /€Al dword ptr ds: <urutemem>) = |
| 2N et > >[5 12100 uniodee

dword ptr [00F8115C <malware.4CreateThread>]=ckernel32.CreateThread>

| - TeXT:00FSD071 malware.exe:$80071 #8C471

Figure 27
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-
Thread activity - sub_ED2770 function

The LookupPrivilegeValueA API is utilized to obtain the LUID for the following privileges:
"SeAssignPrimaryTokenPrivilege", "SeRestorePrivilege", and "SeTakeOwnershipPrivilege":

xss\ruo ;ss-co 0 X87SW_ES O

51 push ecx

.
. 50 push eax ax:"SeAssig a 1 xs7Swy 0
. 6A 00 push — —— 1
F——— FF 15 Q0 10 F8 00 | €AY aword ptr ds:[<siookupPrivilegevaluear) | =
*le RS o ¢ X ; Default (stdcal) v |5 1210 unlocke:
. = T feseY 06000000
dword ptr [ amalware. ot rivi 3 32.LookupPrivilegevaluea> [espr4] 04BABSBO “SeassignPrimaryTokenprivilege”
3 fesp+81 OOBI9EE3O

Figure 28

The executable opens the access token associated with the current process (OxFOIFF =
TOKEN_ALL_ACCESS):

0 e R s T e e
. %8 #F 01 oF 00 Pah ron XE7TW.G 3 (Empty) x&7TW.? 3 (Empty)
- Bov oword. ptr
. mov dword ptr x87 suzusuora 0020
. mov dword ptr 75w, x87SW.C2 0
. mov_dword ptr bp-15§, X87SW_ES O
. €8I oword prr <aGetCurrentProcesss>) X87S8_U O
{ . push eax ———— .
> | ’call ‘dword prr ds:[<aOpenProcessTokens] | v T
[ . o 5 v (5 210 uniocke
[wa otr [ <malwar 31 132.0penPr 1 :’5"4‘ OO0FO1FF
: lespes! 00B9EG44

Figure 29

The process enables all the privileges mentioned above by calling the AdjustTokenPrivileges
method, as highlighted below:

. push AG/ IM® 3 \SwWLY)  AGsimas 3 \SepLy)

. push

. push 1 x87 s~axu,-nra 0020

. Tea eax,dword ptr ss:febp-143 > 5w,

® ausn eax

.

. push dword pt ebp- 163
B (a1} dword ptr us <8AdjustTokenPrivileges>)

ol¢ vis ¢ Unlod
dword prr [ <malwar ivil 3! ‘okenPrivileges>

.TEXT:00F3ABEZ malware.exe: SGABE2 #6IFE2

Wouto1 5 Dump2 & watch 1

Iollocals & Struct

0OBIEGH4 (D4 O
DOSRESE A} 82:0

Figure 30

The ransomware retrieves a list of sessions on the machine using WTSEnumerateSessionsW
(Figure 31).

AB/IWLe 3 LEWPLY)  XS/IWLS 3 \EBPLY)

. 50 push eax i W7 =
. 85 00 FF FF FF Yea eax,dword ptr s5:Bebp-1008 X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
. C7 85 08 FF FF FF 01 00 00 mov dword ptr ss:febp-Fa), 1
. 50 | push eax x875tatusword 0000
. 64 01 push X87SW_8 O X87SW.C3 0 X87SW.C2 O
. 64 00 | push X875W_C1 O Xx87SW_.CO O X87SW_ES ©
- 64 00 | push XS7TSW_SF O X87SW_P O X87SWU 0O
- C6 85 17 FF FF FF 00 ‘mo;‘b 2 s:febp-£9§, ; e ===
| oy ) ona are rrssnumcrnesess1msn> N -
i ES A5 08 02 00 cal wi . Defauit (s ‘;’5 v;D
‘ o M ]
| <malware. wTSEnumerateSessionsw> 1 Eesp,“ 00000000
3: {esp+s] 0000000
4 0SBEF930
. TEXT:00FICOEE malware. exe: S4COEE #4B4EE s5: .:2::&0 (;;:E(g;‘o
$S0umpl  H0ump2 % 0ump 3 ¥S0ump 4 §50ump § B wotch1 I Ilook P stnxt 838,
Address | Hex_ __lascrx BY - e
| 058€F930 {80 00 00 00[OE OC 94 44]01 00 00 00|30 SA 08 ZZIW...... G B OSBEFS94

Figure 31

For each of the identified sessions, the malware obtains the access token of the logged-on user:

<malware.WTSQueryUserTokens

[ 3 . F 51 push ecx X8TSW_SF 0 x87Sw_P 0 X875wW_U )
. 1€ 204 50 push eax - =
— \| T T
[ . ( ES CA 06 02 00 1€l <malware. wTSQueryuserTokens. | « Dehl!(: ’) ~i[s 12 D
I 2: tcsp 41 osure.

Figure 32
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The DuplicateTokenEx method is used to create an impersonation token that duplicates the
above token (Ox2 = Securitylmpersonation, Ox2 = Tokenlmpersonation):

© 50 push eax
. €A 02 push us's .ru,-ora 0000
. €A 02 push & X87SW_C3 O X87SW.C2 ©
. €A 00 push c1 v X87SW.CO O X87SW_ES O
. €8 FF 01 OF ns"swscn X875W_P O x87SW U 0O
| . FE BS FO FE FF FF pu:h dword ptr ss:febp-110§ A
mg—> 0 52 11 TokenEx> | =
| . FF 15 14 10 78 €all dword ptr ds:{<aDuplicateTokenEx>] . Defauit (5 = )
| dword ptr [ <malware,&0upl J=<ady 32 A TeseT ,°°°°ggg:“
00000000
0000000

Vi

‘,.tel::oonun malware. exe: $4C3FL #487F1 €50+101 00000002

Figure 33

The malicious binary creates a new thread that will identify the shared resources. The credentials
extracted from the configuration will be used to access those shares.

. 51
. 6A x875tatusword 0000
. so XB7SW_B O XxB7SW.C3 O x87Sw.C2 O
. 68 00 79 F) ¢ X87SW_C1 O X87SW.CO O XB7SW_ES ©O
. 6 XB7SW_SF O X87SW_P 0 x87SW.U O
. €A push
o-— 8 D7 OB 04 00 imalware. £SD028 =
. E8 D lcal w < <[ O
malware. 00FSDO23 2: 4] 0000000
3 res pva’ onn 200 malware. 0OF17900
L TEXTI00FICH4C malware. exe: $4C44C #4884C I“M 0] 20000000
3% e
$0ump1  §Hoump2  EDump3  EMDump4  UNDumos  warhi  Ixeliocals & Struct | 00000000
Address | Hex jr i A oslir'lu 00F17900 }u!ure.oonrm
032084A8|€C 03 00 00|58 £A BE 03737 F9 BF 0578 AB AB AB Y. pos: . seex oty moooooo‘
03208488 | A8 A8 AB AB|EE FE €€ FE|00 00 00 00|00 O «xipib. ioiens it o basrersed

Figure 34

Thread activity - sub_F179DO0 function

The executable extracts a pseudo handle for the current thread:

‘Eﬂ—) Fm FF 15 €O 10 F8 00 | €al1 dword ptr ds:[<&GetCurrentThread>]
<

[dword ptr [00F810CO <malware.&GetCurrentThread>T1=<kernel32.GetCurrentThread>

Figure 35

SetThreadToken is utilized to assign the impersonation token to the current thread, as displayed
in Figure 36.

| - - pusn es1 X87SW_SF O X87SK_P O XB7SW.U 0
| - so push eax

B — Ei 00 i dss[<aSetThr eadToken: ! s

‘ . ” F 15 18 10 £5 00 | ca1l aword pu [<aserThreadroken>] < g‘hﬂ(ﬂﬂd) vls i3 DM
L - es|

|dword ptr [ <malware.&setThr J=<advapi32.SetThreadToken> Te :-!4‘ 000003CC

Figure 36

The ransomware starts enumerating all currently connected resources via a function call to
WNetOpenEnumW (Ox1 = RESOURCE_CONNECTED):

push eax XB7Statusword 0000

.
. push X87SW.B 0 x87SW.C3 O x87SwC2 O
. push X87SW_C1 O X87SW.CO O X87SW_ES O
. push X87SW_SF O X87SW_P O X87SW.U 0
| . FF 75 OC push dword s:QebpCd
IE— <mal INETOpenEn: v -
-( €8 C5 35 02 00 call wvewe(ptium , Defut(s 5 vis 2100
17 fespl o
2: [esp+4) 00000000

3: [esp+s] 00000000
4: fesp+] 00000000
5

|
lcmuve.mewpmtm
: ESDOLO 45D3F68C

+TeXTI00F1938C malware.exe: $4938C #4878C
Figure 37

The enumeration continues using the WNetEnumResourceW API (see Figure 38). The malware
is looking for files to encrypt in these network resources.
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AD/ILELUIRUI U UUUY
s‘ 0 Xx87SW.C3 O x87SWC2 O

50 pusn ea
56 push .
80 85 EC FE FF FF Tea c_ a.era ptr ss:febp-1143 87SW_C1 O X87SW_CO O XB7SW_ES O
pus: 87 SW_SF O X87SW_P O X87SW.U 0O
EF 8S DO FE FF FF {push a»o‘a pt : et 3l ebp-130] %
<malwar & rcews -~
Al omalwa e WNete mﬁesou cew: - Defauit (s <[z =0 .

£8 D1 31 02 00
"1z [esp] © oonszu oom
4

5 8005(75
4 tsp'( 4503F680

Figure 38

We continue to analyze the main thread.

The process iterates over drives in the range “Z:" to “A:" and calls the GetDriveTypeW method:

X87SW_SF O Xx87SW_P 1 X87SKU O

H . 50 pus!
1 . 3 €7 85 10 FF FF FF 07 00 00 mov aw gt 3,
I— FF 15 BC 10 F8 00 cann n-ord n!r a [<mewruﬂypm) 1 de(s < 20 3
| < > e Urdock
1 esp] 00B9E828 L NI\TUZIV

| dword ptr OOFS108C <malware.&GetOr 1veTVDEN> 1= <kernel 32, GEtOr 1VeTYDER>

Figure 39

For each of the identified drives, the ransomware calls the CreateFileW function (0x80
FILE_READ_ATTRIBUTES, Ox7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE |
FILE_SHARE_READ, 0x3 = OPEN_EXISTING, 0x02000000 = FILE_LFLAG_BACKUP_SEMANTICS):

. 56 push es1 Aosimi® 3 \Empiys  Aesims 3 \Smpeys
- FF 75 14 push dword ptr ss:febp+143
. 6A 03 ush x875tatusword 0020
. 56 D\ASN est X87SW_B O x87SW.C3 O x87SwC2 O
- €A 07 XB7SW.C1 O X87SW.CO O X87SW_ES ©
° FF 75 10 Wﬁ" dword pr CiEsgebptd 3 XB7SW_SF O X87SW_P 1 Xx87TSW.U O
| B FE 75 OC push dword ptr s p+C [ebpsC]:L C:\
A——————- AS 11 F8 00 } : n z
FF 15 call dword prr ds <Krea!er1la>] De(adl(s <1 20

= i {esp] 00BIETHC L \NINZUNCIIN =

| <
|dword ptr [00F811A8 <malware.&Createfilew>]=<kernel32.Createrilen> : {espe4] 00000080

: lesps1d] 00000003

1.(("‘:00‘}‘(‘( malware, exe: $6ECAC #6E0AC
Wowol (H0up2 $WOup3  EHDumps  EH0umpS @ warch1i  Ivellocds St IR 006979 | LW ZICE AN
|Address | Hex JAscrx i By e
'0089F 104 | 00 00 ¢ )|37 EB 26 64|&0 F2 89 00 ...76d O
[oo8se1es) 4a 2 82 22|30 €2 85 o3 ""u“mm Faa 067 80" AG" |1 V0. 33553
|9989F174/00 29 22 90|FF FF FF fflaana2o.0d C tg BB et Lol L 0 0089£6E8 |

Figure 40

The binary obtains the final path for the drives by calling the GetFinalPathNameByHandleW API:

J=<kernel32, GetF
zsp-s 00000104

4: lespec] 00000000

. FE 75 14 push dword ptr s 14 X87SW_B O XB7SW.C3 0O XB7SW.CZ O
. FF 75 10 push dword ptr } X87SW.C1 0 Xx87SW.CO O Xx87SW_ES O
. FF 75 OC push dword ptr XBTSW_SF O XxB7SW_P 1 Xx87Sw_u o

L . FF 75 08 push dword ptr

_— A4 10 F8 00 rds FinalPath: N Y scat) =

| . C FF 1S \un gword’ pti <&GetFinalPathNameSyHand) ew>] Defaut (s vs 210

| 7 00000: -

|dword ptr [0OFS10A4 <malware.dGetF: ,,:lu 0480C 368

Figure 41

the current system using GetNativeSystemInfo (see Figure 42).

It extracts information about

¥ (s 3107 Uniocke

| . 50 push ea 5
> FF 15 G4 11 F8 00 can Mrd prr as (<uietka:nesy.:cnlnfo>] 1
!v : 4 l:d:l,'n (5‘1 0OBSESSS
€5p.
Jm<kernel32 AEnsd) NOFFROOC MATwAre. ONFFROOC

|dword ptr [00F81164 <malwar

Figure 42

The ransomware creates the ransom note called “money_message.log” in every drive. The file
contains the chat ID that is specific to a victim and can be used to contact the threat actor:

XB7SW_C1 O Xx87SW.CO O X37SW_ES ©

. FF 75 10 push dword ptr ss:febpsi0d
. FF 34 85 FQ 62 F8 00 push dword p(r ds 4+F862FD)] eax*4+FBE2F () X87SW_SF O XS7SW_P 1 XxB87SW.U O
. FF 75 08 push dword p! bp+5j [ebp+8]:L"C money_
IE—— 2 00 T ma Twar &, £5 BABE Iwr 3
| o E8 23 A3 01 1 €811 malway sopen . Dela\ll(; 5 S )
\ 17 [esp] 04BCCBSS L“C:\\money_message.100"
| malware. 00FS SABF 2: respo‘ 00F52880 L"wb"
3: QSD~S 00000040

Figure 43
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Hmoney_memoeboﬂl

Your files was encrypted by "Money message” profitable organization and can't be accessed anymore.

If you pay ransom, you will get a decryptor to decrypt them. Don't try to decrypt files yourself - in that case they will be damaged and unrecoverable.

tions open this client{ I - -1 o/ chat . php 2chac I~

hoeps://www.torproject.oxg/download/

For further negotia
€ using tor browser

In case you refuse to pay, we will post the files we stole from your internal network, in our blog:
w100 - < < on

E

rypted files can't be decrypted without our decryption software.

c1tenc N - o+ o7 <ha . php?chat L~
Figure 44

The malware creates a new thread that handles the files encryption:

: \expo(w 048C7

~TEXTI00F24434 malware.exe: $54434 #53834 : lespe10l oooooooo

51 push ecx

6A 00 push

50 0 x87Sw.C2 O

68 CO D3 F1 00 7 0 x87SW_ES O

6A 00 lB Sl SF O XB7SW_P 1 x87Sw_u o

S (Eiiionar v '

F 00 malware. F5002; -
; - — milnie s | Defout (stacal) v |[s_[210] urlocke
13 [esp] 00000000 =

| matware. 00F50028 E’esp-‘; 00000000
[ wesp-s O()KIDL(O malware.00F1D1CO

Figure 45

Thread activity - sub_FID1CO function

The ransomware opens the directory to encrypt using CreateFileW, as shown in the figure below.

56 — P T T T ———
FF 75 14 push mora ptr ss:febp-143
6A 03 x87 S(l{ushord 0000
56 t;' 8
6A 07 4
FF 7§ 10 dword ptr s 108
FF 75 OC push dword ptr 3 Test
FF 15 A8 11 F§ 00 | call dword v
s 2 - 5 ~1[s &=
dword ptr [00F811A5 <malware.&Createrilews]ackernel32.Createrilen> § [2,’,‘“&‘57“ AT
32 (SPOSJ 00000007
4: QSD'( 00000000
.TeXTI00F3ECAC malware. exe: SGECAC #GEQAC =
$oup3  @Duwod  WWowps @ waxhi  Iellocals ) Stct mm% LTSSt
|ascrx | — l
05247838 | > 20 00[77 00 63 00|W i
0524FB48| 73 00 2¢ 20 00 & 20 00 &5 0a(64 00 20 00|s. 1
0524FBS8 | & 0| 600 Z0o00(25 00 & aalf.r

Figure 46

The files are enumerated using the FindFirstFileExXW and FindNextFileW functions:

B pusn ea
4 edi x87Statusword 0000
= edi 75w, X87SW. x875w.C2 0
- dword ptr ss:febpr10) X87SW_ES O
N 1 X87SW_U O
B dword ptr ebp+S§ [ Test e
> dWOrd! pEr s { <aF indFirstFil eExw>] |
. v T R

ca > [s 1] uod:
] 0S24EEES L-fu:\ i

C:D" 0000000

(‘D’S OS’IEFOD

[e' 0000000

| < i SRS >
| dword pre [00F81180 <malware.&FindFirstriletxws>]=ckernel32. FIndFirstFiletxws

.TeXT:00F3EA3S malware.exe: $6EA3S #EDE3S

= e
$Wouo:  $§Dwp2 W03 SDwod DS Mwachi  Iellocals P sext el EFresTiy
|Address | mex | asc1x 1 ) ~
|043Fc2Fo [ER 07 3E 04172 BA 3F 04[EE FE EE FE|EE FE EC FE 333 ey
| 043¢300] €€ FE EE FE |EE FE E€ FE|EE FE EE FE|EE FE CE FE Hd

Figure 47

FF 75 OC push dword ptr

P o [
FF 75 08 push dword ptr s ~ - -
FF 15 84 11 FS 00 {call dword ptr ds: | v =
. FE 15 e 5 2 ~ [s 2 10] Unlocke
| dword ptr (o aTware.eF TTewsJ=ikerne132. Findnextriiem :’..?‘o“‘,:"‘:?m,

Figure 48
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The following files will not be encrypted:

e '"desktop.ini" "ntuser.dat" "thumbs.db" "iconcache.db" "ntuser.ini" "ntldr" "bootfont.bin"
"ntuser.dat.log" "bootsect.bak" "boot.ini" "autorun.inf"

The malware retrieves attributes for a file to be encrypted by calling the GetFileAttributesExW

X87SW.C1 0O X87SW.CO O XB7SW_ES O
€A 00 X87SW_SF O XB7SW_P O XBISW_U
. s6 es XEIECE.I0; AT HLE ) 07 )37 NN
> s FF 15 88 21 F8 00 OWOrd prr dss[<4GetF1leATtr butesExn>] v =
ol e = 5 | Defaut (stdcak) v |5 1] unlocke
- - N 8 L Test\\test.Txt"
|dword ptr [0OFS1188 Cmalware.EGetri1eATEr 1BUTEsEws 1 ckernel 32, Getr 11 CATEr IBUTES e m o LSt
3: lespes

Figure 49

The ECDH public key used is hard-coded in the executable
“71828bcd92dd7f5950841835ed0fc926a7f6888be7af4fc07ddcO06dd8ale6400bf3ad4cc27083aad
€393c5262570bcbf47aa9855fb9ecc0c82be053c8d95f974a1f2e32d8005e7059461b1e958fecd7dbc
1fa36bfof9bc8746d431902fe990772d16bable779dbe6265444010011708d1091df3838c0a15b0ccfo

9db70e951a74670dd05eb719678d62d150edee22706".

CryptAcquireContextA is utilized to acquire a handle to a key container within a cryptographic
service provider (0OxI = PROV_RSA_FULL, OxFO0O00040 = CRYPT_VERIFYCONTEXT |
CRYPT_SILENT):

€8 40
6a 01
6

DDTB
gee

x875tatusword 0000
it O Xx87SW.C3 O X87SW.C2 0

6A ush 0 X87SW.CO O XB7SW_ES O
80 45 FC lea eax,dword ptr sz:febp-4) X87SW_SF O XS87SW_P O X87SW.U O
. 50 push eax ot ol e Sl A
IG— FF 15 O 10 F8 00 CaN) aword ptr dsi[<aCryptAcquirecontextas) v
e ) a 5 | Default (stdcal) » |5 1$|[J uriod
i % 0524E€00
|dword ptr [00F8100C <malware.&CrypTAcquireContextA>]=<advapi32.CryptacquireContexta> §; 555‘33.« ém‘mo

3: [esp+s] 00000000
4: [esp+C] 00000001
{———

LTEXT:00F39563 malware.exe:$69563 #68963

¥oumo!  $Noup2 WSDwmp3  Hoump4  ESoumos @ wahi  ellocals Y seut R 2 oes
|Address | nex JAscrx | A 0524E6C4 | 00000000

> 1
2esicere : 2 20 } 0 TR, 0524€6CC | F0000040

Figure 50

CSPRNG is used to generate Ox48 random bytes. These bytes, together with the ECDH public
key, will be used to generate the shared secret.

875W_8 X87SK.C3 O X87SW.C2 ©
81 €2 FF FF FF 3F 87SW_C1 0 XB7SW.CO O X87SW_ES O
§2 87SW_SF 0 Xx87SW_P 0 xB7Sw_uU o
. 53 bt bt S i
— FF DY x ECX:CryDLGERandon” v
I == o> = - 5 | Defauit (stdcal) w i[5 1210 uniocke
s 4371136 2 irecontexts
ecx=<advapi32.CryptGerRandom> (73A61290) g: (33’.19 341%‘)33\1:“ SR ———

3: lespes! 0524€72¢

Figure 51
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vy

(ll ) =

.text:@0FeD7Co

.text:@0FQOD7C@ loc_FeD7Ce:

.text:@0F@D7CO mov eax, edi

.text:@00FOD7C2 ror eax, S

.text:@0FeD7CS sub ecx, eax

.text:@0FOD7C7 mov eax, ecx

.text:@00F@D7C9 mov ecx, esi

.text:00F@D7CB ror ecx, ©Fh

.text:@@F@D7CE xor ecx, edi

.text:@@FRD7D@ sub [ebp+var_74], 1

.text:00F@D7D4 lea edi, [esit+edx]

.text:0@FeD7D7 lea esi, [edx+eax]

.text:@0F@D7DA lea edx, [ecx+eax]

.text:@eFeD70D jnz short loc_FeD7C@

v
.text:00F@D7DF mov eax, [ebp+var_64]
.text:00F@D7E2 mov dword ptr [ebp+var_88], ecx
.text:@0F@D7E8 mov dword ptr [ebp+var_88+@Ch], edx
.text:@0F@D7EB mov dword ptr [ebp+var_88+8], esi
.text:00F@D7EE mov dword ptr [ebp+var_88+4], edi
.text:@00F@D7F4 mov [ebp+var_74], eax
.text:@0F@D7F7 cmp eax, [ebp+var_6C]
.text:00F@D7FA jz short loc_FeD839
Figure 52

The shared secret generated between the public key and the random bytes is 144 bytes long.
The elliptic curve is P-384 for the ECDH algorithm.

FF| FF 37 push dword ptr
€7 45 FC 00 00 00 00 mov dword prr

ed1]
bp- 43
bp- 8-

xg7statusword 0000

.
.
. (34 es S0 FF n FF 01 00 00 mov dword ptr 0 x87Sw.C2 O
. FF push dword ptr ds 0 X87SW_ES O
. 88 ss S8 FF FF FF -nev  eax, dmord per 0 X875W.U O
. FF h dword ptr ds x e
e £8 FF oC 02 00 lull malware. F3AA20 ]
. e

v |5 3] unlocke

x - esp] 043FD2!

malware. 00F3AA20 espd;[ 043EC8AD
espd1 043F1138
. TEXT:00FOCOIC malware. exe:$3COIC #3C11C el

$ouo!  Yoump2  $NDuwp3  UWDumod  WWoumps W warchi  Iellocals st

Figure 53

Address | Hex

043ECBAO0 |71 82 8B CD|92 DD /F 59|50 84 18 35 |ED OF C9 26|q..1.Y.YP..51.E&
043EC8BO|A7 F6 88 8B E7 AF 4F CO|7D DC 06 DD|8A 1E 64 00 56-- oA U, w’r..d.
043ECS8CO|BF 3A D4 CC|27 08 3A AD|E3 93 CS 26|25 70 BC BF|z:01'.:.
043EC8DO |47 AA 98 55|EB 9E CC 0C |82 BE 05 3C|8D 95 F9 74|G*.ud. 1--¥-<--Ut
043ECS8EOD E9|/58 FE CD 7D| j0a-..¢..azéxpi}
043EC8FO 90|2F E9 90 77 %. £khins.Fo:|. /é.w
043EC900|2D 16 BA B1/E7 79 DB E6|/26 § 01|00 11 7 -. °g§X TD...P.
043EC910 |20 91 DF 38/38 CO Al 5B|/0C C DB|70 E9 1A7 ..R88A;[.I.0péqs
043EC920/46 70 DD 0S/EB 71 96 78/D6 2D 15 OEI/DE E2 27 06| FpY.é&q.x0-..pa'.

4
a

AL F2 £2 20 1
BC 1F A3 GB|F9 F9 BC 87|46 D4
4
F

Figure 54

Address | Hex ASCII

043F1138| 9B B1 14 SA|EBR JE EB 12|58 D3 38 A8|3B 07 89 F9| ..ZU~8.[08 ;..L
043F1148 |28 45 F8 14|7F 37 7F 4B|S5F 8A 62 B2|F3 F8 B4 E8| (Ee..7.K_.b=00’
043F1158 |36 GE 6B 26/9A 8D C5 49|97 D9 CC 6E|67 F2 80 71|6nk&..AI.UIngo.q
043F1168 82 1C DA CO|9B ES DS QE|73 74 1F 02|ES 12 07 39|..UA.80.st..a..9
043F1178|07 B7 OE F9|02 DO 9E 01|26 40 4A 9C|37 79 CO FF|.-.U.D..&R@1.7yAy
043F1188|1C 13 24 73|BA 26 1D 37|58 03 CF €9/09 75 60 72 ..Ss°&i;i1is u'r

u

043F1198 |85 BE 92 A4/B9 63 64 FB|GA 6C 92 D478 39 E6 8D|.%.m’
043F11A8 |84 E9 B7 8E 6D 00 25 D1|F3 8A C6 BA 84 A5 42 CF|.é..m.
043F1188/62 44 AA 7F|FD E5 E8 BE|EA 84 ES 73/29 10 9E 05| bD®.vae%é.as)...

Figure 55

(8} SecurityScorecard
v’ ty securityscorecard.com | 14


https://en.wikipedia.org/wiki/P-384

The SHA384 algorithm implementation is shown in Figure 56. The process computes the hash
of the shared secret and copies the first 32 resulting bytes to a new buffer. These bytes represent
the ChaCha20 key that will be used to encrypt the file. The nonce (16 bytes) is randomly
generated using the same library.

.text:00F397F0 mov [ebp+var_D38], B8e0eceech
.text:00F397FA movaps xmm@, ds:xmmword_F34C4Q
.text:00F39801 mov [ebp+var_D4], ‘
.text:00F39808 mov {ebp+var_De], 800e000ch
.text:00F39815 mov [ebp+var_CC], 8essh
.text:00F3981F mov [ebp+var_C8], @
.text:00F39829 mov [ebp+var_C4], 80000001h
.text:00F39833 mov [ebp+var_ce], ©
.text:0eF3983D0 mov [ebp+var_BC], 8eeeseslh
.text:00F39847 mov [ebp+var_B8], d
.text:@eF39851 mov [ebp+var_B4], 8eesh
.text:00F39858 mov [ebp+var_B2], 800eeeech
.text:09F39865 mov [ebp+var_AC], 8Ah ; 'S
.text:00F3986F mov [ebp+var_As], @
.text:00F39879 mov [ebp+var_A4], 88h ;
.text:00F39883 mov [ebp+var_ae], @
.text:0eF3988D0 mov [ebp+var_9C], 80ees8esh
.text:0@F39897 mov [ebp+var_98], @
.text:@0F398A1 mov [ebp+var_94], 8eeeeeerh
.text:00F398AB mov [ebp+var_9%e], @
.text:00F398B5 mov [ebp+var_8C], B8000s3e88h
.text:00F398BF mov [ebp+var_88], @
.text:00F398C9 mov [ebp+var_84], 8Bh ; "¢
.text:00F398D3 mov [ebp+var_se], 8eeeeeech
.text:@0@F398DA mov [ebp+var_7C], 8e89h
.text:@0eF398E1 mov [ebp+var_78], 80000000h
.text:00F398E8 mov [ebp+var_74], 8ee3h
.text:00F398EF mov [ebp+var_70], B30020000h
.text:00F398F6 mov [ebp+ 8002h
.text:00F398FD mov [ebp++ t
.text:00F39904 mov [ebp+var_64], 86h ; '€
.text:0@F39908 mov [ebp+var_6e], seeeeeech
.text:00F39912 mov [ebp+var_5C], 8eeAh
.text:00F39919 mov [ebp+var_58], @
.text:00F39920 mov [ebp+var_54], 8000000Ah
.text:00F39927 mov [ebp+var_5e], B3eeeeeesch
.text:0@F3992E mov [ebp+var_4C], 8eeesesih
.text:00F39935 mov [ebp+var_4a3], )
.text:0@F3993C mov [ebp+var_44], 8esen
.text:0@F39943 mov [ebp+var_4e], seeeeeeeh
.text:00F3994A mov [ebp+var_3C], 80e@eeselh
.text:00F39951 mov [ebp+var_38], @
.text:00F39958 mov [ebp+var_34], seeeseesh
.text:00F3995F mov [ebp+var_3e], Seeeeeeeh
Figure 56
The binary creates an intermediary file by adding the “cbgnfvn” string at the end of the filename
(OXxCOO0O0000 = GENERIC_READ | GENERIC_WRITE, 0x3 = FILE_.SHARE_READ |
FILE_SHARE_WRITE, 0x3 = OPEN_EXISTING, 0x80 = FILE_ATTRIBUTE_NORMAL):
. A 00 push AS/IML® 3 LERLY)  AG/IWLs 3 \EWPLY)
- 0 push eax
. FF 75 18 push dword ptr ss: x875tatusword 0000
. FF 75 OC push dword ptr X87SW_B O Xx87SW.C3 O
. FF 75 1C push dword ptr X87SW.C1 0 Xx87Sw.CO O
- £F 75 14 push dword ptr : X8TSW_SF O X87SW_P O X87SW_U
. FF 75 08 push dword pte 3 [ebpeBl:L Test\\tes oo a .
I— FF 15 A8 11 F8 00 | call dword ptr aCreaterilew>] v >
- - - > |5 1$]0] unlock

s  |Defaut (stdcal)
17 [esp] OA3ECIB0 L Test\\test.txrcbgnfvn’
2: espu; €0000000

H esp's‘ 00000003

: [esp+C] 0524240C

dword ptr [OOF811A8 <malware.4Createfilew>)=<kernel32.CreateFilew>

. TEXT:00FSFODL malware. exe: $5F0D1 #8E401

Jal 043EC980 | L"Test\\test. txtchgnfvn™

Woump! o2 Woump3  NDum4d  EDumps & swuct x >
Address |Hex ~
043F16C0 | oiia EE FE EE FE|EE FE EE FE ..
043F16D0 | EE FE EE FE|EE FE EE FE|BD 9E 7A 88 i
DeaELsE SA.EA.00i01 02 00 20]€A.22.40.04 474
Figure 57
The GetFileType method is utilized to obtain the file type:
l e : 57 push edi A A~
> FF 15 OC 11 F8 00 | €817 dword ptr ds:[<aGetFileType>] | v
[ < B R > |Defedtdad  ~[s 2100 unocke
[dword ptr [00F5110C <malware.&GetfileType>]mckernels2.GetFileType> § 5321.?3‘.‘?23?55
Figure 58
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The ransomware moves the file pointer to the beginning of the file (Ox0O = FILE_BEGIN):

ecx Xemy 0 xeromss
dword ptr ebp+10]

dword ptr zz:febpsCl

eax

OWOrd PEF s [<a5etF 11 ePointerexs] v =

<
rma ptr [00F811C4 <malware.a&SetFilePointerex>]=<kernel32.setfilefointerex>

= e'pv( DEJGE,‘&C
Figure 59
The file content is read via a function call to ReadFile (see Figure 60).
6A 00 |push © = 5 XS/IW_0 5 (EMPTY) X/ IW_/ 3 (WWPTY)
8D 45 EC 1‘:. eax,dword ptr 55 143
3 50 push e
- & 53 | push eb:
B 3 88 SO F4 | mov -m.o«ora ptr ss:Qedp-c§
: : FE 7S E8 33?: dword prr Eerm 153
I FF 15 )4 11 F8 00 | €all dword ptr u <eReadFile>] | -
[ | . s > v s :,Dm

dword ptr [00F81114 <malware.&ReadFile>]=<kernel32.ReadfFile>

. (cl(:w‘&o‘b! malware. exe: $9040E #5FEOE

Woum!  $oump2  Noump3  Eoump4  Mouwos @ warchi  lellocals J st

l_s_Jw
45268020 |00 00 00 00|00 00 0O 00]00

30 00[00 00 00 00| Mevensssrereasns |

Figure 60

The content is encrypted using the ChaCha20 algorithm:

53 pusn eox €DX: & /18250C0Y200
56 push esi
BE 40 00 00 00 mov esi,4 40: '@’
38 C6 cmp eax,esi
OF 42 FO cmovb esi,ea
80 45 8C lea eax, dnord ptr ss:febp-4433
50 push eax
8D 85 7C FF FF FF lea eax,dword ptr ss:febp-s4)
! 89 BS 78 FF FF FF mov amrd ptr ss:febp-58§,est
' 50 push ea
=2 ES FE 02 00 00 lcall malware EFDB40 |

| malware. 00EFDB40

.Text:00EFDS3D malware.exe:$2083D #2CC30D

#%WDump1 Pyoump2 $HDump3  EDump4  Boumps @ watch1  Ixellocals ) stct
ASCII

expi'!ﬁ 2-byte k
.....We. .0

50 40 08 eA| W47, )ipabe; 0.3
55 Dal%0 SA 83 Scl3nix.chaorbz:

ZiC6 29 4C 13 90 88 44 20 F7 62 A5
0524E6C4 |77 34 3F 88|29 2A 25 FE|3F 62 AB 02
0524£604 [3F TE EC SC E6 OE

Figure 61

e =

. text:@@EFDBBS

.text:@@EFDBBS loc_EFDBBS:

.text:0QEFDBBS add eax, dword ptr [ebpivar_44]
.text:@0EFDBBS xor edi, eax

.text:@QEFDBBA mov ecx, dword ptr [ebpivar_24]
-text:0QEFDBED rol edi, 1eh

.text:QQEFDBCO add ecx, edi

.text:@@EFDBC2 mov edx,

.text:@@EFDBCA xor edx,

.text:@@EFDBC7 rol edx,

.text:@@EFDBCA add eax, edx

.text:@0EFDBCC mov [ebpivar_SC], eax
.text:@0EFDBCF xor eax, edi

.text:@@EFDBD1 rol eax, 8

.text:@@EFDBD4 mov [ebpsvar_6C], eax
«text:00EFDBD7 add eax, ecx

.text:8@EFDBDY mov [ebp#var_78], eax
.text:@@EFDBOC xor eax, edx

.text:@@EFDBDE rol eax, 7

.text:@@EFDBEL mov [ebpsvar_ge], eax
.text:@QEFDBES mov eax, dword ptr [ebpsvar_sa+d]
.text:0@EFDBE7 add eax, esi

.text:@@EFDBEY mov ecx, dword ptr [ebpévar_24+4]
.text:00EFDBEC mov edx, eax

.text:@@EFDBEE xor edx, [ebpsvar_aC]
.text:00EFDBF1 rol edx, 16h

.text:0QEFDBF4 add ecx, edx

.text:@@EFDBF6 mov esi, ecx

.text:0QEFDBFS xor esi, [ebpsvar_58]
-text:@@EFDBFB rol esi, ech

- text:@QEFDBFE add eax, esi

. text:BQEFDCOO mov [ebpivar_ac], eax
~text:@QEFDCO3 xor eax, edx

.text:0QEFDCOS rol eax, 8

.text:0QEFDCO8 mov [ebpivar_74], eax
-text:@QEFDCOB add eax, ecx

.text:@QEFDCOD mov ecx, dword ptr [ebpivar_24+8]
.text:0EFDC10 mov [ebpévar_88), eax
.text:00EFDC16 xor eax, esi

.text:@QEFDC18 rol eax, 7

Figure 62
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The encrypted file content is written back to the file using WriteFile (Figure 63).

7 5 | push esd e 3 \EmpLY)  xe/IW> 3 (empLy)
. 7 Ao {Teond XSTTWG 3 (EmDty)  xBTTW? 3 (Empty)
| stosd
ilu \ om:rd ptr ss:febp-283 x87Statusword 0000

X87SW_8 O X87SW.C3 ©
| Push: aword pee 'r:{ ; X87SW.CL 0 X87SW.CO O X87SW_E
push dword per :: ebp X87SW.SF O XB7SW.P O

core 51 sh ecx m——
E (u’ll dword pre Us:if<awriteriles]) | ™ -
[ *l< e : > | Defout (stdcal) >[5 2] 0] urkock
dword ptr [00F8105C <malware.&writeFiles]wckernel32. writeFiles ? 23«”‘3‘;’?51020
3: Eespo 00000004
.TEXT:00FGOFF4 malware. exe: $90FF4 #903F4 4: fespsc) 0524564
Woump!  @ouro2  WNouo3  $Eouwps  WHowes  @wahi  lelloals P shw % nono0ETy
Address | Hex Jascix 1 = Al |
|45268020 [SE23 4D 23]00 00 00 0D[00 00 00 O[O0 00 00 00| K)a®assrrrressss { !

Figure 63

The encrypted files extension is changed back to the original after the encryption is complete.
The operation is done using MoveFileExW (0x3 = MOVEFILE_COPY_ALLOWED |
MOVEFILE_REPLACE_EXISTING):

B 6A 03 | push X87SW.C1 O XB7SW.CO O X87SW_ES ©

- FF 75 C | push dword ptr s op ebpeC] es | X87SW_SF 0 X87SWP 0 X87SW.U 0

. FF 7S 08 push dword pTr s oo 4
> FF 15 CC 11 F8 00 1n'll dword plr o <mov¢n1ecw>] =

Hp i - o £10] unoce
e e S —— e —————— T “ m ¥
dword ptr [00F811CC <malware.aMoverileExw»]mckernel32. Moverilesxws> I p..v ouo 528 L"“ ““ "“

25781 00000003

Figure 64

The ChaCha20 key is encrypted using ECDH and written to the encrypted file. The ChaCha20
nonce is stored in a non-encrypted form:

&) testixt

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000000 90 00 00 00 [SA 76 00 50 AE E7 DI 6F| Z).#....Zv.P&chNo
00000010 [2A OF C8 88 F9 12 DC ED 33 69 36 E3 CE 47 97 A4| *.E-u.Ui3iedic—=
00000020 |ED 2E OC 51 25 79 95 C7 3F 41 17 E7 38 25 21 DD| i..Q%y*C?A.g8%!Y
00000030 |96 C2 2C B3 €D C3 A2 ED 3F 36 FD 26 F8 0C 96 32| -4, °mAc¢i?6yse.-2
00000040 |0B 8F OE F4 C2 E1 A3 4B 88 F8 1B CA 7D 44 96 06| ...5A4tK"e.E}D-.
00000050 |9F 58 CC F2 A6 F4 09 26 SF DC 02 S8E 34 4A 1F 4F| ¥Xisié.s U.249.0
00000060 |C7 CA 2E 5C 6C AB 34 ED 10 39 7B 14 77 2E 10 48| CE.\l«4i.9{.w..H
00000070 |8C 1D OC 51 F1 71 54 DB BF 39 49 D8 A8 BO B9 93| G..QAqTU:9Ig"°>*™
00000080 |37 97 08 FF 3A 65 82 67 32 5D FF 01 S5F CC 90 ED| 7-.¥:e,g2]¥._I.i
00000090 |DS E1 15 EA 64 F1 FB 07[3F 7F EC 9C 78 08 B3 29| Ua.&did.?.iex.?3)
000000A0 |E€ OE 95 DB A0 SA 83 5C |00 00 00 00 A8 CC D8 FO .U Zf\...." igs

Figure 65
Running with the --crypt parameter

The malware only encrypts the directory passed as the argument.

Running with the -d parameter

In this case, the ransomware doesn’t stop the target services and processes and doesn't delete
the Volume Shadow Copies.
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Running with the -I parameter

The process creates a log file called “encrypt_log.txt” that stores the messages written to the

console.

Running with the -v parameter

This is the verbose mode that displays all the intermediary steps during the malware’s execution:

g to standard

detected

Figure 66
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Indicators of Compromise
SHA256
8be4lefdeebace53b8c59344be2ba9lfe41003987a8e384840b20760d7c400a42
Money Message Ransom Note
money_message.log
Mutex
12345-12345-12235-12354
Process spawned

cmd.exe /c vssadmin.exe delete shadows /all /quiet
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