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Executive summary

Lumma is a stealer that has been sold on hacker forums since August 2022. The malware steals
information from web browsers, cryptocurrency wallets, 2FA extensions, and applications such
as AnyDesk, FileZilla, KeePass, Steam, and Telegram. The process also gathers data about the
infected machine, such as the installed applications, the username and computer name, the
current hardware profile, the system default language, the screen resolution, the RAM amount,
and the processor name and type. The malware employs the Heaven's Gate technique that
enables a 32-bit process to execute 64-bit code by performing a call using segment selector
0x33. The stolen information is exfiltrated to the C2 server using multiple HTTP POST requests.

Analysis and findings
SHA256: 199de8b727ceae96aflb7c7560092c1d7a4dbe5a005c07ae20cffd9871da52b82

Using the “Detect It Easy” tool, we determined that the sample is packed with MPRESS:

File name: C:\Users) \Desktop\malware.exe

PE Size: 3449856 Entropy FLC S
Import Resource

EntryPoint: 0059314d > ImageBase:

NumberOfSections: 0003 > SizeOflmage:

MPRESS(2.19)[1]
unknown(14.0) [EXE32,admin]

Options

About

> Signatures 406 ms
> lg m: E)(rt

Figure 1

As we can see in figure 2, the code is decoded at runtime, and we need to find the point where
to dump the unpacked executable:
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[pushad
. 0 00 00 call malware.993153
pop X
0B 00 00 add 54
mov word ptr ds:[eax]

add esi,eax
sub eax,eax
mov edi,esi
Todsw

oc shl eax,C
mov eCx,eax
push eax
lodsd
Sub ecx,eax
add esi,ecx
MmOV ecK,eax

push edi

push ecx

dec ecx
39 06 mov al,byte ptr ds:[ecx+edi+6]
31 mov byte ptr ds:[ecx+esi],al

jne malware.993172
Sub eax,eax
Todsb
mov ecx,eax
FO and c1,F
and al,F
oC shl ecx,C
mov ch,al
lodsb
or ecx,eax
push ecx
add
FD FF FF mov
shl

mov ebx,esp
6C 30 F1 FF FF lea esp,dword prr ss:[esprebp 2-e70]
push ecx
sub ecx,ecx
push ecx
push ecx
mov ecx,esp
push ecx
66 8B 17 mov dx,word ptr d
1 Cl E2 OC shl edx,C
993181 52 push edx
3186 57 push edi
83 C1 04 add ecx,4

Figure 2

The malware implements the API hashing technique that resolves the necessary APIs based on
4-pyte hashes:

| 68 6C 77 87 AB push ABB7776L X87SW_SF 0 XBTSW_P 0 xB87SW_U ]

1 50 push eax [ e . -
E8 98 02 00 0O | a1l malware.42E1E2 W - —
o SR , | Defauit (stdcal) = |[5_12]0] unlock

ik J"1: [esp] 76AG0000 kernel32. 76AGD000
[malware.0042E1E2

1

2: [esp+4] ABETTTEC
3: [esp+8] CSALOF34
4:

5

[esp+C] 02010101
[esp+10] 0019FBF4
B[ 76460000] ki 132, 76A60000
&% Dump 1 &% Dump 2 %% Dump 3 &% Dump 4 &% Dump § & watch 1 =] Locals g Struct 0019FB9C || ABS777EC ol

| \MPRESS1:00420F45 malware. exe: $2DF45 #20145

Figure 3
EAX 76A759E0 <kernel32.LoadLibraryw>

Figure 4

The ExpandEnvironmentStringsW API is utilized to obtain the path of the Google Chrome User
Data directory, as shown in figure 5.

56 push esi X875W_C1 0 x875W_CO 0O Xx87SW_ES O
FF 74 24 2C push dword ptr XBTSW_SF O XBTSW_P O xBTSW_U O
FF B4 24 14 01 00 00 push dword ptr ss A oA A ammmm -
FF DO | €all eax eax:EX v —
| : o § = o 5 | Default (stdcal) v |5t 0] uniock
kit "1: [esp] O2B7FFS8 L ®localappdatax‘\Google\ \Chra
kernelsz. ironmentstringsw> (76A74940) 2: [esp+4] 02BDOSED
3: [esp+8] 00000104
| «MPRESS1: 00409609 malware. exe: §96D9 #8809 _;; E:g:ﬁé'ngggggDuo

oump1  WDump2  WeDump3  WeDump4  WWDumpS B watchi  bellocals 5 Stuct Erate A o T B
i

[addrace Tuax Tacrrr

D019FD24 | 02BDOSED
- 10019FD28 | 00000104

Figure 5

The malicious binary determines if the current process is running under WOWG64 via a function
call to IsWow64Process2:
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FF 75 EO push dword ptr s XETSW_CL O

N_CO 0 XB7TSW_ES ©

FF 75 DC push dword ptr s X8TSW_SF O 0 x8TSW_U o

FF 75 9C push dword ptr s PR Y - -

9 FF DO | call eax |eax:TIs v | —
z ; U —— T —p——— s | Defaut (stdcal) <5 BIO
x st 1: [esp] FFFFFEFF
eax=<kernelbase. IswowE4Process2> (7EFO9ETO)} 2 tesM] 0019FB24
3: [esp+S] 0019FB20

-MPRESS1: 00428249 malware. exe: $2B2A9 #2A4A9 ; ::g:clfﬂ Dgggg%go
WWoump1  YWoump2 WHoump3  HDumpd  WMDumps @ watchi  ellocals Y st wm”“y|
sAdrace | uav Taerer ] - looxsrars | co1sFe2o

Figure 6

The malicious process opens the NTDLL.dII file in order to extract the syscall numbers that will
be used at runtime (Ox80000000 = GENERIC_READ, Ox1 = FILE_.SHARE_READ, Ox3 =
OPEN_EXISTING, Ox80 = FILE_ATTRIBUTE_NORMAL):

{esp+C] 80000000
[esp+1D] 00000001
5: [esp+l4] 00000000
M 76ACDDEC | kernel32.CreateFilen
00424343 malware. 00424343
00452080/ L"C:\\Windows\\System32\\ntd11.d11"
S0000000

* |004E1153) 87 34 24 |xchg dword prr ss:[espl,esi N e T
BT [+ ret v [ Y|
] g s i 5 |Defaitiudca) >[5 i2](Jued
ko 1: [ 3] 00424343 mal . 00424343
dword ptr [esp]l=[0019F56C <4Createrilen>]=<kernel3z.Createrilem> B [::3:3 0045 2DB0 Esc?t(:indms\\systuzz\\ntc
esi=g "\v' =

[E3
3
.MPRESS1:004E1153 malware.exe: $E1153 #E0353 =
@Woump1  @hoump2  EMDump3  @oump4  Woumes @ watchi  Ix-llocals ) stuct
Address | Hex |

76FEL000 |4 00 LE 00|00 DE FE 76|28 ¢ . OYpv
FEFEL010| 34 00 36 00| DD FE T8|1E ¢ _|\:(p:- m
TEFEL020 10 ¢ 00| &2 ; ovbv ooy
76FEL030 2 30 0 Yibv e
REEEINAY | 2cgOn an RO 2048 00000000
Figure 7
It retrieves the size of the specified DLL using GetFileSize:
E— c3 |ret v = -
H R e —— 3 | Defouit stocan) <[5 200 uriod
11: [esp+d] 0042A358 malware,.0042A358
2i [esprs] 00000150
3: [esp+C] 00000000
\MPRESS1:00421578 malware.exe: $21578 #20778 A SELIEoknaAs0

5: [espri4] 004520EC L“KernelBase.dll”
E 7GACEODD | kernel32.GetFilesize
042A358| return to malware.00424358 from malware. 004/
| asc1T i | 0D19F5 88 | 00000150
__ =

&% Dump 1 2% Dump 2 4% Dump 3 4 Dump 4 B Dump 5 & watch 1 [x=] Locals E;' Struct
Address | Hex

Figure 8
The ReadFile method is used to read data from the DLL:

Eﬂ—hrnm €3 |re |
= acce — - e e . - -
< >

.MPRESS1:0042A81FE malware.exe: $24B1E #2941E

[l 76ACELG0 | kernel32.ReadFile

Woumo1  Hoump2  WWoump3  WHoump4  EMoumps @ watchi  beellocals i struct 00424FCE| return to malware.00424FCS from malware. 004

0000015
Address | Hex i | Asc1x | A 04830020
04890020 00 00 C 00|00 ¢ i 0§ . ness
04890030/ 00 0 00100100
o sssvosa | ot 0 0013F588 | 0019FEB4
imcdteimt] i = 001975 5C | 00000000

Figure 9

The malicious activity is implemented using the Heaven's Gate technique. The segment
selector Ox33 is utilized to transition to x64 mode and execute 64-bit code. As we can see below,
the syscall Ox55 (NtCreateFile function) is used to open the Local State file:
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. 1] push ebp e T L
wfc 89 E3 mov ebp, £5p
. 83 E4 FO and esp,FFFFFFFO LastError 00000000 (ERROR_SUCCESS)
il co0401033 | 9A 3E 10 40 00 33 00 |eall far 33:malware. 40103€ ] LastSTatus COODDO34 (STATUS_OBIECT_MAME_NOT_FOUI
N 89 EC mov esp, ebp
ol 0 pop ebp G5 0028 FS 0053
. o Fet ES 0028 DS 0028
- inc ecx €5 0023 0028
. 52 push edx =
Ll 51 push ecx i
(L 52 push edx X87F0 00000000000000000000 STO EMPTy O.00000000
HE . inclecs X672 D0000000000000000000 STZ EMPLY 0. 00000000
. 50 ush eax X87r, mpty O. "
. a1 |t xB7r3 00000000000000G00000 ST3 EMPLy O.000D0000
. 51 push ecx xB7r4 00000000D00000G00000 ST4 EMpTy O.00000000
. a1 inc ecx xB7r5 00000000000000000000 STS EMPTy O.00000000
. 56 push es xB7rE ST6 Empty O
- 41 inc ecx X87r7 00000000000000000000 ST? EmpTy O.00000000/
Ll 87 push ed
. 41 inc ecx x87Tagword FFFF
. 54 push esp 7
= 41 inc ecx X87TW_0 3 (Empty) us;ﬂ--: 3 (Empty)
. 03 = ebxige | *B7TW.Z 3 (Empty)  XBTTW.3 3 (Empty)
. 41 inc ecx XB7TW_4 3 (Empty) xBTTW.S 3 (Empty)
. 13 push ebp X8TTW_6 3 (Empty) XBTTW_T 3 (Empty)
wfc 49 dec ec
el €7 €2 00 00 00 00 mov edx,0 xg75tatusword 0000
o 49 dec ecx XB7SW_B O XB7SW 3 0 XBTSW L2 O
. €7 C6 00 00 00 00 mov €51,0 XBTSW_CL O Xx8TSW_CO O o
. 44 inc esp xB7SW_SF O XB7SW_P 0 0
. 88 55 10 mov edx,dword ptr ss:lffebp+10j - S -
- 44 inc esp -
H B el Lereriiir TP B S P Default (stcal)
] il: esp+d ] wﬂﬂ?"ﬁlgé
) 6667
3: [espsC] OOLIFBSC
4: [esp+10] O042BED46 malware.00428046
<MPRESS1:00401033 malware. exe:$1033 #233 $: [esprld] DDODDOSS
a FFEEFFEF |
Wowp!  Moump2 $Hoump3  $Houmpd  @Moumps @ warhi  belloeals Y Struet T 00000008
= 6667 607E
T G019FB4C
00428046/ return to malware. 00428046 from malware. 004
0019FA74 | 00000055
D019FATS | 0000008
o01srarc | o2ce1060

Figure 10

Figure 1

NtQuerylnformationFile is used to obtain the above file size:

'é‘. SecurityScorecard

88 45 08 mov eax,dword ptr
43 dec ecx
83 cA mov edx,ecx
48 dec eax
83 EC 28 sub esp,238
OF 05 s:.nsu‘l%
48 dec eax
83 C4 28 add esp,2s
49 dec ecx
83 FE 04 cmp esi,4
v 7F 06 jg malware.40100C
49 dec ecx
83 FE 04 cmp esi,4
v 7E OE jle malware.4010EA
40 dec ebp
89 F3 mov ebx,esi
49 dec ecx
83 EB 04 sub ebx,4
40 dec_ebp
€8 DB 08 imul ebx,ebx,s
4c dec esp
01 DC add esp,ebx
| 41 inc ecx
. 5D pop ebp
. 41 inc ecx
. 58 pop ebx
. 41 inc ecx
. 5C pop esp
. 41 inc ecx
. 5F pop edi
. 41 inc ecx
. SE pop esi
. 41 inc ecx
. 59 pop ecx
. 41 inc ecx
o 58 pop eax
. SA pop edx
. 59 pop ecx
.| 41 inc ecx
. 5A pop edx
. c8 ret far
.| = —rmim—oa
0033: 0040103E=0
-MPRES51: 00401033 malware.exe: $1033 #233
@Woump1  @pump2 $HDump3  4Dump4  WDumps @ watchi  Irellocals ) stuct
|Address | Hex
02CBODDO 30| 00 00 00(00 00 OO0 OO0(00 00 OO0 00|00 OO 00 OO0
02CBODED 00 00 00 00|40 00 00 00|00 00 00 QO .
02CBODFO|00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 00 : 5
02CBOEOO|AB AB AB AB|AB AB AB AB|00 00 00 00|00 00 00 00| sessaaa«x. . -
02CBOE10|75 9C F2 01|22 D6 00 18|5C 00 3F 00|3F 00 SC 00|u.d8.” - “ e
02CBOE20| 43 00 3A 00 Z3. 00 65 0072 00 73 00 «5. «5.
02CBOE30 SC 00 41 00|70 00 70 00 N <P
02CBOE4D 1 00 SC 00 4C Q0|6F 00 &3 00 - -C.
02CBOESD 5C_00 EF 00 &F 00|67 00 &C 00 .0. S
02CBOEGD C_00 Z2 00 6F 00160 00 65 00 -r. .8,
02CBOETO 5 00 72 00 20 00|44 Q0 €1 00 .F. -
02CBOESO 2l 00 §E 00 63 00/61 00 &C 00 -0, 1.
02CBOES0D 3 00 Z4 00 €5 00|00 00 00 00 -t.e.....
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..

FO
SA 3E 10 40 00 33 00
C

.
.
.
.
.
.
.

XXX

€7 €2 00 00 00 00

€7 C6 00 00 00 00

.
.
.
.

push ebp
mov ebp, &

and esp,F )

€Al far 3i:malware.40103E
mov esp, ebp

pop ebp

ret

inc ecx
push edx
push ecx
push edx
inc ecx

5p
mov edx,dword ptr ss:febpsi
esp

LastError 00000000 (ERROR_SUCCESS)
LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOU

G5 002B FS 0053
ES 002B DS 002B
€5 0023 35 002B

x87r0 00000000000000000000 STO Empty O0.00000000
x87r1 00000000000000000000 5T1 Empty O0.00000000
x87r2 00000000000000000000 5T2 Empty O0.00000000
x87r3 00000000000000000000 5T3 Empty O0.00000000
X87r4 00000000000000000000 5T4 Empty 0.00000000
X87rs 00000000000000000000 5TS EmpTy O.00000000
X87ré 00000000000000000000 STE EmpTy 0.00000000
X87r7 00000000000000000000 ST7 EmpTy O.00000000

x87Tagword FFFF

XBTTW_O 3 (Empty) na:r'm 1 3 (EmpTy)
XBTTW_2 3 (EmpTy) XETTW_3 3 (EmpTy)
X87TW_4 3 (Empry) x87TwW_5 3 (Empty)
XBTTW_6 3 (EmpTy) NETTW_T 3 (EmpTy)

ebx:Ge

x87Statusword 0000

XB87SW_B O xB7SW_C3 0O xB87S5W_C2 0O
XB7SW_C1 0 xB7SW_CO O xB7SW_ES 0O
XB7SW_SF 0 xB7SW_P 0 xB87SW_U o

. ===
, | Default (stdcal) *|[s_ 2100 uod

esp+4] O042BD46 malware.D042BED46

0033:00401036=0

<MPRESS1: 00401033 malware.exe:$1033 #233

Welumpl G%0ump2 @ Dump3  ENDump4 RS DumpS

@ watch 1 Irellocals 47 Struct

fesp+

esp+C] 00000005
esp+10] 02CB1680
|5: [esp+l4] CLFDCTID
0013FB70

Address | Hex ASCII |
02CB1650(50 01 00 00|10 16 CB 02[38 16 €8 02[18 P--u-!-e-!-p:-|
02CB1690 05 00 00 00/AS AB AB AB|AB AB AB AB|EE fe ce ee MideeaeeaeeiDID

Figure 12

[0042BD46| return to malware.0042BD46 from malware. 004
11/

00000005
02CB1650

Facnesas

The malicious binary reads the file content by calling the NtReadFile method:

FO
9!51.04000!!00

7 €2 00 00 00 00

€7 €6 00 00 00 00

push ebp

mov ebp,esp
and esp,FFFFFFE
call far !3.ma‘|ware 40103E
mov esp, ebp
pop ebp

ret

inc ecx

push edx

push ecx

push edx

inc ecx

push eax

inc ecx

push ecx

inc ecx

push esi

inc ecx

inc esp
mov edx dword ptr ss:ebpr10fl
inc esp

LastError 00000000 (ERROR_SUCCESS)
LastsStatus CO000034 (STATUS_OBJECT_NAME_NOT_FOU

GS 002B FS 0053
ES 002B DS 002B
€S 0023 35 002B

X87r0 00000000000000000000 STO Empty O0.00000000(
X87r1 00000000000000000000 ST1 Empty 0.00000000(
x87r2 00000000000000000000 5T2 Empty O.00000000(
x8§7r3 00000000000000000000 ST3 Empty O.00000000(
X87r4 00000000000000000000 S5T4 EmpTy 0O.00000000(
X§7rs 00000000000000000000 STS EmpTy O.00000000(
X8Tr& 00000000000000000000 STE EMPTy 0. 00000000(
X87r7 00000000000000000000 ST7 Empty O0.00000000(

x87Tagword FFFF

XBTTW_O 3 (Empty) x87TW_1 3 (Empty)
v e XB7TW_2 3 (Empty) x87TW_3 3 (Empty)
L XB7TW_4 3 (Empty) xB7TW_S 3 (Empty)
XxB7TW_6 3 (Empty) x87TW_7 3 (Empty)
x875tatusword 0000

XB7SW_B O XB7SW.C3 0 Xx87sw.C2 0O
XB7SW_C1 0 XB7SW . CO O XB87SW_ES 0O
Kazsh‘ SF 0 x875W_P 0 X87SW_U ]

. = e

5 |Defaut (stocal) + |[s_ 2100 unlock

0033:0040103E=0

MPRESS1: 004010233 malware. exe: £1033 #233

esp+d
esp+s;

0042BD46 malware.00428046
00000006

esp+C] 00000009
e5p+10] 02CC4EBD
6591’14 C1FDCT I3

W5Dump1l  EDump2 W 0ump3 W Dump4 W Dump S

@ watch1  Ie-llocals ) Struct

Finally, the file is closed via a function call to NtCloseFile:

'é‘. SecurityScorecard

g..lﬁml B0 16 CB 02 |E 00| .
02CC4EDD DO 00000| AB AB AB AB As AB AB AB|EE FE EE FE ....-uu.u\pm

Figure 13

0042!046 return to malware.00428046 from malware.004(
00000006

00000009
02CC4EBD
C1FDCT99

RREANNT1

securityscorecard.com | 6



I 9A 3E 10 40 00 33 00 | EaNINTAR 23 malwar e, 40103E | LASTSTATUS CO000034 (STATUS_OBIECT_NAME_NOT_FOUI
. 89 EC mov esp,ebp
. 50 pop ebp G5 002B FS5 0053
. i ::s ES 002 DS 002B
et 1 ecx €5 0023 0028
. 52 push edx =
: + g:j:t o XB7r0 00000000000000000000 STO Empty O.00000000I
= A et e X87r1 00000000000000000000 ST1 Empty 0.00000000!
. 5o COENTess X87r2 00000000000000000000 ST2 EMPTy 0.00000000!
. a1 inc ecx X87r3 00000000000000000000 ST3 EMPTy 0.000000001
. 51 push ecx X87r4 00000000000000000000 ST4 EMPTY 0.000000001
. 41 inc ecx X87r5 00000000000000000000 STS EMPTY 0.000000001
- 56 push esi X87ré 00000000000000000000 STE EmpTy O.000000001
. 41 inc ecx X87r7 00000000000000000000 ST? EmpTy 0.00000000!
. 57 push edi
. 41 inc ecx x87Tagword FFEF
. A push esp X87TW_0 3 (Empty) x87TW_1 3 (Empty)
. e L ebx:ge | %8TTW_Z 3 (Empty) xB7TW_3 3 (Empty)
. 31 E',.c T i XB7TW_4 3 (Empty) xB7TW_S 3 (Empty)
. 55 push ebp X87TW_6 3 (Empty) xB7TW_7 3 (Empty)
[ ] 49 dec ecx
. €7 €2 00 00 00 00 mov edx, x875Tatusword 0000
. 49 dec ecx XG7SW_B 0 xBTSW.C3 0 XxBTSW.LC2Z O
. €7 €6 00 00 00 00 mov esi, XGTSW_CL 0 XxBTSW_CO O XxE87TSW_ES O
. 44 inc esp XETSW_SF 0 XxBTSW_P O XBTSW U O
. 88 55 10 Jdword ptr 10§ I e
. 44 w [F
. e L el - = Default (stdcall) = |5 1200 unloc
1: [esp+4] OOL9FCES
0033:0040103E=0 |2: [esp+8] D042ED46 malware.0042BD46
3: [esp+C] O000O00OF
4: [esp+10] 0000000L
.MPRESS1:00401033 malware.exe: $1033 #233 5: [esp+14] 02CB10A8
s s o . e -1 1] 6667 607E|
¥4% Dump 1 9% Dump2 PN Oump3 BN Dump4 B DumpS = Watch 1 lx=] Locals & Struct O019FCES
Address rex [AscIz i 1 0042BD46| return to malware.0042ED46 from malware.004
02CB10AS S0 01 00 O0]AB AB AB AB|AB AB AB AB|EE FE EE FE|PassssccsaxaiDIp D019FB90 omonom.|
O2CE1088|1007.00700100] 00,00700:00 |08 S0 FLIAE | 2R 08, 0000 =T 1 =0 004V 0019F894 | 02c81048

Figure 14

The “encrypted_key” extracted from the Local State file is Base64-decoded using the
CryptStringToBinaryA APl (Ox1 = CRYPT_STRING_BASEG4):

57 push eds KB/ IW_B 3 LEMPLY)  KS/IM_s 3 \EMPLY)

57 push edi

FF 75 E4 push dword ptr xB75tatusword 0000

FF 75 B4 push dword ptr XB7SW_B 0 xB7S5W_C3 0 xB7SW_C2 O

6A 01 push 1 XB7SW_C1 0 xB7S5W_CO ©0 xB7SW_ES O

57 push XB7SW_SF 0 XxB7SW_P 0 xXB7SW_U o

FF BS 7C FF FF FF push £4] S —- ey P -~ -

EE DO | cal1 m —_

i g 5 [Defout (stal =52 ] uock
— = 0 F7ES "RF T
eax=<cryp LCrypTSTringToBinaryA> (7688EE00) |'i;: gﬁ‘oxc E8 "RFBBUEKBAAAADIYIWEVORGMEgDA

3: |esp+8] 00000001

esp+C] 02CF1A30

MPRESSL1: DO40721A malware. exe: §721A #6414 esp+10] DO19FC2E

SKXGWEAAADTM+
Dumpl  GMoump2 WNDump3  WSDump4  WHDumps @ watchi  IxelLocals -
| AscTT |
0D FO AD BA|0OD FO AD BA|OD FO AD BA|.0.°.0.9.0.%.0.7%|
BA|0OD FO AD BA|0OD FO AD BA|0D FO AD BA|.3.7.3.%.3.%.3.%
02CF1ASO (0D FO AD BA|OD FO AD BA|OD FO AD BA|OD FO AD BA E,”.E °.E.° Bd.*

Figure 15

The binary decrypts the resulting buffer and obtains a 32-byte AES key using
CryptUnprotectData:

23 mov dword ptr esp, ecx X87TSW_SF 0 X87SW_P 0 X87SW.U O
24 14 00 00 00 00 mov_dword ptr lesp+14],0 T S - -
|call edx |EgRETE v
T XTI, DT s | Default (stdcal)
1: [esp] OD19FC1E
|2: [esp+4] oooO0OOD
3: [esp+s] 00000000

4: [esp+C] 00000000
.MPRESS1: 00407159 malware. &xe: 57159 #6359 5: [esp+l0] 00000000

Wowmp1  @Hoump2 EWDump3  UMDuwmp4  EEDumps 8P wath1  Ie-llocals 4P Struct S
| Asc1z |

0019FC18 |06 01 00 00 2 |00 00 o0 cofo
0019FC28|0B 01 00 00|EL 37 O1 00|80 16 CB 02
OD19FC38| 00 © 2|RE 00 CB 02

Figure 16

Lumma Stealer targets multiple Browser wallets, which are located in the “Google\Chrome\User
Data\Default\Local Extension Settings\" directory. An example is shown in figure 17, which is
looking for MetaMask:
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Figure 17

The following Browser wallets and 2FA applications are targeted:

- aeachknmefphepccionboohckonoeemg (Coin98 Wallet)

- afbcbjpbpfadlkmhmclhkeeodmamcfic (Math Wallet)

- aiifbnbfobpmeekipheeijimdpnipgpp (Station Wallet)

- amkmjjmmflddogmhpjloimipbofnfjih (Wombat)

- bcopgchhojmggmffilpimbdicgaihlkp (Hycon Lite Wallet)

- bhghoamapcdpbohphigoooaddinpkbai (Google Authenticator extension)

- bInieiiffboillknjnepogjhkgnoapac (EQUAL Wallet)

- cihmoadaighcejopammfbmddcmdekcje (Leaf Wallet)

- cjelfplplebdjjenllpjcblimjkfcffne (Jaxx Liberty)

- cnmamaachppnkjgnildpdmkaakejnhae (Auro Wallet)

- cphhlgmgameodnhkjdmkpanlelnlohao (NeoLine Wallet)

- dkdedlpgdmmkkfjabffeganieamfklkm (Cyano Wallet)

- dmkamcknogkgcdfhhbddcghachkejeap (Keplr Wallet)

- ejbalbakoplchlghecdalmeeeajnimhm (MetaMask)

- ffnbelfdoeiohenkjibnmadjiehjhajb (Yoroi Wallet)

- fhbohimaelbohpjbbldcngcnapndodjp (Binance Wallet)

'é‘. SecurityScorecard

= 55 push ebp L L Y
. 89 ES mov ebp,esp
. 83 E4 FO and esp.FEFFFFE LastError 00D0D000 (ERROR_SUCCESS)
Eg—» 9A 3E 10 40 00 33 00 | caly far 33:imalware. 40103E LastStatus 00000000 (STATUS_SUCCESS)
. 89 EC mov esp,ebp
. 50 pop ebp G5 0028 FS5 0053
. €3 ret ES D028 DS 0028
- ;1 ;":»\P:’i Cs D023 55 0028
2 ush edx
. s e X87r0 00000000000000000000 STO EMPty 0000000001
= a1 inc ecx x87r1 00000000000000000000 ST1 EMPTy O.00000000!
= 1 ey push eax X87r2 00000000000000000000 5T2 EMPTY O.00000000!
. inc ecx X87F3 00000000000000000000 5T3 EMPTY 0.000000001
. push ecx X874 00000000000000000000 ST4 EMPTY O.00000000!
. inc ecx X87r5 00000000000000000000 STS EmpTy O0.000000001
L] push es X87r6 00000000000000000000 STE EmpTy O.00000000
. inc ecx x87r7 00000000000000000000 ST7 EmpTy O.00000000!
. push edi
. inc ecx x87Tagword FFFF
- push esp xB7TW_0 3 (Empty) xB7TW_1 3 (Empty)
. ;E;“-‘::\ ena e X87TW_2 3 (Empty) xB7TW_3 3 (Empty)
. i o XBTTW_4 3 (Empty) xB7TW_5 3 (Empty)
. push ebp xB7TW_6 3 (Empty) XB7TW_7 3 (Empty)
] eC ecx
™ mov edx, xB7Statusword 0000
. dec ecx XB7TSW_B 0 XB7TSW.C3 0O XBTSW.C2Z O
. mov esi, XB7SW_L1 O XBTSW.LO O XB7SW_ES ©
. 44 inc esp XB7SW_SF O XBTSW_P 0 XB7SW_U O
. 8B 55 10 mov edx,dword ptr ss B ——
L] 44 inc esp v = =
2 s ikt tidanatatss 5 |Defoult (stdcal) = |51 unod
A"1: [esp+4] 0042BD46 malware.0042B046
0033:0040103E=0 2: [esp+s] 00000055
3: [esp+C] 00000008
4: ] 2
JMPRESS1: 00401033 malware. exe: $1033 #233 5: EE:E:}‘}; Sracoas
s . . \ : 4 R 001 97 500
FeDumpl @Y Dump2 N Dump3  PS0ump4 @S DumpS Watch1 ==l Locals s Struct 19F4F 4 [0042BD46| return to malware. 00428046 from malware, 004
T TASEEE = " A | oo1sr4rs || coooooss
IR — - < T = ] | * | 00197 4F¢ | 00000008
02026600 | 00 00 00 00|00 00 00 00|39 9 F2 40|2E D& 00 18 Lo, 0015F500 | 02028080
0202861000 FO AD BA|0D FO AD BA|0OD FO AD BA|0D FO AD BA F204 | c1FocTa9
02028820 AB AB AB AB|AB AB AB AB|00 00 00 00|00 86643AF
02D28B30 |75 9 F2 SC 00 3F 00 0000000A
02D2BE40 | 43 A_00 3 00 65 00 -F- 02D2BDE0
02D2BBS0 | 5 2 -p- 14 | oooooooo
02D2BB60 .0. -
0 zaean. 01010000
02028880 F . PEEIS201
0:028390 2 [ 00000055
02028840 & flai\ible fla. ;|| 8635635
02028860 (73 -E.\-L.0.C. 8.
020288CO | 20 5 0019F5A8
07D2BB00 | B % E e g 0019F 63C
02D28BEO | 6E 85 ‘g-s.\.e.3.b. + | noooo14c
00000008
02D2BBFO | &C 13 .b.a.k.0.p.1. 0019FE3C
02D2BC00 | 55 g5 h.1.9.h.e.c.d.a.
e : B q 540 || 00000000
> x % .m.e.e. : 1| 76F09E70| kernelbase. IswowE4Process2
02028C20| &3 -m. . s acsasll anvasese

securityscorecard.com | 8



-
- fhomfendgdocmcbmfikdcogofphimnkno (Sollet)
- fihkakfobkmkjojpchpfgcmhfjinmnfpi (BitApp Wallet)
- flpiciilemmghbmfalicajoolhkkenfel (ICONeXx)
- fnjnmkhhmkbjkkabndcnnogagogbneec (Ronin Wallet)
- gaedmjdfmmahhbjefcbgaolhhanlaolb (Authy 2FA Authentication)
- hcflpincpppdclinealmandijcmnkbgn (KHC Wallet)
- hnfanknocfeofbddgcijnmhnfnkdnaad (Coinbase Wallet)
- hpglfhgfnhbgpjdenjgmdgoeiappafln (Guarda)
- ibnejdfjmmkpcnlpebkimnkoeoihofec (TronLink)
- ijmpgkjfkbfhoebgogfifebnmejmfoml (BitClip)
- ilgcnhelpchnceeipipijaljkblbcobl (GAuth Authenticator)
- imloifkgjagghnncjkhggdhalmcnfklk (Trezor Password Manager)
- infeboajgfhgbjpjbeppbkgnabfdkdaf (OneKey Legacy)
- jodaocneiiinmjbjlgalhcelgbejmnid (Nifty Wallet)
- jojhfeoedkpkglbfimdfabpdfjaoolaf (Polymesh Wallet)
- kkpllkodjeloidieedojogacfhpaihoh (Enkrypt)
- kinaejjgbibmhlephnhpmaofohgkpgkd (ZilPay)
- kncchdigobghenbbaddojjnnaogfppfj (iWallet)
- kpfopkelmapcoipemfendmdcghnegimn (Liquality Wallet)
- IkcjInjfpbikmcmbachjpdbijejflpcm (Steem Keychain)
- lodccjjbdhfakaekdiahmedfbieldgik (DappPlay)
- mnfifefkajgofkcjkemidiaecocnkjeh (TezBox)
- nanjmdknhkinifnkgdcggcfnhdaammmj (GuildWallet)
- nhnkbkgjikgcigadomkphalanndcapjk (CLV Wallet)
- nkbihfbeogaeaoehlefnkodbefgpgknn (MetaMask)
- nkddgncdjgjfcddamfgcmfnlhccnimig (Saturn Wallet)
- nknhiehlklippafakaeklbeglecifhad (Nabox Wallet)
- nlomnnijcnlegkjjpcfjcimcfggfefdm (MEW CX)
- nlgbhdfgdhgbiamfdfmbikcdghidoadd (Byone)
- oeljdldpnmdbchonielidgobddffflal (EOS Authenticator)
- onofpnbbkehpmmoabgpcpmigafmmnjhl (Nash Extension)

- ookjlbkiijinhpmnjffcofjonbfbgaoc (Temple)

"‘ 0
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The malicious process opens and reads the Chrome browser history file:

55 push ebp M e
B89 ES mov ebp,esp
83 E4 FO and esp, FEFFFFFO Lastérror 00000000 (ERROR_SUCCESS)
9A 3E 10 40 00 33 00 | €al) far 3z:malware.$0103E I LastStatus 00000000 (STATUS_SUCCESS)
89 EC mov esp,ebp
50 pop ebp GS 0028 FS 0053
E«i :ﬁs = ES 0028 DS 0028
€5 0023 0028
52 push edx i
o pEshfec: X87F0 00000000000000000000 STO EmpTy O.00000000I
a1 et x87r1 00000000000000000000 ST1 EmMpty O.00000000!
50 push eax X87r2 00000000000000000000 5T2 EmpTy O.00000000/
a1 inc eex x87r3 00000000000000000000 ST3 Empty O.00000000!
51 push ecx X87r4 00000000000000000000 5T4 EMPTY 0.00000000!
41 inc ecx X87r5 00000000000000000000 STS Empty 0.00000000
56 push esi X87r6 00000000000000000000 5T6 EMPTY 0.00000000!
41 inc ecx X87r7 00000000000000000000 ST7 Empty O.00000000!
g7 push edi
41 inc ecx x87Tagword FFFF
;: E':shegsp X87TW_0 3 (Empty) xB7TW_1l 3 (Empty)
A pucsn e;:. o X87TW_2 3 (Empty) xB87TW_3 3 (EmpTy)
i inc eex 2 xB7TTW_4 3 (Empty) xB7TW_S 3 (Empty)
55 push ebp X87TTW_6 3 (EmpTy) x87TW_7 3 (EmpTy)
439 dec ecx
€7 €2 00 00 00 00 mov edx,0 x875Tatusword 0000
49 dec ecx BTSW_B 0 XBTSW_C3 O NXBTSW 2 O
C7 C6 00 00 00 00 mov esi,0 X87SW_C1 0 XB7SW.CO O XB7SW_ES O
44 inc esp NETSW_SF O XBTSW_P O XBTSW_U O
88 55 10 mov edx,dword prr ss:febp+i e LR
44 inc esp ~ ——
A4 Lol T G M ) 1[5 2] 0] unoss
1: [esp+4] 00000008
0033:0040103E=0 : fes E6ETEOTE
: [espsC] OD19FADC
4: 4 . 4
MPRESS1:00401033 malware, exe: §1033 #233 5t ::g:is %é%:? - poazaoae
. a FFFFFFFE
@Woump1  Woump2  Woump3  WMDumps  Whoumps @ watch1  keelLocals & Struct mmamms
Hex ~ 666760TE
30| 00 00 00|00 00 00 00(00 00 00 00 OOL9FADC
y . i - rFeturn to malware.00428046 from malware, 004
00 00 00 00|40 00 00 00 00000055
00 00 00 00|00 00 00 00|00 00 00 00
AB AB AB AB|AB AB AB AB|00 00 00 00
75 9C F2 01|22 D6 00 18(5C 00 3F 0O
43 5 54 00 35|35 o0 cirac799
oo 00000004
0 0| 5€ 02047480
gsl ] i EE 00000000
Sai et 4 Lot BE o 01010000
g 0|73 00 E5 00|72 00 20 00 SFE19201
73 00 &1 0 00 44 00|65 00 66 00|61 75 00 00000055
L 4 00|5C 00 45 00(63 00 73 007 10 _GF 00 B6644F0E
I2 00 79 00|00 00 00 00[(00 00 00 00/00 00 00 00 AALARR S
H push abp LS I T S Y S
89 ES mov ebp, s
83 E4 FO and esp,F LastError 00000000 (ERROR_SUCCESS)
SA 3E 10 40 00 33 00 call far 3i:malware.30103E | LastStatus 00000000 (STATUS_SUCCESS)
89 EC mov esp,ebp
5D pop ebp GS 0028 FS 0053
ﬁi :’:E o ES 0028 D5 0028
o L €5 0023 35 0028
:a gﬁ:: :;: X87r0 00000000000000000000 STO EmpTy O.00000000¢
4; inc ecx X87rl 00000000000000000000 ST1 EmpTy 0.00000000(
50 push eax X87r2 00000000000000000000 ST2 Empty 0.00000000¢
rH inc ecx x87r3 00000000000000000000 ST3 Empty 0.00000000(
51 push ecx x87r4 00000000000000000000 ST4 Empty 0.00000000(
41 inc ecx x87r5 00000000000000000000 STS Empty 0.00000000(
56 push esi x87r6 00000000000000000000 STE Empty 0.00000000(
41 inc ecx X87r7 00000000000000000000 ST7 Empty 0.00000000(
57 push edi
41 inc ecx xB7Tagword FFFF
ia ?:sn esp XBTTW_O 3 (EmpTy) XBTTW_1 3 (EmpTy)
5; pugheigx ebx:Ge X87TW_2 3 (Empty) xB7TW_3 3 (Emply)
1 Inc ecx = XB7TW_4 3 (EmpTy) xB87TW.S 3 (Empty)
55 push ebp XG7TW_6 3 (EmpTy) XGTTW_7 3 (EmpTy)
49 dec ecx
€7 €2 00 00 00 00 mov edx,0 x87STatusword 0000
49 dec ecx XETSW_B O xBTSW.C3 O xBTSWC2 O
€7 €6 00 00 00 00 mov esi,0 XBTSW_C1L 0 xBTSW CO O xB7TSW_ES O
;; = inc esp - . XBTSW_SF 0 XBTSW_P O Xx87TSW U O
10 mov edx,dword ptr ss:lfebpsl ey o
el oc - 44 ine esp v = T TP
ol cacsads el e e e S e tdcal) - : : rlock
< > ?-M:?pﬁ 0019FCO4 =
0033: 0040103E=0 |2: lesp+8] 0042BD46 malware.0042BD46
3: [esp+C] 00000006
4: [esp+10] 00000009
MPRESS1: 00401033 malware.exe: §1033 #233 5: [esp+l4] 02D47CFO
5 6667607E
Woump1  Pouwmp? WWowp3 WWowes owmps @ warhi  bellocals 3 stuct DOSECOA
Address | Hex [ asc1r 1 0042BD46| return to malware.00428046 from malware.004(

04E90045 |00 FO AD BA|OD FO AD BA|0D FO AD BA|OD FO AD BA|LD.7.0.
| 0019Fe30 | 00000009
04890058 ] 003 P00 {BA | DEOTADIBA| 00RO JADI A | D0/ FO ADTEA52:252: oo19re3s | ozpa7cFo

Figure 19

The “Login Data” database containing login data such as usernames and passwords will also be

exfiltrated by the stealer:

'é‘. SecurityScorecard
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€7 €2 00 00 00 00
€7 €6 00 00 00 00

88 55 10

push ebp

mov ebp,esp

and esp,FFFFFFFO

call far 3!'lla‘lwnre. 40103E
mov esp,ebp

pop ebp

ret

inc ecx
push edx
push ecx
push edx
inc ecx
push eax
inc ecx

mov esi,0

esp
mov edx,dword ptr ss:Qebpr10]
inc esp

LastError

GS DO2B  FS 0053
ES 002E DS 002B
€S 0023 S5 0028

X87r0 00000000000000000000
X87r1 00000000000000000000
X87r2 00000000000000000000
X87r3 00000000000000000000
X87r4 00000000000000000000
X87r5 00000000000000000000
X87r & 00000000000000000000
X87r7 00000000000000000000

00000000 (ERROR_:
LastStatus 00000000 (STATUS_SUCCESS)

SUCCESS)

STO Empty
ST1 Empty
ST2 Empty
ST3 Empty
ST4 Empty
STS Empty
ST6 Empty
ST7 Empty

0. 00000000
0. 00000000
0. 00000000
0. 00000000
0. 00000000
0. 00000000
0. 00000000
0. 00000000

ebx:

x87Tagword FFFF

X87TW_0 3 (EmpTy)
X87TW_2 3 (Empty)
X87TW_4 3 (EmpTy)
X87TW_6 3 (Empty)

X8TTW_1 3 (EmpTy)
X87TW_3 3 (Empty)
XB7TTW_S 3 (Empty)
X87TW_7 3 (Empty)

Ge

xB75Tatusword 0000

X67SW_B O XBTSW L3 ©
X57SW_C1 O XBTSW.CO ©
XBTSW_SF O XBTSW_P [}

v +[5_F2] O urod

XE7SW L2 O
X8TSW_ES 0O
XETSW_U O

<MPRESS51: 00401033 malware.exe: $1033 #233

@ watch 1 i struct

00428046 malware. 00428046
00000055

esp+i0
espris

$EDump2  §NDump3  §NDump4 B Dump 5 fe=] Locals
6667 6OTE
Hex
02CB0308 | :30] 00 00 00|00 00 00 00|00 00 00 00 i kot
00 00 00 00|40 60 00 0O ) [0042BD46| return to malware.0042B046 from malware.004
00 00 00 00|00 00 00 00|00 00 00 00
AB AB AB AB|AB AB AB AB|00 00 00 00
75 9C F2 01|22 D6 00 18(5C 00 3F 00 g?ggg?:g
o aaan SR 56643479
SC 00 41 00 00000004
44 00 61 O SC 00 4€ 00 02CBO598
81 00 0 &F 00 &F 00 00000000
55 00 SC_DH Z2 00 &F 00 01010000
5C 00 55 0 72 00 20 00 EyROn
P e 00000055
£C 00 74 00 ¥ |
20 00 44 00 &1 00 00 00 0 00 00| “‘::EEE
55 pusn eop e e s e
B89 ES mov ebp,esp
83 E4 FO and esp,FFFFFFEQ LastError 00000000 (ERROR_SUCCESS)
94 3E 10 40 00 33 00 call far :3:malware.40103E | Laststatus 00000000 (STATUS_SUCCESS)
89 EC mov esp,ebp
50 pop eb G5 0028 FS 0053
c3 ret ES 0028 DS DO2E
8 il s s ooz3 3 oozs
:.‘{ D::: :E: X87r0 00000000000000000000 STO Empty 0.00000000
A et x87r1 00000000000000000000 ST1 Empty 0.00000000
o push eax x87r2 00000000000000000000 ST2 Empty 0.00000000
i inc ecx X87r3 00000000000000000000 ST3 Empty 0.00000000
51 push ecx X87r4 00000000000000000000 5T4 Empty 0.00000000
41 inc ecx X87r5 00000000000000000000 5TS Empty 0.00000000
56 push esi X87r6 00000000000000000000 5T6 EMPTY 0.00000000
41 inc ecx X87r7 00000000000000000000 5T7 EMPTY 0.00000000
57 push edi
41 inc ecx x§7Tagword FFFF
= RUShEesD X87TTW_O 3 (Empty)  X87TW_1 3 (Empty)
53 push ebx abx:ge | X8TTW.2 3 (Empty) x8TTW_3 3 (Empty)
i inc ecx i XETTW_4 3 (EmpTy) X8TTW_S 2 (Empty)
55 push ebp X8TTW_& 2 (Empty) XBTTW_T 3 (EmpTy)
49 eC ec
€7 €2 00 00 00 00 mov edx,0 x87Statusword 0000
49 dec ecx x87SW_B O NxB7SW_C3 0 x87SWC2 O
€7 C6 00 00 00 00 mov esi,0 X87SW_C1 0 XB7SW_CO 0 x87SW_ES O
;; L Incesp e XB7SW_SF 0 XB7SWP 0 X87SW U 0
ol e rd ptr ss:lebpsl J e s
44 inc esp' e f— —
Pl e B S e B " Default (stacal) v[_ Dlﬂ:d
1: [espr4] 0019FCO4
0033: 0040103E=0 |2: [esp+8] 00428046 malware.0042BD46
3: [esp+C] 00000006
4: [esp+10] 00000009
.MPRESS1: 00401033 malware.exe: $1033 #233 |5: esg,._u 02044180
§ 3 | 6667607E|
55 Dump 1 ﬂﬁuﬂ(ﬂ $SDump3  §%Dump 4 Dump 5 @ watch 1 [v=l Locals & struct TFE] LooisFcos
‘A 0D13FE25 FO042BD46| return to malware.00428046 from malware.004
00000006

Address
uassouwmmmnwsumum FO AD BA|OD FO
048EQ070 |00 FO AD BA|OD FO 4D BA|0D FO AD BA|0D FO

ASCIT
AD BA bﬁb.l’b.“h,
LB,

Figure 21

0019FB30
0019FB34

e
02044180

The malware organizes the database based on its name and the SQLite format:

'é‘. SecurityScorecard
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FF 74 24 08 push dword ptr XB75W_B O X875W.C3 0 x875wW.C2 O

FF 74 24 10 push dword ptr xB7SW_CL 0 X87SW.CO 0 Xx87SW_ES O

FF 74 24 08 push dword ptr XBTSW_SF 0 X87TSW_P O Xx87SW.U O

FF 74 24 40 push dword ptr L s anosm

E8 E9 1A 01 00 | call malware. 419CA9 p . =

A Tais JiiEaies Default (stdcal) > |5 12| unlock

malwar . 00415CA3

esp. L9FE7C

Lespﬂ 02043BCO L"chrmg;‘ne\‘au'll:f’mmn Data”
3: [esp+8] 048E0060 "sqQLite format 37

t Lesp+C] 0000CO00

42
.MPRESSI:DD.‘BS.J.BB ma‘lware.exe:!sr.ss #7388 5: [esp+10] 020438C0 L"Chrome /Default/Login Datz

Ut 7" e o ) 0019FETC
O\.rnul Yoump2 WSDump3 WMoump4  Woumps @B watchi  Ieellocals Y stuct 00137C80| 020438€0 L "Chrone Default/Login Data”
| ress [ ascIz i | DOL9FCB4 | 048E0060 | “sQLite t 3
e M e e R Do13rces | oooocooo

Figure 22

Multiple relevant strings are obfuscated by inserting the “edx765" string. An example of the
decoding operation is displayed in figure 23.

68 D& 22 45 00 push m
€8 52 B2 01 00 Icall n

452206
1ware 424431

e esp] 00452206 L"Logedx7e5in bmxnsn Foedx
malware. 00424431 e5p+4] 010113EE
esp+3] 00000000
esp+C] 00000000
esp+10] 7FOD2AIE

oaedx7651n Daedx765Ta Foedx7esr Accedx7esount™

MPRES51: 00408504 malware. exe: 8504 #77DA

e [ IEEFEIEEE 00452206 |
Address
02049060
02049070
02049080

6E 00

75 00

63 00 63 OOIGF OO0

Figure 23

Another database called “Login Data For Account” is also targeted by the malware (see figure
24).

ss push etp wruor s ar s
89 E5 mov ebp,esp
33 E4 FO and esp.F FO LastError 00000000 (ERROR_SUCCESS)
BE— 94 3E 10 40 00 33 00 |€alN far 33imalware. 40103E LastStatus 00000000 (STATUS_SUCCESS)
89 EC mov esp,ebp
50 pop ebp GS DO2E  FS 0053
i? l"::- p ES 0028 DS D028
X Cs 0023 0028
52 push edx a3
= D:;: X XE7r0 00000000000000000000 STO EMPty 0.00000000(
5 Lo s XE7r1 00000000000000000000 ST1 EMPTy 0.00000000(
. so pUSh: eax X87r2 00000000000000000000 ST2 EMPTy 0.00000000(
. a1 inc ecx X87F3 00000000000000000000 ST3 EMPTy 0.00000000(
. 51 push ecx XE7F4 00000000000000000000 ST4 EMPTY 0.00000000(
. 41 inc ecx XE7F5 00000000000000000000 STS EMPTY 0.00000000(
. 56 push esi X87r6 00000000000000000000 5T6 EMPTY 0.00000000(
. 41 inc ecx x87r7 00000000000000000000 ST7 EmpTy 0.00000000¢
. 57 push ed
. a1 inc ecx xB7Tagword FFEF
s i: E:ihegf xE7TW_O 3 (Empty) B7TW_1 3 (Empty)
. = T Feckn e xB7TW_2 3 (Empty) xB7TW_3 3 (Empty)
. i1 Wy xBTTW_4 3 (Empty) B7TW_5 3 (Empty)
. 5g push ebp XBTTW_6& 3 (Empty) B7TW_7 3 (Empty)
. 49 dec ecx
. €7 €2 00 00 00 00 mov edx, xB75tatusword 0000
. 49 dec ecx XB7SW_B 0 x87SW.C3 0 xB7SW.CZ O
. €7 C6 00 00 00 00 mov esi, XB7SW_C1 0 x87SW.CO 0 XB7SW_ES O
. 44 inc esp XB7SW_SF 0 X87SW_P 0 X87SW.U O
- BB 55 10 mov edx,dword ptr s . mmre A eme - aemmenia o
- 401 44 inc esp wl - - —= P ————
ol SEnzancs e TS S 5 | Defouit (stdcal) v (5 12]0] uniock
"1 [esptr4] 00000008
0033:0040103E=0 2: [espr8] 6667607E
3: [esp+C] 0019FADC -
3: [esp+10] 0042BD46 malware.0042BD46
.MPRESS1: 00401033 malware.exe: $1033 #233 5: es:-u 00000055
g m " -1 &) [ 00157570 IR
FSDumpl P Dump2 RN Dump3 @ Dump4 BN Dump S Watch1  [*=|Locals & Struct | 00000008
Hex ) (| ~
EE_'l'Z‘_ﬁL?‘.Q éa'_Qﬂ_&Llﬂlﬁ_ﬂ.Llﬂ_lﬂ 44 00 61 00 -:- return to malware.0042BD46 from malware.004(
400610020 00 36 00|6F 00 AT | A
0 00| 8E 7 ux
02DBSBFE| AB AB AB AB|AE AB EE FE|U|) 00 00 00|00 00 00 00| "o

Figure 24

A Google Chrome database called “Web Data” will be exfiltrated as well:

"‘ 3
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89 ES

83 E4 FO

9A 3E 10 40 00 33 00
EC

€7 €2 00 00 00 00
rt
€7 €6 00 00 00 00
4

88 55 10
44

push ebp

mov ebp,esp

and esp,FFFFFFFO
|€alV far 3:imalware.40103E
mov esp,ebp

pop ebp

L

inc ecx

push edx

push ecx

push edx

inc ecx

push eax

inc ecx

push ecx

inc ecx

mov esi,0
inc esp

mov edx,dword ptr ss:ebp+10f

LastError 00000000 (ERROR_SUCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

GS DO2E  FS 0053
ES 0028 DS 0028
€S 0023 S5 0028

X87r0 00000000000000000000 STO Emply
X87r1 00000000000000000000 ST1 Emply
X87r2 00000000000000000000 STZ EmMPLy
X87r3 00000000000000000000 ST3 EmPLy
X87r4 00000000000000000000 5T4 EmpLy
X87r5 00000000000000000000 S5TS EmpTy
X87r6 00000000000000000000 STE EMPTY
X7r? 00000000000000000000 ST? EMPTY

x87Tagword FFFF

XB7TW_0 3 (Empty)
xB7TW_2 3 (Empty)
xB7Tw_4 3 (Empty)
xBTTW_6 3 (Empty)

x87TW_1 3 (Empty)
x87TW_3 3 (Empty)
xB7TW_5 3 (Empty)
xB7TW_7 3 (Empty)

ebx:Ge

xB7Statusword 0000

XB7SW_B 0 xB7S5W_C3 0 xB7SW.C2 O

XB7SW_C1 0 xB75W_CO ©0 xB7SW_ES O
XB7SW_P 0 XB7SW_U o

0. 00000000
0. 00000000
0. 00000000¢
0. 00000000¢
0. 00000000¢
0. 00000000¢
0. 00000000¢
0. 00000000¢

0033: 0040103E=0

%8 Dump 1

00000006
esprB] 6667GOTE
esp+C] 0019FBOC
esp+l0] 0042BD46 malware.0042ED46
esp+l4] 00000055

Hex
04CC0970 (30 00 00 00
04CC0980
04CC0990( 00 00 00 00
04CCO%A0 | AB AB AB AB
04CCO9BO (75 9C F2 01

inc esp - -
MPRESS1:00401033 malware. exe: $1033 #233
oump2 Woump3  Moumps  BNoumps @ watchi  ellocls 4 Stuct
00 0O 00 0O[0D 0O 00 00|00 00 0O
00 DO 00 00[40 00 0O 00
00 00 00 00[00 00 0O 00

04CCO9ED | 44 00 61

04CCO9F0 | 61 00

04CCOAOD | 65 00 5C
-
1

04CCOALD | BC 00
04CCOA20( 74 00

===

04CCOA30 | EC 00 74 O
£1.00 74 00

AB AB AB AB |00 00 0O
22 D6 05 18|5C 00 3F

|00

| Q0
04CCOCO (43 00 34 00 00 300 65 00
04CC0%00 M SC 00 $1 00 70

43 00 68 00|72 O

Z3 00 €5 00(72 00 20 61
SL.00 44 00 (€5 00 €6 00|61 00 75
SC 00 57 0065 00 €2 00

2 2000
2161 00 00 00|00 00 00 00|00 O

00

00 00

return to malware.0042BD046 from malware.004(

Figure 26

55 push etp B T
89 ES
83 E4 FO and esp,FF LastError 00000000 (ERROR_SUCCESS)
9A 3E 10 40 00 33 00 call far 33imalware. 40103 LastStatus 00000000 (STATUS_SUCCESS)
89 EC mov esp,ebp
5D pop ebp GS 002B FS 0053
ﬁ E:: R ES 0028 D5 0028
X €5 0023 0028
52 push edx a5
:é g:?: ok X87r0 00000000000000000000 STO EMPTY 0.00000000(
41 inc ecx %87r1 00000000000000000000 ST1 EMPTy O.00000000(
50 push eax X87r2 00000000000000000000 ST2 EmpTy 0.00000000(
i inc ecx x87r3 D0000000000000000000 ST3 EmPTy 0.00000000(
51 push ecx x87r4 00000000000000000000 ST4 EMPTy 0.00000000(
41 inc ecx x87r5 00000000000000000000 STS EMpty 0.00000000(
56 push esi x87r6 00000000000000000000 STE Empty 0.00000000(
41 inc ecx x87r7 00000000000000000000 ST7 Empty O.00000000(
7 push edi
41 inc ecx x87Tagword FFFF
i: g::he:fo X87TW_0 3 (Empty) x87TW_1 3 (Empty)
53 push ebx ehx:ge | X8TTW_Z 3 (EmpTy)  x87TW_3 3 (EmpTy)
i inc ecx X87TW_4 3 (Empty) x87TW.S 3 (EmpTy)
13 push ebp KETTW_6 3 (EmpTy) X87TW_7 3 (EmpTy)
49 dec ecx
€7 €2 00 00 00 00 mov edx,0 x875Tatusword 0000
49 dec ecx XBTSW_ B 0 xB7SW.C3 O XxBTSW.C2 O
€7 €6 00 00 00 00 mov esi,0 XBTSW_CL O XBTSW_CO O XBTSW_ES O
28 55 10 S aea get X87SW_SF 0 xBTSW_P 0 XB7SW U O
1 mov edx, rd ptr ss:[febp+1 [y s
34 inc esp [ =
o2 o e S e L | Defoult (stacal) =[5 12]0] unlock
= 9FCD4
0033:0040103E=0 esp+8] 0042BD46 malware.0042BD46
esp+C] 00000006
esp+10] 00000009
.MPRESS1:00401033 malware.exe: $1033 #233 | 04CCOCES
Woump1 ¢ 2 ¢ 3 @ ! 5 @ watch: el S LR
%4 Dump %% Dump S Dump4 8% Dump 1 & Struct D0LIFCO4
CrT | | ASCIT 1 00428046/ return to malware.0042B046 from malware. 004
D4BECO76 |00 FO AD BA[0D FO AD BA|OD FO AD BA|OD FO AD BA|wD.%.B.%.0.7.0.° m
O48ECO8E| 0D FO AD BA|0D FO AD BA|0D FO AD BA[0D FO AD BA|.D.®.3.°.B.°.D.¢ 04CCOCER

The process opens and reads the Google Chrome cookies database, as highlighted below:

'é‘. SecurityScorecard
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push ebp
mov ebp,esp
and es FFFFFO

LastError 00000000 (ERROR_SUCCESS)

The
Storage\leveldb\" directory:

i

Figure 27

push ebp
mov ebp,esp
and esp,FFFFFFFO

-
M
- FO
. 10 40 00 33 00 I3imalware. 40103E LasTSTAtus 00000000 (STATUS_SUCCESS)
. EC mov esp,ebp
. Bop <oP GS 0028 FS 0053
. ES 0028 DS 0028
M | ;ngr‘!:;! €5 0023 355 0028
g pRIees X87r0 00000000000000000000 5TO EmpTy 0.00000000
= push edx pTy
ol e iery X87r1 00000000000000000000 STL EMPTy 0,00000000
of ¢ push eax X87r2 00000000000000000000 ST2 EMPTy 0,00000000
o inc ecx X§7r3 00000000000000000000 ST3 EMPTY 0.00000000
o push ecx X87r4 00000000000000000000 5T4 EMPTY 0,00000000
. inc ecx X§7r5 00000000000000000000 STS EMPTY 0.00000000
push esi X87r6 00000000000000000000 STE EMPTY 0,00000000
ineecy X87r7 00000000000000000000 ST7 EMPTY 0.00000000
push edi
inc ecx XS7Tagword FFFF
?:2"“":9 XSTTW_D 3 (EMPTy)  X87TW_1 3 (Empty)
O A ebxic | X87TW.2Z 3 (EmpTy)  X67TW_3 3 (EmpTy)
ey X87TW_4 3 (EMPTY) X87TW.5 3 (EmpTy)
mish ebp X87TW_6 3 (EMPTY) X87TW_7 3 (EmpTy)
dec ecx
00 00 00 00 mov edx,0 xgTSTatusword 0000
XGTSW_E O XBTSW.L3 O XETSWLZ O
00 00 00 00 X875W_C1 O x875W_C0 O Xx87SW_ES O
0 X875W_U o
10 S -~
n * |5 1% unkock
0033: 0040103E=0
.MPRESS1: 00401033 malware.exe: §1033 #233
Wouro1  @owmp2 @Soump3  Woumps  Woumos B warhi  bellocas 9 stua

local storage data can be found in the “Google\Chrome\User Data\Default\Local

[ T R T P S

LastError 00000000 (ERROR_SUCCESS)

'é‘. SecurityScorecard

Figure 28

FO —
. 94 3E 10 40 00 33 00 & 33imalware. 40103E LasTSTatus 00000000 (STATUS_SUCCESS)
. 89 EC moV esp,ebp
. 50 $ G5 0028 FS 0053
: gi e ES 0028 DS 0028
= =5 iz nYedx €5 0023 35 0028
: ?; gﬁ:: :(CJ: XE7rd 00000000000000000000 STO EmpTy 0.0000000C
. 41 inc ecx X87rl 00000000000000000000 ST1 EmpTy 0.0000000C
= 0 push eax x87r2 00000000000000000000 5T2 EmpTy 0.0000000C
b n inc ecx X87r3 00000000000000000000 5T3 EmpTy 0.0000000C
. 51 push ecx X87r4 00000000000000000000 ST4 EmpTy O.0000000C
. 41 inc ecx X87r5 00000000000000000000 STS EmpTy 0.0000000C
- 56 push esi X87ré 00000000000000000000 STE EmpTy O0.0000000C
. 1 inc ecx x87r7 D0000DO00G0000000000 5T7 EmpTy 0.0000000C
- 587 push edi
- 41 RO x87Tagword FFFF
e i pushiesn X87TW_0 3 (EmpTy)  x87TW_1 3 (Empty)
b 53 push ebx ebx: G X8TTW_2 3 (EmpTy) X87TW_3 3 (EmpTy)
* i inc ecx X87TTW_4 3 (EmpTy) X87TW.S 3 (EmpTy)
. 55 push ebp X8TTW_6 3 (EmpTy) XGTTW_T 3 (EmpTy)
. 49 ec ec
. C7 €2 00 00 00 00 mov edx,0 x§75Tatusword 0000
L] 49 dec ecx XBTSW_B O X87SW.C3 0 x87SWC2 0
. €7 €6 00 00 00 00 mov es1,0 XKGTSWLL O XBTSW.CO O XS7TSWES 0
. 43 inc esp XBTSW_SF O X87SW_P 0O XB87SW_U O
. BB 55 10 mov edx,dword ptr ss:[febp+10] [ mm s =
. 44 nc esp
. B e Fripteiahosd atn, o sk o Default (stdcall) S | [ unlodt
5P+ SFI54
0033: 0040103E=0 e5p+8] 00428046 malware,D042ED46
esp+C] 00000055
esp+10] 00000008
MPRESS1: 00401033 malware.exe: $1033 #233 S
Woump1  Yoump2  oump3  Soump4  UNoumps @ watchi  bellecas st F
Address | Hex ASCIT return to malware.00428046 from malware. 004
0490A720 1300 00 00 00|00 00 00 00[00 00 00 O00(00 00 00 00|0....
0490A730|RO_AE 30 04|00 00 00 00|40 00 00 00|00 00 00 00|D;
0430A740| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00f.
0490A750| AB AB AB AB|AB AB AB AB|00 00 00 00|00 00 00 00
0490A760| 75 9C F2 01|22 D6 08 18|5C 00 3F 00(3E 00 SC 00fu
0490AT70| 43 00 3A 00 22 00 65 00|72 00 73 00
04904780 | 5000 m 5C 00 42 00|70 00 70 00"
0450A790 | 44 00 61 00(74 00 61 00|5C 00 4C 00| 6F 00 63 00
0490ATAD| 61 00 00|5C 00 47 00 67 00 6C 00
0490A7B0| 65 00 00|43 00 €8 00(72 00 &F 00(ED 00 65 00
0490A7CO|5C_00 55 00 S5 00|72 00 20 00|44 00 61 00
0490A7D0| 74 00 005C 00 44 0065 00 66 00| E1 00 75 00
0490ATED 74 00(5C 00 4C 00|6F 00 63 00(61 00 &€ 00
0450A7F0 | 20 00 53 00 (74 00 6F 00|72 00 61 00|67 00 65 (0
00 00 d 65 00 &C 00|64 00 €2 00| %
0490A810|5C 00 30 00|30 00 30 00|30 00 30 00|35 00 2E 00|)
0490AB20| 6C 00 €4 00|62 00 00 00[00 00 00 00l00 00 0O 0O

securityscorecard.com | 14



. 55 push ebp rworozoaroa
L] 89 ES mo\-' ebp,esp
. 83 E4 FO esp FFEFFFEL LastError 00000000 (ERROR_SUCCESS)
Eg—s 9A 3E 10 40 00 33 00 |cu1'l f'ar 33imalware. 40103E LastStatus 00000000 (STATUS_SUCCESS)
. 89 EC mov esp,ebp
. S0 pop ebp G5 0028 F5 0053
: Ei :3 ecx e e Ly
00 0o
. 52 push edx EASOZ9. 835 00SB
. ?’; pushfecs XE7F0 00000000000000000000 STO EMPTy O.00000000
. A b X87F1 00000000000000000000 STL EMPty 0.00000000
. 50 push eax X87F2 00000000000000000000 ST2 EMPty 0.00000000
= =5 IncRacE X87F3 00000000000000000000 ST3 EMPty 0.00000000
. 51 push ecx X87r4 00000000000000000000 ST4 EMPty 0.00000000
. 41 inc ecx X87F5 00000000000000000000 STS EMPTy 0.00000000
. 56 push esi X87F6 00000000000000000000 STE EMPTy 0.00000000
. 41 inc ecx XE7F7 00000000000000000000 ST7 EMPty 0.00000000
. 57 push ed
. s1 inc ecx x87Tagword FFFE
: i: E:znegia XB7TW_0 3 (Empty) X87TW_1 3 (Empty)
: = htand ebx:ig | X6TTW_2 3 (Empry)  x87TW_3 3 (Empty)
5 o s ' X87TTW_4 3 (Empty) x87TW_S 3 (Empty)
. 55 push ebp XETTW_6 3 (EmpTy)  X87TTW_7 3 (Empry)
. 49 leC ecx
. €7 €2 00 00 00 00 i "232“;“‘3"”%?2“&; 0 X8TSWEZ O
- 49 leC ecx X n_| X W NBTSW,
L] €7 €6 00 00 00 00 1;\0\: esi,0 XB7SW_C1 0 XxB7SW_CO O XETSW_ES O
. 44 nc esp xe?sw SF O XxXB7SW_P O xBTSWU O
. 88 55 10 mov edx,dword ptr ss:febprio] e
. 44 inc esp v —
oz A e N P R 5 Defalt(shkall ~|[s_[+] 0] Uriodk
esp+4] 00428046 ma WG‘M'HZQ‘G
0033:0040103E=0 esp18] 00000006
: [esp+C] 00000009
a: 10] 0496D7F8
MPRES51: 00401033 malware.exe: 51033 #233 I ==l
¥ pump 1 2 3 4 5 @watch:t  bellocals S ERERERR - 00197 250
- &% Dump &' Dump &% Dump &% Dump v 1 L ¢ Struct 00428046/ return to malware.00428046 from malware.004
Address | Hex |ascaz | ~ ¥
04964FDB[00 FO AD BA[0D FO AD BA[OD FO AD BA[0D FO AD BA|LB.%.D.°.B.°.3.%] 0013F980 | 0496DTFE
Figure 29
GetCurrentHwProfileA is utilized to obtain information about the current hardware profile
(figure 30).
|pu.?.rl| P Y T T B ——
ca eﬂ* —
e >IG Biuwko
esp] 04975A30
espra] 020621398
: lesp+s] o20280E0
4: [espiC] 00000000
P i e wm_ - | aa . E— @ EIFEEST 04975420

Figure 30

The data that will be exfiltrated contains the GUID string corresponding to the hardware profile,
the “TRNGVa—stream” Lumma ID, and the targeted databases that were compressed:

Address | Hex ASCII

02C62190(A9 18 F2 53(07 D6 00 1B[2D 2D 53 71|44 65 38 37| @.0Y.O..--SqDes7
02€621A0 |38 31 37 68|75 66 38 37|31 37 39 33|71 37 34 OD|817huf871793q74.
02C621B0O (DA 43 6F GE|74 65 GE 74(2D 44 69 73|70 6F 73 69| .Content-Disposi
02C621C0(74 69 6F GE|3A 20 66 6F (72 6D 2D 64|61 74 61 3B|tion: form-data;
02€621D0(20 6E 61 6D|65 3D 22 68|77 €9 64 22|0D OA OD OA| name="hwid"....
02C621E0| 2
02C621F0
02€62200 DA 1[44 e
02C62210(38 31 37 68|75 66 38 37 (31 37 39 33|71 37 34 0D
02C62220|0A 43 6F GE|(74 65 6E 74|2D 44 69 72|70 6F 73 63| .Content-Disposi
02€62230|74 69 6F GE|3A 20 66 6F (72 6D 2D 64|61 74 61 38|tion: form-data;
02C62240(20 6E 61 6D|65 3D 22 70(69 64 22 OD|DA OD OA 32| name="pid"....2
02C62250(0D OA 2D 2D |53 71 44 65|38 37 38 31|37 68 75 66 --smesnﬂhuf
02C62260|38 37 31 37|39 33 71 37|34 0D OA 43|6F G6E 74 65 a71793q?4. conte
02C62270(6E 74 2D 44|69 73 70 6F |73 69 74 69|6F 6E 3A 20| nt-Disposition:
02C62280(66 6F 72 6D|2D 64 61 74|61 3B 20 6E|61 6D 65 3D form-data; name=
02C62290|22 6C 69 64|22 OD DA 0D (DA 54 52 4E|47 56 61 20| "1id". TRNGVa-
02C622A0(2D 73 74 72|65 61 6D OD|OA 2D 2D 53|71 44 65 38| -stream..--SqDes
02C62280(37 38 31 37|68 75 66 38(37 31 37 39|33 71 37 34 ?s:l.?hufsn?ssqn
02C622C0|0D DA 43 6F|6E 74 65 G6E|74 2D 44 69|73 70 6F 73| ..Content-Dispos
02C622D0(69 74 69 6F |6E 3A 20 66(6F 72 €D 2D|64 61 74 61|ition: form-data
02C622E0|3B 20 6E 61|6D 65 3D 22|66 69 6C 65|22 3B 20 66|; name="file"; f
02C622F0 |69 6C 65 GE|61 6D 65 3D |22 66 69 6C|65 22 OD OA|ilename="file"..
02C62300(43 6F 6E 74|65 GE 74 2D (54 79 70 65|3A 20 61 74|Content-Type: at
02C62310(74 61 63 68|6D 65 GE 74(2F 78 2D 6F |62 6A 65 63| tachment/x-objec
02C62320|74 OD OA OD|0OA 50 4B 03|04 14 00 08|08 08 00 23|t PK
02€62330(43 6E 56 00|00 00 00O 00|00 0O 00 00|00 00 00 OD
02C62340(00 04 00 43|68 72 GF 6D |65 2F 64 70|2E 74 78 74
02C62350(01 00 00 00/01 20 00 DF|FF 47 51 E9|B9 BB 9C C1
02C62360
02C62370(92 06 FD EA|[FO 15 79 6F|F9 50 4B 07|08 E3 13 5D
02C62380|B3 25 00 00|00 00 00|00 20 00 00|00 00 00 00
02€62390(00 50 48 03|04 14 08|08 08 00 36(46 GE 56 00
02C623A0(00 00 00 00|00 00 00|00 00 00 16(00 04 00 43
02C623B0 (68 72 6F 6D |65 2F 65|66 61 75 6C|74 2F 48 69 hrome/Def 1t/Hi
02C623C0|73 74 6F 72|79 01 00|00 EC 7D 07|80 1B C5 B9 STOry....1}...A'

8&888

Figure 31

@ :
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WinHttpOpen is used to initialize the use of WinHTTP functions with the “TeslaBrowser/5.5" user
agent (see figure 32).

OF 57 €O XOrps Xmm, xmmo XB7SW_SF 0 XBTSW_P 0 Xx8TSW_U O
OF 11 44 24 04 movups xmmword ptr ss:fespr4d,xmmo_ XB7SW_O O XBTSW_Z O XE8TSWD 0O
€7 04 24 02 43 45 00 mov_dword prtr ss:fespl,=a . 454302 [word 5
FF DO |call eax e v [ <
- - > | Defeut (stdcal) 5 |3 ][] unlock
S 1: [esp] 00354302 L TeslaBrowser/s.5"
eax=<winhttp.winHTTpOpen> (705412A0) 2 esgla. 00000000 —
3: esp»fs{ 00000000
3
MPRESS1: 00414874 malware.exe: S1AB74 #13074 LESPC]_00000000

3 00454 T owser/5.5"
@Wouwp1  Wpowmp2 WHoump3  Woups  Woumps @ wetchi  Irellocas Y stuct [ITFETIPY 00454302 | L™ TesTabrowser/s. s
Address | Hex |A9|::u | ~l
DZCGZlSD 40 OJ '|0 03:'\0 OJ '|D OJ|'|0 OJ '|0 03:'\0 OJ '|D OJ|@ teaereagenaes| IJO:ISFDZIleOOODD

Figure 32

The malicious binary performs a network connection to the “45.9.74.78" C2 server on port 80:

. push 0 X87TSW_C1 0 XB7TSW_CO 0 XB7TSW_ES 0
. push 50 ! X8TSW_SF O XE7SW_P 0 Xx87SW_U 0
. push dword ptr [ebp+i | x87SW_D O x87SW_Z 0 x87SW D 0
. lpusn dword ptr s | IC = i
EHE— call eax E z W v | s 2]
| f 2y l;e:sni 04003788 ———
eaxs Tp.WinHttpConnect> (70557110) |2. [esp+4] 0045420C L"45.9.74.78"
3: [esp+8] 00000050
.MPRESS1:00416855 malware, &xe: S18855 #1AD5S r" fespiclioooodia
o 04003788
5% Dump 1 9% Dump 2 9% Dump 3 $90ump4  §% Dump 5 @ watch 1 Iv=] Locals & Stuct | DO19FDIC | 004542DC (L"45.9.74.78"
0019FD20 | 00000050
|%"“ P | ASCT | ~ | oo19FD24| 00000000

Figure 33

The WinHttpOpenRequest API is utilized to create an HTTP POST request to the “/c2sock” URI:

88 40 BS o T e ISy e RS/ IM_S 3 LEWPLY)  AB/IW_s 3 LEWPLY)
83 EC 1C | sub esp,1C
OF 57 CO | xorps xmm0, xmmo xB87Statusword 0000
OF 11 44 24 OC | movups xmmwor d ptr "'[eso +C[Jl, xmmo XB7SW_B O xB87TSW.C3 O XxBTSW L2 O
8B 55 OC + [ XBTSW_C1 0 xB7SW._CO O xB7SW_ES O
89 54 24 08 | XBTSW_SF 0 xB7SW_P 0 xB7TSW_U o
89 0C 24 | XBTSW_0O 0O xB7SW_Z 0 x87SW_D 1]
C7 44 24 04 9C 42 45 00 |mov _dword ptr Are. [word §
FF DO |tt'|'| eax AW v | ——— [r v | =
- - 5 | Default (stdcall) » |5 1| unioct
1: [esp] 0ZCAADA
(70551440) 2: [esp+4] D045429C L"POST"
3: [esp+8] 00453144 L"/c2sock”™
4 esp+C] 00000000
.MPRESS1:0041BB92 malware.exe: $1BB93 #1AD93 — =
Woump1  @Howmp2  WHoump3  WYoumps  Woumps @ watch1  Icllocals g struct aC | L™
TR | [ AscIT i | 0015FD14| 00453144 | L™ /c250ck"
02€62130| 40 00 00 00|00 00 00 00|00 00 00 00|00 00 OO
02C62140| 00 00 00 00|00 FO AD BA|ZE _EC _CS 02|00 FO AD %:g;f} m
02C62150| 00 00 00 00|00 00 00 00|00 00 00 00 DD FD AD

0019FD24 | 00000000

Figure 34

The stealer sets the time outs involved in the HTTP connections using WinHttpSetTimeouts
(figure 35).

OF 28 05 60 E1 44 00 movaps xmm0,xmmword prr ds:[44E160] I044E XBTSW_SF 0 XBTSW_P O X87SW.U O

OF 11 44 24 04 movups xmmword ptr ss:Qesp+4], xmmo XBTSW_O O XBTSW_Z 0 X87SWD ©

89 0C 24 lmo;flldworcl ptr ss:[espl, ecx i g

FF DO call eax EEIW v —_
3 Del"a\.il(ﬂd:al) *|[5 2] unod

eax=<winhttp.winHTTpSerTimeouts> (70540580) esp] 02CAA230

2 esp+4] 000493E0 L"1-1-1"

3: [esp+8] O00493E0 L::.'I.-l-l.::

.MPRESS1:004188C1 malware. exe: $188C1 #14DC1 [“- LeSPCIAO00A0 R0 0 1=1- 1.0

& o P S 4 02CAA230

--LDumol @oump2  $HDump3  WWDumpd  HDumps @ watch:  Ie-llocals ) stuct COLSED1E ]| 000403E0 | L"2-2-1"
Hex | asc1z | | 001SFDIC | 000493E0 | L 1-1-1"
= 00 20 O = e L"1-1-1"
299?2359'” 000500 [31500170 500 [81500;00:00] 0010030000 B Se0-me0mrre)| unsmulnonuun L"1-1-1"

Figure 35

The malware adds an HTTP request header via a function call to WinHttpAddRequestHeaders
(0x20000000 = WINHTTP_ADDREQ_FLAG_ADD):

"‘ 3
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. 68 00 00 00 20 push X87SW_C1 0 Xx875W_CO0 O Xx875W_ES O
- 6A FF push XBTSW_SF O X87TSW_P O XB87TSW.U O
56 push esi esiil XB7SW_0 O X87SW.Z O X&7T5W.D o
FF 75 EC push dword ptr ss:[ebp
oo €all eax =
— - - = |5 2] unloc
espl 02CAAZ30
lers> (7052CE6D, esp+4] O2CAASED L"Content-Type: multipart/f
esp+8] FFFFFFFF
esp+C] 20000000
.MPRESS1:00418C01 malware.exe: $18C01 #1AEDL e =
o 1 " " " " ) 9 jAocarssd
&% Dump $50ump2 GDump3 BN Dump4 B Dump S S Watch 1 I=llocals ¥ Struct 0019FDIC | 02CAASEQ | L"Content-Type: multipart/form-data; boundi
=ohiha ASCET . OD13FD20| FFFFEFEF
O2CAASEO 431 00 6F 00(6E 00 74 0065 00 6E 00|74 00 20 00|€.0.N. +T.= 5[ E969C81C
02CAASFO |54 00 79 00|70 00 65 00(3A 00 20 00§D 00 75 00|T.y.p. LTS 00000016
02CAAGD0|(6C_00 74 0063 00 70 00|61 00 7. 74 00 2F 00|1.t.1. st/ 01000000
02CAAG10| £E 00 €F 00|72 00 €D 0020 00 €4 00(£1 00 74 00| f.0.r. st 01010001
02CAAG20| 61 OO0 38 00|20 00 62 O0|GF 00 75 00 I 0| a.5. . -n.d. 00010100
02CAAG30| 61 00 72 00|79 00 30 00|53 00 71 00(44 00 65 00/4.r.Y. -D.e. 01010065
02CAA640|38 00 37 00|38 00 31 00|37 00 &8 00|75 00 66 00|8.7.8. .u.T. 0497FDOS
02CAAES0|38 00 37 00|31 00 37 00(39 00 33 00|71 00 37 00|8.7.1. Q.7 0497FD0S
02CAAGE0 |34 00 0D O0|0A 00 00 00|00 00 00 00|00 00 00 00| 4. .vcvennanenas AAAA

Figure 36

WinHttpSendRequest is used to send the HTTP request to the C2 server, as highlighted in
figure 37.

mov dword ptr ss:fesp+i xB7Statusword 0000
mov edi,dword ptr_ss:febprisl) XB7SW_B 0 XB7SW.C3 0 XB7SW.C2 O
mov dword ptr ss:[fesp+14],edi XB7SW_C1 0 xB7SW_CO 0O xB7SW_ES O
XOrps xmmd, xmmi XB7SW_SF 0 xB7SW_P 0 XB7SW_U 0
movups xmmword ptr ss:fesps4], xemo XB7SW_O 0 xBTSW_Z 0 XB7TSWD 0
lmo:lmrd ptr ss:fespl, ecx SAEOSR=S B AR > — A
call eax AW v
S - - » | Defau (stdcall) * |5 1&|[J uniodt
es| 30
00000000

00000000
00000000

.MPRESS1:0041B77F malware.exe: $1877F #1A97F

@ourol  @hpump2  WDump3  @oumpd  Whoumps @) watchi  bellocals ) Struct
Address |H&x

02CAA430|09 00 00 00
02CAA440|00 00 00 00|00 00 00 DO
02CAA450| 00 00 00 00|00 00 00 00

08 00 00 00
00 FO AD BA
00 00 00 00

16 00 00 00 .
00 00 00 00f..
00 00 00 00| ....

Figure 37

The stolen information is exfiltrated by calling the WinHttpWriteData method:

. FF 75 DO push dword ptr ss:febp-20] XBTSW_CL O xXB7SW CO O X87SW_ES O
. 57 push edi XBTSW_SF O X8TSW_P O XB7SW.U O
. FF 75 10 push dword ptr ebp+10 XBTSW O O X87SW.Z O X87SWD 0
. FF 75 EC [pu:‘l'la dword ptr ebp- 14| | i
Eg———= FF DO call eax AW v <
ole s | Defoult (stcat) v (5 [2] 0] uioas
‘e5p] 0zC
eax=<winhtTp. WinHTTpwWriTe0ata> (70540180) es:u 0262198

esp+8] 00041637
esp+L] O019FD25

.MPRESS1:0041B7ALl malware.exe: $1B7A1 #1A9a1

% Dump 1 &% Dump 2 Woumo3 Woumps  @houmps @ wath1  leellocals L;?’Slmcl

Address !m | asc1z | |
02C62198 |20) 2D 53 7144 65 38 37|38 31 37 6875 66 38 37 |E-5Q0€878L7hufs7 |

Figure 38

The process waits to receive the response from the C2 server using the
WinHttpReceiveResponse function:

6A 00 push 0 XBTSW_O0 O XB87SW_Z 0 XBTSW_D o
FF 75 EC push dword ptr ss:[ebp-14] =
FF DO call eax |eax:w v —
s | Default (stdcal) | CES [m T
2 [1: [esp] 02CAAZ30
NHTTpReceiveResponse> (70557610) 2: [esp+4] 00000000
3: [esp+8] 00000000
.MPRES51:0041B4DA malware.exe: $1B4DA #1AGDA [“ iaReenll s

@owp1  @Noump2  WeDump3  WNDumpd  WMDumps @ watchi  bellocas ) struct ] o e |
Figure 39

Finally, the binary closes the HINTERNET handle using WinHttpCloseHandle:

@ :
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push dvmr‘a ptr ss:[ebp-3cj) =
| call eax e v |

i i >

-MPRESS1:0041B800 malware,exe: $185800 #1AaD0

——— |
. T -n = - = -am N S S @ . | 0019FD2 4 INERTEREH]

Figure 40

Other browsers are also targeted (figure 41):
- Chromium

- Microsoft Edge

- Kometa

- Opera Stable

- Opera GX Stable

- Opera Neon

- Brave

- Comodo Dragon

- CocCoc Browser

. 55 push ebp wru o oa aroa
L] B9 ES mov el:::l.esD
. 83 E4 FO FFFFO LastError 00000000 (ERROR_SUCCESS)
B SA 3E 10 40 00 33 00 Icn'l'l far T3zmalware. 40103€ LasTStatus CO00007C (STATUS_NO_TOKEN)
- 89 EC mov esp,ebp 1
. sD pop ebp G5 0028 FS 0053
- €3 ret ES 0028 DS 002B
. s },SEHQZZ, €S 0023 35 0028
- g% "::: = X87r0 00000000000000000000 STO Empty O.0000000(
. a1 ?nc s x87r1 00000000000000000000 ST1 Empty 0.0000000(
. 50 push eax x87r2 00000000000000000000 ST2 Empty 0.0000000(
. 1 Inc ecx x87r3 00000000000000000000 ST3 Empty 0.0000000(
. 51 push ecx x87r4 00000000000000000000 5T4 Empty O.0000000(
. 41 inc ecx X87r5 00000000000000000000 STS EmpTy O.0000000(
. 56 push esi X87r6 00000000000000000000 STE EmpTy 0.0000000(
. 41 inc ecx X87r7 00000000000000000000 ST7 EmpTy 0.0000000(
- 57 push ed
. 41 ms ecx x@7Tagword FFFF
. 3; f:zh ] XB7TW_D 3 (Empty) x87TW_1 3 (Empty)
s It pushee;a X87TW_2 3 (Empty) x87TW_3 3 (Empty)
. e R 3 XB7TW_4 3 (Empty) XE7TW_S 3 (Empty)
. 55 push ebp xB7TW_6 3 (Empty) x87TW_7 3 (Empty)
. 49 dec ecx
. €7 €2 00 00 00 00 mov edx,0 x87Statusword 0000
- 49 dec ecx XBTSW_B O xBTSW_C3 0 x87TSWC2 O
. 7 €6 00 00 00 00 mov es‘ XB7SW_C1 0 XB7SW_CO 0 XBTSW ES O
ot 44 inc !375“ SF o hs'sl‘ P 0 x87SW_ U o0
b 88 55 10 mav edx dword ptr ss:febp+10J [ ems e .
. 44 inc es vl Ty =T
ol = : e ratn = TR RS PO ', | Defeult (stdcal) 5 2100 unlod
: 00000008
0033:0040103E=0

1 [esp+C
4: 428046 malwar 42804
<MPRESS1:00401033 malware.exe: $1033 #2313 ESD‘PLO] At B AT

@oump1  WeDump2  @WDump3  WNDump4s  @MDumps @ watch1  bellocas 4 Struct

Address | Hex

02CA9C+8 |ES EFB 19 0089 00 D0 9C CA 0258 31 CA Q3 3 2 : : o
02CASC5 8|00 00 00 00|80 00 0300 00 00|01 00 00 00 .. 0196 ATS recurn to malware.00428046 from malware. 00
02CASCES| 20 00 00 00|00 00 00 00 00 00|AB AB AE AB DOLIFATE

02CASC78|AB AB AB AB|EE FE 00 00 00 00|00 00 00 00 oo1seare ] o2cAsCAs)

02CA9CSS |39 9C F1 4E(22 D6 80 31 CA 04|32 95 C5 029, - T

02CASC98 | EE FE EE FE|(EE FE EE FE EE FE|EE FE EE FE

BE643AFS
0000000A
D2CAIC4E
00000000

2E D6 00 18
55 00

02CASCDSE Z4.00 €1 00"

D2CASCES SC 00 43 00" 2%21323?.
O2CASCFS €0 00 5C 00 00000055
02CA3008 Z4 00 BEE44FOE
02CAS0D18 00 10 (4C 00 &F 00|E3 00 €1 00(6C 00 20 00 0019FBE4
02CASD28|53 00 74 OC 00 7. Q|65 00 00 00|00 00 00 00 AR BEBD A

Figure 41

The stealer is looking for “txt” files in the “C\Users\<User>\" folder recursively:

@ :
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. 55 push ebp L
. 89 ES mov ebp, esp
. 83 E4 FO and_esp, FFF 0 LastError 00000000 (ERROR_SUCCESS)
B 9A 3E 10 40 00 33 00 call far 33:malware.40103E Laststatus CO00007C (STATUS_NO_TOKEN)
. 89 EC
. 50 G5 0028 FS 0053
: e £S5 0028 DS 0028
ol == €5 0022 55 0028
* gl X87r0 00000000000000000000 STO Empty 0.00000000
. a1 X87r1 00000000000000000000 ST1 Empty 0.00000000
. 50 X87r2 00000000000000000000 STZ2 EmpTy 0.00000000
. a1 X87r3 00000000000000000000 ST3 EMPTY 0.00000000
. 51 X87r4 00000000000000000000 ST4 EMPTY 0.00000000
. 41 X87r5 00000000000000000000 STS Empty 0.00000000
. s6 X87r6 00000000000000000000 STE Empty 0.00000000
. ;1 X87r7 00000000000000000000 ST7 Empty 0.00000000
- 7
= 4 x87Tagword FFFF
. 54 Xx87TW_D 3 (Empty) x87TW_1 3 (Empty)
s ;‘é ebx:c | ¥87TW_2 3 (Empty) x87TW_3 3 (Empty)
o 21 e X87TW_4 3 (Empty) x87TW_5 3 (Empty)
ol 55 X87TW_6 3 (Empty) x87Tw_7 3 (Empty)
.| 43
. C7 €2 00 00 00 00 x875tatusword 0000
. 49 X8TSW_B 0 XETSW C3 O XETSWCZ O
- €7 €6 00 00 00 00 X8TSW_C1 O xBTSW CO O x8TSWES 0
. 44 X87SW_SF O XB7SW_P O XB7SW_U O
. BB 55 10 ydword ptr ss:febprio] B
. 44 S —
s 2 5 " et ftdeal) ~ 1[5 )00 urock
F esp+4] 00428046 mal BD46
00331 0040003E=0 #5p+E] 00000035
[esp+c] o0DDOOOB
4z 0] 02CATT
MPRESS1:00401033 malware.exe: §1033 #233 LespH10] pacAr7ss
: a) DO19F7
Wounel  Woump2  Wowmp3  WDwmod  @owmps  @wathi  iellecls P St 4|F00428046| return to malware.00428046 from malware. 004
Address | Hex |asc1z ] |
02CA7758 |86 02 00 0O[00 00 00 0O[00 00 00 0O[00 00 00 00| Mez:vessraneasns| anvaccanl norazseel
Figure 42
. 55 push ebp o e
. 89 ES mov ebp, esp
. 82 E4 FO and esp,FFFFFFFO Lastérror 00000000 (ERROR_SUCCESS)
Eg—3 9A 3E 10 40 00 33 00 callifar 33:malware. 40103E | LAsTSTATUS COOD0OTC (STATUS_NO_TOKEN)
. 89 EC mov esp,ebp
. 5D pop ebp GS 0028 FS 0053
: Ei :‘ﬁ: = ES 0028 DS 0028
x €S 0023 0028
52 push edx aa
. é{ "3:: :3: X87r0 00000000000000000000 STO Empty 0.0000000!
. a [ X87r1 00000000000000000000 ST1 Empty O.0000000!
e 50 push eax X87r2 00000000000000000000 ST2 EmpLy 0.0000000!
. 41 inc ecx ¥87r3 00000000000000000000 ST3 EmpTy 0. 0000000
. 51 push ecx X87r4 00000000000000000000 ST4 Empty 0.0000000!
. 41 inc ecx X57F5 00000000000000000000 ST5 EMPTY O.0000000!
. 56 push esi X87r6 00000000000000000000 5T6 EMPTy 0.00000001
. 41 ine ecx X87r7 00000000000000000000 ST7 Empty 0.0000000!
57 push edi
;: 1nchecx x87Tagword FFFF
- P 5’:: eg;g XB7TW_0 3 (Empty) x87TW_1 3 (Empty)
o == ush ebx ebx:c | ¥87TW_2 3 (Empty) x87TW_3 3 (Empty)
. n M=t xB7TW_4 3 (Empty) x87TW_ S 3 (Empty)
. 55 push ebp X8TTW_6 3 (Empty) X87TW_7 3 (Empty)
. 49 dec ec =
. €7 €2 00 00 00 00 mov edx,0 x§7Statusword 0000
. 49 dec ecx HETSW_B 0 XBTSW L3 0 XETSWC2 ©
7 €6 00 00 00 0O mov esi,0 XBTSW_C1 O X87SW.LO 0 X87TSW_ES O
;; e inc :;a ot Beb 1 X87SW_SF O X87SW_P 0 Xx875W.U O
mov edx rd ptr ss:gebp+lo et e e e e -
. 44 inc esp’ — .
o AR A S 5 |Defauit (stical) > |5 |+ unioc
i [esp+4] 00000D00B
0033: 0040103E=0 2: [esp+8] 6667607E
3: Lespic) oozsrsac .
espr10] 00428046 malware.00428D46
<MPRESS51: 00401033 malware, exe: §1033 #233 E
Woump1  @Hoump2  WHoup3  Eoumpd  Woumps @ wawni  ellecas P s
Hex [asc |
20! 00 00 00|00 00 00 00|00 00 00 00(00 00 00 3
00 00 DO 00|40 00 00 00|00 00 00
00 00 00 00|00 00 00 00(00 00 00 00|00 00 00

AB AB AB AB|AB AB AB AB
75 9C F2 01|22 D6 10 18
3400

43

- 800 €1 00
04D7FST8| 67 00 2E 00|74 00 78 00|74 00 00 00|00 00 00 00

00 00 00 00
EC_00 3F 00

73 00 &5 00

00 00 00
3F 00 EC 00| u.
T2 00 73 00

Figure 43

B6643AF 9
DO0D000A
0O4D7F788

AAAAARAR.

The malware steals data from the following crypto wallets (see figure 44):

- Binance

- Electrum

- Ethereum

- Exodus

- Ledger Live
- Atomic

- Coinomi

'é‘. SecurityScorecard
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55 push ebp wrwoaraoar
89 ES mov GbD esn
83 E4 FO and esp,FFFFFF o LastError 00000000 (ERROR_SUCCESS)
94 3E 10 40 00 33 00 |calt faF 33 Smalware. 40103E 1 LastStatus COO0007C (STATUS_NO_TOKEN)
89 EC mov esp, ebp
50 pop ebp G5 0028 FS 0053
<3 ret ES 0028 DS 0028
41 nc ecx €5 0023 0028
52 push edx is
= push ecx X87r0 5T0 Empt:
¥ 0.
55 E:‘“s_"egg‘ X87r1 5T1 Empty O.
50 push eax x87r2 5T2 EmpTy 0.
41 inc ecx X87r3 5T3 EmpTy 0.
51 push ecx xerr4 5T4 Empty O
41 inc ecx XB7rS 5T5 Empty O
56 push esi XETrE 5T6 Empty O
41 inc ecx XBTr7 5T7 Empty O
57 push edi
a2 inc ecx x87Tagword FFFF
o oot d X87TW.0 3 (Empty)  x87TW.1 3 (EmpTy)
53 push ebx abx: e NBTTW.2 3 (Empty) xB7TW_3 3 (Empty)
41 inc ecx e XB7TTW_4 3 (Empty) x87TW_S 3 (Empty)
55 push ebp XBTTW_6 3 (Empty) x87TW_7 3 (Empty)
49 dec ecx
€7 €2 00 00 00 OO0 mov edx,0 x87Statusword 0000
49 dec ecx XETSW_B O XB7SW_C3 O XBTSW.C2 O
€7 €6 00 00 00 00 mov esi,0 MBTSW L1 0 xB7SW_CO O xETSW_ES O
44 inc esp NETSW_SF O XBTSW_P O XETSW.U O
88 55 10 sov edx,dword ptr s5:Benpriod
44 inc esp v
SO S s o [pefauit (stacan) -5 510
i Ware.
2t espd 90000055
3: 00000008
42 QS 10] 05489668
«MPRESS1:00401033 malware. exe: $1033 #233 D"
@ouwl o2  $S0wp3  Woups  WSoums  @wawhi el P st el
& 428046/ return to malware.00428046 from =malware.004
|Address | A
R — 0000008
0548938830 00 00 00(00 FO AD BA|0O 00 00 DO19FED0 | 05 4E966E
05489338 i [c1m

054893A8| 00 00 00 00|00 00 00 00|00 00 0O
OS4893B8 (AR AB AB AB(AB AB AB AB|00 00 00
054893C8| 39 9C F2 40|22 D6 31 18
05489308 | Z0 94 28 05 -
05 4893E8 (IU OU )0 IJ") 0] UO 00 l’)(I
054893F8 | 00
05459408 | AB As aa AB AB
05489418(75 9C F2 01(2E D6 31

[ 799
B6643AF3
0000000A
05489668
00000000
01010000
SFEL201
00000055

05489428 | 43 00 3A 00 Ga19rocs
05489438 0019F738
05489448 0019F7CC
05483458 0000014C
5 3 00 74 00

05489478

Figure 44
The text files are compressed and exfiltrated using the same approach as before:

Address | Hex ASCII

055840F0| 34 OD OA 43|6F 6E 74 65|6E 74 2D 44|69 73 70 6F| 4. .Content-Dispo
05584100|73 69 74 69|6F 6E 3A 20|66 6F 72 6D|2D 64 61 74|sition: form-dat
0558411061 3B 20 G6E|61 6D 65 3D|22 6C 69 64|22 0D OA 0D|a; name="1id"...
05584120 0A 54 52 4E|47 56 61 2D|2D 73 74 72|65 61 6D OD|.TRNGVa--stream.
05584130|0A 2D 2D 53|71 44 65 38|37 38 31 37|68 75 66 38| .--SqDe87817hufs
05584140(37 31 37 39|33 71 37 34|0D DA 43 6F|6E 74 65 6E|71793q74..Conten
0558415074 2D 44 69|73 70 6F 73|69 74 69 6F|6E 3A 20 66| t-Disposition: T
05584160|6F 72 6D 2D |64 61 74 61|3B 20 6E 61|6D 65 3D 22|orm-data; name="
05584170|66 69 6C 65|22 3B 20 66|69 6C 65 GE|61 6D 65 3D|file"; filename=
05584180| 22 66 69 6C|65 22 0D OA|43 6F 6E 74|65 6E 74 2D|"file"..Content-
0558419054 79 70 65|3A 20 61 74|74 61 63 68|6D 65 6E 74| Type: attachment
055841A0| 2F 78 2D 6F |62 6A 65 63|74 OD OA OD|OA 50 4B 03| /x-object....PK.
055841B0(04 14 00 08|08 08 00 C5|3B 70 56 00|00 00 00 00| suvwees AjPV.e.o. .
055841C0({ 00 00 00 00|00 OO0 00 27|00 O4 00 '49|6D 70 6F 72| ....... . . Impor

05584100 |74 61 6E 74|20 46 69 6C|65 73 2F 50|72 6F 66 69|tant Files/Profi
055841E0|6C 65 2F 44|65 73 6B 74|6F 70 2F 62|6C 61 2E 74| 1e/Desktop/bla.t
055841F0 |78 74 01 00|00 00 55 93|39 8E 1D 31|0C 44 73 03 |XE....U.9..1.Ds.
05584200 |BE C3 60 52|27 6A AD AD|CO 37 F9 89|D6 1B 18 F8|X¥A'R' J..A?u 0..0

05584210|C7 F7 AB 61|0F 06 DA 88|A6 48 16 97|22 BB FF DBIC+«d...., THaw " »\?Cl

Figure 45

The stealer searches for “.conf” files in the AnyDesk directory:

"‘ 3
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55 push ebp wru e oaroa
B9 ES mov ebp,esp
83 E4 FO and esp,F FO LastError 00000000 (ERROR_SUCCESS)
9A 3E 10 40 00 33 00 |califar 33imalware. 40103E LasTSTatus COO00007C (STATUS_NO_TOKEN)
89 EC mov €sp, ebp
sD pop ebp GS 0028 FS 0053
c3 ret ES 0028 DS 0028
;1 ;Eﬁneﬁﬁx €5 0023 S5 002B
o PlEIgEEX X87r0 00000000000000000000 STO Empty O.00000001
a1 e Nect XE7r1 00000000000000000000 ST EmpTy O.00000001
s0 push eax XETr2 00000000000000000000 ST2 EmpTy 0.0000000!
41 inc ecx XE7r3 00000000000000000000 ST3 EmpTy O.00000001
51 push ecx XE7r4 00000000000000000000 S5T4 EmpTy 0. 0000000
41 inc ecx X87r5 00000D00000000000000 STS EMPTy 0.0000000!
56 push esi X§7r6 00000000000000000000 5T6 EMPTY 0.00000001
41 inc ecx X87r7 00000000000000000000 ST7 EmPTy 0.00000001
57 push edi
41 inc ecx xB7Tagword FFFF
3: ‘P:é"tgic XE7TW_O 3 (Empty) X87TW_1 3 (Empty)
<3 push ebx a— XBTTW_2 3 (Empty) ¥BTTW_3 3 (Empty)
41 inc ecx e NBTTW_4 3 (Empty) X87TW_5 3 (Empty)
55 push ebp XETTW_6 3 (Empty) XS7TW_7 3 (Empty)
43 dec ecx
€7 €2 00 00 00 00 mov edx,0 x87Statusword 0000
49 dec ecx XETSW_E XBTSW L3 O xETSW.C2 O
€7 €6 00 00 00 00 mov 51,0 X87SW_C1 0 X87SW_CO 0 X87SW_ES 0O
44 inc esp | X87SW_SF 0 N8TSW_P [+]
BB 55 10 mov edx,dword ptr ss:[ebp+10] | S ——— - -~ -~
44 nc esp = =
>
D033:0040103E=0
-MPRESS1: 00401033 malware. exe: $1033 #233
- = @ EEEREREL 00197760
oup1 | gHDump2  HDump3  @Moump4  WHoumps @ warchi  ellocals i Stuct 0042ED46| return to malware.00428046 from malware.00
Addr £33 e 5611 2 00000008
.50 -8 loso18540
<& 0250 C1FDCT99
86643AF9
04018390 (&0 00 69 00|6E 00 67 00|5C 00 41 O T
04018340 |44 00 65 00|73 00 &8 00|00 00 0O 00|00 00 00 0O oot

Figure 46

|11

The “recentservers.xml” and “sitemanager.xm
exfiltrated:

files found in the FileZilla directory will also be

5 | push ebp [ R TR,
89 ES | mov ebp,
83 E4 FO | and esp FFFFFFFO LastError 00000000 (ERROR_SUCCESS)
B 9A 3E 10 40 00 33 00 |calTar 33imalware. 40103€ LasTStatus CO00007C (STATUS_NO_TOKEN)
. 89 EC (mov esp,ebp
. 5D | pop ebp G5 0028 FS 0053
. 3 L ES 0028 DS 0028
: ;-.1‘ !;:ghe:;k €5 0023 S5 0028
: g;- :9::R :S: X87r0 00000000000000000000 STO Empty O.0000000(
= = '?nc Fox x87r1 00000000000000000000 ST1 Empty 0.0000000(
o 5o | pugn eax x87r2 00000000000000000000 ST2 Empty 0.0000000(
. i |3nc ecx x87r3 00000000000000000000 5T3 Empty O.0000000(
. 51 | push ecx x87r4 00000000000000000000 5T4 Empty O.0000000(
. 41 |inc ecx X87rs 00000000000000000000 STS EmpTy O.0000000(
. 56 | push es X87r6 00000000000000000000 STE EMPTY O.0000000(
. 41 | inc ecx X87r7 00000000000000000000 ST7 EMPTY O.0000000(
. 57 push ed
. 41 | inc ecx xBT7Tagword FFFF
: _5‘: if:zhe:zﬂ XB7TW_0 3 (Empty) X87TW_1 3 (Empty)
= s I5enTene . xB7TW_2 3 (Empty) xB7TW_3 3 (Empty)
. a1 |inc ecx XBTTW_4 3 (Empty) XBTTW_S 3 (Empty)
b hH push ebp x87TW_6 3 (Empty) x87TW_7 3 (Empty)
. 49 ec
. €7 €2 00 00 00 00 edx,0 *:;:ﬁ";us:"?wsggf’&; 5 NS G
. 49 (14 % | XETSW, ® .
. €7 €6 00 00 00 00 esi,0 XBTSW_C1 O xBTSW_CO 0O Xx87TSW_ES O
. 44 esp 0 xX87SW.U O
. 8B 55 10 edx, dword ptr T —————
. 44 esp = =
*l<
0033:0040103E=0
-MPRESS1: 00401033 malware.exe:$1033 #233
oup1 | gHoump2  HDump3  @Mpump4  EHoumps @ warchi  bellocals Y stuct return to malware.00428046 from malware.00:
Address | Hex | -
04CAB130| 43 00 3A 00 [iTs FEW: 00 (72 0 €.l 5. m
04CAB140 00 SC 00 41 00 (70 O A.p.p. C1FDC799
04CAB150 |44 00 61 00(Z4 00 61 00|5C 00 52 00|6F O R-O-,Id- BEE43AFD
D4CAB160 | 6D 00 69 00|6E 00 67 00(5C_00 46 00|69 00 6C 00(m.i.n.g.\.F.i.1. bt
04CAB170| 65 00 SA 00|69 00 & 00/&C 00 &1 00|00 00 00 00|e.Z 1.?.1.a.. . sttt

Figure 47

The malicious binary searches for KeePass files (*kbdx) in the user profile directory. It locates the
Steam folder and detects the “ssfn*” files, as shown in the figure below.
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5§ push ebp L L Y s
89 ES mov ebp,esp

83 E4 FO and esp,FFFFFF LastError 00000000 (ERROR_SUCCESS)

OA 3E 10 40 00 33 00 call far 33.“1“&?& 40103E I LasTSTaTUs CO00007C (STATUS_NO_TOKEN)

89 EC mov esp,ebp

50 m ebp G5 0028 FS5 0053

€3 r ES 0026 DS 0028

;; ;:ghe:;x CS 0023 55 D028

2'2‘ g::n :é: X87r0 00000000000000000000 STO Empty O.0000000C
o bl x87r1 00000000000000000000 ST1 Empty 0.0000000C
50 push eax x87r2 00000000000000000000 ST2 Empty 0.0000000C
4 inc ecx x87r3 00000000000000000000 ST3 Empty 0.0000000C
51 push ecx x87r4 00000000000000000000 ST4 Empty 0.0000000C
41 inc ecx x87r5 00000000000000000000 STS Empty 0.0000000C
56 push esi x87r6 00000000000000000000 STE Empty 0.0000000C
41 inc ecx XB7r7 00000000000000000000 ST7 Empty O.0000000C
57 push edi

4 gt o xe7Taguord rree

41 inc ecx XGTTW_O 3 (Empty) XETTW_1 3 (Empty)

H UEHTEbx ebx:c | X8TTW_2 3 (EmpTy)  x87TW_3 3 (Empty)

41 A X87TW_4 3 (EmpTy) x87TW_S 3 (Empty)

55 push ebp X8TTW_6 3 (EMPTy) XBTTW_7 3 (EmPTY)

49 dec ecx

€7 €2 00 00 00 00 mov edx,0 xB7Statusword 0000

49 dec ecx XB7SW_B 0 XB87SW.C3 0 XB7SW.C2 0

€7 €6 00 00 00 00 mov esi,0 XB7SW_C1 O X87SW_.CO 0O XB7SW_ES 0

44 inc esp XB7SW_SF 0 xB7SW_P 0 XxB7SW_U 0

88 55 10 |‘nov edx,dword ptr ss:[febp+10f Y e Y

44 ne esp v

fn e oo e N W STy S b Y oefout ttacaty = Elum

esp+10] 05915C30
JMPRESS1: 00401033 malware. exe:$1033 #233 L

Woumol  @Hoump2  EHoump3  Eoumps  EMoumps @ waihi  be-llecs 042BD46| return to malware.0042ED46 from malware.00+
00 00 00 0O bl
05915C30,
0591596028 59 91 08 C1FDCTa9
05915970|00 00 00 00|00 00 0O 00 SEEABAES
05915980 | AB AB AB AB|AB AE AB AB|00 00 00 00 pririedas iy
05915990| 39 9C F2 4D|22 D6 30 18|40 00 42 00 05915¢30
05915940 E& 59 91 08|00 00 00 00|AB AB AB AB 00000000
05915980| 00 00 00 00|00 00 00 00 02020000
059159C0|00 FO AD BA|OD FO AD BA SEETRI0Y!
05915900 | AR AB AB AB|AB AE AB AB|00 00 00 0O 00000055
059159E0|75 9C F2 01|2E D6 30 18|5C 00 3F 00 S6644F0E
059159F0| 43 00 3A 00|5C 00 S0 00|72 00 &F OO0 0019F7CE
05515A00( 61 00 60 0020 00 46 00|69 00 &C 00 0019F738
05915A10|20 00 28 00|78 00 38 00|36 00 29 00 n1aeer
05915A20| 74 00 65 Ji61 00 &0 00|00 00 00 00 Annnns am
Figure 48
Uk 1 £1 .
The process steals “*s" files from Telegram Desktop:
55 push ebp wrw o oaroxoar s
89 ES mov ebp,esp
83 E4 FO and esp,FFEEFEEQ LastError 00000000 (ERROR_SUCCESS)
9A 3E 10 40 00 33 00 EENIRT AR 33 matwar . 40103€ LASTSTATUS COO0007C (STATUS_NO_TOKEN)
89 EC ]
mov esp, ebp
23 E‘i{ ebp G5 002ZB FS 0053
ES 0028 DS 0028
41 inc ecx €S 0023 S5 0028
52 push edx
-+ 93:: s XE7r0 00000000000000000000 STO Empty O.0000000C
= erlltons x87r1 00000000000000000000 ST1 Empty O.0000000C
5o push eax x87r2 00000000000000000000 ST2 Empty O.0000000C
n inc ecx x87r3 00000000000000000000 ST3 Empty O.0000000C
51 push ecx x87r4 00000000000000000000 ST4 EMpty O.0000000C
a1 inc ecx x87r5 00000000000000000000 STS EMPTy O.0000000C
56 push esi x87r6 00000000000000000000 STE EMPTy 0.0000000C
a1 inc ecx X87r7 00000000000000000000 ST7 Empty 0.0000000C
57 push edi
41 inc ecx x87Tagword FFFF
5 pashiesn X87TW_0 3 (EmpTy)  x87TW_1 3 (Empty)
53 push ebx ebx:c | X87TW_Z 3 (EmpTy)  x87TW_3 3 (EmpTy)
rr A TicHC T | x87TW_4 3 (EmpTy) X87TW.S 3 (EmpTy)
55 push ebp X87TW_6 3 (EmpTy) X87TW_7 3 (EmpTy)
43 dec ecx
€7 €2 00 00 00 00 mov edx,0 x875tatusword 0000
39 dec ecx XB7SW_B 0 x87SW_.C3 0 XB7SW C2 0
€7 €6 00 00 00 00 mov esi,0 XB7SW_C1 0 x87SW_CO O XB7SW_ES 0
44 inc esp XBTSW_SF 0 X87SW_P O XB7SWU O
88 55 10 mov edx,dword ptr ss:febpriod e
44 inc esp w
v e e S N A
< >
0033: 0040103E=0
10] 05509018
.MPRESS1:00401033 malware. exe: $1033 #233 —
@ouro1  Yoump2  SHDump3  SHoump4  WDumps @ Watch1  Ix-llocals i Stuct return to malware.00428046 from malware.00:
ess | Hex | ~
05508C40(43 00 3A 00[5C 00 S5 00[73 00 €5 0072 00 73 00
05508C50 SC 00 41 00|70 00 70 00
05S08C60 |34 00 61 0074 00 61 00|SC 00 52 00(6F 00 61 00
05508C70| B0 00 €3 00 85 00 & 00
05505CB0 |65 00 &7 00|72 00 61 00|6D 00 20 00|44 00 €5 00| e
05508C90| 73 00 68 00|74 00 6F 00|70 00 00 00|00 00 00 00 k

Figure 49

The binary steals Mozilla Firefox passwords, and the “key4.db"” database found in the Profiles
directory:
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The width and height of

55 push ebp wru o oa aroa
89 ES mov ebp,esp
82 E4 FO and esp,FEFEFFED LastError 00000000 (ERROR_SUCCESS)
9A 3E 10 40 00 33 00 |Ealifar 33:imalware. 40103E ] LasTSTatus CO00007C (STATUS_NO_TOKEN)
89 EC mov esp,ebp
5D pop ebp G5 0028 FS 0053
Ei l"ﬂ s ES 0028 DS 0028
€S 0023 0028
52 push edx &
= 93:: ocx X87r0 00000000000000000000 STO Empty 0.00000000
o Ll x87r1 00000000000000000000 ST1 Empty 0.00000000
50 push eax x87r2 00000000000000000000 ST2 Empty 0.00000000
n inc ecx x87r3 00000000000000000000 ST3 Empty 0.00000000
51 push ecx x87r4 00000000000000000000 ST4 Empty 0.00000000
. 41 inc ecx x87r5 00000000000000000000 STS Empty 0.00000000
. 56 push es X87r6 00000000000000000000 STE Empty 0.00000000
. 41 inc ecx X87r7 00000000000000000000 ST? EmpTy 0.00000000
. 57 push ed
. 41 inc ecx x87Tagword FFFF
< o RUSILESD X87TW_0 3 (Empty) x87TW_1 3 (Empty)
= g S ebxsc | X87TW.Z 3 (EmpTy)  Xx87TW_3 3 (Empty)
= i inc eex Az X87TW_4 3 (EmpTy) X87TTW.S 3 (Empty)
= 55 push ebp X87TW_6 3 (EmpTy) X8TTW.7 3 (Empty)
. 439 dec ecx
. €7 €2 00 00 00 00 mov edx,0 x875tatusword D000
. 49 dec ecx X87SW_B 0 xB7SW_C3 0 xB7SWC2 O
. €7 €6 00 00 00 00 mov esi,o X87SW_C1 0 xB7SW_CO 0 XxB7SW_ES 0O
. 44 inc esp X87SW_SF 0 xB7SW_P 0 XB7TSW_U O
- 88 55 10 mov edx,dword ptr ss:febp+i0] L
- 44 inc esp
= i o o- e NS S S . v [s 120 unlodk
esp+4] 6667607E
0D033: 0040103E=0 ,59\,34 00197508
esp+C] 00428046 malware.0042B046
esp+10] 00000055
.MPRESS1:00401033 malware.exe:$1033 #233 el e Wit
Woump1  @ouwmp2 @Hoump3  @oumps  @Moumps @ watchi  Bellocals Y stuct 6667607E
Address | Hex ASCIT | - 0019FED8 CE 2 e :
O551ADFS| 30 9C F2 44|3F D6 3A 1A|25 O 1 00170 00 70 00| 0.0070: +Pa 0042w4§.return to malware, 00428046 from malware, 004
0551AE08 |64 00 61 00|74 OC 0|25 00 SC 00|40 00 6F 00(d.a.T.a .0. mmoooaoos
0551AE18 | 74 0 6L 00 €C 00|61 00 SC 00|46 00 €9 00(z.1.1.1. 1. 0551A8A0
OS51AE28|72 00 &5 00|66 00 €F 00(78 00 SC 00|50 00 72 00|r.e.f.0. r- - C1FDCT39)
O551AE38| EF 00 €6 00 [T 00(65 00 73 00|00 00 AB AB|o.f.1.1. wa - Dyt ]

Figure 50

the screen of the primary display monitor are retrieved

GetSystemMetrics (OxO = SM_CXSCREEN, Ox1 = SM_CYSCREEN):

6A_00 push 0~
FF DO | call eax _ =
{1: [esp] 00000000
ics> (75008000) 2: [esp+4] 02C50000
3: [esp+8] TTOLFAOD ntdll.7701FA0D
.MPRES51:0042CC38 malware. exe: §2CC38 #2BE3B 3i_Lespic] 055180c8
I
[ e = E— = = ——— a _ IEFEETTE 00000000 |
Figure 51
push edi
call eax = %
0000
pe8. 0
Lesp+C] 0551BOCE
C - = = = = = = - e L.

GetComputerNameA is util
53).

Figure 52

ized to extract the NetBIOS name of the local machine (see figure

D dmor P [E=Tac] XETSW_SF O X8TSW_P 1 X8TSWU O
lpu‘?.rl! edi | o s
ca eax R —
o - Default (stdcall) +|[5 1] 00 unkock
esp] 05537A70
esp+4] 0019FDAS
esp+8] 02C50000 o
TTOLFA « TTOLFA
.MPRESS1:0042CD46 malware.exe: S2CD46 #2BF46 esp+C] 7701FA0D ntd 1FACD
@oumo1  @Noup2  @oup3  WHoumpd  EMDups @ wathi  lellocas ' stuct

Figure 53

The sample also obtains the username associated with the current thread:

'é‘. SecurityScorecard
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FF 76 30 push dword ptr ds:([esi+30] XBTSW_SF 0 XBTSW_P 1 XBTSW U O
57 push edi Bl St e N~ tetur =
FF DO |call eax |eax:c v
e 1N e e e e ) Lo Default (stdcal) w5 tv O wnlock
= = = — N H I
eax=<advapi32.GetUserNamea> (73A62CFO) 3:+4°533ngns—\u
: [esp+8] 02C50000
esp+C | TTO1FADD ntdll.7701FADD
«MPRESS1: 0042CDAF malware.exe: $2CDAF #2BFAF -
oue1  Phoump2 @Dump3  WNDumps  Whoumps @ watch1  lxelLocals P struct mgﬁizgﬁ
Figure 54
The malware retrieves the system default language by calling the
GetSystemDefaultLocaleName API:
53 push ebx XETSW_SF 0 XxB7SW_P 1 x875wW_U o
57 push edi mmm e _n mmeam  a ommm =
FF DO call eax |EaxEe » = =
Sy - 5 et (st | =)0
kernel3z faultLocaleName> (76AT7110) ;1': ?3:14“?:333335;
3: [esp+8] 02C50000 -
A 1 77 o7
.MPRES51:0042D143 malware.exe: §2D143 #2C343 [" Aeflia] L) ZIER0
Wouwp1  @UDurp2 WMDump3d  WHDumps  WhDump5 AP watch1  Ieellocals 4P Struct | e el
Figure 55

The cpuid instruction is used to extract the processor name and type, as displayed in figure 56.

b B8 02 00 00 80 mov eax, 80000002
L] 31 C9 XOr ecx,ecx

EIP e 2 OF A2
. 89 07 mov dword ptr o
. 89 S5F 04 mov dword ptr o
. 89 4F 08 mov dword ptr o
. 89 57 0OC mov dword ptr ds:
. B8 03 00 00 80 mov eax, 8000
L ] B9 00 00 00 00 mov ecx,0
L ] OF A2
° 89 47 10 mov dword ptr c
L] 89 5F 14 mov dword ptr d
. 89 4F 18 mov dword ptr c
. 89 57 1C mov dword ptr ds:
. B8 04 00 00 80 mov eax, 3000
L] 31 C9 XOr ecx,ecx
° OF A2
. 89 47 20 mov dword ptr d
L 89 S5F 24 mov dword ptr o
. 89 4F 28 mov dword ptr o
L] 89 57 2C mov dword ptr ds

Figure 56

GetPhysicallylnstalledSystemMemory is utilized to obtain the RAM amount that is installed on
the computer:

. 4 BE FF 76 24 push dword ptr ds:[esi+24] | onmmis o s mmm m  n s m
B FF DO |call eax |eaxic v |

H g e T e—————— =, | Defaut (stdal) =
] [esp] 0019FBEC
espr4] 00000000
esp+g] 00000000
{espsci ooDOOLAR

T

L] urkock

eax=<kernel32.GetPhysicallyInstalledSystesMemory> (76ATS1C0)

41
-MPRES51:004202C1 malware. exe: $2D2C1 #2C4C1 [

. = == = a TGS 0019FBED |

Figure 57

Finally, the stealer exfiltrates an archive containing a file called “System.txt” that is shown in
figure 58, and another one called “Software.txt"” that contains the installed software.
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LummaC2, Build 20233101
LID(Lumma ID): TRNGVa--stream

S Version: Windows 10 (10.0.16299)

- =wip: [
- Screen Resoluton: 1920x1080

- Language: en-US

- CPU Neame: |
- GPU: VMware SVGA 3D

- Physical Installed Memory: 2048MB

Figure 58

The process takes a screenshot and exfiltrates it as “Screen.png”:

. 50 push eax 0 x87SW_.C3 O X87SWCZ O
. FF 74 24 08 P dword ptr ss:[fesp+a] XB7TSW_C1 O XB87SW_CO 0O x87 E: o
. 63 GA 33 45 00 push : s A Loic g
. FF 74 24 30 push dword ptr ss:[esp | o - o
B ES 0D 85 FF FF call malware, 419CAS e —
] RIS =l > | Defoult (stacal) ™ |[5 =)0 uod
b L 1: [esp] DDL9FE4S
| malware. 00419CA9 2: [esp+4] 0045336A L"Screen.png”
3: [esp+8] O6FADO20
3: [esp+C] 007 malware. 007
.MPRESS1:00421797 malware.exe: $21797 #20997 [4-SEREpFCED07ES0RS A Invar e 0075 30 ¢
L 1 Bt P B8 . ) 0019FE44
% Dump 1 %% Dump 2 &% Dump 3 &% Dump 4 %% Dump 5 % Watch 1 |x=] Locals s+ Struct OD19FELD| 00453364 | LUScreen. png”
| Address | Hex [ascII | || DD19FE14 | 06FADDZO
06FA0020 [42] 40 36 90I17E 00 00 0OI00 00 36 00100 00 28 00| BME.~.....6...( OU13FE18| 007ES036 | malware. OOTES03E

Figure 59
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<$) SecurityScorecard securityscorecard.com | 25



Indicators of Compromise

SHA256

199de8b727ceae96afb7c7560092c1d7a4dlbe5a005c07ae20cffd9871da52b82

C2 server

45.9.74.78

User agent

TeslaBrowser/5.5
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