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Executive summary

Quantum ransomware, a rebrand of the MountLocker ransomware, was discovered in August
2021. The malware stops a list of processes and services, and can encrypt the machines found in
the Windows domain or the local network, as well as the network shared resources. It logs all of
its activities in a file called “log” and computes a Client Id that is the XOR-encryption of the
computer name.

The files are encrypted using the ChaCha20 algorithm, with the key being encrypted using a
global ChaCha20 key, which is eventually encrypted with a public RSA-2048 key. The extension
of the encrypted files is changed to .quantum by the ransomware.

Analysis and findings
SHA256: 91E66FOEDFAS5F0277E127B599517B497CF0204B181F32CE1AABSFOFAA749EC40

The malware is a 64-bit executable that uses the XOR algorithm to decrypt a DLL file, as
highlighted below:

OF B6 C1 movzx eax,cl
40 2A C6 sub al,sil
24 08 and al,s
41 32 CO xor al,rsb
30 01 | xor byte ptr ds:[rcx],al
48 03 CD add rcx,rbp
49 3B CA cmp rcx,rio
~ 72 EB jb malware.140001350
48 FF C2 inc rdx
48 FF C7 inc rdi
49 FF CB dec ri1
~ 75 DO jne malware. 140001340
48 8B SC 24 30 |mov rbx,qword ptr ss:frsp+30]
>

byte ptr [rcx]=[malware.000000014002EDD0]=1
4c 'L’

al=.

. Text:0000000140001358 malware. exe: $1358 #758

WWoump1  @oump2 WHoump3 EWDump4  UWDumps @ watch1  Ix-llocals ¢ Struct
Address Hex

000000014002EDDO |01 66 D9 3F|3D 3C 49 3A (42 34 37 43|CA CA 33
000000014002EDEO | F6 3F 3A 48|49 3D 4D 4B|79 45 44 35{38 32 32
000000014002EDFO | 38 4C 3E 4A (49 4C 3B 3C |39 45 44 34 /41 37 36
000000014002EE00| 49 3A 4E 3C|3F 48 3D 3D
000000014002EE10| 43 54 8B 43|4C 89 39 F7 |13 8C 32 08
000000014002EE20|52 4F 11 3D|3E 53 2E 4D (57 59 61 51
000000014002EE30| 49 1D 59 2C|(6E 4D 4F 25|61 5C 2B 63
000000014002EE40|5D 55 S5E 59/15 41 33 40[65 44 33 34

33 41 46 37|32 42 41 5 =3AF72BAS
FB 63 15 CT.CL.9+..2.0¢C.,
27 5A 59 2C|RO.=>S.MWYaQ'zy,
70 OA 17 15|I.Y,nMO%a\+C}...
39 45 44 34| JUAY.A3@eD349ED4

Address Hex ASCII
000000014002EDDO | 4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 OO|MZ....c00uu. VY. .
000000014002EDEO | B8 00 00 00|00 00 00 00|40 00 00 00|00 00 00 00| ..
000000014002EDFO| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00|.
000000014002EE00| 00 00 00 00|00 00 0O 00|00 00 00 00|00 01 00 00| . el
000000014002EE10| OE 1F BA OE|00 B4 09 CD|21 B8 01 4C|CD 21 54 68|. e il SETITh
000000014002EE20| 69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E GF|is program canno
000000014002EE30|74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
000000014002EE40| 6D 6F 64 65|2E 0D OD OA|24 00 00 00|00 00 0O 00|mode....
000000014002EE50|C7 2A 54 OC|83 4B 3A 5F|83 4B 3A 5F|83 4B 3A 5F|C*T..
000000014002EE60| 97 20 3C SE|82 4B 3A 5F|A4 8D 41 5F |81 4B 3A 5F|. <A,
000000014002EE70| 97 20 3B SE|95 4B 3A 5F |83 4B 3B S5F|03 4B 3A SF|. ;A.
000000014002EE80| 7F 3C 83 5F|80 48 3A S5F|1D EB FD 5F|82 4B 3A 5F|.<._.
000000014002EE90| 3D 3A 3F S5E|82 4B 3A 5F|83 4B 3A SF |82 4B 3A S5F|=:7A,
000000014002EEAO| 1B 39 3E 5E|9C 4B 3A 5F|1B 39 3A SE|82 4B 3A 5F|.9>A,
000000014002EEBO | 1B 39 38 SE|82 4B 3A 5F|52 69 63 68|83 4B 3A 5F|.98A. 5
000000014002EECO| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| .vveveeeennnnnns

000000014002EEDO |50 45 00 00|64 86 08 00|A1 B7 B3 61|00 00 00 OO|PE..d...i*"a....

000000014002EEEO| 00 00 00 OO|FO 00 22 20|0B 02 OE 1C|00 78 00 00|....0." ..... X.w

000000014002EEFO| 00 BA 00 00/00 00 00 00|38 68 00 00/00 10 00 00| .%...... BRSNS
Figure 2
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The GetNativeSystemIinfo API is utilized to retrieve information about the current system:

nsas o 03 vi <o auu 1 uay s o . — oz
1 1 49 FF
s “ —53 DE e ‘;ei mf',,“,.e “000“(0 ROX ooooonouoo:;.\u malware. 0000000140027 124
4 48 8D 4C 24 30 ,qword pt B 3 REBP  0000000000000000

g FF 15 18 1% 01 00 \c-l! mtord otr d nmema:weswtmxnfoﬂ BSE  000000000014FDDO

Figure 3

The binary allocates new memory areas by calling the VirtualAlloc function (0x3000 =
MEM_COMMIT | MEM_RESERVE, Ox4 = PAGE_READWRITE):

. 85 CO test eax,eax
. 75 00 jne ﬂalnare 1400012€9 :;: ggxgxggggiggg;
. ﬁ 3? b e :g; ,,__ RCX  0000010180000000
. FF CO Inc eax RDX  0000000000018000
. 41 89 02 mov dword ptr REBP  000000000014FEBO
IG—>e ~ 48 FF 25 58 1D 01 00| er qword ptr d [<&vvr:ua1u1o<>] RSP 000000000014FDCS
. <3 RSI  0000000000000000
. cc 1 nt 3 ROI  0000000000018000
. << int3
e cc int3 RS 0000000000003000
b << int3 RS 0000000000000004

Figure 4
The executable loads the following DLLs into the address space of the process:

e ntdll.dll OLEAUT32.dll ole32.dll SHLWAPILdII MPR.dIl SHELL32.dIl msvcrt.dll
e KERNEL32.dIl USER32.dll ADVAPI32.dIl NETAPI32.dII ACTIVEDS.dII

I . 3 49 8D 4C 05 00 Jea rcx,qword ptr ds
| FF 56 38 inn quord pTr ds:ir x87Tagword FFFF
| . $ 1 4C 88 E£0 ax —— o N e .

= 1 1 48 85 CO ra -

olc e 2 5 [Defout (x64 fastcat) v |ls_1¢1[] unocke
i ) J[1: rcx 0000010180009F88 “ntdl1.d11" = —
[aword ptr [rsi1+381=[00000000025234C8 <&lLoadLibraryA>I=<malware.LoadlibraryA> 2: rdy 0ONOONONNOTAFFRO _

Figure 5

GetProcAddress is used to obtain the address of multiple export functions such as
“RtlGetNativeSystemInformation”

4A 8D 54 28 02 rdx,qword ptr ds:[rax+ri3 x87Tagword FFFF

FF 56 40 \u’ll qnord ptr ds 1540} N NY S -— - -

48 89 04 1F mov gword ptr ds:[rdisrbx],ra v =

ST > Default (x64 fastcal) v |5 13 unlocke
i T 1: rcx 00007FF881080000 n + 00007 FF: 080000
| aword ptr [rsi+40]=[0000000002523400 <&GetProcAddress>]=<malware.GetProcAddress> 2: rdx 0000010180009F6A R“G“\“ vesystemInformation”

Figure 6

The malicious binary changes the protection of a memory area via a function call to
VirtualProtect (Ox20 = PAGE_EXECUTE_READ):

41 OF BA E8 09 bts réd, X87r7 00000000000000000000 ST7 EMPty 0.000000000000000000
4C 8D 4C 24 SO lea r9,qword ptr ss:frsp 3
49 88 D2 ‘ﬂO\ r 1\.' 1 xs?Taqn‘orﬂ FFKF

49 88 CB r B
FF 15 €O 16 01 00 |can’ aword per dssf<avirtualProtects]

v 7
> | Defout (x4 fastcal) v |[s =100 undocke
|2 i 1% Fcx 0000010180001000
|qword ptr [0000000140013060 <malware.&VirtualProtect>]=<kernel32.virtualProtect> 2: rdx 0000000000001A00
3: r8§ 0000000000000020
4: r9 000000000014FDO0

Figure 7

The execution flow is transferred to the DLL file decrypted above:
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FF DO | call rax
85 CO test eax,eax

rax=0000010180006838

. Text:0000000140002185 malware.exe: $2185 #1585

$oDump1  YDump2 @YDump3 Y Dump4 G Dumps @ watch1  [x=lLocals # Struct

Address | Hex

0000010180006838 | 4C 8B 05 31|4A ( )0 B8|01 ( 00|38 DO 4C OF

0000010180006848| 44 C1 4C 89(05 1F 4A 00 C3 CC CC|48 89 7C 24

00000101800068B58|08 33 CO 48|8D 3D 1E 4A|00 00 88 04|38 48 FF CO
88 7C

0000010180006B68| 48 83 F8 20|72 F4 33
0000010180006B78| 24 08 C3 CC |40 53 4
0000010180006888! 41 88 C1 87141 10

3 CO|8D 48 04 F3|AA 48
48 83|EC 20 41 B9|01 00
41 3BIC1 74 F5 48188 19

w
w
oc
N

Figure 8

PE-sieve is utilized to dump the DLL file from the current process, as shown in the figure below:

top>pe ievebd4.exe /pid 4896

ter: no filter: dump e ything (default)
Dump mode: autodetect (default)

annin
annin
annin \W1indov Aom;f‘\ohaut??.
i i p_win.dl11
d11

windov
v 1 ndov

Scanning: i System3 ‘5e(hu>t dll
Scanning: dl
Scanning:

anning: i v er nﬂ .dpp( ore.dl1
anning: i v 3 32\powrprof.c

anning: ind = \pvnfapi (Iﬂ
canning: i \neram 32

anning:
anning:
Scanning:
Scanning:

Report dumped to:

Dumped module to: \ K 8 40 0.malware.exe as REALIGNED
Dumped module to: 'S \ \ i 306\7 ff8b10b0000. ntd11.d11 as REALIGNED
Dumped module to: \ \ \D \proces 3 ff8ael40000.KERNELBASE.d11 as REALIGNED
Virtual section s 0 S

Truncated to mdnnnl 7

Dumped modu : e \ “oce 396\ 10 0000.d11 as UNMAPPED

Dumped modified to

Report dumped to:

Figure 9
The DLL file has two export functions called “RunW” and “runW,” which execute the same code.

The ransomware extracts the command-line string for the process using GetCommandLineW:
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il s =

.C:0000010180005E4C ; Exported entry 1. RunW
C:0000010180005E4C ; Exported entry 2. runW
C:0000010180005E4C

C:0000010180005E4C

C:0000010180005E4C ; Attributes: noreturn
C:0000010180005E4C

.C:0000010180005E4C public runW
C:0000010180005E4C runW proc near
C:0000010180R05E4C sub rsp, 28h 3 RunW
C:0000010180005E50 call cs:GetCommandLinew
C:00000101800R5ES6 mov rcx, rax
C:2000010180005E59 call sub_10180005818

Figure 10

The CommandLineToArgvW routine is used to parse the command line string and to return
pointers to the command line arguments, as displayed in figure 11.

48 88 C8 mOV rix,

lea 'm,q-vo

rax
48 8D 55 20 :frbp
f’f 15 5A 52 00 00

3
call qword ptr ds [andL!mTcAraw»]

x87Tagword FFFF

5 | Defaut (x64 fastcat)

Figure

The malware retrieves the path of the cu
GetModuleFileNameW:

41 BS 04 01 00 0O ‘mov rsd,
48 80 15 OF 6F 00 00

48 88 CE

FF 15 86 51 00 00

1“ rox qnord ptr ds: [10180008030]
cﬂ‘l mrd pEridsz[<aGetmodu] eF1leNamew>]

/17 Tex 00000000025 2285A LN T\\Users | \I\\Oes

2: rdx 000000000014FE2

M
rrent executable via a function call to
B"Taquord FFFFHA
Defadl (x64 fasteal) ~ (5 12][] uniodke

>
1: rex 0000010

’_mfmii't—doooo;" J0101800092E0 <aGetModuleFileNamen>]=ckernel32. GetModulerileNanew>

Figure

180000000
1 2: rdx 0000010180008030
3: rs 0000000000000104

12

The binary decrypts a list of arguments and compares them with the values extracted above:

° 89 44 24 28 mov dword ptr ss:Prsp+2s8§,eax
° OF B7 44 24 20 movzx eax,word ptr s'-[rsp‘ﬁ-]
3 48 8B 4C 24 40 mov rcx,qword ptr ss:frsp+403
© OF B6 04 01 movzx eax,byte ptr ds:[rcx+rax]
° OF B6 4C 24 28 movzx ecx,byte ptr ss:jfrsp+25)
© 33 C1 Xor eax,ecx
° OF B7 4C 24 20 movzx ecx,word ptr ss:frsp+203
° 48 8B 54 24 48 mov rdx,qword ptr ss:jfrsp+4s)
° 88 04 0A mov byte ptr ds:[rdx+rcx],al
. ~ EB B4 jmp 10180004EB6
R IP gy SEEIOY ) 48 8B 44 24 48 mov rax,qword ptr ss:Brsp+4s@
o >
eax=10
ecx=10
0000010180004EF1
@oump1  Yoump2 WWoump3  UHoump4  YHDumps @ watch1  Ix-llocals 7 Struct
Address | Hex | AscIz |
000000000014FDCO | 2F| 00 4C OO[4F 00 47 00|49 00 4E 003D 00 00 00|#.L.0.G.I.N.
Figure 13

49 88 OC DE

44 88 C5

49 88 D7

FF 15 CO 20 00 00

MmOV rex,qword PTr ds:[rid+rbx-s]
mov rsd, ebp

mov rdx,ris
| CaNT qword pTr #s:[<aSTrCmpNIW>]

x87Tagword FFFF

v 2]
Defauit (x64 fastcall) v (s 13100 unlocke
13 FCX 000000000253CC70 L7Cs \\vurs\-{\nukton\\u\we

PﬁiﬁiﬁfTﬁﬁﬁﬁﬂﬁiﬁﬁﬁiiTEEﬁ%iﬁﬁiqiiﬂﬂiiﬂﬁﬁiﬁiﬁh&

Figure

{8} SecurityScorecard

2: rdx 000000000014FDCO L™ /LOGIN=

3: rs 0000000000000007

1
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We explain each command-line parameter in the table below.

Parameter Explanation

The ransomware initializes the COM library for use by the current thread (OxO =
COINIT_MULTITHREADED):

. 33 D2 xor edx;edx x87Tagword FFFF
o 33 €9 XOr ecx, ecx A sl RS R
P e | 0000101800035 FA FF 15 30 5E 00 00 €A1 qword prr Ui [<acoInitializeex>] v =
*le . : : . - & 5 | Default (x64 fastcal) v (s 540 Unlocke
1: rex
qword ptr [0000010180009430 <&CoInitializeEx>]w<combase.CoInitializeEx> 2: rdx 0000000000000000
Figure 15

The process registers security and sets default security values using the ColnitializeSecurity API
(0x3 = RPC_C_IMP_LEVEL_IMPERSONATE):

N and qword ptr [ 3
. mov edi,
° and dword ptr £ 3
. xor od,
. and qword ptr ss:frsp+30§,
> xor r&d,rsd
. mov dword ptr £ 3, e
B or edx,
. 83 20 and dword ptr I 3.
. 33 €9 XOr eCX,&cx
I FF 15 F8 5D 00 00 call aword prr dsif<aColnitializeSecurity>l
Figure 16

IsUserAnAdmin is utilized to verify whether the current user is a member of the local
Administrators group:

|Iﬂ-—>- 0000010180003630 EF 15 32 5D 00 00 | call qword ptr ds:{<&IsuserAnadmin>]

© 89 05 8C 80 00 Of mov dword otr ds:1018000B6C81.eax

Figure 17

The malware creates a logging file called “.log” in the current directory, which will be populated
with different information about the local machine and its actions (OxCOO0O0000 =

2 i
{8} SecurityScorecard .
securityscorecard.com | 6



GENERIC_READ | GENERIC_WRITE, 0x3 = FILE_.SHARE_READ | FILE_SHARE_WRITE):

48 8D 4C 24 40 lea rcx,qword s0F X8/TS UUUUUUUOULUUUUUUDULU 3135 EMPTY U. DUUUOULUUUUUUOULUY
83 64 24 28 00 and dword ptr ss: X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
45 33 €9 xor rad, '93 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
BA 00 00 00 CO mov edx,
C7 44 24 20 02 00 00 -v-ov dword DU‘ ss x87Tagword FFFF
45 8D 41 03 |1ea r £5] R O —— .
FF 15 F9 3A 00 00 [cu“ qnord pzr ds [acru(esﬂm] v ——

] i >  |Defaut (x64 fastcal) ¥ |5 (31[] unlocke

A "‘E—'—‘m“—"‘—“\l- w

Quord ptr [0000010180009198 <eCreateF|lensi=<Kerne132.Createrilens R R

3: rs 0000000000000003
4: r9 0000000000000000

Figure 18

The Quantum ransomware’s version 5.1 and a custom “system information header” are written
to the logging file using the WriteFile function:

48 88 00 €C 4C 00 00|mov rex,qword pTr ds: (1021800084F0] X8/7'% UUUUUUUULUUUUUUUUUUY 319 ESPLY UL UUUUUUUUUUUUUUULUY
X87r5 00000000000000000000 STS Empty 0.000000000000000000

P °
P . 48 85 C9 TesT rex,rex
pika . v 74 18 j& 101800068A1 X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
114 . 48 83 64 24 20 00 and qword ptr ss: X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
L © 44 8D 04 00 lea r&d,qword ptr
His . 4C 8D 4C 24 68 1ea rS',qvnord ptr s aq.ord FFFF
i 48 88 D3 : \h»m'd . o = e
B> FF 15 FF 28 00 00 €&l gword ptr dsif<swriteriles v Ty T
: . e 5 oefuxomfasml) v [5 13107 unlocke
B "1: rcx 0000000000000248
qword ptr [00000101800091A0 <aWriteFile>]=<kernel32.writerile> \2: rdx 0000000002539050 L Ver 5.1 x64\r\n"
3: rs 000000000000001A
hhhhhhhhhhhhhhhh 4: r9 000000000014FB88
i . 48 88 0D 6C 4C 00 00|mov rcx,qword ptr ds:[101800084F0) X5/74 UUUUOUUUUUOUUOUUUUUY 314 EMPTY U. UUUUOUUOUUUUUUUOUY
} . 48 85 C9 Test rox,rex X87r5 00000000000000000000 STS Empty 0.000000000000000000
iRl . v 74 18 je 101800068A1 X87r6 00000000000000000000 STE Empty 0.000000000000000000
P . 48 83 64 24 20 00 and qword ptr ss: X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
| - 44 80 04 00 lea rad,qword ptr
o A o 4C 8D 4C 24 68 1ea‘9qnord ptr = g
SRR . 4:5:0; : s 'd ¢ o3 L T e
IF—> F F£F 28 00 00 ca quor PEr ds[<awriterile>) v T |
TG P I 0 s g > | Default (x64 fastcal) v |5 %] uniocke
T 0 O — T . —— - J'1: rex 0000000000000248 §
aword ptr [00000101800091A0 <awriterile>]=<kernels2.writeriles 2: rdx 253CFCO L SYS INFO mmmmmmmmmsn) Xavl

3: r8 0000000000000040
4: r9 000000000014F798

Figure 20

The malicious executable obtains information about the current system by calling the
GetSystemInfo routine:

B 10185¢ 1 1:;‘5);(2A 40 le:]r:xq:odptr[ 10§ — ATy — O ——
> F 7 SF 00 00 |call qword ptr ds: <46u$ys!em!n 0> v PV S -

- 15:97:58/0 > (oot G54 amtal ~ [s_t¢](] unlocke
qword ptr [0000010180009128 <4GeTSy: ‘o>]=<kernel 0> §: rdx mnﬁ

Figure 21

GlobalMemoryStatus is used to retrieve information about the system’s usage of physical and
virtual memory (see figure 22).

. 45 80 4C 24 70 lea rcx,qword p ol e ——— ——— e = -
> FF 15 70 5F 00 00 can qucrd ptr d, [<bclobawemrysu:us>] v —

. e Gpisas > |Defout (x64 fastcal) v |[s 1] unlocke
S—— - - B FAS0 s e
aword ptr [0000010180009120 <&GlobalMemoryStatus>i=<kernel32.GlobalMemorysStatus> e

Figure 22

Quantum ransomware extracts the operating system version via a call to RtIGetVersion:

48 8D 40 BO lea rcx,gword pr_ss :rbp-5 J x87Tagword FFFF
101 1L 89 sSD BO mov_dword ptr ss:frbp ] Y e m
vm—" FF 1520 62 00 00 |call gword ptr ds: [«At'lcetverswrb] v = =
| . . 5 |Defauit (x64 fastcal) > |[s_[3](] unlocke
i rcx 000000000014FA7
[qword ptr [0000010180009408 <ERETIGETVErsion>]=<ntdl1.REIGETVersions g T

Figure 23

The system processor’s architecture is extracted by calling the RtlIGetNativeSystemInformation
function (Ox1 = SystemProcessorinformation):
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45 33 €9 xor rod,rod X87r7 00000000000000000000 ST7 EmPTy 0.000000000000000000

48 8D 54 24 30 lea rax,qword ptr

45 8D 41 OC 1ea 8d,qword ptr C

31 8D 49 01 lea ecx,qword ptr .

FF 15 D3 61 00 00 |camy luord ptr ds [«Atlcetunwesystevnxnformanom v
>

x87Tagword FFFF

| < {oefadt G4 ascal) v (5 2]0] urlocke
A e e, . e . : _— X D00000000000000:
qword ptr <&RT1GeTNaT ystemInformation>]=<ntdl1.RtiGetNativesystemInformation> 2 rdx 000000000014?9;3
31 18 000000000000000C
4: r9 0000000000000000

Figure 24

The process retrieves the username associated with the current thread and the NetBIOS name
of the local computer:

48 8D 95 FO 02 O«
48 80 8D DO 00 O
89 90 FO 02 00 O«

) 00| Yea rdx,qword ptr
0 3,e
FF 15 A6 5D 00 00 |call gword ptr ds: [@etusemamq

lea rcx,qword ptr x87Tagword FFFF

mov cuord ptr ss

—
|

o =
5 | Default (x64 fastcat) v |[s 13107 unlocke
— ——/'117 rcxX 000000000014F830 L Ver %s x64\r\n"
‘qword ptr [00000101 Namew>] iz Namew> 2: rdx 000000000014FDBO

Figure 25

48 8D 95 FO 02 00 00| lea rox,qword ptr Fog

89 90 FO 02 00 00 mov dword n:r ‘. ebx x87Tagword FFFF

45 80 80 DO 00 00 00|lea rcx,qwol bp+00§ o e ey g ———tn——A—

FF 15 64 SE 00 00 InI'I wd p:r d TComputerNamew>]J v —— —

e = Defad!(mfaskal) v |[s 2] unocke
qword ptr [0000010180009118 <4GetComputerNamew>]=<kernel3z.GetComputerNamew> | {' .—a,( 0000000000,.;338 -

Figure 26

The executable obtains join status information for the local computer using the
NetGetJoinInformation API:

X5/7S UUUUUUUUUUOUUUUULUUU 315 EMPTY U. UUUUUUULUUUUUUUILUY

. 33 o8 Xor ebx,ebx
o 4C 80 40 08 8, X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
e 48 8 50 10 1 ] X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
o 89 58 08
o 33 €9 svnvwra FFFF
. 48 89 58 10 mov_gword ptr ds:(rax+10],rbx S — -
EF—> EB C1 Bl FF FF | E8I <NetGetJoinInformation> v —
o SEw oefwtw&sml) v [5_{2]0] unlocke
e 1T rex
<NetGetJoinInformation> {2: rdx 000000000014F9CS

3: r8 000000000014FC0O
Figure 27

The OpenProcessToken routine is used to open the access token associated with the current
process (0x8 = TOKEN_QUERY):

45 83 C9 FF
88 07

x87Tagword FFEF

4C 8D 44 24 40 ss:firs 3 a B
FF 15 3A 45 00 00 l:l“ qnord ptr ds [<wnenvro:essvoken>] v = =
FF 15 5 | Defout (x64 fastcal) ~ s 210 urlocke
11 rex
qword ptr [0000010180009040 <&OpenProcessToken>] 132.0penpr { 2: rdx 0000000000000008

;: r8 000000000014F580
Figure 28

The ransomware extracts a TOKEN_GROUPS structure containing the group accounts
associated with the above token (0x2 = TokenGroups):

X87r5 00000000000000000000 STS Empty 0.000000000000000000

t . 44 88 80 80 03 00 00|mov rad,dword ptr
v . 48 8D 85 80 03 00 00|lea rax,qword ptr X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
il e 48 88 4C 24 40 mov rcx,qword ptr x87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. 4C 88 C3 movrsro\
' ' B 88 D6 mov d\ : x87Tagword FFFF
8 a8 M 48 89 44 24 mov s:ffirs 3, r B e
E—'—?—?—" FF 15 96 3 oo 00 |can qmrd ntr ! [Metfokenlnforma“om] v =
’ RIS Defauit (x64 fastcal) v [5_1210] ulocke
1: rex

60000000000002

qmr? ntr [0000010180009028 <&GetTokenInformation>]=<advapi32.GetTokenInformation> 2: rdx mwommwz‘;
3: r8 000000000254F4F0
4: r9 00000000000001D4

Figure 29

The LookupAccountSidW API is utilized to obtain the name of the group corresponding to a
security identifier (SID) passed as a parameter:

2 i
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4C 80 80 90 03 00 00

48 8D 85 88 03 O

C7 85 88 03 00 00 ¢

48 89 44 24 28

4C 8D 44 24 S0

48 8D 85 50 01 00 00

88 F7

48 03 F6

48 89 44 24 20
33 C9

48 88 54 F3 08
FF 15126 44 00 00

mov qword ptr S
| lea rs,qword ptr
lea rax,qword ptr

xor ecx,

lea r9,qword ptr
lea rax,gword ptr

mov vard ptr ss:
ecx

mov_rdx,qword ptr
| €al1 qword ptr ds

rbx+rsi 8+8]
ookupAccountSidw>J

Xx87r1 00000000000000000000 ST1 Empty 0.000000000000000000
X87r2 00000000000000000000 ST2 Empty 0.000000000000000000
X87r3 00000000000000000000 ST3 Empty 0.000000000000000000
X87r4 00000000000000000000 ST4 Empty 0.000000000000000000
X87r5 00000000000000000000 STS EmPTy 0.000000000000000000
x87r6 00000000000000000000 ST6 Empty 0.000000000000000000
X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

X§7Tagword FFFF

1TSTdw> ] =<cadvapi32.L

v :

s | Defout (x64 fasteal) v s_ts ][] urlocke

e 117 Fcx 0000000000000000 T
dw> : rdx 000000000254FSES

2
3: rs 000000000014F590
4: r9 000000000014FS00

Figure 30

The malware instructs the system not to display the critical-error-handler messages using
SetErrorMode (0x1 = SEM_FAILCRITICALERRORS):

| [, 1 89 01 00 00 ‘mov ecx,1 2
[P oy o e £ FF 15 EA 48 oo 00 | €Tl qword ptr ds:[<aSetErrorMode>] v

1 gl & i i i 5 |Defout (xséfss!cal) -
I'aword otr [00000101800092A8 <&SETErrorModesi=<kernel32. SetErrorModes {15 T 0000000000000001

\‘w‘
“

12100 unlocke

Figure 31

LookupPrivilegeValueA is used to extract the locally unique identifier (LUID) corresponding to
the “SeRestorePrivilege” and “SeDebugPrivilege” privileges:

. 101 2 4C 8D 44 24 34 Yea rg, qnord ptr ss:frsp+34)

o 1018 48 88 D3 mov rdx, x87Tagword FFFF

. 00101 cl s | Y qword. pre d 4 K vl 1] 3 - ~ me—— ]
B> FE15 SE3C700°00° | CAIY qword pre s [<aLookupPrivilegevalueas v

) FE 15 5 [Defaut (x84 fastca) ~|[s 1100 udodke
—e el "1: Fcx 0000000000000000
qword ptr [ <& rivilegevalueA>]=<advapi32.LookupPrivilegevaluear 2: rdx 000OOOOOOOL4FCED "SeRestorePrivilege” ‘

3: rs 000000000014FCAS

Figure 32

The binary enables the above privileges in the access token via a function call to
AdjustTokenPrivileges:

X¥/T4 UDUUDUUUUUUUUOUUUUUU 31§ EMPTY U. DUUUUUUUULUUOUULUY

B 4C 8D 44 24 30 lea rs,qword otr 4
o 48 83 64 24 20 00 and q,«;ra ptr s X87rs 00000000000000000000 STS Empty 0.000000000000000000
o 45 33 C9 xXor rod,r9d Xx87r6 00000000000000000000 ST6 Empty 0.000000000000000000
. 48 8B 4C 24 S8 mov rcx,qword ptr Xx87r7 00000000000000000000 ST? Empty 0.000000000000000000
. 33 D2 ‘xor edx, edx
. C7 44 :4 3) 01 0 00|mov dword ptr s x87Tagword FFFF
o 7 44 00 00|mov dword ptr s —— e i
xm—» FF 15 ZF x oo 00 call aword ptr ds:[<¢.A¢jus:rok¢nprm1eqes>1 v —
| . 1 5 | Defoult (x64 fastcal) ~ |5 12100 unlocke
[aword ptr [0000010180009038 <AAAIUSTTOREnPriviT1eges>1=<advapi32. AdJustToKenPriviTegess T T T
3: rs 000000000014FCAD
4: r9 0000000000000000

Figure 33

The cpuid instruction returns processor information that is stored in the EAX, EBX, ECX, and EDX
registers:

L] K 40 53 push rbx

o 48 83 EC 10 sub rsp,10

o« 33 C9 XOor ecx,ecx

. B8 01 00 00 00 mov éeax,l

IF— 0 OF A2

o [ O OF BA EA OA bts edx,A

K 89 0D 57 33 00 00 mov dword ptr ds:[1018000B4CC],ecx
° 89 15 4D 33 00 00 mov dword ptr ds:[1018000B4C8],edx
d 8 48 83 C4 10 add rsp,10

Figure 34

Quantum ransomware generates 32 random bytes using the rdtsc instruction, which reads the
current value of the processor’'s time stamp. This operation is performed ten times, and the
resulting buffer represents the global ChaCha20 key that will be used later on:
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o 4C 88 C9 mov ro,rcx
o 45 33 CO xor rs8d,rs8d
H—)o OF 31

° Y0001018000887 4 48 C1 E2 20 shl rdx,20
| ¢ || 0000010180008878 4C 8D 15 29 2C 00 00|lea ri0,qword ptr ds:[1018000B4A8]
| e || 00« ml" 887F 48 0B C2 or rax,rdx
| elo )8882 43 88 14 10 mov edx,dword ptr ds:([rs8+rio]
| ° 8886 FF C2 inc edx
| e 8888 88 C8 mov ecx,eax
| o 0888A 83 E1 07 and ecx,7
| e | o« 018000888D D3 C2 rol egx,c'l

° -‘\)m"l":;o )JO0888F 33 DO xor edx,eax
: o 1018000889 43 89 14 10 mov dword ptr dr-Ers-rw],edx
I ° 0180008895 43 89 14 01 mov dword ptr ds:[r9+rs],edx
I ° 0180008899 49 83 CO 04 add rs,4
1 ° 890 49 83 F8 20 cmp r8,20
-9 || 00000101800088A1 A~ 72 CF ib 10180008872

Figure 35
| Address | Hex

0000010180008580 |CD D3 85 CD |84 AB F2 C1|01 A4 0B 39|A6 8F E) D7
0000010180008590|B3 A6 16 D9|SE E6 FA 37|6F 3A E4 B4|AE 2B 15 45

Figure 36

CryptAcquireContextW is utilized to acquire a handle to a key container within a cryptographic
service provider (Ox1 = PROV_RSA_FULL):

41 89 01 00 00 00 mov rod,1 Xx87r6 00000000000000000000 ST6 Empty 0.000000000000000000
C7 44 24 20 00 00 00|mov dword ptr ss:frsp+2 ) X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
4C 8D 45 D7 lea r&,qword ptr Ercp

33 D2 xor ea\,ed\

48 8D 40 C7 ea rcx,qnord ptr ss:frbp-39)

FF 15 37 37 00 00 |m qword ptr ds {d&ryp(k(quire(cntexnb]

——— - "1i Fcx D0000000D0IAFC20

i1 32 12: rdx 0000000000000000
|3: rs 000000000014FC30 L"Microsoft Enhanced Cryptographic Pi
13: r9 0000000000000001

Figure 37

The ransomware imports a public RSA key via a call to CryptimportKey:

45 88 40 C7 AS/1 % VUVUUUUULUUUUUUUUUIY 319 SRULY Vs UUUUUUUIUIL
38 80 45 °F X87rS 00000000000000000000 STS Empty O. 300000000000000000
48 89 44 24 28 X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
45 33 €9 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

83 64 24 20 00

41 88 14 01 00 00 x87Tagword FFFF

5 | Defout (x64 fostcat) ~ 1[5 2] 0] Unock

rdx 0000010180012364

[aword ptr [00000101800090A0 <&CryptImportKey>]=<advapis2.Cryptinpor tkey>

9 0000000000000000

0000010180005998
oump1  $HDump2  YHDump3  UHDumpd  Houmps @ watchi  bellocls P st £0000000000000000
Address Hex jascrx = £000000000014FC30| L"Microsoft Enhanced Cry
0000010180012364 /06 02 00 0000 A4 00 00|52 53 41 31|00 O8 00 00 os :gg&ogmggm
0000010180012374| 01 00 O1 00|99 23 98 8C|OE F2 BD 3A|S4 F7 16 FS 0001 4FCDS
0000010180012384| 80 E1 CC C|69 8C 86 27|DE DD 73 B3|75 28 CA 83|. prieeele e o
S Aaacnianm i 00007FFBAE198E1A | return to kernelbase.000
0000010150012384 27 cA A
00000101800123C4 F6 35 72 00e s aeaIcas
0000010180012304 D6 BF TOCaDuer0uY S00Es
0T OIs0nL AR s 006£00450020007 4
123F4 N 0063006£00610068
414 77 85
00010180012424 OF 10
124342 A6 12
10180012444 0 BE
00010180012454 5¢ 59
12464 8C 3C 51 EF|FE FO BF 80 83 CE|.a it g
0000010180012474| A4 CO Ax ASI9E F4 EA 29130 66 32 €3le4 39 31 64utse.66i0F2cdotd 5

Figure 38

The public RSA key is used to encrypt the global ChaCha20 key generated before:
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48 88 40 7F mov rcx,qword ptr ss: Erbp-'r] e et ey
rbpe 77

48 8 45 77 Tea rax qword ptr $s: X87r4 00000000000000000000 ST4 ERPTY 0.000000000000000000
¢ Xx87rS 00000000000000000000 STS Empty 0.000000000000000000
Xx87ré6 00000000000000000000 ST6 Empty 0.000000000000000000

| X0
C7 44 24 30 00 01 00|
28 1 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

48 89 7C 24 20 s [ w),rd 87Yaqnord FFFF
“ﬁéi?ioooo Ifd;!’s dpt d E«é 1 1

FF qQword ptr dsi{<aCryptEncrypt>: e —=
T 5 ¥ | Defaut (x64 fasteat) v |[s 12100 uock
T FCX 00000000025468A0 <&CPGENKey>

{2: rdx 0000000000000000

3: r8 0000000000000001
r9 0000000000000000

00000101800059CA

- omeema]
Woump! Hoump2  $SDump3  WNoum4  WMoumps @ watchi  Ixellocals ) stuct 0000010160012364

Address Hex ASCII 0000000000000114

00000101800085A0 (€D D3 85 CD|84 AB F2 C1|01 A4 08 39|A6 8F ED D7 |20.1.0A.5.9:.1x el e o'y K

0000010180008580 (83 A6 16 D9!SE £6 FA 37|67 34 E4 B4[AE 28 15 45| *! Uimiro:a’s+.e o010 00X

Figure 39

Address _ |Mex ___|ascIx
00000101800085A0 | 90 CF E4 44|8F 8F 9F 3D|1B 8A 27 E 1D
0000010180008580 |A3 AE D2 D3/C9 5D 34 31|94 27 15 7C | £900E]41.YD" "
00000101800085C0 |4C 3F 56 F7|78 7C 03 98|8A D9 59 08 57| L2VEX] .
00000101800085D0 |76 92 03 AC|7D 54 0D 7C|13 28 34 F DO F8|Vv..o}T.|.(4s
000001018000BSEO 18 DE AE 61 9A 74 4D |83 5C 45

oD A 6A
00000101800085F0 |BB FA 79 10|62 10 EO 47 8C 1A 54
0000010180008600 | 78
0000010180008610 |AF 83 2A F3|66 47 4E B8 |6A BF 34
0000010180008620 |FB €6 66 0D 4A 72 90 BB |18 FB DA
0000010180008630 |25 76 17 G8|E9 B3 BB EA|19 B2 5E
0000010180008640 |F7 F6 FC 04|39 56 F7 C7 |F7 BA A4
0000010180008650|57 8D 97 OB|58 37 48 C7|E1 FD EA
0000010180008660 |69 76 AB OE|B7 0D 17 1F 0D D1 FS
0000010180008670|B3 03 61 28|1F 32 9E 3F |32 F8 1C
0000010180008680 | 9A F4 19 21/1D BB 48 30 /08 CB 2D
0000010180008690 |A7 €4 1F 4F |95 76 1F 1A|0C 63 79

DA 43 A8 68| ive.:....

B1 21 05 A5|*.a(.2.720.&%!.¥
3A OC EB 7B|.0.!.»KO0.E~,3.8{
41 CC 66 AS|§A.O0.V...Cy.AIf¥

88%38%3#853&338!3
2
3

Figure 40

The process obtains the computer name and then encrypts it using the XOR operator, as
highlighted in the figure below:

485 80 55 10 l1ea rdx,qword ptr ss:frbp+l

48 89 00 9F 78 00 00 mov mrc ptr u':uouoooeaco},—n X87Tagword FFFF
48 8D 4D C lea rcx,qword ptr ss:frbp- omem e e e o
FE 15 95 5‘ 00 00 call qword ptr ds: [mtco.puurmw] v

v (s 12100 unlocke

11 rex 14FC70 L
I2: rdx 000000000014FCCO

Figure 41

A hard-coded 16-byte buffer used to encrypt the computer name together with the encrypted
result represent the client ID that is written to the ransom note:

48 88 co ’o 78 00 00|mov rcx,qword ptr ds:

10130000658] x87Tagword FFFF

;8 80 5 ‘ - lﬂn'dx.qrfd il [ bp-203 3 E——-
F 15 F £5:00:00 aword per trotrTas v =
s | Defoult (x64 fastcal) v s 12100 uock
| e
e e l: ru 000001018001249C
Qword ptr [0000010180009398 <&StrStrIA>)=<shiwapi.StrstriA> dx_000000000014FC0 "%CLIENT_ID%"
: fB 0000000000000000
3 000000000014FC36
0000010180003E9C Y ”F PYPYH H HGG-_‘GG.G -
3 1018000EC16
Woump1  YSDump2 $WDump3  WWDump4  Woumps @ wathi  Irellocals ) Stxt PCS 5 [£000000000014FC 90| “#CLIENT_ID%"
Address i |AscIx o) 2005000000000000 |
ooooomxsomzascl%, 68 74 GD|6C 3E 0D OA|09 3C 68 65|61 64 3¢ 00| &htmi>...<nead>. FORSIDREN 05T
00000101800124AC | 0A 09 09 3C|74 69 74 6C |65 3E 51 75|61 G6E 74 75 .<title>Quantu 208BED93162CBS1A3
000001018001248C | 6D 3C 2F 74|69 74 6C 65|3E 0D 0A 09|3C 2F 68 65 mc/(’(le) «</he 0031007 600200072
00000101800124CC | 61 64 3E 0D |0A 09 3C 62|6F 64 79 3E|00 OA 09 09 ad>. <body 000000000030002E
000001018001240C | 3C 68 31 3E!59 6F 75 72|20 49 44 3A|3C 2F 68 31 <h1>V°IAF I0: (’hl SF544E45494C4325
00000101800124EC | 3E 00 0A 09/09 3C 62 3E|/0D 0A 09 09{09 3C 70 72|>,...<b>..... <pr 00000000025 4449
00000101800224FC | 65 3E 00 0A|20 20 20 20|20 20 09 20|20 00 OA 25 e>.. . oW 0000000000000001
000001018001250C | 43 4C 49 45 |4€ 54 SF 4944 25 20 20|20 20 20 20| CLIENT_ID% = : alnanaa ‘

Figure 42
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Address Hex ASCII

0000010180012508|30 66 32 63|64 39 31 64|34 31 36 33|35 31 30 33| 0f2cd91d41635103
000001018001251B |61 39 39 39|66 35 65 64|66 65 66 35|30 63 62 36| a999fsedfef50ch6
000001018001252B |37 34 64 33|39 62 36 30|64 62 38 37|61 39 37 30| 74d39b60db87a970
0000010180012538|61 33 38 31|63 62 36 32|33 31 64 39|38 65 32 30| a381cb6231d98e20

0000010180012548|0D0 OA 09 20|20 OD OA 09|09 09 3C 2F|70 72 65 3E|... ..uen </pre>
0000010180012558| 0D OA 09 09|3C 2F 62 3E|OD OA 09 09|3C 68 72 2F ....</b:- .<hr/
000001018001256B|3E OD OA 54|68 69 73 20|6D 65 73 73|61 67 65 20 .This message

000001018001257B| 63 6F 6E 74|61 69 6E 73|20 61 6E 20|69 6E 66 6F conta1ns an info
000001018001258B |72 6D 61 74|69 6F 6E 20|68 6F 77 20|74 6F 20 66|rmation how to f
000001018001259B |69 78 20 74|68 65 20 74|72 6F 75 62|6C 65 73 20|1ix the troubles

00000101800125AB |79 6F 75 27|76 65 20 67 |6F 74 20 77|69 74 68 20|you've got with

000001018001258B |79 6F 75 72|20 6E 65 74|77 6F 72 6B|2E 3C 62 72|your network.<br
00000101800125CB|3E 3C 62 72|3E OD OA OD|OA 46 69 6C|65 73 20 6F|><br>....Files o
00000101800125DB| 6E 20 74 68|65 20 77 6F|72 6B 73 74|61 74 69 6F|n the workstatio
00000101800125EB| 6E 73 20 69|6E 20 79 6F|75 72 20 G6E|65 74 77 6F|ns in your netwo
00000101800125FB |72 6B 20 77|65 72 65 20|65 6E 63 72|79 70 74 65|rk were encrypte
000001018001260B| 64 20 61 6E|64 20 61 6E|79 20 79 6F|75 72 20 61|d and any your a
000001018001261B|74 74 65 6D|70 74 20 74|6F 20 63 68|61 6E 67 65|ttempt to change
0000010180012628|2C 20 64 65|63 72 79 70|74 20 6F 72|20 72 65 GE|, decrypt or ren

Figure 43

The binary creates a registry key called “Software\Classes\.quantum\shel\Open\command” and
its default value is set to a process that displays the ransom note:

. €7 44 24 28 02 00 00]mov dword ptr ss:fr a3, 2 X8/1'8 UUUUUUUUUUUUUUUUUUUY 314 EBPLY U. UUUUUUUUUUUUUUUUUY
. 4C 80 4C 24 30 lea rs,qword ptr ss:frsp+30] X87rS 00000000000000000000 STS Empty 0.000000000000000000
. 03 Co add eax,eax x87r6 00000000000000000000 ST6 Empty 0.000000000000000000
. 48 80 15 1B C6 00 00|lea rdx,qword ptr ds:[10180010658] X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
- 41 B8 01 00 00 00 mov rad,1

. 89 44 24 20 mov dword ptr ss: ns?nwora FEFF

. 48 8D 8C 24 BO 00 00)|lea rcx,qword ptr s o=

.

.

|

FF 15 48 53 00 00 l(n‘l quord ptr dsi{

qword ptr [0000 Tuew>] 1. TUSValuews> 0000010180010658

000001018000404F 9 000000000014F8BO 2 :xplorer exe README_TO_DECRYPT. htn

VS0ump1 g4 Dump 2 $%0ump3  §%Dump 4
Address _ Imex

53 E000000000014FBBO| L " explorer exe README_TO
£000000000014FD20| L™ . quantum™

000000000014FC30 (53 00 6F 0O :38%3%833333?2
000000000014FC40 |5C 00 43 00 £0000000000000002
000000000014FC50 (5€ 00 2E 00 £006€007000780065
000000000014FC60 | 6D 00 SC 00 E00720065007 2006F
000000000014FC70 [4F 00 70 00 =uossno 80065002E
00000000001 4FC80 | €0 00 61 00 slennsransenncannsa

Figure 44
B Registry Editor — o >
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Seftware\Classes\.q MshellOpen'c d
.ms-lockscreencomponent-primary ~ || Name Type Data
.ml:'. || 2% (Default) REG_SZ explorer.exe README_TO_DECRYPT . html
Figure 45

Quantum ransomware decrypts a list of files/folders that will not be encrypted:

e "\Windows\" "\System Volume Information\" "\$RECYCLE.BIN\"
"\SYSTEM.SAV" "\WINNT" "\$WINDOWS.~BT\"

e "\Windows.old\" "\PerfLog\" "\PerfLogs\" "\Program Files\" "\Program Files (x86)\"
"\Boot"

e "\ProgramData\Microsoft\" "\ProgramData\Packages\" "\EFI"
"\ProgramData" "$\Windows\" "$\System Volume Information\"

o "S\$SRECYCLE.BIN\" "$\SYSTEM.SAV" "$\WINNT" "$\$WINDOWS.~BT\"
"$\Windows.old\" "$\PerfLog\" "$\PerfLogs\" "$\Program Files\"

e "$\Program Files (x86)\" "$\Boot" "$\ProgramData\Microsoft\"
"$\ProgrambData\Packages\" "$\EFI" "$\ProgramData" "\WindowsApps\"

e "\Microsoft\Windows\" "\Local\Packages\" "\Windows Defender"
"\microsoft shared\" "\Google\Chrome\" "\Mozilla Firefox\"

e "\Mozilla\Firefox\" "\Internet Explorer\" "\MicrosoftEdge\" "\Tor Browser\"
"\AppData\Local\Temp\" "\AppData" "\All Users"
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e "\Boot" "\Google" "\Mozilla" "\autorun.inf" "\boot.ini" "\bootfont.bin"
"\bootsect.bak" "\bootmgr" "\bootmgr.efi" "\bootmgfw.efi"

e "\iconcache.db" "\desktop.ini" "\ntldr" "\ntuser.dat" "\ntuser.dat.log"
"\ntuser.ini" "\thumbs.db"

It also decrypts a list of extensions that will be avoided:

"exe" "dll" "sys" "msi" "mui" "inf" "cat" "bat" "cmd" "ps1" "vbs" "ttf" "fon" "Ink"

".386" ".adv" ".ani" ".bin" ".cab" ".com" ".cpl" ".cur" ".deskthemepack" ".diagcab"
".diagcfg" ".diagpkg" ".drv" ".hip" "icl" ".icns" ".ico" ".ics" ".idx" ".Idf" ".mod"
"mpa"".mp4" ".mp3"".msc" ".msp" ".msstyles" ".msu" ".nls" ".nomedia" ".ocx" ".prf"
"rom" "rtp" ".scr" ".shs" "spl" ".theme" "themepack" ".wpx" "lock" ".key" ".hta"

Stopping targeted services

The OpenSCManagerA API is utilized to open the service control manager database (OxFOO3F =
SC_MANAGER_ALL_ACCESS):

. 33 D2

. 4 33 C9 x87Tagword FFFF
- 1 : 41 B8 3F 00 OF 00 —— — e
.
B

G FF 15 FF 47 00 00 \:ﬂl q-ord ptr dsi[<tOpenscmanagera>] v

| % N 5> | Default (x64 fastcal) {5 12107 uniocke
e 1: Fex 0000000000000000

faword ptr [i A>]=<advapi32.0pensCManagerA> 2: rdx 0000000000000000

[ 3: r8 00000000000F003F
Figure 46

The malware extracts a list of active services using EnumServicesStatusA (0x30 =
SERVICE_WIN32, Ox1 = SERVICE_ACTIVE):

40 88 CE mov. r9,r14 X87r2 0OO0OOD0OO0000000000 ST2 EmPTy 0.000000000000000000

B
. ;3 g? :: Sty Jea Z"}‘."gngfzx P s X87r3 00000000000000000000 ST3 Empty 0.000000000000000000
. 48 80 B4 24 80 00 00|lea rax,qword ptr ] X87r4 00000000000000000000 ST4 Empty 0.000000000000000000
B 48 88 CE moV rcx,rsi X87r5 00000000000000000000 STS EMPTy 0.000000000000000000
B 48 89 44 24 30 mov gword ptr = X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
- 44 80 43 01 lea r&d,qword ptr X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. 48 80 84 24 98 00 00|lea rax,qword ptr
- 48 89 44 24 28 mov qm:rd ptr rs x87Tagword FFFF
' C7 44 24 20 OC 04| mov_dword ptr 4 —— . PO —
FGF——> FF 15 95 47 00 oo | €al1 qword ptr d.. numServicesstatusa>j v —

[ - > | Defaut (x64 fastcal) v |[s 1] unocke
- — — ~ - — e : 000000000;

| qword ptr {00000101. 0 vi A>]=<advapi32. EnumServicesStatusa> | 21 :g: omoocowg&:ﬁg;g

[ 3: r§ 0000000000000001

4: r9 0000000002553A10

Figure 47

The services whose name contains "SQL", "database", and "msexchange" are targeted by the

ransomware:
o 45 88 08 -ov rex crnord ptr ds -' x87Tagword FFFF
o 1 8F 45 8D 55 EO ax,qword ptr f 1 = " Deoees
| FF 15 CF 56 00 00 \:l'l'l qnord ptr ds [<&s:rs:ru>] v =
4 s FEAsiC 5 | Defoult (x64 fastcal) 5_15](] unlocke
37 Fcx 00000000025 93¢ Tm‘ﬁ*.l =
|aword ptr [0000010180009398 <&StrStrIA>]=<shlwapi.strstrias 2t O O00000000024ECAD ‘SEL e

Figure 48

The executable opens a targeted service by calling the OpenServiceA routine (0x20 =
SERVICE_STOP):

‘ o 41 88 FO mov esi,rsd x87Tagword FFFF
| . ) $F 41 88 20 00 00 00 mov rad,: e ——— R
|—e FF 15 52 4B 00 00 |call qword ptr ds:[<sOpenservicear] v =
H roLis2 s |Defout (x64 fastcal) v (s 1217 unlocke
[qword ptr [0000010180009058 <&OpenServiceA>]=<advapi32.OpenServiceA> 2; ,5’; gomoogooﬁgzssg "sqLwriter”

| 3: r8 0000000000000020

Figure 49
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-
The service is stopped using ControlService (Ox1 = SERVICE_CONTROL_STOP):

- ' 4C 8D 44 24 30 lea rs,qword ptr ss:frsp 3
. 101 J 88 D3 mov edx,ebx x87Tagword FFFF
B 4 43 88 CF mov_rex,rdi e IR T s
I FF 15 60 48 00 00 €AY qword ptr ds:[<acontrolService>) =
ole o 5 oefa_tgg(gemskd) > |s_t510] unlocke
]qword ptr [0000010160009088 <&ControlServices]=<advapi33.Controlservices R L Sk a0
3: r8 000000000014FC20
Figure 50
The QueryServiceStatuskEx function is used to verify whether the service was successfully
stopped:
. 41 B9 24 00 00 00 = X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
° 4C 8D 44 24 S) ] X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
o 48 89 44 24 20 rax
. 33 D2 e x87Tagword FFFF
. 48 88 CF mov . PO AP P——
B> FF 15 E9 4A 00 00 |call mrd prr dsif<tqueryServicestatusex>d v =
g P = 5 |Defadtlcdfostca) w5 [ Judode
kol - — 1 rc 254C560
qword ptr [0000010180009050 <aQueryServi J=<advapi32.QueryServi : rd: 0000000000000000

3: rs 000000000014FC40 &"SQLWriter™
4: r9 0000000000000024

Figure 51

Killing targeted processes

The binary retrieves a list of processes by calling the RtlGetNativeSystemInformation native API
(Ox5 = SystemProcessinformation):

. 44 88 84 24 80 01 00|mov ‘31 mord ptr ss:Ersp+150) X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
o 48 88 DO moV rdx
s Jc 50 sc - 3u 01 00 lea '; q.«ora ptr :Brsp-180} x87Tagword FFFF
. oo B A e e
I— El 03 cx FF FF ‘:a‘l'l <A(1se(nnnesystmxnformanom v =
[ : ole o c > | Default (x4 fastcal) v |[s 13 ][] unlocke
1: rcx 000000000000000S
l«t'lsetuativesystmnforutiom 2: rdx 00000000025537F0
‘ 3: r8 000000000001A7CS
4: r9 000000000014FDED

Figure 52
The ransomware constructs a list of processes to terminate:

e "msftesqglexe" "sglagent.exe" "sglbrowser.exe" "sqglwriter.exe" "oracle.exe" "ocssd.exe"
"dbsnmp.exe"

e 'synctime.exe" "agntsvc.exe" "isglplussvc.exe" "xfssvccon.exe" "sqglservr.exe" "encsvc.exe"
"ocautoupds.exe"

e '"mydesktopservice.exe"  ‘"firefoxconfig.exe" "tbirdconfig.exe" "mydesktopgos.exe"
"ocomm.exe" "mysqgld.exe"

e "mysgld-ntexe" "mysqgld-opt.exe" "dbeng50.exe" '"sqbcoreservice.exe" ‘"excel.exe"
"infopath.exe" "msaccess.exe"

e "mspub.exe" "onenote.exe" "outlook.exe" "powerpntexe" "sqglservrexe" "thebat.exe"
"steam.exe" "thebatc4.exe"

e ‘"thunderbird.exe" "visio.exe" "winword.exe" "wordpad.exe" "QBW32.exe" "QBWo64.exe"
"ipython.exe" "wpython.exe"

e '"python.exe" "dumpcap.exe" "procmon.exe" "procmono64.exe" "procexp.exe"
"procexpb4.exe"
‘ : :: :g Z: 24 20 'lea ax ttnord ptr ss:@rsp 3 xrngnord FFFF X e
m——b: , - FF 15 25 24 00 00 \u’l'l qnord preidsif<a1strempia>] - E?_efat_!t(!“fas!td) = :‘D
iquord ptr‘ {0000010180009208 <&1strcmpiA>]=<kernel32. 1strompiA> g: :g: 8383‘383‘333{2538 i’f‘i?.:’q‘f exe”

Figure 53
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The malware opens a targeted process using the OpenProcess routine (Ox1 =
PROCESS_TERMINATE):

44 88 46 50 mov r&d,dword ptr ds:[rsi
33 02 xor edx,edx x87Tagword FFFF
8D 4A 01 lea ecx,qword ptr ds:{rdx+1] e o S .
R FF 15 E2 23 00 00 |©€ail qword ptr ds:{<&0penProcess>] v i
N 5 | Default (x4 fastcal) v (s (2] uniocke
! =k A T 000000000000000:; - ——
,mrd ptr [0000010180009200 <&0penProcess>)=<kernel32.0penProcess> i»': :Z: oommooomoé
3: rs 0000000000000880
Figure 54
The process is killed by calling the TerminateProcess API:
. 33 02 xor edx,edx X87Tagword FFFF
o 45 88 C8 MOV _rox,rax B mm— e s -
e FF 15 °C7 23 00 00 | €&l qword ptr ds:[<aTerminateProcess>] v =
ole e 5 | Defauit (x64 fastcal) ~|[s_#][] unocke
=il == = = == T —— === = 1 0000000000000, B
qword ptr [00000101800092C8 <aTerminateProcess>]=<kernel32.TerminateProcess> §, IE’.‘ omoooooomf,ﬁg

Figure 55

An example of a log file is displayed in the figure below:

Hiom |
1 Ver 5.1 xé4

SYS INFO m=mmmmmm==
CORE COUNT: 1

TOTAL MEM: 2047 MB
10.0.16299 SPO

4: x64
USER NAME: [N
BC NAME: DESXTOP - I
IN DOMAIN: NO

DESKTOP -\ None

\Ev ne

NT AUTHORITY\Local account and member of Administrators group
BUILTIN\Administrators

BUILTIN\Users

BUILTIN\Performance Log Users

NT AUTHORITY\INTERACTIVE

\CONSOLE LOGON

NT AUTHORITY\Authenticated Users

NT AUTHORITY\This Organization

NT AUTHORITY\Local account

NT AUTHORITY\LogonSessionId_0_130301
Mandatory  \LOCAL

Mandatory NT AUTHORITY\NTLM Authentication
ntegrity Mandatory Label\High ndatory Level
»C:\Users\IEM\Desktop\malware,exe"”

KILL SERVICE

SQLWriter... ok

KILL PROCESS

Procmon.exe... ok
rocmonéd.exe... ok

Figure 56

The process calls the GetVolumelnformationW API with the drives ranging from A: to Z: (see
figure 57).

B 45 33 €9 xor rod,rod X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
B 45 33 CO xor rad,rsd X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. 48 89 74 24 20 mov gqword ptr ss:frsp+20§,rsi

b 33 D2 xor edx,edx x87Tagword FFFF

. 89 75 20 |mov_dword ptr ss:frbp:20J,esi Dy e

. FF 15 AC 1E 00 00 | €A1 aword ptr dei[<aGetVolumeInformationw>] v e

. o Default (x64 fastcal) v |5 2] unlocke

G

aqword m:r [0000010180009180 <&GetVolumeInformationw>]=<kernel32.GetvolumeInformationw> : rdx 0000000000000000

3: r§ 0000000000000000
4: r9 0000000000000000

|
|
|

Figure 57

The drive type is retrieved using the GetDriveTypeW function, and the malware expects a value
different than Ox4 (DRIVE_REMOTE):
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X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

88 F2 Mv Q.7 ed\

45 88 F9

FF 15 13 52 00 00 |u!‘l mrd ntr d5¥[<4GetDriveTypew>] x87Tagword FFFF

83 F8 04 cmp eax, 4 [SST A e RPN — e e )
v 74 30 je 1018000408F v ——

(e Defoult (x4 fastcal) ~ [5 12100 Uocke

12 rex 000000000014FD20 L \\\NZ N 0" (

I5: rdav nnnnnnnnnaczness

[aword ptr 0000010180009250 <&GeTOrVeTyDews 1=<kernel32,GetDr IVeTyDen>
Figure 58

The ransomware creates a thread that handles the local drives encryption and another one that
handles the network shares encryption. The responsible function is the same, sub_10180008CA0:

AD/T> UUUUUULUUUUULLULUUUUUL 313 EWPLY U UUUDUUUUUUUUUUUUUY

. 48 83 64 24 28 00 ‘An qword ptr ss:f
B 4C 8D 05 F9 3C 00 00 Iea rs, qwcrd ptr d X87r6& 00000000000000000000 ST6 Empty 0.000000000000000000
- 83 64 24 20 00 Mrd ptr ss:frsps2C X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. 4C 88 CF -nov ro,r
. 33 D2 xor edx, edx x87Tagword FFFF
B 33 €9 xor_ecx,ec ——— e
I3 . FF 15 5F 42 00 00 |call mord ptr ds:[<iCreateThread>] v ]
| ‘ s e 5 |Default (x64 fastcal) v [5_t2][] unlodke
R . — - — 1 rex 0000000000000000
aword ptr [0000010180009218 <4CreateThread>]=<kernel32.CreateThread> 2: rdx 0000000000000000
3: r8 0000010180008CAD
0000010180004F83
WWoump:  $Woup2  @Hoump3  $Noumps  WSoumps M watch:  bellocals Y stuct
Address Hex | AscIx I ~
000000000253C090 [QC_4F ¢ ﬂﬂ 01 0} O {00 00 A0 0000 1) 00 OO RO coevnee sonee |
000000000253C0A0| 5C 00 sc 001 3F 00 5c 00163 00 3A 0olsc 00 0o ool\.\.7.\.c.:.\..n

Figure 59

Thread activity - sub_10180008CAO function

The process creates two unnamed event objects via a function call to CreateEventA:

XB/T6 UUUUUUUUUUUUUUUUUOUY 318 ERPTY U, UUUUUDUUUUUUUUUUY

o 45 33 €9 xor raod,rsd

B 43 89 78 10 mov qnvrd per ds: [rax+10),rds X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

. 45 33 €O xor ¢

. 33 D2 xor ed\ em x87Tagword FFFF

. 33 ¢9 : xoel " . l e T e —

. FF 15768761 00 00 |cald qucrd PREUEE[<aCr eateEventax v T

2 e 5 |Defauit (x64 fastcal) > |[s_12]0] unocke
e 1i Fcx 0000000000000000 e
aword ptr 9210 <&Cr Jm<kernel32.CreateEventa> 12: rdx 0000000000000000

: r9 0000000000000000

Figure 60

An unnamed semaphore object is also created by the malware:

X87r7 00DD00DOOOV000000000 ST7 Empty 0.000000000000000000

¢ o BA 00 40 00 00 mov edx, 40
H . 45 33 C9 xor rod,rod
. 44 88 C2 mov r&d,edx xs'Taq-ord FFFF
; . 33 C9 lnohec.,e;. . - l . e T
(B FF 1538761 00 00 | c&ll qword ptr dsi[<4CreatesemaphoreAs Y|
: e F 15 38 61 g o . = Defa'((x“hsk‘) vi|S -‘leiodt

a s X 0000000000000000
r d X 0000000000004000

{2:
3: r8 0000000000004000
4: r9 0000000000000000

T
g
g
:
§
:

Figure 61

The binary creates two threads that will perform the files' encryption. The responsible function is
sub_10180005014, and the current thread gives a filename to encrypt to the encryption threads:

XB/7'3 UUUUUUUUUUUUUUUUUUUY 313 EMPLY U VUUUUUUUUUUUUUUUUY

. l:; ;30‘,’;";8,“?’ 1 3. X87r4 00000000000000000000 ST4 EmpTy 0.000000000000000000
. 10| 1ea r3,qword ptr ds: [10180005014) X87rS 00000000000000000000 STS EmPTy 0.000000000000000000
- mov eax,est 2 X87r6 00000000000000000000 STE Empry 0.000000000000000000
. Xor edx,edx X87r7 00000000000000000000 ST Empty 0.000000000000000000
. shl rax,e¢
> xor ec-"cl x87Tagword FFFF
B | ag]r), 4 " . f B
RIeg e cal w ptr ds: <a<reue1’hreau> v T =
| : . 5> | Defauit (x64 fastcal) >[5 310 unlocke
Db i
137 Fcx 0000000000000000
qword ptr [0000010180009218 <4CreateThread>]wckernel32.CreateThread> 2: rdx 0000000000000000
3: r8 0000010180005014

4: r9 000000000254E400

Figure 62

Quantum ransomware starts enumerating the network resources by calling the
WNetOpenEnumW API (Ox2 = RESOURCE_GLOBALNET):
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00 0 0 . 53 2 G XB/T< UUUUUUUUUUUUUUUUUUUY 31& ERRLY
§(7 :: gf\ 994000 00| m: ;.;?:glp!r 29174 X87r3 00000000000000000000 ST3 Empty 000000000000000000
48 80 40 EO Tea rax,qword ptr ds:(rax-20] X87r4 00000000000000000000 ST4 Empty 0.000000000000000000

X87rS 00000000000000000000 STS Empry
pr20J,rax

|

88 F8 moy 000000000000000000
88 E9 mov
80 4A 02 lea
44 80 42 13 lea quord p
E8 4A 8BS FF FF In‘l awemocn(nu-» |

4: r9 0000000000000000

Figure 63

WNetEnumResourceW is utilized to continue the enumeration of network resources:

48 8B 4C 24 38 mov r(\.qnord ptr X87r7 0000 00 ST7 Empty 0.000000000000000000
4C 8D 4C 24 34 lea r9,qword ptr

4C 88 CO oy ra.rax x87Tagword FFFF

48 80 54 24 30 lea rdx,quord p g 3 ST e hem e

E8 F9 84 FF FF |cany «Ne(:nmaesour(m |

vl
5 |Defauit (x64 fastea) =z
rex

rdx 000000000487FEDO

r8 00000000028563F0
1 4: ro 000000000487FEDS

Figure 64

The malicious process retrieves information about the shared resources on the local machine:

and dword ptr s

o 7F 00 X87r0 00000000000000000000 STO EmpTy 0.000000000000000000
: - ;: E‘F o X87r1 00000000000000000000 ST1 EmpTy 0.000000000000000000
5 Cn R X87r2 00000000000000000000 ST2 EmPTy 0.000000000000000000
. A5 0% 44 3430 X87r3 00000000000000000000 ST3 EmPTy 0.000000000000000000
s 31 83 co FF eF X87r4 00000000000000000000 ST4 EmMPTy 0.000000000000000000
P 43 % 45 €8 Tea rax q.,o,-d otr X87r5 00000000000000000000 STS EmPTy 0.000000000000000000
. BA 01 00 00 00 mov edx, X87r6 00000000000000000000 STE EmPTy 0.000000000000000000
o 48 89 44 24 28 mov qlol'd ptr s X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
- 49 88 CF MOV rexX,r15 rex
. 48 8D 45 7F Jea rax, q-uord ptr_ss:Brbp+7Fl x87Tagword FFFF
- 48 89 44 24 20 mov_qword ptr ss e e

[ ES AE E2 FF FF |eaty: NeTShar eEnum> | v ]
. = 5 |Defout (x64 fostcat) ~ 1[5 1210] nlodee

----- FEX 00000000025 68050 L DESKTOP-

<NetshareEnum> rdx_0000000000000001

& 000000000457FD38
________________ : r9 00D00OOOFFFFFFFF

Figure 65

The ransomware doesn't target the ADMIN$ share, as highlighted in figure 66.

. 48 8D 54 24 20 lea rdx,qword ptr ss:frsp+20§ x87Tagword FFFF
. FE 35 53 Iﬂ;‘lr:no;d PrEdsIf<astrsrIneg I’h: =
. FF15°72729700700 5% rstr v -~
. - > Default (x54 fastcall)
—— e R = 1 rex 53!
aword ptr [00000: rIw>]=<shiwapi.Strstrine rdx oooooooooas'ruo
| r8 000 00000

9 0000000000000020
0000010180006A00 4

Woump !  @Soump2  $H0oump3  Poump4  @Soumps @ wathi  Dellocals P stuct

Address 'uex JAscax ] Y 20000000
000000000487 FCAOISC 00 41 00144 00 4D 00149 00 4E 00/24 00 00 00 (._A.D.M.I.NAS.--\ L
Figure 66

[£000000000487FCAD
‘000000000457?(‘8‘ &L "oeskTor- N
000000000254[3E0

The files are enumerated using the FindFirstFileW and FindNextFileW functions:

45 80 91 20 00 02 00|lea rdx,qword ptr ds: [rcx+20020] X87r7 00000000000000000000 ST? Empty 0.000000000000000000
33 0 xor ebp,ebp

7 44 59 20 2A 00 00|mov dword ptr ds:[rcxsrbxr2+20],24 rd FEF
48 83 C1 20 add rex,20 : Aahadd
7 08 00 00 CaTY qword ptr Usi[<aF indFirstFilews]

1 rex 2! L
1 2: rdx 00000000025 98FD0

Figure 67

| —e 48 88 DS mov rax,rop x87Tagword FFFF
m——————): . ;: :2 :g $7 00 00 z“llr;&;‘nxr ds3f<eF indNextFilew>] | ma———— I
R 0 ® £ ex vl
. Strcts 5  [OetRR(xed akcal)
et — 17 rex 00000000025 30500
[wd |m' [0000010180009178 <&FindNexTFilew>]=ckernel32. FindNexteilen> §' ‘,'S’: wmamzsﬁm

Figure 68

The ransomware doesn't encrypt the ransom note, if present:
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48 8D 54 24 20 Tea rdx,qword ptr ss:frsp+20) ne'\'awora KFFF
45 88 CB ‘mo;]rc-,"al = . rex: e e
FFISTA6 34700 00 | €a1) ‘qword ptr dsif<alstrompin :
o 5 nefux(mfamn v s 12 [] unlocke
o r——s — 413 rex 0000000002598FFC L bTa. Ttxt™ i
[aword ptr [0000010180009240 <&1strompiws]=<ckernelsz.lstrompin> 2: rdx 000000000487FA70 L“README_TO_DECRYPT.htmi™

Figure 69

The file's extension is compared with the list that will be avoided, as shown below:

H B 101 48 88 14 01 mov rdx,qword ptr rdx: x87Tagword FFFF
B 101 48 80 4C 24 20 rcx,qword pte p+2 e e ——
3 . FF 15 FF 23 00 00 yn“ Mrd ptr as:[<astrcmpIwa] v -
e . i 5 | Defoult (x64 fastcal) ~ (s _12]0] uriodee
5 /71 rCX 000000000487FAGD L TXT S
|qword ptr [0000010180009380 <4STrimpIw>]=<shiwapi.Strimpliw> 2: rdx 0000000002546D040 L"exe"

Figure 70

One of the events created earlier is signaled by calling the SetEvent API, which means that a file
is ready to be encrypted.

| B 2 48 88 48 20 mov_rcx,gword ptr ds: [rbx+20] PSSPy S—— e
[ FF 15 1D SD 00 00 | €ca1) qword ptr ds:[<aSetEvent>] ] v =

ole CoReT 5  |Default (x64 fasteal) v |5 13 [] unlocke
ccmee e ) — —J 1 FEx 000000000000027 4 ==
[aword ptr T00000101800091F8 <&SetEvent>]=ckernel32, Setevent> A

Figure 71

The malware creates a ransom note called “README_TO_DECRYPT.html!” in every directory that
is encrypted (0x40000000 = GENERIC_WRITE):

. 45 33 CO xor r8d,rsd S = Xx87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. cr Uoso‘ 00 00 | mov anordp(rj ax-28],2
: 8 o0 3 \mv e x8Tageord Free
. X0 e
(R Fl ls oz 3C 00 00 Inﬁ mfd Ptr Os:i[<aCreateFilewsy v - =
| > o > Delu!(x«funl) v |5 131 [] unlodke
/"1: rcx 0000000002568F98 LU\\\\DESKTOP -\ \ 5 ADME
Qword ptr [0000010180009196 <eCreaterilemsJ=<kernei3z.Createriiems 0000000 Shar e\\REAOME_To.
3: rs 0000000000000000
4: r9 0000000000000000

Figure 72

The ransom note is populated using the WriteFile routine:

4C 8D 4C 24 68 lea r9,qword ptr s:frsprés) X87r7 00000000000000000000 ST7 Empty O.000000000000000000
44 88 C7 mov r&d,ed
45 88 D3 moy rdx,rbx x87Tagword FFFF
48 88 C8 ]'how rex,rax ‘ A RPN P
FF 1S E7 38 00 00 €all qword ptr ds:f<awriterile>] vl = r————
e 5> | Defauit (x64 fastcal) ~ |5 [$10] Unocke
p— Pe— T oo [1: FEx 00000000000002C4
qword ptr [00000101800091A0 <aWriteFile>]=<kernels2.writerile> 1 2: rdx 00000101800124%
r8 000000000000085 3
r9 000000000487F818
0000010180005583 === = |
Woump1  Soump2  YNOwp3  UNoump4  Woumps B warhi  ieellocals & struct 487 FASS E0000010180004EDA| r&Turn T0 0O0O0L0LS0004EDA fr
NGGTEEE = 487FAC0 00000000025 4E3E0
000001018001249C [3C 68 74 60 |6C 3E 00 DA|D9 3C 65 65|61 =%ggég(l’;gggé;oog return to 0000010180003408 fr
00000101800124AC [ 0A 09 09 3C|74 69 74 6|65 3E 51 75 (61 GE 74 75 577 AD & [E0000000000000080
000001018001248C | €0 3C 2F 74|68 74 € €5 (3E 0D DA 09|3C 2 250 [E£0000000000000000
00000101800124CC | 61 64 3E OD[OA 09 X 62|6F 64 79 3E(00 OA ¢ E000000002B1AEB16
000001018001240C | 3¢ 68 31 3E/59 6F 75 72|20 49 44 3ai3C 2 =~ lAnAnAnnnnsE cenon

Figure 73

Thread activity - sub_10180005014 function

ReleaseSemaphore is utilized to release the semaphore created earlier:

45 88 49 18 mov —c\,m\ora ptr ds:{rexs
45 33 CO xor r&d _x87Tagword FFFF

41 88 D1 mov_edx = .
FF 15 37 26 00 00 |cany Mrd ptr ds:[<arReleaseSemaphores>]

= Oefwx(mfasu)
- 71 Fex 0000000000000

e>]=<kernels2 &> I'2: rdl 0000000000000001

3: r§ 0000000000000000

Figure 74

The process opens a targeted file by calling the CreateFileW routine (OxCO0I0000 =
GENERIC_READ | GENERIC_WRITE | DELETE):
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] A8/I'é UUUUUUUUUUUUUULUUUUL 314 BRPLY U. UUUUUUUUUUUUUUULUUY

- oy 800 and qg?'? PEF:de: [eax:18], X87r3 00000000000000000000 ST3 Empty 0.000000000000000000

M 83 60 EO 00 and dword ptr ds: [rax-20], X87r4 00000000000000000000 ST4 EPTy O.000000000000000000

. is 88 £ mov rdi,rex X87rS 00000000000000000000 STS EMPTy 0.000000000000000000

. 48 86 C mov rex,rbx X87r6 00000000000000000000 STE Empty O.000000000000000000

. c7 40 os 03 00 00 00|mov dword ptr ds:[rax-28],3 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

. 45 33 xor r9d,rad

. 288 xor r&d,rsd x87Tagword FFFF

. B8A 00 00 01 CO mov_edx,C00100 e O —— .

e FF 15794 2C 00 00 | call qword ptr dsi[<aCreaterilews>] v [ -

. F 15794 ’ s » | Ocfat et fascal) >[5 1#][] uniocke

= 1: 00000000025CC820 L™ \\\\DESKTOP-| _(\smr?\\b‘h o

‘qword ptr [0000010180009198 <&CTeateri)ews]=<kernel32.Createrilens §2: rax 00000000C0010000
3: r8 0000000000000000

4: r9 0000000000000000
Figure 75

The size of the file is obtained using GetFileSizeEx:

o 45 80 57 08 lea rdx,qword ptr ds:([rdd x87Tagword FFFF
- 48 88 C8 I “rn 'd —— N e ——— =
R 1P e 4 FF 15 1C 20 00 00 call qword ptr <&Get esSizeExs! v e Ty
M 5 | Defouit (x4 fastcal) v (s 120 uniocke:
e 3 0000000000000; o
‘qword ntr‘[oooool.ouoomsu <&GetFilesizeEx>]w<kernel32.GetFilesizeex> ;%; 55’,‘ ommmmlﬁfﬂ ‘

Figure 76

The SetFilelInformationByHandle API is used to append the “.quantum” extension to an
encrypted file name (0x3 = FileRenamelnfo):

B 44 88 88 48 00 10 00|mov r9d,dword ptr ds 100048] X87r6 00000000000000000000 ST6 EMPTy 0.000000000000000000
. 4C 8D 80 38 00 10 00|lea r8,qword ptr ds: 18] X87r7 00000000000000000000 ST? Empty 0.000000000000000000
. 48 88 08 mov rcx,qword ptr
B BA 03 00 00 00 mov edx,
o 46 8D OC 4D 18 00 00| lea rQJ,qword ptr ds:([r9 8] TS R
FG—>e FF 15 78 45 00 00 |call gword ptr ds: ta.sezn1e1nforrunonaynqn¢le>] = =
. v [5 e ]Dudoc
e e T e 53N 0000000000000
qword ptr [0000010180009270 <&SetFileInformationByHandle>]w<kernel32.SetrileInformationsyHandle> . ,:’,f owmamméﬁ?
: r8 0000000004081078
r9 0000000000000066
0000010180004CEF = = -
Yoump1  gHoump2 WWOoump3  WDumpd4  WHoumps @ watchi  (xellocals & Stxt ommm’&,‘ggg
0000000000000000
T L[~ - lpsezs . it
7 ) 00[00 00 00 0000 00 00 00| Blveceresesssess 0000000000000000
0000000004081088 27 00 00 00/5C 00 5C 00|44 00 45 00153 00 45 0 ol 00000101800068C9 | F&TUrn T 0000010130006¢
0000000004D81098 |54 00 4F 00!50 00 20 n\ T 000000205 3F9C A9 ¥ )
0000000004D810A8 | 00 68 00j61 00 0000000000000000
0000000004081088 00 20 < 00 2E 00|74 00 78 0000000000000000
00000000040810C8| 74 00 2E 00(71 00 75 00|61 00 €€ 00|74 00 75 15 | 0000000000000000
0000000004081008 | €0 00 00 0000 00 00 00100 00 00 00l00 00 00 oolm.. .....o.0.00l] | 9000000004877 15| 0000000000000000

Figure 77

The process generates another ChaCha20 key with the same rdtsc instruction. This key will be
used to encrypt the file's content, as we'll see later on:

| Address _Hex N ASCII |
000001018000B4A8 |29 6A 37 59|07 9C 9E DB|B2 A8 3F 9B|9F D2 D3 20 )j7v...0 ?..00
0000010180008488|A9 BC 38 B9|57 43 CC A2|58 52 AA B4|1F CD 28 98| @48 'WCIexrRa" . I(.

Figure 78

The ransomware constructs the initial ChaCha20 state using the global ChaCha20 key presented
in figure 36:

Address Hex . _ ASCII

0000000004B7FCEO | 65 78 70 61|6E 64 20 33|32 2D 62 79|74 65 20 68| expand_32- by'te 3
0000000004B7FCFO|CD D3 85 CD|84 AB F2 C1|/01 A4 0B 39|/A6 8F ED D7 10.1.. 9:.1x
0000000004B7FD00 | B3 A6 16 D9|S5E E6 FA 37 |6F 3A E4 B4|AE 2B 15 45 bhnno’a €+.E
0000000004B7FD10|CD D3 85 CD|84 AB F2 C1|/01 A4 OB 39|A6 8F ED D7 16 1.«0A.5.9).1x

Figure 79

Finally, the ChaCha20 key generated above is encrypted with the global ChaCha20 key and will
be stored in the encrypted file:
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|F— > 66 OF FE C1 T

. 66 OF EF D8 | pxor xmm3, xmm0
© 66 OF 38 00 DE | pshufb xmm3, xamé
© 66 OF FE D3 paddd xmm2,xmm3
. 66 OF EF CA pxor xmml,Xxmm2
. 66 OF 6F E1 movdqa xmm4,xmml
. 66 OF 72 D1 14 psrld xmmi
. 66 OF 72 F4 OC ps1ld xmm4
. 66 OF EB CC por xmmi,xmms$
. ) 66 OF FE C1 paddd xmmoO, xmml
. ) 66 OF EF D8 pxXor xmm3 , xmmO
© 66 OF 38 00 DF pshufb xmm3,xmm7
© 66 OF FE D3 paddd xmm2,xmm3
. 66 OF EF CA pxor xmmi,Xxmm2
. 66 OF 6F E1 movdqa xmm4, xmml
. 66 OF 72 D1 19 psrld xmmi,19
. 66 OF 72 F4 07 ps1ld xmms,”
. 66 OF EB CC por xmml,xmm4
. 66 OF 70 D2 &4E pshufd xmm2,xmm2
. 66 OF 70 €9 39 pshufd xmml,xmml
© 66 OF 70 DB 93 pshufd xmm3,xmm3
© 90 Of
. 66 OF FE C1 paddd xmmoO, xmml
. 66 OF EF D8 pxor xmm3 , xmmO
. 66 OF 38 00 DE pshufb xmm3,xmmé
- ) 66 OF FE D3 paddd xmm2 , xmm3
. 66 OF EF CA pxor xmml,xmm2
. 66 OF 6F E1 movdqa xmm4,xmmi
efo 66 OF 72 D1 14 psrid xmmi
. ) 66 OF 72 F4 OC ps1ld xmms
° ) 66 OF EB CC por xmmi,xmm4
. 66 OF FE C1 paddd xmmo , xmm1
. 66 OF EF D8 pxor xmm3, xmmO
. 66 OF 38 00 DF pshufb xmms3, xmm7?
. 66 OF FE D3 paddd xmm2, xmm3
. ) 66 OF EF CA pxor xmml,xmm2
. y 66 OF 6F E1 movdqa xmm4,xmml
© 66 OF 72 D1 19 psrld xmmi,19
. 66 OF 72 F4 07 ps1ld xmms,”
3 66 OF EB CC por xmml,xmmé
. 66 OF 70 D2 4E pshufd xmm2,xmm2,4E
. 66 OF 70 C9 93 pshufd xmmi,xmml
° 66 OF 70 DB 39 pshufd xmm3,xmm3
© 49 FF C8 dec rs

—— ~ OF 85 3C FF FF FF jne 10180001720
< 66 OF FE 04 24 paddd xmmO,xmmword ptr
. 66 OF FE 4C 24 10 paddd xmml,xmmword ptr
S 66 OF FE 54 24 20 paddd xmm2 ,xmmword ptr
© ) 66 OF FE SC 24 30 paddd xmm3,xmmword ptr
o 1 J017FE 48 83 FA 40 cmp rdx, 40

Figure 80

Address Hex ASCII |
000000000487FD94 |BO 11 CA B3|95 B7 3D 34|90 E2 11 FF|E7 C7 98 DB| *.E*. .=4.a.y¢C.U
0000000004B7FDA4 | 9E 3D 54 59|84 EF E9 88|74 B2 BA DC|57 32 OA DF|.=TY.7é.t*°UwW2.R

Figure 81

The binary moves the file pointer to the end of the file using SetFilePointerEx (Ox2 = FILE_END):

B 48 88 08 mov rcx,qword prr ds:[rbx] XMM9
B 41 89 02 00 00 00 mov rad,2 XMM10
o 45 33 CO xor rsd,rsd XMM11
o 33 D2 xo;‘ed\,edn c = e
Bg—>e FF 15 7C 57 00 00 €A1 qword ptr ds:i[<4SetFilePointerExs v T T s}
’ . RS 5 | Defoult (x64 fastcal) v |[5_2]0] unodke
rcx 00000000000002F0
: rdx 0000000000000000

r8 0000000000000000

’Md'b’ir [0000010180009278 <&SetFil erEx>]=<kernels2. SetFilePointerex>
: r9 0000000000000002

Figure 82

The ransomware writes the fast encryption size (0xX1I0000000 bytes), the encrypted ChaCha20
key, and the RSA-encrypted global ChaCha20 key to the encrypted file:
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'l . 45 88 08 | mov X8/re VUVULVUUUOUULUUOUUOUU 316 EMPTY U. UUUULUUOUILULOULOU
e 4C 8D 8C 24 80 01 00|lea 0¥ X87r7 00000000000000000000 ST7 EmPTy 0.000000000000000000
1 . 45 83 64 24 20 00 and
' . 48 80 54 2a 30 ’lea rdx,qwora ptr rsp+303 x87Tagword FFFF
L. 41 88 00 00 ; red 13 IR e e
T FF 15 72 9% 00 00 m‘lw T dss [ <anr e e
i = e 5 | Defouit (x64 fastcal)
. 1 rex FO
aword ptr mommm <anriterile>]=<kernels2.writerile> : rdx 000000000487FD80
r8 0000000000000139
000001018000381C —
1C61040]
$50ump 1 q y:ooooooooooooooox 1
S e Al [£0000000000000072
R A R R : Eassnesss
€7 C7 98 DB|9€ 4 £F 74 82 BA DC 1 [E000000000487F028
SESshandaiadais ‘
E ; :
6C F3 24 65 8C CD 0A 86 EF 1B E9 30 : §§iii‘é§5§§‘.’$§?§?
€7 F7 CO AE|45 1D 55 F3 85 BC E5 CO - s 95 4309ED898C 767
43 34 1D 06/41 AS 01 F5 39 87 68 A4 : EDCBAB27488E9EFE4
9A 07 21 04 F3 58 20 44 BE 95 CB 88 0 £382605300F0A3257
A8 86 06 75 D8 F4 47 co 17 C4 1E 88 0 IE67FB2517210629F 4
BEcEndscRananEEd : @
( €81011E6CESAS4D30
5D B7 04 6E 2A 1C Al 82 97 80 C4 13 ( £723FCDBCE524F36C
FF 39 4A A6 74 38 92 0 6 €2 96 2C c €30E91BEF98D4860A
€6 0B 46 3D|2C BA 91 82 AD A8 32 1E : ESCGAIDASAECOFTET
39 62 18 DC 58 D4 A4 DC 22 48 16 AA ECOESBCBSISCCF3SS
OE BD OE BC EF D9 EA 58 €2 9C 32 EA|. E097CA541061D3443
000000000 F3 27 31 AE 82 88 44 97 FE D3 25 E8 EA46887398706F501
000000000487FEAC (86 3A 40 8611C BC 04 57 97 21 66 9F ~/ Jlessascaiiaiahtan y
Figure 83
The file content is read by calling the ReadFile API (see figure 84).
48 88 OF mov rex Mfd ptr ds: [r 7] X8/ VUUOUUUUUUUOUUULUUOU 316 EMPTY U. DUUOULLUULULLOULLLY
4C 8D 4C 24 68 lea r9,qword ptr s X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
48 83 64 24 20 00 and qword ptr ss:frspe2 ] )
6

45 88 C mov r8d,risd x87Tagword FFFF
49 88 07 mov_rdx,ris e
FF 15 €8 20 00 00 €all qword ptr ds:[<sReadriles] T ——————

v 5 13][] unlocke

rex 0
| 2: rdx 0000000004C81078
3: r8 000000000000001E
4: r9 000000000487FEDS

Figure 84

The content is encrypted using the ChaCha20 algorithm, and the encrypted data is written back

to the file:
_Hex
0000000004B7FE0QO [65 78 70 61 64 20 33[32 20 79 exp -
0000000004B7FE10 |29 6A 37 59 9C 9E DB|B2 A8 9B 9F D3 20|)j7Y...0%°7,.00
000000000487FE20 | A9 BC 38 B9|57 43 CC A2|58 52 AA B4|1F CD 28 98 84S 'WCIeXR® (1,8
0000000004B7FE30/29 6A 37 59|07 9C 9E DBIB2 A8 3F 98B/9F D2 D3 20/)i7Y...0="7..

44 8B 44 24 68
4C 80 4C 24 68
43 88 OE

49 88 07

48 83 64 24 20 00
FFI.SD!IFOQW

XB/F® UUUULUUUUUOUUUUUUOUU 316 EMPTY U. DUUULUULUUULULUULLY
X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

x87Tagword FFFF
R e R

5 oefamomfunl) v [s 12100 unod

K d ¢ 1800091A0 <&iriteFiles]=ckernel32.writerile>

H dx 0000000004(3!078
3: r§ 00000000000000.
4: r9 000000000487 FEDB

00000101800071C9

WWoump:  $Hoump2  $HDump3  WMDump4  EWoumps @B watchi  xellocals 2 stxt

Address Hex ASCIT | Al
0000000004C 81078 [6C AA 47 AB 61 8A C5 88(02 28 85 78|00 09 1A FC“T;—Gca.A..(.(...u‘»
0000000004C81088/ 43 AE 1D 84143 78 27 85/62 D8 9E 87I9E 08 00 00ICe,.Cx".bO...... |

2000000000000000
0000000004C 81040

Figure 86
We continue with the analysis of the main thread.

The malware obtains the path of the %TEMP% folder using GetTempPathW:

lea rdx,qword ptr ss:rbp+s50J Xi
MmOV _eCx,104 s
can mrd PTeIdSIf <4GetTemppathw>J vliT

>

rex
12: rdx 000000000014F980

48 8D 95 80 00 00 00
89 04 01 00 0O
FF 15 96 14.00 00

Figure 87

A batch file is created in the %YTEMP% directory. The file name is based on a GetTickCount
function return value:
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qwor s: M AS/T'3 UUUUUUUUUUUUUUUUUUUY 313 ETPLY U UUUUUUUUUUUUUUUUUY
j§ :: 2'2 S 00 33 ,d,tfs"r 8- Tcax x87r4 00000000000000000000 ST4 Empty 0.000000000000000000
48 88 DA mov rox,rdx x87rs 00000000000000000000 STS Empty 0.000000000000000000
€7 40 EO 80 00 00 00|mov dword ptr ds:([rax X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
45 33 CO xor r8d,rsd X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
C7 40 D8 02 00 00 00|mov dword ptr ds:[rax
BA 00 00 40 mov edx, 40000000 X87Tagword FFFF
i o e s, n— S——
02 3C 7 qword ptr ds:[<aCreaterilew> v .| 7 [ T
SpcoRcD > | Defout (x64 fastcal) v |[s 1](J unodk
A —— 11 FCX 000000000014F9I80 L C:\\Users: ata\\Local\\1
ptr [0000010160009198 <&Creater]lews]=<kernel3z.Createriien 2 Tdx 0000000040000000 -
3: r8 0000000000000000
4: r9 0000000000000000
0000010180005590 S I020000000000 S
3 ﬂ—
$oump1  YYoump2  $H0ump3  WNOump4  ¥HDumps @ wanhi  Ixellocals P stuct 000000¢ 0000000000000000
Address Hex ~] oo ) 0000000000147 900 T3 .
000000000014F 980 | 43! 00 34 00]SC 00 55 00173 00 65 00 73 00 RO e D ey
000000000014F990 | 5C 00 5C 00 41 00[70 00 70 00|\ 0o ey
000000000014F9A0 | 44 00 BF DU| 73 DU O1 OU|5C 00 4C uo\ss 00 63 00 Q0000 S
000000000014F980| 61 00 & 00[5C 00 54 00|65 00 60 00{70 00 5C 00 00000 0000000000000020
000000000014F9CO| 5C 00 30 00|34 00 32 00|36 00 46 00|41 00 43 00 ) X 00000 00000003
000000000014F900| 44 00 2E 00\62 00 61 00(74 00 00 00/00 00 00 00 AAAS AL ARAATAEE | wamiian ma AAAAMS AT AAAATS

Figure 88

The script’s purpose is to delete itself and the initial executable, as highlighted below:

45 83 64 24 20 00 and qword ptr ss:frs : N X8/T'6 DUUUUUUUUUUUUUUUDUUY 516 EMPTY U. UUUUUUUUULUULUUUUY
4C 80 4C 24 68 lea r9,qword ptr ss: E r;] X87r7 00000000000000000000 ST7 Empty O.000000000000000000
44 88 C7 mov r&d,edi

48 88 D3 mov rdx,rbx Xx87Tagword FFFF

48 88 C8 mov_rcx,rax —— haprield

FF 15 E7 38 00 00 |€&11 qword ptr ds:[<twriteriles)

~ 52100 unock

e AT R X 48
Faword Dtl‘ ernel3z.writerile> {2: rdx 000000000014F920 "attrib -s -r -h %1\r\n:1\r\ndel /f
r8 0000000000000041
0000010180005583

3
0000000000000000
000000000014F 900
00007FF8AF24917C

Woump1  Yoump2  YDump3  YDumps  Woumps @ warchi  beellocals Y stuct

ess Hex ASCIY ] ~
000000000014F 920 | 61 'l 74 72169 62 20 2073 20 20 20 20 68 20 I((HD 3 |
d

000000000014F930 | 2 00 OA[3A 6 00 0!‘64 65 46 20 2F
000000000014F 940 | 51 ’0 25 31|00 OA 69 66/20 65 75 6? "3 74 20 25|Q % ex
000000000014F950| 31 20 67 6F |74 6F 20 6C |00 0A 64 SS‘SC 20 25 30|21 goto 1..del %0|

return to user32.00007FF

Figure 89

Finally, the batch file i
CREATE_NO_WINDOW):

executed by calling the CreateProcessW function (0x08000000

- 0

- - P e e 1 gy

S-S [2%% ;33;;93" S X87r1 00000000000000000000 ST1 EmPTy 0.000000000000000000
AN B o8 50/0000/00| Tox: e e PEr A NS X87r2 00000000000000000000 ST2 Empty 0.000000000000000000
-l bt [ R ol 20 o L - X87r3 00000000000000000000 ST3 Empty O0.000000000000000000
5 33 Co Xor r8d.red X87r4 00000000000000000000 ST4 Empty 0.000000000000000000
48 89 44 24 40 [mov qword ptr ss:frspe40f,rax X87FS 0D0000000000000000000 STS EMPTY 0.000000000000000000
33 Co xor X87r€ 00000000000000000000 ST6 EMPTY 0.000000000000000000
48 89 7C 24 38 [ mov X87r7 00000000000000000000 ST7 Empty O.000000000000000000
48 89 7C 24 30 mov
C7 44 24 28 00 00 00| | mov X87Tagwo
33 ;s i: ig 00 00 lml wd ot “dss [a‘: ntegro«;s»] i — : _ E——

e iz [<acr v [EEEEE———————— B —
s 5 | Defout (64 fastcal) v |[s 2] 0] unlock

rex
2: rdx 000000000014F890 L"\"C:\\Users\ Il \Appoata\\Local\
1 r8 0000000000000000

|aword ptr [0000010180009130 <AKreateProCessi> =<kernel32.Createrrocessms

0000010180007080
@Woump1  YHoump2 HDump3  WDump4  GMDumps @ watchi  beellocals P Stt
Address ~

v

| Hex.
000000000014F980 |43 00 24 00Tsc 00 00[73 00 65 00|72 00 7
000000000014F990 | 5C 00 SC 00 41 00|70 00
000000000014F9A0 | 44 00 61 00|74 0O 61 00|5C 00 4C 00|6F 00

000000000014F980| 61 00 6C 00|5C 00 54 00|65 00 6D 00|70 00
000000000014F9C0O| SC 00 30 00|34 00 32 00|36 00 46 00|41 00
000000000014F900| 44 00 2E 00]62 00 61 00|74 00 00 00/00 00

-

| ODOOOOODDOLJFSN
AAAT AE8AN

el anna

Figure 90

Running with the /LOGIN= /PASSWORD= /NETWORK-w (-
s) /PARAMS= /CONSOLE parameters

Quantum ransomware creates a new console using the AllocConsole routine:

B> 15 09 3A 00 00 €411 gword ptr ds:[<eAllocConsole> —
. ' —_— - ]Mm(mrasm |5 1200 trkocke
aword per (00 TATiocconzoles e

Figure 91

The executable retrieves a handle to the standard output device using GetStdHandle
(OXFFFFFFF5 = STD_OUTPUT_HANDLE):
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| | . 101 B9 FS FF FF FF mOV_ecCX,FFFFFFFS
|Eﬁ—“—*' FF 1522 3A 00 00 |call aqword ptr ds:[<eGetrStdHandle>]
Pl < >

[qword prr [ 1=<kernelsz. \ ) Thx A0NBONANAONONGNN

Figure 92

The process creates 8 threads that will enumerate the computers in the Windows domain as
well as the local network:

33 €9 or ecx
FF 15 €O 3E 00 00 | AT WO d BEFUEEE <4Cr eateThr eads]

o 48 83 64 24 28 and qword ptr ss p+25§,0 XB/TS UUUUUUUOUUOUUUUUOUUU 313 EMPTY U. UUUUUUUUUUULUUUOUUY
© 4C 80 05 BA DC FF FF| lea r&,qword ptr {10180003000] Xx87r6 00000000000000000000 ST6 Empty 0.000000000000000000
o 83 64 24 20 00 and dword ptr ss:frsp+20§,0 x87r7 ST? Empty O.

. 4C 8B CB mov r9,rbx

. 33 D2 xor edl e!\ x87Tagword FFFF

. ——

. Ssmas

B

5 | Defauit (64 fastcat) ol

€x 0000000000000000
dx 0000000000000000
8 0000010180003000
4: r9 000000000259€E350

T:mr"*i:nir; - [0000010180009218 <4&CreateThread>]=<kernel32.CreateThread>

Figure 93

NetGetDCName is utilized to retrieve the name of the domain controller for the primary domain:

4C 8D 85 B0 01 00 00|lea rs,qword ptr s5:ErbP+180J
33 D2 xor cd‘ el x87Tagword FFFF

33 C9 XOr &cx,ec feess —

€8 B6 AA FF FF |C&IT <NetGetDCNames v e
i > | Defaut (x64 fastcal) v [s 12107 unocke

2: rdx 0000000000000000
3: r8 000000000014FCBO

Figure 94

The WNetOpenEnumW function is used to start enumerating the resources on the local network
(Ox2 = RESOURCE_GLOBALNET):

4 88 CA mov 9, rax AV 4 AR 1 s MY S
48 80 40 €0 lea rax,qword ptr ds:([rax-20] X87r4 00000000000000000000 ST4 Empty 0.000000000000000000
33 D2 xor edx,edx s X87rS 00000000000000000000 STS Empty 0.000000000000000000
48 89 44 24 20 mov qword ptr ss 208, rax X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
4D 88 F8 mov ris,rs X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
88 E9 mov ebp,ecx
8D 4A 02 1ea ecx,qword ptr ;rd--:] xs Yaqhbrd FFFF
43 80 42 lea rsd,qword ptr ds:[rdx-13] - PURSOUD D
ES 3A 85 FF FF | call «Netopenenmwb v =

> oefaux(mfesml) v |5 12107 unlocke

1Trex

0000000000000002
{2 rdx 0000000000000000
3: rs 0000000000000013
4: r9 0000000000000000

Figure 95

The malicious binary continues the enumeration of the network resources using
WNetEnumResourceW:

X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

| o 45 88 4C 24 38 mov rcx,qword ptr

[ . 4C 8D 4C 24 34 lea r9,quword ptr s

H . 4C 88 CO mov r8,rax x87Tagword FFFF

& . 48 8D 54 24 30 lea rdx,qword B e S
IE——— E8 F9 B4 FF FF | €ATY <WNeTEnuTR esour cew> v —

| . comce 5 | Defauit (x64 fastcal) ¥ [5 12107 unlocke
- anetE R Esom 71: rcx 00000000025ABD20 ———
<WNETEnusR esourcew> 12: rdx 000000000014FCFO

3: r8 0000000002584880
4: r9 000000000014FCF4

Figure 96

The malware makes a connection to the identified network resources using the username and
password passed as parameters:

X8/rS UUOUUUUUUUUDUUUUUOUU 3515 EMPTY U. UUUUUUUULULUUUULOY

%« 2 v r8,r
45 gg C;( 24 20 Tea r rex, qv.ord ptr ss:frsp+20) X87r6 00000000000000000000 ST6 EmPTy 0.000000000000000000
41 B9 04 00 00 00 mov r9d X87r7 00000000000000000000 ST? Empty 0.000000000000000000
48 88 DO mov 'd- rax
OF 11 34 ’4 :-J movups x-rmord ptr ss *2 !.xmo xs‘Tawﬂrd ;;;s
OF 11 44 movups xmmword ptr 308 ; xmmo L AALLEN — .
E8 A3 C8 FF FF In‘l'l «Neuddconnecuonz» v g

5 Defun(xsuasu) v |[s 15107 unlocke

"1i rcx 00000000O4EBFOCO

{ 2: rdx 0000000002586A8€ L"pass”
3 r§ 0000000002586A70 L"user"™
4: r9 0000000000000004

Figure 97
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The malware doesn't target the ADMIN$ and IPC$ shares, however; the ransomware executable
will be copied in the ProgramData directory found on the remote machine identified above:

| 101800077C4 48 8D 54 24 20 ;lea a\ +Qword ptr 55:§rspe208 x87Tagword FFFF
) 80007 7C3 48 88 CF e e
FF 15 A6 18 00 00 uﬂ mra PEFIISEf<aStrSTtrIw>] v . —
s ¥ > | Defaut (64 fastcal) > [s_t2]0] urock
| : 5 Dol =
qword ptr [0000010180009378 <&STrSTrIw>]=<shiwapi.StrsStriw> § rff: oooooooooaggiggg

3: r8 0000000000000000
000000064

00000101800077CC
g P . ot “ 9 e e
¥ Dump 1 8% Dump 2 $4% Dump 3 %5 Dump 4 $%5 Dump S & watch 1 Ix=] Locals # struct Foooooooooazsscso[
g | 0000000000000000
Address | Hex — - | Asc1x I A | 00000000FFFFFFFF

0000000004EBFDBO [SC 00 5
0000000004EBFDCO | 50 00
0000000004EBFDDO | 4F 00
0000000004EBFDED | 67 00

004000440041005C
00000024004E0049

A ‘DOODIAOSL F’”?l

Ff 00|N.\.D.E.S5.X.T.0.
P —

Y0 )|5¢ 00
00 60 00|44 00

Figure 98
CopyFileW is utilized to copy the binary on the remote host. It will be executed via WMI (if the “

w” parameter is specified) or by creating a remote Windows service (if the “-s” parameter is
specified):

. 48 80 00 AA 37 00 00]lea rcx,qword ptr ds: [10180008030)
. 48 88 13 mov d\ m\ord ptr X,.t!d! nsTTaq-mrd FFFF
- 45 33 CO : o d _— o = oo ————
IR 1P a4 FF 15 76 18 00 00 :n mr pte ds:[<aCopyFilews v =
| o< B o s | Defauit (x64 fastcal) > |[s 2100 unock
{1 rcx 0000010180008030

2: rdx 000000000258C6E0 L"\\\\DESkTOP- N \C$\\Progran
3: r8 0000000000000000
4

aword ptr [0000010180009108 <4COPyF11ew>]=<Kernel32.Copyrilens
:_r9 0000000000000020

0000010180007 88C

4EBFCI0]

S0umpl  YHDump2 YDump3  SYDump4 G Dump S £0000000004EBFD70
£0000000004294346

_:g_g_;gml Hex A £000001018001065 8
JAEI 00 sC 00| 32 g8 30 [E0064006E00750072
000000000258C6F0 |50 00 20 00 £00320033006C006C
000000000258€700 | 4F © sc 00(5C 00 50 00|7 A0 [E0065007 80065 002E
000000000258€710 7 00(44 00 61 00|7 45 €007 3002500220020

000000000338¢720| 5¢ 00 36 00|33 00 38 00|31 00 33
000000000258€730| 32 00 26 00/64 00 6C 00/6C 00 00 00|00 00 00 00|2

80 E002E007! 500’5DOSC
2 an,

An33AnEr A

Figure 99

Quantum ransomware obtains information about the shared resources on the remote computer
by calling the NetShareEnum API:

83 65 7F 00 and dword prr sso: Xx87r0 00000000000000000000 STO Empty 0.000000000000000000

.
2 :g :3 ;é E; : l:: —aé;gv-o;g pt X87F1 00000000000000000000 ST1 EmPTy 0.000000000000000000
. 3iC 80 4% EF TR A X87r2 00000000000000000000 ST2 EmMPTy O.000000000000000000
. 48 89 44 24 30 mov qword ptr X87r3 00000000000000000000 ST3 Empty 0.000000000000000000
M 41 83 C9 FF or r9d,FFFFFFFF X87r4 000000000D0O00DD000O ST4 EMPTY O.0000O0000000000
. 45 80 45 EB Tea rax,qword ptr X87r5 000000D0000O00000000 STS EMPTY O.00O00O0OO0OO0OO000
B BA 01 00 00 00 mov edx, 1 X87r6 00000000000000000000 STE Empty 0.000000000000000000
. 45 89 44 24 28 mov qword ptr s X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
. 43 88 CF MOV FexX,rl
. 45 80 45 lea rax,qword pti x87Tagword FFFF
B 48 89 44 24 20 mov_gword ptr ss e SRR PRI =
[ E8 AE E2 FF FF | €8I0 <NetShareEnum> v|® ]
* o > | Defaut (x64 fastcal) v [s 12107 unlockes
17 rex 000000000258AC80 Coescror- NS
<NetshareEnum> 12: rdx 0000000000000001
3: r8 0D0ODOOOO4EBFCAS
ARARAe AFARAA LS 4 r9 ODOODOOOFFFFFFFF

Figure 100

Running with the /NODEL parameter

In this case, the ransomware doesn't perform the self-deletion operation.

Running with the /NOKILL parameter

The malware doesn't stop the targeted processes and services.

Running with the /NOLOG parameter

Interestingly, the ransomware still creates the log file even if it's running with this parameter.
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Running with the /SHAREALL parameter

In this case, the malware encrypts all shared resources except for “$SADMIN".

Running with the /TARGET= parameter

Quantum ransomware only encrypts the file/directory passed as a parameter.

Running with the /[FAST= parameter

The size for fast encryption is set to the value passed as the parameter. The last 5 bytes represent
a marker that appears in every encrypted file:

[

i8] eula.2052.txt.quantum

Offsect(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

00004540

00004550

00004560 .<EU.QR)eeI4-yiz 3
00004570 H66C3« .éc ™r&3d
00004580 |3 4E RENE . SAkS; EZI0IG
00004590 |3 B6 2 >IAOR . 5gY” " XP; 6
00004520 §f DA 7 KGUAZ . D% . e8pUg
00004580 M 12 2 ve.."Bx..20x.0%
000045C0 EN] A3 0 C}£6.{YU..”0E=>..
000045D0 gl 09 al va . K; ¢ =2PO-FCiVL
000045E0 13 1F FD V. uyw. . OAy = LAGH
000045F0 @ 46 8B , .F}<U™5.008. &
00004600 &¥ 2B 45 kH+iEi16AA. <. 205§
00004610 |33 28 96 bk [m(v-,=%p<:&..;.
00004620 [de El F2 WY (A’ Ok.C.igccke (
00004630 ¥ 4 40 72 CI WY . Jg@rSNO0C9AZER
00004640 (o] Cé C5 ES CPPINS: . E0AA-k..0E;..H
00004650 23w 22 08 2C A3 E9 Soil Sl (o) e
00004660 |38 FD 91 A8 38 12 2BJSEE R
00004670 g3 DC 45 05 EA 29 rviaE . OEpa2zae)|

Figure 101

Running with the /MIN= or /MAX= parameter

If the file size is greater than MAX or lower than MIN, the file is not encrypted by Quantum
ransomware.

Running with the /FULLPD parameter

nou

The following directories will also be encrypted by the ransomware: “Program Files”, “Program
Files (x86)", and “ProgramData”.

Running with the /MARKER= parameter

The process creates an empty file on each drive that will be encrypted. The file name is passed
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-
as a parameter (OxCOO00000 = GENERIC_READ | GENERIC_WRITE):

48 83 64 24 30 00 and qword prr ss:frsp+30d A3/7T4 UUUUUUUUUUUUUUUUUUUY 318 EBPLY U. UUUUUUUUUUUUUUUUUL
45 33 C9 xor rod,red X87r5 00000000000000000000 STS Empty 0.000000000000000000
83 64 24 28 00 and dword ptr ss:frsp+283, X87r6 00000000000000000000 5T6 Empty 0.000000000000000000
44 8B C6 mov r8d,esi X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
BA 00 00 00 CO mov edx,
C7 44 24 20 02 00 00|mov dword ptr ss:frspr20§, x87Tagword FFFF

| B 45 88 CB MOV _rCX,rbx e Ta e amm— e m

I—>e FF 15 94 23 00 00 | €A1 qword ptr ds:[<aCreaterilew>] v =

B Zodress 5 | Default (x64 fastcal) v |5 1217 unocke
1 Fex 00

|
| Lt rc 00000002604388 L*\\\\7\\c:\\marker™
!qnord ptr [0000010180009198 <&Createrilew>]=<kernel32.Createrilew> 2: rdx oooooouxgooogog AT
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Figure 102

Running with the /NOLOCK=-L, -N, -S parameter

In this case, the malware splits its execution flow according to the parameter:

e do not encrypt local disks (“-L")
e do not encrypt other machines in the network (“-N")
e do not encrypt network shared resources (“-S")
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