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Executive summary

REvil/Sodinokibi ransomware has been active since 2019, with breaks due to law enforcement.
The ransomware can run with one of the following parameters: "-nolan", "-nolocal", "-path",
"-silent", "-smode", “-fast”, and “-full”. The malware comes with an RC4 encrypted configuration,
kills a list of targeted processes, and stops some specified services. It also deletes all Volume
Shadow Copies using WMI and targets logical drives and network shares.

The sample only renames the files that are supposed to be encrypted due to a bug
implemented by the developers. REvil implements a combination of ECC (Curve25519) and
Salsa20 algorithms during the encryption process. The ransomware can operate in Safe Mode by
specifying a parameter, and it establishes persistence in this case by creating an entry under the
RunOnce key.

Analysis and findings

SHA256: 0c10cf1b1640c9c845080f460ee69392bfaac981a4407b607e8e30d2ddf903e8

The ransomware resolves the relevant APIs at runtime by implementing an APl hashing
function:

lull s 55

.text:01286E04

.text:01286E04

.text:01286E04 ; Attributes: bp-based frame
.text:01286E04

.text:01286E04 sub_1286E@4 proc near
.text:@1286E04

.text:01286E04 var_1@= dword ptr -1@h
.text:01286E04 var_C= dword ptr -@Ch
.text:01286E04 var_8= dword ptr -8
.text:01286E@04 var_4= dword ptr -4
.text:01286E04

.text:01286E04 push ebp
.text:01286E85 mov ebp, esp
.text:01286E07 sub esp, 1@h
.text:@1286E@A push ebx
.text:01286E@B push esi

.text:01286E6C mov esi, ecx
.text:01286EQE shl esi, 1eh
.text:01286E11 xor esi, ecx
.text:01286E13 mov ecx, 4B%h
.text:01286E18 xor esi, 97E81919h
.text:01286E1E mov eax, esi
.text:01286E2@ shr eax, 15h
.text:01286E23 push edi
.text:01286E24 cmp eax, ecx
.text:@01286E26 ja short loc_1286ESF
Figure 1

"‘ 0
o) SecurityScorecard securityscorecard.com | 2



REvil decrypts relevant strings at runtime using the RC4 algorithm. The call shown in figure 2
contains a pointer to a buffer that contains the RC4 keys, the encrypted strings, and the offset to

the RC4 key:
50 push eax XE/STATUSWOra uUuuw
64 15 push 15 X875W_B O x87SW_C3 0 x875W C2 O
68 23 53 29 01 push malware.1295323 XB75W_C1 0 XB7SW_CO 0O XxB7SW_ES 0O
6A 0OC push ¢ XBTSW_SF 0 XBTSW_P 0 x87SW_U o
& R b B L T T T S
E8 7B F6 FF FF I malware. 1286630 w | 5
s IR LR y | Defaut (stdcall »|[5 [#]0] unlock

1: [esp] 01295323 malware.0129532
2: [esp+4] 00000015
3:
4:

esp+8] D06FFB1C

25| 01284EF5S <malware.EntryPoint
. TEXT:01286FB0 malware. exe: S6FB0 #6380 s Y =

—_
WSoump!  @MDump2 WWDump3  WWDump4  WWDumps @ watth1  Ix-llocals 4 Stuct FlEﬁ%EﬂTﬁiiﬁﬁ3]iEﬁﬁFiﬁﬁiﬁii?_________________
sddrace |uav laerrr i . || DDEFF810 | DOEFFB1C

Figure 2

The implementation of the RC4 algorithm and a decrypted string are shown below:

Yy

.text:01286646
.text:01286646 loc_1286646:

.text:01286646 mov [ebp+eax+var_l8C], al
Ltext:01286640 inc eax

.text:0128664E cmp eax, 1eeéh
.text:01286653 jb short loc_1286646

) 5=
.text:81286655 mov edi, esi
vy

ol s =

.text:01286657

.text:81286657 loc_1286657:

.text:81286657 xor edx, edx

.text:81286659 mov bl, [ebp+edi+var_leC]

.text:8128666@ mov eax, edi

.text:81286662 div [ebp+var_C]

.text:81286665 movzx  eax, byte ptr [edx+ecx]

.text:01286669 add eax, esi

.text:01286668 movzx  ecx, bl

.text:0128666E add ecx, eax

Ltext:0128667@ movzx esi, cl

.text:@1286673 mov ecx, [ebptvar_4]

.text:81286676 mov al, [ebp+esit+var_l8cC]

.text:@128667D mov [ebp+edit+var_lecC], al

.text:@1286684 inc edi

.text:@1286685 mov [ebp+esit+var_leC], bl

.text:0128668C cmp edi, 1eeh

.text:81286692 jb short loc_1286657

' |
Figure 3
Address | Hex | AscII |
006FF81C |43 72 65 61[ 72 65 61 6D|4F GE 48 47 |CreatestreamOnHG
006FF82C | 6C 6F 62 61(6C 00 00 00|00 00 OO0 00|00 00 00 OO| 10bal..... ainiaim m.
Figure 4
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LoadLibraryA is used to load multiple DLLs into the address space of the process:

50 ush eax e X8TSW_SF 0 XS7TSW_P O X87SW.U 0
ES 94 01 00 00 malware. 1286E04 —
- ] T EJ0 wes
: [esp] OOGFFB00
TEATSIE0) B 33656C6F
AR R —
.TEXT:01286C70 malware. exe: $6C70 #6070 - 0l A 8-022200
1 = " ™ " o [ EEETEEE oocFF200 | “ole3z.d11

Figure 5

GetProcAddress is utilized to obtain the address of multiple exported functions:

50 push eax e XB7SW_SF 0 XB7SW_P 0 X87SW_U 1]
e P - g o
305029 01 €all dword ptr ds: ProcAddress> > -
o — R e - 5 | pefoult (stical) ~ [5 3]0 unlock
esp] 7

232.76720000
006FFB1C "CreatestreamonkGlobal”
O1284EF5 <malware.EntryPoint>
_00477000

. TEXT:0128705F malware. exe: $705F #645F [

Woump1  @oump2 WHDump3  WMDuwmp4  @Moumps @ wathi  bellecals S st IR 76720000 | 91832, 76720000 | lobat™

Figure 6

The malware forces the system not to display the critical-error-handler message box via a
function call to SetErrorMode (Ox1 = SEM_FAILCRITICALERRORS):

push 1
(Eail dnord ot gz fcasecerroruoder) .

€sp] 00000001

esp+d4] 01284EFA malware.0l2B4EFA
esp+B] TEATEES4 kernel32.TEATEGS4
esp+C] 00477000

- ———— S G o RS @ _ EEEE ooo00002 1

Figure 7

The REvil configuration is decrypted using the RC4 algorithm:

Address | Hex ASCII
04B585B8 | 7B| 22 70 6B|22 3A 22 6D|5A 2F 4C 7A|49 48 74 49 |{"pk":"mZ/LZIHTI
04B585C8| 47 58 77 39|73 41 34 54|63 61 49 76|70 52 55 63| GXw9sA4TcaIvpRUC

04B585D8 |36 2B 59 57 (75 4A 36 79|72 41 45 4F|4C 38 46 4F | 6+YWuleyrAEOLSFO
04BS85E8| 69 67 3D 22(2C 22 70 69|64 22 3A 22|37 35 62 63|ig=","pid":"75bcC
04BS85F8)|38 65 62 61(2D 65 32 33|65 2D 34 31|33 35 2D 61| 8eba-e23e-4135-a
04BS8608| 61 30 39 2D (39 35 37 63|36 62 38 64|38 66 61 32| a09-957cebsdsfaz
04B858618(22 2C 22 73|75 62 22 3A|22 33 63 38|35 32 63 63|","sub":"3¢c852cc
04B58628|38 2D 62 37|66 31 2D 34|33 36 65 2D |62 61 33 62|8-b7f1-436e-ba3b
04B58638| 2D 63 35 33|62 37 66 63|36 63 30 65|34 22 2C 22| -c53b7fcecoes”,"
04B58648| 64 62 67 22|3A 66 61 6C|73 65 2C 22|77 68 74 22|dbg":false,"wht"
04BS8658|3A 7B 22 66(6C 64 22 3A|5B 22 6D 6F|7A 69 6C 6C|:{"f1d":["mozill
04B58668(61 22 2C 22|70 65 72 66|6C 6F 67 73|22 2C 22 eD|a","perflogs","m
04B58678(73 6F 63 61|63 68 65 22|2C 22 24 72|65 63 79 63|socache”,"Srecyc
04858688 | 6C 65 2E 62|69 6E 22 2C|22 73 79 73|74 65 6D 20|le.bin","system
04B58698|76 6F 6C 75|6D 65 20 69|6E 66 6F 72|6D 61 74 69|volume informati
04B586A8|6F 6E 22 2C |22 74 6F 72|20 62 72 6F|77 73 65 72|on","tor browser
04BS86B8 |22 2C 22 77|69 6E 64 6F|77 73 22 2C|22 70 72 &F|","windows","pro
04BS86C8| 67 72 61 6D(64 61 74 61|22 2C 22 61|70 70 64 61|gramdata”,"appda
04B586D8|74 61 22 2C|22 62 6F 6F|74 22 2C 22|61 70 70 &C|ta","boot™,"appl

Figure 8
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The table below describes the meaning of each parameter:

Argument Description
pk The ECC public key encoded using Base6c4
I pid Bcrypt hash representing the affiliate ID I
sub Bcrypt hash representing the campaign
identifier
dbg Boolean value that indicates whether REvil
runs in debug mode

wht Three lists of elements that will be skipped:
e fld —whitelisted directories
e fls—whitelisted files

e ext-—whitelisted extensions

prc A list of processes that will be stopped

accs A list of credentials that will be used to
connect to network shares

svec A list of services that will be stopped and
deleted

net Boolean value that indicates whether REvil
communicates with the C2 servers

nbody The ransom note encoded using Baseb4
nname The ransom note name
exp Boolean value that indicates whether REvil

should perform privilege escalation

img The text that will be written in the
background image, which is encoded using
Baseb4

et A value that specified the encryption type:
e O -fastencryption
e 1—full encryption

e 2 —encrypt IMB of a file and then skip
several MBs mentioned in the spsize

TN .
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Argument Description

parameter

spsize A value that specifies the number of MBs that
will be skipped when the encryption type is 2

arn Boolean value that indicates whether REvil
establishes persistence on the system

I rdmcnt Readme count (set to O)

The binary implements a JISON parser that will parse the configuration:

Figure 9

The MultiByteToWideChar API is used to convert the encoded ECC public key to a UTF-16 string:

(] push edi
. push esi x875tatusword 0000
L push FFFFFFFF XB7SW_B 0 XxXB7SW_C3 0 XxB7sw_CZ2 0O
. push ebx e | xB7SW_C1 O XB7SW_CO O XB7SW_ES O
i . push O XB87SW_SF 0 XB7S5W_P 0 XB7SW_U o
: > push 0 e
FE—» €all dword ptr ds:[<aMultiByteTowideChar:] v
! B Eae y | Defoult stdcal) >[5 12]0J uniock
I T ]
dword ptr [01294FFS <malware.&MultiByteTowideChar>]=<kernel32.MultiByteTowidechar> 2: esgﬂ 00000000
3: [esp+8] 04B5BFES "mZ/LzIHTIGHWISA4TCAIVPRUI
4: [esp+C] FFFFFFFF
.TEXT:01284F3E malware. exe: $4F3IE #4338 —
. " DOO00000
oump1  Dump2 WHoump3  @Hoump4  Woumps @ watch1  Ieellocals & Struct T AT
| DOGFF744 | 04B5BFS8S | “mz/LZI p YW I By AEOL 8F
Address | Hex . = | asczz I ~ | DDEFF748 | FFEFEFFE
O4BSBFBB 8D 5A 2F 4C(ZA 49 48 74(49 47 58 77(39 73 41 34 |MZ/LZIHTIGXwISAS | DOGFFTAC | D4BSEC40
04BSBF98(54 63 61 49|76 70 52 55|63 36 2B 59|57 75 4A 36| TcaIvpRUCE+YWUIE EWF?S(I 00000020

Figure 10
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CryptStringToBinaryW is utilized to decode the public key (Ox1 = CRYPT_STRING_BASEG64):

AS/IM_D 3 LSWELY)  AS/ ML 3 LEWWLY)

xB7Statusword 0000

XE7TSW_B O XBTSW_C3 0 XB87SW.CZ O
XB7SW_Cl1 0 xB7SW_CO 0O XxB7SW ES 0O
KEBTSW_SF 0 XB87SW_P 0 Xx875W_U o

01285211

.Text:01285212 malware.exe: §5212 #4612

Woump2  @LDump3 G Dump 4

Figure 12

The nbody parameter that contains the ransom note content is also decoded using the same
approach (Ox1 = CRYPT_STRING_BASEG64):

ASSIM_s 3 LEMMLY )

0128520A AR IM_D 3 LEEPLY )

x87Statusword 0000

XBTSW_B O xB875W_C3 O x875W.C2 O
MBTSW_C1 O xB7SW_CD O xB7SW_ES 0O
XBTSW_SF O XBTSW_P O x875W U O

01285211

AL L L L AL )

STeXT:01285212 malware.exe:$5212 #4612

$owmp2  @UDump3  @Spump4 @ Dumps

6F 00|6D 00 65 O0(2E 00 20 OO|e.l.c.o.m.e... .
69 00|6E 00 2E 00|20 00 3D OO|A.g.a.i.n... .=.
2D 00|2D 00 0D OO(OA 00 OD OO0 |=.=.=.=u=suuauss
20 00|57 00 68 00|61 00 74 00|..>.>. .W.h.a.t.
61 00|70 00 70 00|65 00 6E 00|S. .H.a.p.p.e.n.
OA 00|OD 00 OA 00|59 00 6F 00(7?. ...cec...Y.0.
66 00|69 00 6C 00|65 00 73 OO|u.r. .f.i.l.e.s.
65 00|20 00 65 00(6E 00 63 00

74 00|65 00 64 00|2C 00 20 0O|r.y.p.t.e.d.,. .
20 00|63 00 75 00|72 00 72 OO|a.n.d. .c.u.r.r.
6C 00|79 00 20 00|75 00 6E 00 e.n.t.'l.%r. ~U.n.
69 00|6C 00 61 00|62 00 6C OO|a.v.a.i.l.a.b.1.
59 00|6F 00 75 00|20 00 63 OO|e... .Y.0.u. .C.
63 00|68 00 65 00|63 00 6B 00|a.n. .c.h.e.c.k.
3A 00|20 00 61 00|(6C 00 6C 00| .i.t.:. .a.l.1.
6C 00|65 00 73 00|20 00 6F 00| .f.i.l.e.s. .o.
6F 00|75 00 72 00|20 00 73 00|N. .¥.0.U.r. .S.
04ADD530/79 00 73 00|74 00 65 00|6D 00 20 00|68 00 61 00|v.s.t.e.m. .h.a.

Figure 14
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Lastly, the ransomware decrypts the img field (Ox1 = CRYPT_STRING_BASEG64):

ARSNGB 3 LEMPLY)  XSSIR_S 3 LEMPLY )

01285204 push ecx
push ecx
push eax xB7Statusword 0000

XBTSW_B O XB7SW.C3 0 x&7SW.C2 O
NB7SW_C1l O xB7SW_CD O xB7SW_ES O
0 XB7TSW.U 0O

01285211

LA AL L)

. TEXT:01285212 malware. exe:$5212 #4612

$oump2 WHoump3  loump4  Eoumps

Figure 15

04ADAG 59 00 6F
04ADAE90| 65 00 73
04ADAGAO | 6E 00 63
04ADA6GBO| 21 00 OD
04ADA6CO| 64 00 20
04ADAEGDO |72 00 65
0O4ADAGEO |78 00 74
04ADAGFO| 6F 00 6C
04ADA700|73 00 74
04ADA710|73 00 00

75 00 72 00|20 00 66 00|69
20 00 61 00|72 00 65 00|20
72 00 79 00|70 00 74 00|65 64 00|n.c.r.y.p.t.e.d.
OA 00 OD 0O0|OA 00 46 00|69 6E 00| !.ucuenasFaiun,

00 6C 00|¥.0.u.r. .f.i.1.
00
00
00
45 00(58 00 54 00|7D 00 20 00|d. .{.E.X.T.}.-.
00
00
00
00

65 00|e.s. .a.r.e. .e.

61 00 64 00|6D 00 65 00|2E 74 00|r.e.a.d.m.e...t.
20 00 61 00|6E 00 64 00|20 66 00|x.t. .a.n.d. .T.
eC 00 6F 00|77 00 20 00|69 6E 00|0.1.1.0.w. .i.n.
75 00 €3 00|74 00 69 00|6F 6E 00|s.t.u.c.t.i.o.n.
AB AB AB AB/AB AB AB ABI 00 0O See s KAXAAAAK . 2 = &

38838838888
:

(=]
(=]
(=]
(=]
(=]

Figure 16

The malicious executable opens the "SOFTWARE\LFFOmMID" registry key via a call to
RegOpenKeyExW (0x80000002 = HKEY_LOCAL_MACHINE, Ox1 = KEY_QUERY_VALUE):

i [<&RegOpenkeyExn>

e 012815FD 50 push eax

o] 012815FE A 01 push 1 x&75tatusword 0000

e | 01281600 56 sh esi XB7SW_B 0 x87SW C3 0 x87SWLC2Z O
o] 01251601 50 45 54 ea eax,dword ptr ss:febp-7Cl X87SW L1 O xB75W_CO O xB8TSW_ES O
e 01281604 50 push eax XB7TSW_SF 0 X87SW_P O X87SW_U O
e 01281605 68 02 00 00 80 push 50000002

. 1281 FF 15 EQ 4 29 dword

L

PR (!

{ espes
es|
. Text: 01281604 malware. exe: $160A #AQA =iz

@Womp1  @pump2z  @oump3  @MDumps  WeDumps B watchi  beellocals 4 Struct

53 00 4F 00|46 0O 54 00|57 0O 41 00|52 00 45 00|B.0.

Figure 17

REvil decrypts a .onion address and a string using the RC4 algorithm:

Figure 18
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The rdtsc instruction is used multiple times to retrieve the processor time stamp:

e| 01285608 OF 31
e| 01285604 8B FO mov esi,eax
®| 0128560C 8B FA mov edi,edx
®| 0128560E E8 40 FF FF FF malware.1285553
®| 01285613 OF 31
e| 01285615 2B C6 sub eax,esi
| 01285617 8B CA mov ecx,edx
e| 01285619 89 45 EC mov dword ptr ss:[ebp-14],eax
®| 0128561C 18 CF sbb ecx,edi
e| 0128561E 89 4D F4 mov dword ptr ss:[febp-CJ,ecx
e| 01285621 E8 2D FF FF FF call malware.1285553
. 8B 4D EC mov_ecx,dword ptr ss:[febp-14]
EE— OF 31 FaIsg
e[ 01285628 28 C1 sub eax,ecx
e| 01285620 1B 55 F4 sbb edx,dword ptr ss:[ebp-Cj
®| 01285630 2B C6 sub eax,esi
| 01285632 89 45 EC mov dword ptr ss:[lebp-14],eax
e| 01285635 1B D7 sbb edx,edi
e| 01285637 BB 7D F4 mov edi,dword ptr ss:[febp-cl
el 0128563A 85 FF test edi,edi

Figure 19

The malware uses a custom function to generate OxCO bytes:

56 push esi
88 F1 mov esi,ecx xg7STatusword 0000
68 00 01 00 00 push 100 XB7SW_B O XB7SW.C3 O XB7SWC2 ©
FF 75 08 push dword ptr ss:[ebp+s] XBTSW_C1 O XxB7SW.CO O XB7SW_ES O
:‘; 46 04 1¢ah!ﬂrudwr¢ ptr ds:[esi+4] XB7SW_SF O XB7SW_P O X87SW_.U O
ush eax L nom.
E8 31 OC 00 00 h[ malware. 1288832 v
e e ¥ | Defauit (stdcal) + 1[5 5] iniods
malware, 01288832 . T
3: 00000100
z 00000020
.Text:01287B9C malware,exe: $7B9C #6F3C

@Woump1  @oump2 Woump3  WDumpd  WMDuwmps @ watch1  bellocals ) St

Figure 20

-text:@1288944 mov ecx, [ebx+leh]
~text:@12889A7 mov eax, ecx
-text:@1288949 ror eax, 8
-text:@12BBI9AC and eax, @FF@@FFeeh
text:@1288981 rol ecx, 8
Jtext:@1288984 and ecx, @FF@RFFh
-text:@128898A or eax, ecx
text:0128898C mov [esi+ieh], eax
Jtext:8128898F mov eax, [ebw+lsh]
Stext:B12BBIC2 mov ed, eax

~text:012889C4 ror edx, 8
Stexti912889C7 rol eax, 8

-text:@12BB9CA and edx, BFFE@FF@ah
~text: 21288908 and eax, QFF@QFFh
Ltext:@1288905 or edx, eax

-text:@1288907 cmp [ebprarg_8], BCBA ; 'A°
Stext:@128890E mov [esi+1sh], edx
-text:@12889E1 jnz loc_128BAF1

J L

W=

text:01288AF1

.text:@12884F1 loc_1288A4F1:
~text:@1288AF1 mov ecx, [ebx+lBh]
text:01288AF4 mov edx, BFFROFFESh
text:@1288AF9 mov eax, ecx
~text:@1288AFE rol ecx, B
text:@1288AFE ror eax, 8

Jtext:@12886081 and ecx, BFFBEFFh
~text:@1288B07 and eax, edx
~text: 21288809 or AN, ecx
~text:@1288B08 mov [esi+18h], eax
+text:@1288B0E wov ecx, [ebx#1Ch]
~text: 21288811 wov eax, ecx
.text:@1288B13 ror eax, 8

text:91288816 rol ecx, B
~text: 21288819 and eax, edx

Jtext:81288B18 and ecx, BFFBEFFh
~text: 01288821 or eax, ecx
.text:@1288823 cmp [ebptarg_8], 18eh
~text:@1288B24 mov [esi+ich], eax

.text:@1288820 jnz loc_1288CAD

Figure 21
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The resulting buffer of the above operation is highlighted in figure 22:

01295CF4
01295D04
01295D14 23 63 B3 62163 63 63 6263 63 65 62163 65 63 64| CCCDCCCDCCCOCCCT
01295D24 - 3 AA E 3 AA = 3 AA 3 FB FB AA UL uuu |
01295D34

01295D44

01295D54

01295D64

01295D74
01295D84
01295D94 |52
01295DA4 | OE
01295DB4 | 9C
01295DC4 | A
01295DD4 | 17

Figure 22

The above buffer is modified two times, and the binary will use 32 bytes from the result:

01295CF4
01295004
01295D14
01295D24
01295D34
01295D44 | CHA
01295D54 | 2
01295D64 | 2E
01295D74 |55
01295D84
01295D94
01295DA4
01295DB4
01295DC4 | 2
01295DD4 |5
01295DE4 |[D] : 4E|62 24 85 72|A2 78 6B 85 :

01295DF4|EF 14 96 BO|00 00 00 00|00 00 00 00|00 00 00 O0|V.e®cecancnnnnanns

Figure 23
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(01295CF4

01295D04
01295D14
01295D24
01295D34
01295D44
01295D54
01295D64 | 56
01295D74 | 35
01295D84 | FA
01295D94 | 1S
01295DA4
01295DB4
01295DC4
01295DD4 | O : L2 : : :
01295DE4 |02 3E BB 6F F6!/36 5C 52 99|65 nO6\R . X,

01295DF4|FD 4F 63 06|36 73 53 DO|29 29 2F E4|BF 3C 1C 20|y0c.655P))/a;<.

Figure 24

The process generates a 32-byte Curve25519 secret key based on the above result. Using the
private key, the binary generates the corresponding 32-byte Curve25519 public key, where the
basepoint is 09 followed by all zeros:

01286ATS XB7SW_C1 O xB75W_CO O xXB87TSW_ES O

01286479 i XB7SW_SF O x87TSW_P 0 x87SWU 0O
01286ATA p AZSM._0) 0 A7 S5 1| ATSHM D ¥

-TEXT:01286ATE malware. exe: $6ATE #5ETE

Woump2  $Hoump3  $Hoump4  EHDump S

006FF630
it toi

AnsEEEDA

Figure 26

The capa tool confirms that the algorithm used to generate the above key is indeed Curve25519:

o i
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encrypt data using CurvelS5l® (2 matches)
1

on/ell
author damizer.andonovimandiant.com
scope basic block
aztick Defense Files ox [T1027]
1 Tdll:0x413586, Qa0282bEdal25406ccE38RRIDSLETAlL 0n416L5], B03T2ded5055TbdieTe02la4L1310a1 . 83037 bdfeTe02lasdiflig0al :Oxd086L4
basic block @ Ox40€A57 in function Ox40
and:
and:
nombez: OxFE @ Ox406RES
and @
and:
nusber: Ox3F @ Ox406ASD
and
and:

number: 0x40 § Ox406RE3
mnemonic: or @ Ox406RE3
basic block @ 0x409252 in function
and:
and:
nusber: OxFE @ Ox4052AF
and B

and:
number: Ox3F @ 0x4052B3
and B

and:
nusber: 0x40 § Ox4092BS
mnemonic: or @ Ox4052BS

Figure 27

Using the same approach, REvil generates a second Curve25519 public key based on a different
Curve25519 private key:

01286A7S X XB7SW_C1 0 XxB7SW_CO 0 xB7SW_ES 0O
gigge&?: XB7SW_SF 0 xB7SW_P 0 xBTSW_U o
p ATSW_()

A7TSW T N__xA7Sw 0 0

-

. Text:01286ATE malware. exe: $6ATE #SETE

@Woump1  @Ypump2 @Hoump3  WDump4

Figure 28

006FF600| 28 29 D8 4A|ED 08 CA F2|CB DF Bl 48|65 C6 A8 AB| (
006FF610|44 D2 16 82|FS BF F5 CF|BF BA OC 04|51 20 1E 48

006FF620 | Fi
006FF630 |4

Figure 29

The ransomware computes a shared secret based on the secret key used to generate the above
public key and the attacker's public key from the configuration:

# 0128678C 52 push edx XBTSW_C1 0 X87SW_CO O x87SW_ES 0O

®| 01286780 51 push ecx XETSW_SF O xETSW_P 0O xETSW U O

o] 012867 8E 50 push eax A7SW 00 575) 0 A7SW D 0

PO 012367 8F 2A O alware. 1289292 v

L “"I,’,!‘.‘:I.“,‘. - LIS 20 I - [ unlodk

3 5 |Default (stdcal)

alware, 01289292 espra
esp+8] 01295E60 malware.01295E60
esp+C| 0128683C malware.0128689C

-text:D128678F malware.exe: $678F #SBSF
@Woump1  Dump2 WHoump3  WWDumps  BMDumps A watchi  beellocals 7 Struct

* [ oos 12
00&FF4B0 | 00000009

01295670 |94 54 e e A i Anribtn

Figure 30

O0GFF3AC
O0GFF4BC

Figure 31
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Using the same method as before, the malicious process generates a buffer and then computes
32 bytes:

01295CF4
01295D04
01295014
01295D24
01295D34
01295D44
01295054
01295D64
01295D74
01295D84
01295D94
01295DA4
01295DB4
01295DC4
01295DD4
01295DE4
01295DF4

Figure 32

The executable creates the "SOFTWARE\LFFOmMID" registry key by calling the RegCreateKeyExW
routine (0x80000002 = HKEY_LOCAL_MACHINE, Ox2 = KEY_SET_VALUE):

Canl e em e e R S T
35327:; :::: ::; X87TW_4 3 (Empty) x87TW_5 3 (Empty)
0128574C push esf XETTW_6 3 (Empty)  x8TTW_7 3 (Empty)
01285740 push 2

0128574F push esi xB7statusword 0000

01285750 push esi XE7SW_B 0 XBTSW.C3 0 xB7TSW.C2 O
01285751 push esi XB7SW_C1 0 X87SW_CO O XB7SW_ES O

-
-
-
-
-
-
-
-
-
.
-

01285752 push edx XBTSW_SF 0 XB7SW_P 0 X8TSW.U 0O
01285753 push ecx . R7SW O XR7SW ? 0 xA7SWOD 0
T dword prr 05 [<4RegireateKeyt h
_Iresr pax.eax i i g [ unlock

fesprd &F
esp+s
.TeXT:01285754 malware.exe:$5754 #4B54 D=CA2 0000000

@oump1  @pwmp2 @Hoump3  Whoump4  @Houmps @ watchi  beliocals 4 Struct

01295F00
01295F10
01295F20
01295F30
01295F40

Figure 33

REvil stores the attacker’s public key that was decoded in a registry value called “miz” (Ox3 =
REG_BINARY):

0128575€E push dword ptr ss:febp+i
push dword ptr ss:flebp+l
push dword ptr ss:febp+C

x875tatusword 0000
XB7SW_B 0 X87SW_C3
XB7SW_C1l 0 Xx875W_CO
XB7SW_SF 0 X87SW_P
A7 SW O 0 R7TSHW 7

Wourps @ watchi  beliocals P Struct

Figure 34
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REvil stores the first generated Curve25519 public key in a registry value called "od4U" (Ox3 =

REG_BINARY):

:febp+14
: QDD‘J'?]
ebp+C)

:[febp+3] ’

s febp-4
f[<&RegSetvalueExw=]
:Behn-all

xB7Statusword 0000

XB7SW_B 0O XB7SW_C3 0 XxB7sw_CZ2 O
XE7SW_C1 0 XB7SW_CO 0 xBTSW_ES 0O
XB7SW_SF 0 XB7SW_P 0 XB7SW_U o
L XA7SW 010 XATSW 7 0_XA7SW D 0
e —1

P struct

00000000
00000003

Figure 35

00000254
006FF764 L"od4u”

The second Curve25519 private key is AES encrypted using the shared key. The IV was randomly
generated, and the ransomware computes the CRC32 of the encrypted buffer. The result is

stored in a registry value called “U7ykk™:

FF 75 14 push dword ptr
FF 75 10 push dword ptr x875tatusword 0000
FF 75 OC push dword ptr XB7SW_B 0 xB7SW_C3 0 xB7SW CZ2 0
56 push esi | XB7SW_C1 0 x87SW._CO O XxB7SW_ES 0O
FF 75 08 push dword ptr |: XB7SW_SF 0 XB7SW_P 0 XB7SW_U o
FF 758 FC ush dword ptr L XA7SW 0N _XATSW 7 0 XATSW D 0
FF 15 48 4F 29 01 d ptr i, fE— =
I FF 78 FC nush dward nrr -> ?faj:fw} . -
dword ptr [01294F48 <malware.&RegSetvalueExw>]=<advapi3z.RegSetvalueExw: 2: eslp.p\ OO6FF740 L"U7ykk"
EH QSD+G] 00000000
L H 25 00000
.TexXT:0128576E malware.exe: $576E #4B6E S
o 00000254
WWoump1 $Hoump2 WHoump3  WHDump4  WMoumps M watchi  bellecals Y Stuct O0BFF740 | L"U7ykk™
Address | Hex ASCIT - e
D1295EAQ |46 50 09 BA|EO B5 18 BB|54 A9 EO 85|B3 9C 29 AT | Fl.®%ap. ™
OL235EE0|57 08 B1 AL|91 75 1E 98/9C 30 A2 1B|7D 30 9E EB|W..i.U...0€ }n.i e malware. 01295EA0
92255 eco HRe e e -s&yg..qz.u..-e OO000000
O01295EDD 56 27 6B AA|45 DD 30 AB|A6 A4 88 01|60 OF 9E 40 V'KSEVO« C | 00000254
01295EE0 BD 2F AB 5C 2A 71 2C 93|10 53 5A u[cn ZARRATIE| kfekeg OOGFF798
01295EFD |40 14 64 DA 00 00 00 00|00 00 00 00 |@ meesanaan iPninsieeel carien ra msluses AIsBtEEE Feam mslwaea ¢
Figure 36
The malicious binary encodes the above buffer using Base64 (0x40000001 =

CRYPT_STRING_NOCRLF | CRYPT_STRING_BASEG64):

S0 push eax

56 push esi

587 push edi

53 push ebx

FF 75 FC push dword ptr ss:
FF 15 30 50 29 01 call dword ptr ds:
AE €0 TRST pax.pAx

.Text:012851B6 malware.exe: $51B6 #45B6

L —
dword ptr [01295050 <malware.&CryprtBinaryTOSTringws]=<Crypt3z.CrypteinaryTostringws

ebp- 4] |
E<uryn:mnary‘ros:r1nw] |

X5/ STATUSWOr G UUUL

XE7SW_B 0 XBTSW.C3 0 xBTSW.C2 O
XB7SW_C1 0 XB7SW_CO 0O XB7SW_ES O
XEBTSW_SF 0 XB7SW_P 0 x8TSW_U o

W 7 0N__xR7SW 0 v}

@oump2  @Woump3 @oumps  Woumps 89 watch

=l Locals

i struct

vl
Default (stocal) >[5 50 urosk
1: [esp] O1295EAD malware.01295EAD
2: [esp+4] 00000058
3: eSD-rsi 40000001
4: [esp+C] 04aDAIDO

01295ECO
01295EDD
01295EE0
01295EFD

AnEEETAR

malware.01295EAD

'é‘. SecurityScorecard
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Address

04ADA4DO
04ADA4EO
04ADA4FO
04ADAS 00
04ADA510
04ADAS520
04ADAS 30
04ADAS 40
04ADAS50
04ADAS 60
04ADAS570
04ADAS 80

:

52
47
73
67
6E
6E
4=
78
56

00
00
00
00
00
00
00
00
00
00
00
00

59
71

35
61
44
75
2B
65
69
4B
41
31

04ADAS590
04ADASAOD
04ADASBO

45
48
28

00
00
00

46
68
2B

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

30
74
77
47
43
75
67
36
64
75
2B
77
4E
SA
33

00
00
00
00
00
00
00
00
00
00
00
00

4A
55
70
52
69
75
58
54
72

65
71

00
00
00
00
00
00
00
00
00
00
00
00

75 00 75 00
71 00 65 00
70 00 31 00
64 00 52 00

4700 48 00

42 6C
41 61
71 6B
70 49
54 62
63 53

00
00
00
00
00
00

00
00
00
00
00
00

43 00 31 00
43 00 46 00
63 00 49 00
36 00 59 00

30.00 77 00
4F 00 2F 00
46 00 236 00
34 00 32 00

58 00 64 00
67 00 42 00

20 00 76 00
79 00 54 00

.
.

.
" s »

" s = 8 5 8 @
.. = s
. . .

00
00
00

61
41
6E

00
00
00

67 73
46 47
eC 51

00
00
00

00
00
00

Figure 38

73 00 6A 00
54 00 61 00
3D 00 3D 00

4w <o xXxX&LMOonnnNnN

+TMEPR-0D+C0Op V-
WNZE+COQMCNOE O
SPrpon3di—HXcADCuW
HQH4<WQPm\i<HﬂH

+ZAMO<E< X330 n R

-Man—HUarmwmchoaooc
ODOVMNOTHAW ~OITAHnC

The CryptBinaryToStringW function is utilized to encode the attacker's public key back to
Base64 format (0x40000001 = CRYPT_STRING_NOCRLF | CRYPT_STRING_BASEG64):

112851AF
012851B0
01285181
01285182

mk—Ha

push eax

push esi

push edi

push ebx

ush dword ptr ss:[Qebp-4)
dword

1
pErds: [<aCryptBinaryTostringw=]J

xB7Statusword 0000
XBTSW_B O XxBTSW L3 O
XB7SW_C1 0 x87SW_CO O
MBTSW_SF O XB7SW_P o
L XATSW 00 x&T n

W7
S ———8

XBTSW_C2
XBTSW_ES
X8TSW_U
XATSW 0

=K-R-X-]

v

{
>

Figure 39

i RS €0 TesT pax.sax Default (stcal]) - D[md
e e 1: [esp] 01295E60 malware.O01295E60
dword ptr [01295050 <malware.&CryptBinaryToStringw>]=<crypt3z.CrypteinaryTostringw> 28 ,5:1.4 00000020
I;: esp+8] 40000001
41 D4ADASED
.Text:01285186 malware.exe: $5186 #4586 i esp+C ADASE
Woump1  $hoump2 @oump3  @Houwmps  @Moumps B watchi  bellocals Y st
Address | Hex ASCII
01235E60 99 9F CB CC |81 ED 20 65|FO FG CO 38|40 C6 88 BE | ..EI. %
01295E70|94 54 73 AF|98 5A E2 7A|CA BO 04 38|BF 05 3A 28|.Ts .Z&zE'.8..:(

0O4ADASEOD
0O4ADASFO
04ADAG0OO
04ADAG10
04ADAG20
04ADAG30

6D 00 SA 00|2F 00 4C 00

49 00 47 00

54 00 63 00|61 00 49 00
2B 00 59 00

79 00 72 00|41 00 45 00

4F 00 69 00|67 00 3D 00

TA
39
76
57
4F
00

00
00
00
00
00
00

49
73
70
75
4C
AB

00
00
00
00
00
AB

Figure 40

48 00 74 00
41 00 34 00
52 00 55 00

4400 26 00
38 00 46 00
AB AB AB AB

o< Nn-HHE
=TI aNGON
0P+ X~

The binary retrieves the processor name using the cpuid instruction:
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2K 4

=]

.text:012858D7

.text:012858D7 loc_12858D7:

.text:012858D7 lea eax, [ecx-7FFFFFFEh]
.text:012858DD xor ecx, ecx
.text:012858DF push ebx

.text:012858E0 cpuid

.text:@12858E2 mov esi, ebx
.text:012858E4 pop ebx

.text:@12858ES5 lea ebx, [ebp+var_1C]

.text:012858E8 mov [ebx], eax
.text:@12858EA mov [ebx+4], esi
.text:812858ED mov esi, ebx
.text:@12858EF mov [ebx+8], ecx
.text:012858F2 mov ecx, [ebp+var_4]
.text:012858F5 mov [ebx+8Ch], edx
.text:012858F8 inc ecx
.text:012858F9 movsd

.text:012858FA mov [ebp#var_4], ecx

.text:012858FD movsd
.text:0@12858FE movsd
.text:012858FF movsd

.text:01285980 mov edi, [ebp+var_8]
.text:01285903 add edi, 1@h
.text:01285906 mov [ebp+var_8], edi
.text:012859@9 cmp ecx, 3
.text:0128590C jl short loc_12858D7

T
Figure 41

The GetWindowsDirectoryW routine is used to obtain the path of the Windows directory:

XBTSW_SF O X87SW_P 0 X8TSW_U L]
W 0 XBTSW D 0
lw_
W
| Default (stdcal) = |[s 1410 unlod
00000008

00000044
044DAS20 L DEskTOR- I

push edi
ush esi

dword ptr ds:[<aGetwindowsDirectoryws]
TAST PAX.PAX

-TEXT:01285875 malware. exe:$5875 #4C75

@oump1  @pump2  Hoump3  WhDump4  WHoumps @ watchi  beellocals 4 Stuct

Figure 42

REvil extracts the volume serial number for the C drive by calling the GetVolumelnformationW
API:

53 push ebx X87TW.0 3 (Empty) X87TW_1 3 (Empty)
E F uBhiiebs X§7TW_2 3 (Empty) X87TW_3 3 (EmpTy)

XBTTW_4 3 (Empty) XB7TW_S5 3 (Empty)

BoAcd R Ep e X87TW_6 3 (EMPty) X87TW.7 3 (EmPTy)

66 89 46 06 mov word ptr ds:[esi+6],ax

BD 45 FC lea eax,dword ptr ss:[ebp-4J xB75tatusword 0000

50 push eax XB7SW_B 0 XB7SW_C3 0 xB7SW.C2 0O

53 push ebx XB7SW_Cl 0 xB7SW_CO 0 xB7SW_ES 0

53 push ebx XBTSW_SF 0 XB7SW_P 0 x87SW_U o

56 push esi e XR7SW O 0 xR7SW 7 0 XR7SW 0 0

FF 15 EQ 4F 29 01 €all dword ptr ds:[<4GetvolumeInformationw:>] I | | E——

F7 na nea eax L Default (stdcal]) = El[]m

-Text: 01285890 malware.exe: $5890 #4C90

Woump1  @EDump2  @Woump3  @HDumps  @4oumps BB watch1  bellocals 4 Stuct

Address | Hex
006FF71C [i08] 00 00 00|28 F7 EF 00 40 F7 &F 00
00EFF72C |00 00 00 00|40 00 00 0O 01 00 00 00..
DOEFF73C ri rd 41 4D 44 20(52 79 7A 65(6E 20 35 20(. AMD Ryzen
006£F74C| 33735 35 3048 20 77 69|74 68 20 52|61 64 65 67 |3550H with Radeo
Figure 43

The ransomware computes the CRC32 hash of the processor name. The implementation is
displayed below:

o i
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il s =
.text:01286604

.text:01286604 loc_12866084:

.text:01286684 movix  eax, byte ptr [edx]
.text:012866087 dec esi

.text:01286688 push 8

.text:0128668A xor ecx, eax
.text:012866@C inc edx
.text:0128668D pop edi

.text:0128666E
.text:0128668E loc_128668E:
.text:0128668E mov eax, ecx
.text:01286610 shr ecx, 1
.text:01286612 and eax, 1
.text:01286615 not eax
.text:01286617 inc eax
.text:01286618 and eax, BEDB8832eh
.text:0128661D xor ecx, eax
.text:0128661F sub edi, 1
.text:01286622 jnz short loc_128668E
7
ol ) 5
.text:01286624 test esi, esi
.text:01286626 jnz short loc_1286684
Figure 44

The malware constructs a UID by combining the CRC32 hash and the volume serial number:

FF 75 FC push dword ptr ss:febp-3l

8D 45 AS lea eax,dword ptr ss:Eebp-f«s] x87Tagword FFFF

SN Slbfecx e & | xe7Tw0 3 (Empty) x87Tw.1 3 (Empty)
o e ] x87TW_2 3 (Empty) x87TW_3 3 (Empty)
51 push ecx X8TTW_4 3 (Empty) xB7TW_5 3 (Empty)
88 CF mov_ecx,edi X87TW_6 3 (EmpTy) x87TW_7 3 (Empty)
E8 20 08 00 00 a1 malware.12865F6

59 pop ecx xg75Tatusword 0000

50 push eax e x87SW_B O x87SW.C3 O x87SW.C2 0
8D 45 ES lea eax,dword ptr ss:[febp-15] XBTEW_C1 O xB7TSW_CO O x87TSW_ES O
50 push eax e XBTSW_SF 0 XB7TSW_P 0 XB7SW_U 1]
53 push ebx @ XB7SW 00 _xB7SW 7 0 xRISW N0
FF 15 EO 4E 29 01 call dword ptr ds:[<awsprintfw=] o [—— —

R3 €4 10 Afdd sen.1n

5 | Defaut (stdcal] = |[s 1] uriod

1: [esp] 03ADATED
| dword ptr [01294EE0 <malware.&wspr =<user3z.wspr 2: [esprd] OOGFF7E0 L HOSXHOEX"
.TEXT: 01285000 malware.exe: $5000 #5100 4: [esp A

@Woump1  @pump2  @Hoump3  EhDump4  WHoumps @ watchi  Ieellocals ¢ Stuct o | Lo e

DOGFF7
DOGFF72C | EAAD1BTS
T | AL I ~ | oosFF730| A2c9aD2F

Figure 45

Address | Hex | AscII |

04ADATEO |45 00 41 00[41 00 44 00[31 00 42 00|37 00 38 Q0|E 1.8
04ADA7FO| 41 00 32 00|43 00 39 00|41 00 44 00|32 00 46 O0|A.2.C.9.A.D.

Figure 46

The executable opens the "SOFTWARE\LFFOmMID" registry key via a function call to
RegOpenKeyExW (0x80000002 = HKEY_LOCAL_MACHINE, Ox1 = KEY_QUERY_VALUE):

o i
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S50 push eax e

57 push edi x87Statusword 0000

6A 00 push o XB7SW_B O XxB7SW.C3 0 x87sw.Cz 0O
8D 45 BC lea eax,dword ptr ss:|febp-44] X87SW_C1 O XB7SW._CO O xB87SW_ES O
50 push eax e X8TSW_SF O X8TSW_P O X87SW_U O
65 02 00 00 8O push 80000002 il 0__xR7SW D 0
FF ED 4D 29 01 call dword ptr ds:[<&RegDpenkeyExws] Y |

RS N TAST AAN.PAY

€sp] 80000002 X
esp+4] O06FF754 L™SOFTWARE\\LFFomiD"
esp+8] 00000000

esp+C] 00000001

STexT:01281465 malware.exe: $1468 #8658

S == - - :
@oump1  @HDump2  W4oump3  EHDump4  WWoumps @ watchi  eellocls | Y Struct O06FF738 | 006FF754 | L™SOFTWARE\\LFFomiD"
DO6FF73C | 00000000
m:szq ::uoo 4F 00|4s 00 54 00|s‘ Ror . * | oosre720| 00000001
7 00 41 00|SZ 00 45 00 \S.D.F.T.H.-ﬂ,R.E. DOGFF744 | DOGFFTEC | L™8X"

Figure 47

RegQueryValueExW is utilized to retrieve the type and data for a non-existent registry value
called "IhnGo1T":

- 53 <h &b AN ML e LRy AW Ies LRy
. - ::sn ;sf X87TW_6 3 (Empty) x87TW_7 3 (Empty)
. 50 push eax
- 56 push esi x@7statusword 0000
. 51 push ecx e XBTSW_B O XxB7TSW_C3 O xBTSW C2 O
. FF 37 push dword ptr ds:[edi] XEBTSW.C1 O XB7SW.CO O XB7SW_ES 0O
. gg :;5, :g mov mr: ptr ss: egp-d y8ax o XB7SW_SF O XB7SW P O xB7SW.U O
L] mav rd ptr ss:Qebp-5),ecx L XATSW 00 _XRTSW T 0 XETSWOD 0. -
EE— FF 15 68 4F 29 01 €all dword ptr ds:[<aReglueryvalueExw>] v [—
] RS €N TAST AAX.PAX 5 = DU"DCF
--------------- __ 0000254
ptr [D1294FG8 <malware.&RegqueryValueExws 32.RegQueryvalueExw> 006FF778 L INNGILT"
0000000
-TEXT:012857AE malware. exe: $57AB #4BAB il

@Woump1  @Hpurp2  Hoump3  EhDump4  UHDumps @ watchi  eellocals 4 stuct

Address | Hex Jasciz | -
OOGFF7S4 53 00 4F 00|46 00 54 00|57 00 41 00|52 00 45 00| 8.0.F.T.W.A.R.E.
006FF764 | 5C 00 4C 00546 00 46 00|39 00 &0 00;6‘3 00 44 00:\-L.F.F.§,m.‘i.D.

Figure 48

REvil generates a random extension consisting of 5-10 alphanumeric characters. There is a
comparison between the “decrypt_everything” string and “msu” (one of the whitelisted
extensions):

10128631F
:0128631F loc_128631F:
:0128631F mov ecx, [esi+d]
101286322 mov edx, offset aDecryptEveryth ; "decrypt_everything”
191286327 call sub_1285€99
:@128632C test eax, eax
10128632E€ jz short loc_l128634A
)

.text:@1286330 mov ecx, [esi+d]
.text:01286333 mov edx, edi
.text:01286335 call sub_1285099
~text:0128633A test eax, eax
.text:0128633C jz short loc_128634A

Figure 49

The binary creates a registry value called "IhnG91T", which contains the generated extension that
will be appended to the encrypted files (Ox1 = REG_SZ):

o i
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i FF 75 14 push dword ptr ebp+14]
] FF 75 10 push dword ptr -ebp-]n! x87STAtusWord 0000
! FF 75 OC push dword ptr ebp+CJ XBTSW_B O xBTSW C3 O xBTSW C2 O
1 56 push esi XEBTSW.C1 O XB7TSW.CO O xB7SW_ES 0O
: :: Zg gg pusl’r: Mrg ptr egpAs L XBTSW_SF 0 XB7SW P O XB7SWU O
n . 8 s rd ptr ebp- 4 XETSW 00 xXARTSW F 0 xBTSWND o
EE— FF 15 48 4F 29 01 g]‘l"l dword ptr ds: [<aRegSetvalueExw:] v [— m—
FF 78 FC nuch dword nrr < hn- 2

~ [5 3]0 unock

N — esp] 00000254
ptr [01294F48 <malware.fRegSetvValueExw:]=. 32.RegSetvValueExw> esp+4] 006FF778 L"IhNGIL1T"
esp:g 00000000
.TEXT:0128576E malware. exe: $576E #4B6E esp 00000001

$oump1  @oump2 WMDump3  WHoump4  @Houmps @ wath1  [e-liocs ) St

Addr Hex |asciz | ~
04BSFCE0 6D 00 73 00|75 00 00 OO0 |AB AB AB AB|AB AB AB AB|M.S5.U...ssccacax
048SFC70| 00 00 00 00{00 00 00 00|C2 FF 95 $3|68 DA 00 1C|........ < Ay.sho. .

Figure 50

The malicious file retrieves the name of the current user by calling the GetUserNameW routine:

. 50 push eax XB7SW_SF 0 X87SW_P O xXB7SW.U O
. 56 push esi W 7 0 XR7SW D 0
. FF 15 84 4F 29 01 call dword ptr ds:[<&GetUserNamews] i
L] RS N TAST AAX.PAX -
o =[5 +]00 unlodk
94F84 <malware.&GetUser Namew>]=<advapi3z. GetuserNamens

DOGFF7AS
D12B4EFS <malware.EntryPoint>

.TeXT: 01262286 malware.exe:$2286 #1686 12G4EEER A INALA BNty FodnE:

WWoump1 @oump2 WHDump3  WHDumpe  @W0oumps 80 watth1  Ix-lloals 4 Struct R

Figure 51

The GetComputerNameW API is used to extract the NetBIOS name of the local computer:

push eax XSTSW_SF 0 XBTSW_P 0 X87SW.U 0O
push e51 NETSW O 1 NERTSW 7 0 XERTSW D 0
call dword ptr ds:[<aGerComputerNamews] e
tTRAST AAX.PAX 1 ™
ey L t:.efulttsm * [5_3|[] unlodk
ernel3z. GetComputer Namen:> | 2: [esp+4] ODO6FF794
3: [esp+s oamaaao L
4 2594‘(
.Text:01285AED malware. exe: $5AED #4EEQ = P——————
@Woump1  $hoump2 @Woump3  @HDumps  WWoumps M watch1  ellocals Y St e e

Figure 52

The process opens the "SYSTEM\CurrentControlSet\services\Tcpip\Parameters" registry key via a
call to RegOpenKeyExW (0x80000002 = HKEY_LOCAL_MACHINE, Ox1 = KEY_QUERY_VALUE):

50 push eax = T |e
GA 01 push 1 | x&75tatuswWord 0000
57 push edi XB7SW_B 0 X87SW_C3 O xXB7SW.C2 O
8D 85 && FF FF FF lea eax,dword ptr ss:[febp-220 XB7SW_C1 0 XB7SW_CO O XxB7SW_ES 0O
50 push eax |e | x87Sw_SF 0 x87SW_P O x87SW_U ©
68 02 00 00 80 push £0000002 | XR7SW 00 xR7SW 7 0 XB7SW 0 o
Eg— FF EQ 4D 29 01 call dword ptr ds:[<4RegOpenKeyExws] |, [ —
8% cn TAST eax.eAx = [ efauit fstdcal -5 20 ,
[1: [esp] 80000002
32.RegopenkeyExw> & esp+-t1 DOGFF700 L"SYSTEM\\CurrentControls:
esp+s] 00000000
.Text:0128585E malware. exe: $SBSE #4FSE s

Woump!  @pump2 WWDump3  WeDumpd  WWDumps @B watch1  Icellocals 5 Struct

Address | Hex ASCIT
006FF700 |53 00 59 00|53 00 54 00|45 0D 4D 00[5C OO0 43 00|S.Y
OO0GFF710|75 00 72 00|72 00 €5 O0|6E 00 74 00[43 00 6F 00|u.r

Q06FF720|6E 00 74 00|72 00 &F 00(6C 00 53 00|65 00 74 00
O06FF730|5C 00 73 00|65 00 72 00|76 00 69 00|63 00 65 00
Q06FF740|73 00 5C 00|54 00 €3 00|70 00 69 00|70 00 SC 00
006FF750|50 00 61 00|72 00 61 00|60 00 65 00|74 00 65 00
006FF760172 00 73 00|00 00 28 01/00 00 76 04/08 00 00 00

AoPn-ac

Figure 53

The ransomware verifies whether the computer is part of a Windows domain by checking the
“Domain” registry value. This value is supposed to be the DNS domain name:

o i
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2 AG/IM_% 3 LEMPLY)  AD/IW_> 3 LEMPLY)
éé g::n :2’1‘ X87TW_6 3 (EmpTy) XBTTW_T 3 (Empty)

50 push eax
113 push esi x875tatusword 0000
51 push ecx e XB7SW_B O xBTSW.C3 0 XB7SWC2 O
FF 37 push dword ptr ds: [edl] XB7SW_C1 0 XxB7SW_CO O X87SW_ES O
89 45 FC mov dword ptr ss:[ebp-4, eax = XBTSW_SF O XB7SW_P 0 XB87SW_U o
59 4D F8 mov dword ptr ss:flebp-5),ecx n_xR7SW D0
F 68 4F 29 01 'm:l d ptr ds:[<aRegqueryvalueExw>]

TALT PAN.PAN

~ |[s_2] 0] unlod

(]
006FF77C L"Domain®™
00000000
D06FF78C

Woump1  @pump2  @hDump3  WHoumps  @HDumps @ wathi ir-n.rxals # struct
m:: -

ODGFF78C |34 F7 GF 00[00 00 00 oupo 02 00 00|EQ EE GF 00

0067F79C |o4 500600 - (. BN gur....:|

Figure 54

RegOpenKeyExW is utilized to open the "Control Panel\International" registry key (0x80000001 =
HKEY_CURRENT_USER, Ox1 = KEY_QUERY_VALUE):

50 push eax e

64 01 push 1 x875tatusword 0000

56 push esi XB7SW_B 0 XB7SW_C3 0 XB7SW.C2 O
BD 45 A4 lea eax,dword ptr ss:ffebp-scll XB7SW_C1 0 x87SW_CO O XB7SW_ES O
50 push eax e XB7SW_SF 0 X875W_P 0 X87SW_U o
68 01 00 00 80 ush 20000001 0 _xR7SW 0 ]

FF 1S EO 4D 29 01 1 dword ptr ds:[<RegopenkeyExw>] =
RS €N TAET AAY.PAAN a
>

=[5 100 unlock

80000001

OOGFF73C L“Control Panel'\Internat-
00000000
00000001

SText:01285C33 malware.exe:$5C33 #5033

Woump1  @hoump2  @Hoump3  @Moumps  Ehoumps @ watchi  Ieellocals ' struct 006FF728 | D06FF73C | L"Control Panel\\International”

Address | Hex | Asczz I ~ WW?K
006FF794 |40 A4 BS 04|FQ FS GF 00 (1€ 23 28 01 ml!’ﬂ-bﬂo- S# L ONC. | | mﬁ;:‘: O0EFFT94

Figure 55

The current user’s language is extracted using the RegQueryValueExW function:

" 53 T ASIW_S 3 LEMPLY)  AS/IW_S> 3 LEMPLY)
e s PEniest X87TW_6 3 (EmpTy) X87TW_7 3 (EmpTy)
. s0 push eax e
. 56 push esi x875Tatusword 0000

51 push ecx e XB7SW_B 0 XB7SW_C3 0 xB7SW.C2 O
. FF 37 push dword ptr ds:[edi] X875SW_C1l 0 xB87SW.CO O XxB87SW_ES 0
L] B9 45 FC mov dword ptr ss:febp-3],eax [ XBTSW_SF 0 XB7SW_P 0O xB7SW_U o
. 59 4D F5 mov_dword ptr ss:flebp-5§,ecx L XA7SW O 0 _xA7SW 7 0 xBISW D 0

|EF—e EF 1568 4F 29 01 call dword ptr ds:[<aRegdueryvalueExw>] v [— —
. RS €N TAET AAN.AAN ; Default (stdcall) = @DU’M
< esp] 00000270
ptr [01234 <ma e.&RegQueryvalueExi> '‘api3z.RegQueryvValueExw> 006FF774 L"LocaleName”
00000000
O0D6FF7SC &L"none™

. TEXT:012857AE malware. exe: $57AE #4BAB

WWourp1  YHoump2  HoDump3  HDump4  EHDumps me: Ie=lLocals ' Struct

Addr. Hex II
ODGFF794 |70 02 00 00[EQ ES EF 00 2 ES_4E 28 ﬂ:. 8. . deo. i(‘ONL
DDEFFTA4 04700 00 00|70 68 00 16|65 74 00 68|6N(.....

Figure 56

The RegOpenKeyExW routine is used to open the "SOFTWARE\Microsoft\Windows
NT\CurrentVersion" key (0x80000002 = HKEY_LOCAL_MACHINE, Ox1 = KEY_QUERY_VALUE):

o i
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01285CC3
01285CC4
01285CC6
01285CC7
01285CCA
01285CCB

push eax
push 1

ea eax,dword ptr ss:febp-20d
push eax
push 50000002

451 [<&R egOpenk eyE x>

TAST FAAX.PAN

.TexT:01285C00 malware.exe: $5C00

WWoumpi  §Mpump2 ¥ pump3

54 00(57 00 41 00|52 OO 45 00|§.0.F.T.W.A.R.E.
63 M.i.c.r.o.s.0.
57 -t
4E
6E
6E

DOGFF718 |53
DOSEEZ28 00GFF714
| oo6FF718
| vosFF71C
DOGFF720

DOEFFT28
DOEFFT48
DOEFFTS8
DOEFF7E8

Figure 57

The Windows product name is retrieved from the Windows registry:

O0128579E
0128579F
012857A0
012857A1
012857A2
012857A3
012857AS
012857A8

.TeXT:012857AB malware.exe: $57AB #4BAB
$oump2  WWoump3  EDump4

¥4 Dump 5

Figure 58

the

on

The malware retrieves a list of sessions

WTSEnumerateSessionsW API:

ush eaxaﬂu »

ea eax,dword ptr_ss:febp-
mov dword ptr ss:'ehp!;ﬁ.eg!
push eax
push 1
push esi
push esi
mov ebx,esi
mov d

ATeSessionsw>,

-Text:01281DCS malware. exe: $1DCS #11C8
Woump1  @YDwmp2 @oump3  @Dump 4

% Dump 5

Figure 59

local

x875tatusword 0000
XE7SW_B 0O xXB7SW_C3
XB7SW_C1 O XB7SW_CO
KETSW_SF 0 XB7SW_P
F 0 XRTSW 7

0 xB7SW.C2 O
0 XBTSW_ES 0O
0 xB7SW.U O
o

XETSW D 0

~ [5 1210 unlock

D4ADAEBO (L”
O04F0053
00540046
00410057

ADSIW_S 3 LEMPLY )

B
X87TW_6 3 (Empry)

xB75ratusword 0000
XB7SW_B 0 x87SW_C3

XE7TSW_CL1 O xB7SW_CO
0 xB7SW_P

XBTSW_SF
0

RSsIN_> 3 LEmpLy)
X87TW_7 3 (EmpTy)

0 XxXB7sw_Cz2 0O
0 xB7SW_E5 0
0 xB7SW_U o
0n_xATSW D0

006FF774 L"productName”

s e = g
xB7Th_4 3 (Empty)
XBTTW_6 3 (EmpTy)

xB75tatusword 0000

XETSW_B O xB7SW_C3
XBTSW_CO

X8TSW_C1 O
X8TSW_SF O X87SW_P
W 0

computer

using

e s = sy
x87TW_5 3 (Empty)
X87TW_7 3 (Empty)
XBTSW_C2 O

o

0 xB7SW_ES O
0 X87SW.U 0O
0

the

The executable obtains the primary access token of the logged-on user specified by a session

extracted above:

malware. exe: S1IDFC #11FC

WWoump3  Wpump4

-text:01281DFC

Woump1  EYDump2

4 Dump 5 ellocals 5 Struct

Figure 60

'é‘. SecurityScorecard

XBTSW_SF O X87SW_P
A7SW 00 XAISW 7

0 x87SW.U 0O
0 XR7SW O 0O

DDGFFSC
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REvil scans for available drives and determines the drive type using GetDriveTypeW. It expects
the return value to be Ox2 (DRIVE_REMOVABLE) and 0x3 (DRIVE_FIXED):

push eax i AR e | xazswa0 0 xA7sWZ 0 xArsWp 0
Iti:a‘l‘l dword ptr ds:[%ztnri‘.\‘re‘rypem] -
o 1Mea ecx.dword nrre de: Feax- . D F I( I: - ,_:D
[01295015 <malware.&GeTDr1VeTypen>]=<Kernels2. GETDr 1VeTypen> i e
04ADABBO L"REM™
00477000
e e T L g A 006FF788 | L A\ |

Figure 61

The ransomware performs a call to GetDiskFreeSpaceExW in order to retrieve information about
the amount of space/free space on a disk:

57 | push edi | ASIW_E 3 LEMPLY) RSN 3 LEEPLY )
50 push eax e |

8D 45 ES lea eax,dword ptr ss:|febp-15] | x87Statusword 0000

66 89 4F F2 |mov word ptr ds:[edi-E],cx | Xx875W_B 0 X875W_C3 0 x87SW_C2 O

50 | push eax e | xB7SW_C1 0 xB7SW_CO 0 xB7SW_ES 0

ED 45 FO | 1ea eax,dword ptr ss:[febp-10] | x87SW_SF 0 x87SW_P O XB7SW_U O

50 | push eax % e | xA7SW O 0 xA7S 7 N__xATSW 0 v

FF 15 50 4F 29 01 |call dword ptr d5:[<4GetDiskFreeSpaceExws] v |T— —

RS €0 [resr pav.pax ; Default (stdcall) - IEID Inlgck

OOGFF788 L C:\\"

esp.

espra
esp+8] 04ADABTE
esp+C] 04ADABEG

dword ptr [01294FS0 <malware.&GetD1SKFreeSDACEEXN>]=<Kernel3z2, GetD15KkFreespaceExn>

DO6FF7 80

.TEXT:01285A79 malware.exe: $5A79 #4E79 =

Wourp1  hoump2  WHDump3  EDump4  WEDumps @D watchi  Ie-llocls S Stuct Mmféﬁ EECERY
|| 006FF768 | 04ADABTE

e e I 1 I ~ | bosFE76c | 04aDABSE

Figure 62

The drive name, its type, and the data extracted above are encoded using Basec4 (0x40000001 =
CRYPT_STRING_NOCRLF | CRYPT_STRING_BASE®64):

H 50 push eax = x87statusword 0000
i 56 push esi MBTSW_B O XBTSW.C2 O XBTSW C2Z O
i 57 push edi X87SW_C1 O X87SW_CO O X87SW_ES O
) £3 push ebx XB7SW_SF 0 XB7SW_P 0 XB7SW_U o
g FF 75 FC p_n_:sh dword ptr ss:[Qebp 4] L XA7SW 00 __XA7SW 7 N__xA7SwW 0 0
B FF 15 50 50 29 01 Call dword ptr ds:[<4CryptBinaryTostringw:>J I o [ —
i1 i RS N TAET pax.pax
i A I:efa.it(shdnl} - v [5 12]00 unlock
e e + Les| 044D,
dword ptr [D1295050 <malware,&CryptBinaryToStringws]=<crypt3z.CryptinaryTostringws N2t fespre] COCODOIE
3 esn+81 40000001
4: [esp+C] D4ADABASB
.TeXt:012851B6 malware. exe: $5186 #4586 =
"
Woump1  @owmp2 Woump3  Whoumpd  WHoumps @ watch1  bellocals 7 stuct
Address | Hex ASCII |
044DAB75| 43 00 03 00|00 00 00 DO|94 E2 13 00|00 00 00 BO|C..-+-.D:8erss."
04ADABSS €2 94 00 00/00 00 AE AB|AB AB AB AE[AB AB 00 00|A.Li.lecccaaas. .

Figure 63

The GetNativeSystemInfo API is utilized to obtain information about the current system:

L] S0 push eax i L XA7SW 000 XATSW 7 0_XA7SW 0D 0
Eil—): FF 15 EB4€ 29 03 SR twordIGERRASTIE <4GetNat ivesystenInfo>] . ., m ——i0us
> = [ "]
‘dword ptr [01234EF8 <malware.&GeiNativeSystemInfo>]=<kernel3z.GetNativesystemInfo> ]
|
. TexT:01285019 malware,exe: $5019 #5119 '.'___
P e e e e e I e EEETER 006FF774

Figure 64

The binary is looking for a registry value called “cN86rtdl” under "SOFTWARE\LFFOmMID", which
doesn'’t exist at this time:

TN .
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AT e e

X87TW_E 3 (Empty)

- ey

0128579E XB7TW7 3 (Empty)

0128579F

012857A0

012857A1 x87Statusword 0000

012857A2 XBTSW_B 0 x87SW.C3 0 xB7SW C2 O
012857A3 amrn ptr ds:[edi] XB7SW_C1 0O XB7SW.CO O XxB7SW_ES O
012857A5 mov dword ptr ssiffebp- ;I. eax XBTSW_SF O XB7SW_P 0 XBTSW.U O
012857A8 mov_dword ptr ss:flebp-s], ecx 57 S N ¥A7SW D 0

egqueryvalueE

TAsT PAN.PAY

=[5 )00 unoc
DOEFF72C L"cNBErtdI™

00000000

D0OGFFT 40

esp+d
esp+8
esp+l

- TEeXT:012857AR
¥ pump 1

malware.exe:S57A8 #4BAB

@oump3  $4Dump 4

4% Dump 2 % Dump 5

04FDO450054005700410052004500
WSFF?I.SS:004C004600450039005D0069004400\.

Figure 65

Revil writes all the information collected so far in a JISON form:

e]012827Cs s0 push eax e ABI 1 & VUUUUSUVUVIIIIY 316 GEMLY W s
s lo12527Ce FF 35 84 5F 29 01 push dword ptr ds Eussru] 0 x87r3 00000000000000000000 ST3 EmpTy 0.000000
o | 012827CC 50 5F 29 01 mov eax,dword p [1295F50] e x87r4 00000000000000000000 ST4 Empty 0.000000
e ]o12s2701 35 EC SF 29 o) push dward ptr as: 1255FEC X87rS 00000000000000000000 STS EmpTy 0.000000
e | 01282707 35 BO SF 29 01 push dword ptr ds:[1295F80 o X87r6 00000000000000000000 STE Empty 0.000000
e | 01282700 35 7C SF 29 01 push dword ptr ds:[1295F7C 0 XE7r7 4002A000000000000000 ST7 Empty 10.00000
M Freree Y BUsh Gword ber dci (1308F78 5 —
e|012827€9 pus ptr ds: 0
®JO12827EF 35 70 SF 29 03 push dword ptr ds:|1295F70 o ::;I-. 0 ;d(::‘::y) X87TTW_1 3 (EmpTy)

e | 012827Fs 35 6C SF 29 01 push dword ptr ds:[1295F6C 0 XE7TW.2 3 (Empty)  X87TW.3 3 (Empty)
e|o1z827F8 35 §8 5F 7o 01 push dword ptr ds:[1295F68 0 = 4 i

o | 01282801 35 64 SE 29 01 push dword ptr ds:[1295F64 0 X87TW_4 3 (Empty)  x87TW. S 3 (Empty)
o|01282807 push eax e XB7TW_6 3 (Empty) x87TW_7 3 (Empty)
e | 012823808 push gax e

o |01282809 00 01 00 00 x87Statusword 0000

e o128280E 85 78 FE FF FF XETSW_B 0 XBTSWC3 0 x87SWC2 0O
e| 01282814 XB7SW_C1 0 x87SW_CO 0O X87SW_ES 0
efo12s2815 XETSW_SF 0 XETSW_P 0 XB7SW.U O

 »lo1282816 8 R7SW 7 0 XATSWD 0
. ~|[s =)0 unlock

esp+8,

00020000
OO06FF5CO L"{\"ver\":%d,\"pid\":\ "%
esp+C] 00000100

-Text:01282817 malware.exe: $2817

@oump2  Wpump3

@8 watch 1

23
g
g

8888883888
8388838888388

188888388888
1288888888888

188838888888

)
)
)
)

Figure 66

The executable generates a
corresponding public key:

32-byte Curve25519 private key

D12B6A78
01286479

XB75W_C1 0 xB7SW_CO O XxB7SW_ES O
0 x87SW_U O

0N__xA7SW 0

XBTSW_SF O xB7SW_P
AT S RIS 7

SFS‘G

00GFF3FS .

OOCEE S O S
.text:D1286A78 malware.exe: S6ATE WSETE ALY PR TR

Woump1  @oump2 @oump3  WDump4

Woumps @ watch1  beellocas 5 Struct

DOGFF3ES | D4ADESFO | L*{\ ver\":256,\"pid\":\"3c852cca-b7f1-4:
O0GFF3EC | 000003BE

Figure 67

The above buffer that contains information about the
operator (the key changes regularly):

system is encrypted using the XOR

"‘ °
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Ltext
Ltext
.text
text
.text
Ltext
.text
.text
text

1@12864A3 mov
181286445 push edi
1012864A6 mov
101286449 test
101286448 jz

1812864A2

1012864A2 arg_©= dword ptr 8
181286442

1912864A2 push ebp

ebp, esp

edi, [ebp+arg_e]
edi, edi
short loc_12864BE

Ii L

.text:8128644D push esi
.text:012864AE mov esi, ecx
.text:01286480 sub edx, ecx

vy

.text:012864B2
.text:01286482 loc_12864B2:
text:01286462 mov
.text:012864B5 xor
.text: 01286487 inc esi

.text:012864B8 sub edi, 1
.text:812864BB jnz

al, [edx+esi]
[esi], al

short loc_1286482

' |

Figure 68

The ransomware computes the CRC32 hash of the encrypted buffer and appends the value to it.
The encrypted data is written to a registry value called “cN86rtdl” via a function call to
RegSetValueExW (0x3 = REG_BINARY):

-Text:0128576E malware.exe: $576E #4B6E

dword pTr ss:

Woump1  @ouwrp2  WWDump3  WNDumpd  WMDumps @ watchi  bellocas ) struct
Address | Hex ASCIT
04ADACOS |45 3A 67 09|92 SF 2F 53|6D 80 OA 27|D6 D1 98 1A ::g...ﬁgn.. ]
04ADACLS |FC 57 30 AD|46 C8 77 F6|B9 BF EA CC(FS 03 94 DI (WO FEwG';815..0
04ADAC28|FO Al 65 E5|3F 8C 46 46|51 06 27 BF (42 3F 29 90|Bjedr.FFQ. ¢87).
044DAC3S|AL DA 03 23|DF 4B 27 07|70 BF A5 33|36 D1 B9 93| iU.#BK", } ¥3eR’.
Figure 69

H . 75 ebp+14]

y . FF 75 10 push dword ptr eprj-S x875tatusword 0000

e FF 75 OC push dword ptr ss:febp+Cl XB7SW_B 0 XB7SW.C3 0 xB7SW .C2 0

! . 56 push esi XB7SW_C1l 0 xB87SW CO O xB87SW_ES 0

] FF 75 08 push dword ptr ss:[ebp+s XB7SW_SF O XB7SW_P 0 x87SW_U 0

' . FF 75 FC push dword ptr ebp- 4 n_xR7SW D 0
EE——» FF 48 4F 29 01 | ca1l dword ptr ds:[<aRegSetvalueExw:]

0 . FF 75 FC nush dword nre =<:Bahn-a0 ot ;?_]DLI‘M

pTr [D1294F46 <malware.dRegSETValueExw> 32.REgSETVATLEEXW>

All registry values that were created by REvil are shown in figure below:

| ComputerHKEV_LOCAL MACHINE\SOFT 2Hode LFFmiD
Fartner # || Hame Type flasn
"";:“ ) (Defautt) REG.SZ falue not set)
ythen - #fehigbnal | REG_BINARY 4530 67 05152 57 2 53 6 50 0a 27 o6 1 96 Ta fc 57 30 2046 <8 7716 b0 b ea cc 1503 54 d9 10 a1 65 65 318
::9;: pplicstions a5 IhnGaTT REG_SZ rdmgzweil
T“:“{r::‘! T miz REG_BINARY O cbecBled 2065F0f6 038 4d cEBEbe MM TIaf 3850 e2 Taca b0 438 bA05 30 28
* T oddl) REG_BINARY Sba1 0803048 5ecd a0 ddbB 6029240152025 fc 6d 1382 3c 23202817 b5 253e T
Vhdwaee. Ine. Ty REG_BINARY 4650109 ba ¢0b5 18 bb 54 49 #0553 b3 9¢ 29 47 570851 21 91 75 1 8 ¢ 30 2 18 7d 30 e eb ae 53 3 b1
Figure 70

The encrypted buffer from the “cN8o6rtdl” registry value is encoded in Base64 format using
CryptBinaryToStringW (0x1 = CRYPT_STRING_BASEG64):

'é‘. SecurityScorecard
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50 push eax x87Statusword 0000

56 push esi XBTSW_B O XB7TSW.C3 0 xB7SW.C2 O
57 push edi XB87SW_C1 O XB7SW.CO 0 XxB7SW_ES 0O
53 push ebx XBTSW_SF 0 XB7SW_P 0 xB7SW_U o
FF 78 FC push dword ptr ss:[lebp-4] 0__XA7SW 7 0 _xA7SW 0D 0
FF 15 50 50 29 03 call dword ptr ds: [<CrypteinaryTostringw=] v —

RS €0 TAST pax.pax

=[5 B0 ke

08
D00003F6&

e5p.

esp+4
: [esp+8] 00000001
S ESEH I 04ADBY1E

-Text: 01285186 malware. exe: $5186 #4586

> ; 04ADACOS

Womp1  @oump2  @Hoump3  @oumps  @Woumps @ watchi  Ixellocals P Struct e

Address | Hex ASCII I ~ JagesEz28 | J0000T

RIEEEY o o O oo o 2 oy o e e e s e o O0grF730| G0erEraC
Figure 71

The following parameters are decrypted using RC4: "-nolan', "-nolocal", "-path", "-silent",
"-smode", "-fast", and "-full".

The malicious executable extracts the commmand-line string for the process:

=n nush e

FF 15 80 4E 29 01 | EE dword ptr dsi[ <aGetCommandLinews] '

esp.

espr4] 04B5A440
esp+8] 00477000
esp+C] ODGFFSAC L"-nolan™

.TEXT:012581062 malware.exe: $1D62 #1162

Figure 72
The CommandLineToArgvW routine is used to obtain an array of pointers to the command line
arguments:
50 push eax [ XB7SW_B 0 XB7SW_C3 0 XxB7sw_CZ O
33 DB xor ebx,ebx X8T5W_C1l 0 xB7SW_CO O xB87SW_ES O
FE 15 80 _4FE 29 01 g::"!, :;grd ptr ds: [<&GetCommandL inews] . XBTSW_SF 0 x&:g:_: 2 xﬁ_‘?j‘:_rl;l g
FP s sgarze ol Ilgnn dword pEF 0z [<aConmandL ineToar gv>] - | E— =

00GFF794 &L"-nolan"
04854440
esp+C] 00477000

.Text:01281D69 malware. exe: $1DE9 #1169

@Woump1  ouwmp2 WhDump3  WMoump4  @Houmos @ watch1  Ieellocals Y Stuct IR 007622F€ [ LT\ TC:\\User s\ II\\Desktap\\maTware. exe
Figure 73

The malware verifies whether the current wuser is SYSTEM by calling the
SHTestTokenMembership function (0x12 = SECURITY_LOCAL_SYSTEM_RID):

BA 12 push 12 XB7SW_SF 0 XB7SW_P O X87SW_U O
6A_ 00 push o | | y87SW 0 0 xR7SW 7 0 xRISW D 0
F 15 6C 50 29 01 call dword ptr ﬂs:r[«.sHTeitTukerﬂanhershi p>] e ———
R I AR &F 29 N1_NN rmn dword are de: T1298FRRT .0 1 -
, | Default {stdcal) =[5 [#] unod
1z [esp] 00000000
ptr [0129506C <malware.&SHTestTokenMembership>]m=<shell32. SHTestTokenMenbership> 'En esgﬂ D0000012
3 esmsi g1284cFA :«Iwaqg.mzsgsm
. TeXT:D1284ECO malware. exe: $4ECD #42CD A2 Aesp=CoLIEAZBES Likernelss. 26ATEER S

e
Woump1  @Hoump2  Moump3  WWoump4  WMDumps @ wathi  Ieellocals 5 Stuct ISR 00000000
Figure 74

The binary creates a mutex called "Global\8D87239A-846D-CDIA-FOC2-8B6763B3B04F" in order
to ensure that only one copy of the ransomware is running at a single time:

o i
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50 push eax e XB7SW_C1 O xB75W_CO0 O XxB7SW_ES O
56 push esi X87SW_SF O XB7SW_P O Xx87SW_U O
56 push esi SWZF 0 XA?SWD 0
FF 15 EC 4E 29 01 :ﬂ.’lmu "rndﬂr[‘&:rnsu‘"“m] v
A% a4 GR 28 01 mow rd ntr d=: (12958447, pax * ¥ | Defauit (stdcall) - ok
& 1 00000000 z - D
e : Les
ptr [D1294EFC <malware,&CreateMutexws]=<kernel3z2,CreateMutexn> I'2: gs:-ya 00000000
3: [esp+8] OO06FF598 L"Global)\\BD87239A-5460-CC
4: [espsC] D12B4EFS <malware.EntryPoint>
-Text:012859CE8 malware. exe: $59CE #4DC8 =

@Wourp1  hoump2 WMDump3  UMoump4  UHoumps @ watch1  iellocals 5 Stuct MWFM M|
T asc o L Globali\ 8460-CD1A-FC2-8867631

&F 00 62 00|61 00 & 00 O12B4EFS ima1nare.£ﬁtry?oi nt

37 00 32 00|33 00 339 00|41 00 20 00
36 00 44 00|20 00 43 00|44 00 31 00
3600 39 00(43 00 32 00(2D 00 38 00
il 00/33 00 42 00|33 00 42 00
O06FFBEB| 30 00 34 00|46 00 00 00|OC F9 &F OOIE1l 4E 28 01

Figure 75

The SHEmptyRecycleBinW API is utilized to empty the Recycle Bin on all drives (0x7 =
SHERB_NOCONFIRMATION | SHERB_NOPROGRESSUI | SHERB_NOSOUND):

BA 07 push 7 XETSW_B O XB7SW.C3 O xB7SW.C2 O
33 FF xor edi,edi XB7SW_C1 O XB7SW.CO 0 XB7SW_ES O
7 push edi X8TSW_SF O X87S5W_P O XBTSW.U O
(¥4 push edi i) 0 XR7SW 0 0
15 call 4Pt dEE [ <aSHEmpTyR ecycl e inw=] o [—
nn_RN 00NN a0l

>[5 [+10] unlodk

00000000
00000000
00000007

esp+C] O1284EF5 <malware.EntryPoint>

SText:01284777 malware.exe: $4777 #3877

WWoump1  @PHpump2  @hoump3  @houmps  Whoumps @ watchi  Ieeliocals ) stuct Hﬂﬂ‘ﬂ ml
[sAdrace luaw Taersr i < looeFFaED

Figure 76

The file retrieves a pseudo handle for the current process:

F 'ﬂ}l‘ mrd PEFESI[ <4GetCurrentProcess>] 1 - \Wt = TR [T
> § ) El
nel32.GetCurrentProcess> %E ::gﬂwgmss <malware. ENtryPoints
b= e e
LTEXT:012847562 malware. exe:$4782 #3882 |

Figure 77

The priority class for the process is changed to 0x8000 (ABOVE_NORMAL_PRIORITY_CLASS)
using the SetPriorityClass API:

€8 00 80 00 00 ush 5000 X87SW_C1 0 X87SW_CO O X87SW_ES ©
FF 15 BC 4D 29 01 il dword ptr ds:[<&GetCurrentProcess:] XB7SW_SF 0 XB7SW_P 1 xB7SW.U O
50 push eax XRZSW 00 XA7SW 7 0 XATSW D 0
FF 15 5C 4F 39 01 ul! dword ptr ds:[<aSetPriorityClass>] N [E——— Em
AR 0100 N0 R0 nush RONOOONT
A I:efau.it(sh;llzl} ~ [5 3]0 unlock
: [esp] FFFFFFFF
ernel3z.SetPriorityciass> 1'2: [esp+s] 00008000
3: [esp+8] O1284EF5 <malware.EntryPoint>
4: [esp+C] O12B4EF5 <malware.EntryPoint>

.TeXt: 01284789 malware. exe: $4789 #3889

@Woump1  hoump2 Whoump3  WMDuwmpd  @Houmps @ waichi  bellocas Y Stuct e

Figure 78

REvil prevents the system from entering sleep or turning off the display while it's running
(Ox80000001 = ES_CONTINUOUS | ES_SYSTEM_REQUIRED):

.)c €8 01 00 00 80 push 50000001 3 |
FEE— FF 15 €all dword ptr ds:[<&SetThreadExecutionstates] I o
el N12R4794 RA 14 nucsh 14 I

50000001
ptr [0O1. 01284EF5 <malware.EntryPoint>
01284EF5 <malware.EntryPoint>
SSCEEE3E
STEXT:01284794 malware. exe: 54794 #3894

P e e e e B e e — EEEEFEA 30000001

Figure 79

TN .
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The process enables the SeDebugPrivilege privilege in the access token using RtlIAdjustPrivilege

(Ox14 = SeDebugPrivilege):

- 7 50 push eax
L] 8 6A 01 push 1
- A 88 F1 mov e57,ecx
. C 64 01 push 1
- E 13 push esi
B FF 15 E8 4F 29 01 CaNdword prrdsi[<aRt1AdjustPrivileges]
- 1 TS RS €N

TesT pax.pax

xB7Statusword 0020
XBTSW_B O xB75W_C3 O
XB7SW_C1 0 XB75W_CO O
XB7SW_SF 0 XB7SW_P 1
L XA7SW 00 __XA7SW 7 0
—— =

b
'> Default (stdcall)

Ptr [D1294FES <nalware.8RTIAGIUSTPTivilege>1=<ntdl1.RTIADIUSTPT iV leges > e a0
3: [esp+s] 00000001
esp+C] DO6FFEDB
. Text:0128798F malware.exe: §7IEF #GDEF [ = = =
- n
Woump1  @Hoump2  @Houwmp3  @Houmps  EDumps @ wetch1  Ir-llocls ) Struct Hﬁms o,
scc
L L . I ""wsrrmo DOGFFEDE

Figure 80

A new thread that will execute the sub_12841D3 function is created by the malware:

Figure 81

57 push edi |
57 push edi | x875tatusword 0020
57 |push edi XB7SW_B 0 XxXB7SW_C3 0 xB7sw_CZ2 O
656 Q2 41 28 03 push malware.12841D3 X87SW_C1 O Xx875W_CO O XB7SW_ES O
57 push edi | XB7SW_SF 0 XxB7SW_P 1 XxB7SW_U o
57 | push edi | xB7SwW 00 __XB7SW 7 0_XA7SW N0 0
[ EF 1504 50 29° 01 Iu‘l‘l ERREHIBERRGES] <4Cr eateThr ead>J e ==
RS €N TALT AAW.AA 5 Default (stdeall) = [5_:_|D %
= 2 1: [esp] 000DDODD
ptr [01295004 <malware.&Creat =<kernel32.CreateThread> 28 esgﬂ 00000000
3: [esprs] 01284103 malware.D1284103
. TEXT:01284784 malware. exe: $4784 #3884 A:LLecP 00000000
- - a 00000000
$oump1  @houwmp2 WHoump3  WMoump4  EHoumps @ wathi  eeliocals ) stuct 0] 00000000
|| DDGFFED4 | 01264103  malware.01284103
rs |
;g::?ags ::xno 00 0000 00 00 00[00 F5 4E 28(01 F5 4E 2811““ ON{ ongl “ | DOGFFEDE | 00000000
--------- FEDC | 00000000
DDSFFEES Dl 3E EE (E|SS DC FB 6F|DD FZ -1E 28]01 Fk 4E 23| >TIY I.IO h'hi. uh( OOSFFSED | 00000000

The OpenSCManagerW routine is used to establish a connection to the service control manager
on the local machine. The database name was previously decrypted using RC4 (Ox4

SC_MANAGER_ENUMERATE_SERVICE):

GA 04 push 4

50 push eax

53 push ebx

FF 15 24 4E 29 01 :l‘l1 dword ptr ds:[<iOpenscManagerw>]
RR FN mov esi,eax

XBTSW_C1 O x87SW.CO O X87SW_ES 0O
X8TSW_SF O XB7SW_P 1 XxB7TSWU O
W7 N__x87SwW 0 0

* [5 10 Uodt

ptr [01294E24 <malware.fOpensCManagerw>]=< 32.0penscManageru>
- Text:0128383A malware.exe: $3834 #2C3a

WWoump!  @pump2 WWoump3  @Dump4  @Dumps @ watch1  brelLocals

Address | Hex ASCIT I
D0EFFBBC |63 FE Al A4|FF 66 E6 90|93 20 SE 51|80 3A 90 77|chjayfe. Q]
OOGFFSSC|B5 41 49 99|57 33 4D AS|FF FE 72 E8/00 00 E6 76| pAL.wam Jbre. .av

Figure 82

The binary extracts all active services via a call
SERVICE_WIN32, Ox1 = SERVICE_ACTIVE):

to
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00000004
00

A281EER2

EnumServicesStatusExwW
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Figure 83

. 53 push ebx x87Tagword FFFF
. 53 push ebx X87TW_0 3 (Empty) X87TW_1 3 (Empty)
: :1: 4D F8 lﬁ:n'ﬁiimrd ptr ss:febp-sj . xg;m_z : Eg“yg ,g;% : Egmptyg

BD 4D FC 1 dword pt 1 ebp- 4 i 4 PTY. - mpty.

= 51 D::h!::; SO IDTCISS SR 4 5 x87TW_6 3 (Empty) x87TW_7 3 (Empty)
. FF 7% FC push dword ptr ss:[ebp-4]J
. 50 push eax x87statusword 0020
o 6A 01 push 1 MBTSW_B O XBTSW.C2 O XBTSW C2Z O
- 6A 30 push 30 KETSW_C1 O XB7SW.CO O xB7SW_ES 0O
. 53 push ebx XBTSW_SF O XB7SW_P 1 xXB7SW_U o
elc 56 ush esi | XB7SW (L0 _xATSW Z 0 XA7SW D 0
. FF 15 48 4 29 01 dword ptr ds:[<sEnumServicesStatusExw>] | | S— - T
L] RS €0 TAST fax . sax 1

dword ptr [01294E48 <malware.&EnumServicesSTatusExw>]=<advapi32.EnumServicesStatusExw>

.TEXT: 01283849 malware. exe: $3849 #2CA9

P o
owp2 WWoump3  WHoumpd  Woumps @ watchi  beliocas ) stuct
~

00 00 00|00 00 00 00[00 OO 00 00|00 00 0D 00
00 00 00(00 00 00 00|00 OO 00 00|00 00 00 00
00 00 00(00 00 00 00|00 OO 00 00|00 00 00 00
00 00 00(00 00 00 00|00 OO 00 00|00 00 00 00
00 00 00(00 00 00 00|00 00 00 00|00 00 00 00
00 00 00(00 00 00 00|00 OO 00 00|00 00 00 00

There is a comparison between a service name and the targeted list of services (“svc” field):

Figure 84

The executable
SERVICE_STOP):

68 20 00 01 0O push 10020

FF 33 push dword ptr ds:[ebx]

13 ush esi

FF 15 A4 4E 29 01 ptr ds:[<tOpenservicew>]
RR DR mov ahx . AW

opens a targeted service using OpenServiceW

MBTSW_C1 O
X87SW_SF O XxE7SW_P

(0x10020

88 OF mov ecx,dword ptr ds:[esi] e EAX  04BSET94 L= adobearms ervice=
25 ¢2 18 00 00 CaiT malware. 1285384 | Eex  ossseres E2adobesrmseryices
85 CO test eax,eax e | Ecx 0O4ADA2E0 L7 sophos Sl
~ 75 09 jne malware.12837FF | EDX D4BEET24 L"adobearmservice’
8B 7& 04 mov esi, rd ptr ds:[esi+s] e EBP  OOEFFEDC
85 F& test esi,esi e DOGFFET0 3
~ 75 EC ;ne malware.12837E9 ESI  044DAZES &L "sophos”
~ EB 03 mp malware.1283802 EDI 00000000

DELETE |

XB7SW_CO O xB7SW_ES O
1 x87SW.U O
0__x87SW 0 0

+ [5 210 Unlock

.TeXt: 01283807 malware.exe: $38D7 #2CD7
P%Dump1l S Dump2 @ 0ump3 B Dump4

Woumps @ watch1

00000000

Ie-llocals 4 Struct
i

laddrace | way lacrrr

Figure 85

DOGFFWII O4B5E53C | L"cdpsvc”
. || DOEFFBTC

The service is stopped via a function call to ControlService (Ox1 = SERVICE_CONTROL_STOP):

50 push eax

GA 01 push 1

53 ush ebx

FF 15 &3 50 29 01 dword ptr ds:[<aControlservice:]

nueh shy

X87SW_C1 0 XB7SW_CO 0 xBTSW_ES 0O
XB7SW_SF 0 XB7SW_P 1 XB7SW_U o
L XA7SW 010 __XATSW 7 0_XA7SW. N 0
ot =1

~ [5 )07 unlock

o Default (stdcall)
ce> .
.TexT:012838F5 malware.exe: $38F8 #2CF8
% 00782050
WWoumpt  Wpunp2  WHoump3  WHoump4  WHoumps @ watchi  Ieellocals g st O0BFFSTS
| addrace | uav laerTr [} . || DOGFFB7C | DOSFFEAC

Figure 86

Finally, the targeted service is deleted by the ransomware:
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53 push ebx XB7SW_C1 O XB7SW.CO 0 XxB7SW_ES O

85 CO Test eax,eax XBTSW_SF O XBTSW_P 1 xB7SW_U o
v 74 22 je malware.1283925 = N _xA7SW D 0

FF 15 40 4E 29 0} call dword ptr dsi[<iDeleteservices] o

RS €N TesT PAN,PAX

~ (5 ] 0 unloc
0000000

U]
D1284EF5 <malware.EntryPoints>
00477000

SText: 01283903 malware.exe: $3903 #2003

= [ R T [ i TR 00782050 |

[T - _ &E — S . -

Figure 87

The CreateToolhelp32Snapshot function is used to take a snapshot of all processes in the system
(Ox2 = TH32CS_SNAPPROCESS):

XBTSW_SF O XE7SW_P 1 xE7SW.U O
XKRTSW O 0 XR7SW 7 0 XR7SW 0 0

dword ptr ds:[<acreateToolhelp32snapshots]

cail
——— 12 ¥ | Defauit (etdeal) ~ [5 1210 unlock

1: [esp:

2: [esp+4] O 0

3: [esp+8] 01284EFS m:”ue,sn:r;«?mnb
a: 77 7 .77 7

. text: 01285926 malware. exe: $5926 #4026 SR ERPE IS PR AL A

@Woump1  hoump2 Whoump3  WMDumpd  @Moumps @ waichi  bellocas Y Stuct IEEEEIE] 00000002

Figure 88

The malware retrieves information about the first process from the snapshot using the
Process32FirstW routine:

S0 push eax XB7SW_SF 0 X87SW_P 1 X87SW_U o

56 | push esi TS 7 0 xR7SW D 0

FF 15 AC 4D 29 01 €Nl dword ptr ds:[<&Process3ZFirstws] v —

RS €N TPAST PFAX.PAY M(M - :.Dm

1: [esp 78

2: [esp+4] DO0GFFGAC .
esp+8] O12B4EF5 <malware.EntryPoint>
esp+C] 0000022C

rstin

. TEXT:01285949 malware. éxe: §5949 #4049

Woump1  $oump2  NDump3  WWoump4  WhDumps @ wath1  bellocals 5 Stuct IR go00047 |

Figure 89

The enumeration continues by calling the Process32NextW API:

=0 push eax XBTSW_SF O X87SW_P 1 XB7SW.U ©
56 push esi SW N _XR7SW D 0
FF 15 E4 4€ 29 01 call dword ptr ds:[<&Process3zNextws] 5

RS N TART PAX . FAY

Defaut (stdcal) ~ [5 [210] unled

1: [es 00000478
Ptr [D1254EF4 <malware.&PrOCess32ZNEXTh> |=<Kernel3z2. Process32Nextns 2: ,53,4 O0GFFGAC
3: [esp+8] 00000000
4: [espsC] 012B4EF5S <malware.EntryPoint>
-Text: 01285978 malware.exe: $5978 #4D7B =

@Woump1  @hoump2  WHoump3  WhDump4  UHDumps @ watch1  bellocals Y stuct IEITHIES 00000475 |

Figure 90

A targeted process (“prc” field) is opened using OpenProcess (Ox1 = PROCESS_TERMINATE):

FF 76 08 push dword ptr ds:[esi+8] XEB7SW_C1 O XB7SW.CO O xB7SW_ES O
6A 00 push 0 X87SW_SF O XS7SW_F 1 XS7SW.U 0
€A 01 push 1 SWZ 0 xR7SWO 0
FF 15 Q4 _4E 29 0F T dw ptrds:[<¢0penProcess>] v

RR FN mov Asi.eax

~ [5 210 unlock

00000001
00000000

0000081C

00000000

ptr [01294ED4 <malware.&0penProcess>]=<kernel32.0penProcess> =
SText:01283962 malware.exe: $3962 #2062 | .
Woump1  @Ppump2  @Hoump3  Phoumps  Whoumps @ watchi  Ieeliocals ) stuc M“"m mﬁﬁﬁﬁﬁ‘dﬁil
[addrsee | oy Taerrr i . || DDEFFE88

Figure 91

REvil kills a targeted process via a function call to TerminateProcess:
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6A 00 push 0 MBTSW_SF O XBTSW_P 1 X87SW_U 0
56 push esi W 7 0__xXB7SW D 0
FF 15 EB 4E 29 01 €&11 dword ptr ds:[<&TerminateProcess>] .

nuth sy

= [s 1#100 unlodk

>
.TEXT: 01283971 malware. exe: $3971 #2071 &
¥45 Dump 1 WWoump2 WMoump3 Wpump4  UWDumps @ watch1  IxelLocals .;;'SM mm?:

Figure 92

A new thread that will execute the sub_1284468 function is created by the ransomware:

push edi

push edi x875tatusword 0020
push edi XB7SW_B 0O xB75W_C3 0 XxB75W._C2 O
push malware.1284468 XB7SW.C1 O x875W_CO O XB7SW_ES O
push em XB7SW_SF O X875W_P 1 Xx87SW_U 0O
push e 0 _xRISW D 0
| call mra ptr ds:[<acreateThreads]
TALT AAW.PAN =
- ' aeaEr
1t [es
<malware.&CreateThr ead>]=<kernel3z.CreateThread> 2: esfm 00000000
3: [esps+B] 01284468 malware.01284468
4: [esp+C] 00000000
- 5
WWoump1  $Hoump2  B4oump3  $Mowmp4  WNpumps B wahi  bellocals Y stuct
Addr ODGFFED4 | 01284468 malware.01284468
OOGF:‘k ;.C“DZ 00 00(00 00 00 00(2C 08 00 00|00 00 00 ElOIEI1 I A} OOGFFEDS | (0000000
| LHAOCECT P | O0GFFEDC | 00000000
Lot s g e el b o e G s Ll ke | Sosnsealoooaias 006FFSEG | 00000000

Figure 93

The binary enables the SeTakeOwnershipPrivilege privilege in the access token using
RtlAdjustPrivilege (0x9 = SeTakeOwnershipPrivilege):

push eax XE/STATUSWOra U0

push 1 X87SW_B © XxB87SW.C3 0 x875W.C2 O

mov esi,ecx XB7SW_C1 O xB7SW_CO O XxB7SW_ES O

push 1 XBTSW_SF 0 xB87SW_P 1 x87sW_U o

push esi Sw 7 N xATSW 0 0

e dword prtr dss[<aRt1AdjustPrivileges]

TesT pax,.eax A Def If n "D Inlock

N 2R79C5
<

ptr [01294FEE <malware.sRT usSTPr egex]= -RT UsSTPr egex esprd Doooooo.‘l

5 esp+8] 00000001

4: [esp+C] DDEFFEDB

. Text:012879BF malware. exe: $798F #6DEBF

Woump1  @owp2 WHoump3  $MDump4  EEDumps @ watchi  b-llocas 2 Stuct a1
[BaaressTlex Jascax I ""oosrrmo OOEFFEDB

Figure 94

The executable creates an input/output (I/O) completion port that is not yet associated with a
file handle (OxFFFFFFFF = INVALID_HANDLE_VALUE):

s87 push edi
57 push edi
587 push edi
6A FF wush FFFFFFFF
FF 15 F4 4F 29 01 11 dword ptrdssl<acreatelocompletionPorts]
R9 4R NR mov dword ore de:Teci+R1 . sax
< >
dword ptr [01294FF4 <malware.&CreateloCompletionPorts]=<kernels2,CreatelocompletionPorts
.TeXt:012878F3 malware.exe:$76F3 #6CF3
i : % FFEFFFFE
Woump1  pump2  WDump3  WHoump4  @Houmps @ wath1  Ix-llocals ¥ stuct P
e e | 5C LT ] | O0eFF893 | 00000000
Figure 95

GetSystemlnfo is used to retrieve information about the current system:
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50 ush eax XATSH T 0_xATSW 0 0
FF 15 5C 50 29 01 dword ptr ds:[<4GetSystemInfo:] v —
RR 45 Fn mov eax . dword ntr =<:Behn-10l = 1] Undock

>
* [esp] O0GEE
ernel32. GetsystemInfo> : [esp+4] 00000000
| o] o
.TeXT:01267884 malware.exe:$7884 #6054 SALEEDIC 04
N e e e e e e - = R 006FFET0 |

Figure 96

The CreateThread API is utilized to create 2 (the number of processors) that will handle files
encryption:

50 push eax

50 push eax x§TStatusword 0020

56 push esi X87SW_B O x87SW.C3 O x87SW.C2 0O

68 AT 2E 28 0} push malware.1282EAT XBTSW.C1 O XB7TSW.CO O XB7SW_ES 0O

ig PUER eax X87SW_SF O x87SW_P 1 Xx87SW_U 0
ush eax _xE7SW O 0 _XB7SW 7 0 XA7SWD 0

FF 15 04 50 29 01 dword ptr ds:[<iCreateThread>] v .

TART ARY.AAX

>[5 [#]00 unlock
oo

000000
D1282EAT malware.01282EAT
04ADABT S

malware. éxe: $78A5 #6CAS

. TEXT:012878A5

Woump1  pump2  HDoump3  WHDump4  GHoumps @ watth1  Iv-llocals Y Stct

] IT 1 -
04ADAB7S [0 00 24 0&[00 00 00 00|78 04 00 00|00 00 00 OO0|M.Se.... TR
04ADABBS | AB AB AB AB|AB AB AB AB|00 00 00 no[uo 00 00 00|«xaaanas;...... l

Figure 97

The new threads' priority is set to Ox2 (THREAD_PRIORITY_HIGHEST) using SetThreadPriority:

6a 02 push 2 X87TSW_SF O XB87SW_P 1 X87SW.U 0
50 gush eax 2 SW 7 0 XR7SWD 0
:‘: I-i M < M:d wrﬂds:r(«‘rseg‘r?readlﬁﬂ ority>] o
M 2R7RRR 4 ne dwor nre e:ipei+l
< > ~|[s E]0 uos

e == i [esp] 00000470
ptr [01294E7C <malware. Priority> nelsz. ority> |2: [espra] 00000002
| 3: [esp+s] 00000000
||4: [esp+C] 04ADABTS
-Text: 01287882 malware.exe: §7882 #6LB2 | ™

@Woump1  @Hoump2  WHoump3  WhDump4  WMDumps @ watch1  bellocas S st N o as

Figure 98

REvil enumerates all drives and extracts their type using GetDrivelypeW:

GA SA push sa XB7SW_C1 0 XB7SW_CO 0 xB7SW_ES 0O

58 pop ebx XB7SW_SF 0 x87SW_P 1 XB87SW_U O
~ EB 38 malware. 1287613 i Z 0 xa7sw D 0

FF 15 18 50 29 01 % dword ptr ds:[<&GetDriveTypew:] —

R €0 FF AdA AAX.FRFFFFFF

™ | efault (stcal) ~|[5 1500 uniock

1: [esp; %
}z: esp+4] 00000000

3: [esp+8] 00000000
4: [esp+C] 04858600

et o B & O4ADACOS | L

Figure 99

The malicious process allocates and initializes a security identifier (SID):

o i
“" SecurltyScorecard securityscorecard.com | 31



push malware.129588C x87Tagword FFFF
Pﬂ:: :g: XBTTW_0 3 (Empty) X87TW_1 3 (Empty)
gusn ebx XB87TW_2 3 (Empty) x87TW_3 3 (Empty)
push ebx X87TW_4 3 (Empty) X87TW_S 3 (Empty)
push ebx xB7TW_6 3 (Empty) XB7TW_7 3 (Empty)
push ebx
push ebx xB75tatusword 0020
push ebx XBTSW_B O X87SW_C3 0 XS7SWC2 0O
push 1 XB7SW_C1 0 x87SW_CO O XB7SW_ES 0
1e:heax.dmrd ptr ss:llebp-sl xB7SW_SF 0 xB7SW_P 1 xB7SW_U O
ush eax SW 7 0 XATSW D 0
&l[l dword prridsi<aallocateAndInitializesid>] [ —
TAST pav.sax = IE“:I N
DO

00000001

00000000

00000000

.Text:01287AA3 malware.exe: $TAA3 #GEA3

@Wourp1  Yhowp2 WHDump3  WMDump4  MDumps @ watchi  (x-llocas 2 Stuct
ASCIT -~

W\ 7.\.C.

00 5C 00[43 00 3A
00 00 00|00 00 00
00 00 00|00 00 00
00 00 00|00 00 00
00 00 00(00 00 00
00 00 00|00 00 00
00 00 00|00 00 00

Figure 100

The SetEntriesInAclW API is used to create a new access control list (ACL):

push malware.12958C0 X87r6 3FFFS000000000000000 STE EmpTy 1.00000C
mov edx,malware.1295E34 X87r7 00000000000000000000 5T7 Empty 0.00000C
XOr eax,eax
push ebx x87Tagword FFFF
Sy et Gy e e
4 X mpty)  X87TW_ mpTy
m:he::;mm prr ds: [129588C) XB7TW_4 3 (Empty) X87TW_5 3 (Empty)
push 1 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
00 00 OOmov dword ptr ds:[1295E34] ,10000000
05 38 SE 29 01 02 00 OO{mov dword ptr ds:[1295E38],2 x§T5Tatusword 0020
05 3C SE 29 01 03 00 OOmov dword ptr ds:[1295E3C],3 XB7SW_B O XB7SW_C3 0 XB7SWC2 O
5 SE 29 01 mov dword ptr ds:[1295E48] ,ebx XB7SW_C1 O XB75W.CO O XB7SW_ES ©
05 4C SE 29 01 05 00 DO{mov dword ptr ds:[1295E4C],5 XB7SW_SF O XBTSW_P 1 X87SW_U o
mov dword ptr ds:[1295E50],eax N 0 _xB7SW 7 0 XB7SWD 0
€all dword ptr ds:[<&sSetEntriesInaciw:] v [——
non #d1 = Default (stdcall) o |5__D|-H0d
i [esp] 0D00DO0OL
- 3 7d LS i [espr4] 01295E34 malware.01295E34
esp+8] 00000000
esp+C] 012958C0 malware.012958C0
. TEXT:01287805 malware.exe: $TE0S #6F05 p —
% 00000001
“Woump1  Phoump2  hoump3  Hoump4  Noumps @ wamh1i  bellocals ' stuct 01295633 | malware.01295E34
ress | Hex i |asc1z | A LIy
01295E34 00 00 00 10[02 00 00 00[03 00 00 00[00 00 00 OO0|Meesoctonoanssaos DOEFFSCO| 012958C0 | malware. 01295800

AREEEES 4 | ARARRANA

Figure 101

The DACL of a drive is modified using the SetNamedSecurityInfow API (Ox1 = SE_FILE_OBJECT,
Ox4 = DACL_SECURITY_INFORMATION):

53 push ebx EKBAW_L 3 LETPLY) XSS WS 3 LEMELY )

FF 35 CO 58 29 01 push dword ptr ds:[12958C0]

53 push ebx x875tatusword 0020

53 push ebx XKETSW_B O XB7TSW.C3 O xETSW.CZ O

6A 04 push 4 XB7SW_C1 O XB7SW_CO 0 XB7SW_ES O

GA 01 push 1 XBTSW_SF O xXB7SW_P 1 xX8TSW_U O

56 ush esi e W 0 _XR7SWOD 0

FF 15 Q8 4E 29 01 E’.l'.ﬂ dword prr s <asetnamedSecur i tyInfows] o

RR CR MmOV ACX . PAN = -ED' N
ptr [01294E08 <malware. urityI 32.5et Secur

.Text: 01287828 malware.exe: $7B28 #6F28

WWoump1  pump2 WMoump3  Woump4  @oumps @ watch1  Ieellocals S Struct
Address | Hex

007A28A5 02 00 1C 00|01 00 00 00|00 03 14 00|00 00 00 10
DO7AZ8B8|01 01 00 00|DD 00 00 01|00 00 00 OO|AB AB AB AB
007A2ZBCE|AB AE AB AB|00 00 00 00|00 00 00 00|00 00 00 00

Figure 102

A ransom note called “<REvil extension>-readme.txt” is created in every targeted directory via a
call to CreateFileW (0x40000000 = GENERIC_WRITE, Ox2 = CREATE_ALWAYS):

TN .
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RBSIM_s 3 LEMPLY )

012833A8 push ebx AB/IW_B 3 LEmpLY)
012833AC push ebx
012833AD x87StatuswWord 0020

o | 0128334F XETSW_B O xB7SW_.C3 0 x&7SW.C2 O
01283380 53 p XB7SW_C1 0 XB7SW_CO 0O XB7SW_ES 0O
01283381 XBTSW_SF O xB7SW_P 1 XxETSW.U O
012833B6 57 h R 0N__xK7SW 0 0n

f[<aCreaterilen:

NEEEELT)
<

esp+4] 40000000
esp+8] 00000000
es| 00000000
. text: 01283387 malware, exe:$3387 #2787 223

4 pump 1 Ilimmpz Woump3 Whoumps

7A28AG (02 00 1C 00[01 00
007A2888 o:.o:. 00 00|00 0O

Figure 103

The ransom note is populated using WriteFile:

ASSIW_4 3 LEMPLY)  KSIN_3 3 LEMpLY)

OreEzans =2 P X87TW_6 3 (EmpTy) x87TW_7 3 (Empty)

01283307 lea eax,dword ptr ss:[Jebp-4

012833DA 50 push eax

01283308 mov eax,dword ptr ds:[1295FE4] x875tatusword 0020

012833E0 m enx,enx XB7SW_B O XB7SW_C3 0 xB7SW.C2 0

012833E2 XB75W_C1 0 xB75W_CO 0 xB7SW_ES 0

g;zassEa g pusn ﬂmrn ptr ds:[1295F54] :arsu_sr 0 X875W_P 1 Xx875W_U o
R7TSW 7 0 0

ABTSW O

LA AL E L L]

~ |[s 1507 unlock
esp+4] 04B5A270
es 000D1CAS ,

. TeXT:012833EA esp+C] O06FFSED &L™\V\\ATWACI\N

Woump1  @Howmp2  @oump3

0465A270 |20 00 20 00]20 00 30 00
D4B5A280| 65 00 6C 00|63 00 6F 00
04B5A290| 41 00 67 00|61 00 69 00 g R 006FF308 m

04B5A2A40| 3D 00 30 00/20 00 20 00 m——- s 4859600 | wiiiimnmnn

Figure 104

The ransomware enumerates the files using the FindFirstFileW and FindNextFileW APIs:

@) 01287450 push eax 1 xXE7SW_U
push esi : 7

.TEXT:01267452 malware. exe:$7452 #6852 SEPEC. 04A0AC08 L” AAAREAN AN

|ﬂmnp1 Weoump2  WHoump3  UHoump4  WMoumps B warhi  bellocals 4 st

Figure 105

xa?sw ﬁ 0 XETSW_P 1 xXETSW.U O
R7SW 7 0 xE7SWD 0O

+ [5_12]0] unlock

i febp-140
2 [<&F indNextFilens

::gs 04858600
esp+C] O4ADACOS L™\\\\Ty\c:\\$recycle.bin'

.TeXT: 01287548 malware. exe: $7548 #6948

@Woump1  pwmp2 WHoump3  Whoump4  Woumps @ watchi  beliocls 4P Struct

Figure 106

directories identified on a drive are compared with the following strings: "program files",
"program files (x86)", and "decrypt_everything".

A file extension is extracted by calling the PathFindExtensionW routine:

"‘ °
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56 push esi % e
FF 15 94 4E 29 01 call dword ptr ds:[<sPathFindExtensionw:] o
AR F0 mov sed_sax r

>
esp] DOGFFE3C L' r
esp+a] D4ADACOS L™\MW\PV\ec:\\bootmgr"
esps+8] 0074006E
esp+C] 00730075
- Sl - S - - Sl - i - - [ @) .. ST 006FFE3C | L bootmgr ™

Figure 107

The malware opens a file using CreateFileW (0x80000000 = GENERIC_READ, Oxl
FILE_SHARE_READ, Ox3 = OPEN_EXISTING):

. 56 push esi AT IM_® 3 LSMMLY]  ASSIMLs 3 LEEmPLYJ

. 56 push esi

. GA 03 push 3 x87StatuswWord 0020

- 56 push esi XB7SW_B O xXB7SW_C3 0 x87SW.C2 O

. GA 01 push 1 XB7SW_C1 0 XB7SW_CO 0O xB7SW_ES O

- 68 00 00 0O 80 push 80000000 XEBTSW_SF 0 XB7SW_P 1 xB7SW_U o

. 52 push edx e XR7SW O 0 xXR7SW 7 0 ¥R7SW 0 0
Fg—> FF 15 2§ 4F 29 01 €all dword ptr ds:[<4Createrilew:] I — —

. AR FR mov el . eax :; Default (stdcal]) = [ 3][] )\

04ADACO8 L™\\\\7\\c:\\bootmgr™
80000000

00000001

00000000
-Text:0128298C malware.exe: $298C #1DEC

WWoump!  @Upump2 WWDump3  WhDumpd  Whpumps @B watch1  Iellocals 5 Struct
Hex ASCIT - |
35 00 00 00 R =

B8 82 5D 05100 00 €A Q3
1E 00 00 00|00 00 00 00|5.
30 Al AD 04|08 00 00 00|00 00 00 00..

90 00 U 05
01295FAS|35 00 00 00
01295FB8

Figure 108

The malicious binary moves the file pointer to the last OXE8 bytes in the file (Ox0O = FILE_BEGIN):

56 push esi X87SW_B O X87SW.C3 O XB7SW.C2 O
€A FF push FFFFFFFF XB7SW_C1 0 XxB7SW_CO O xB7SW_ES O
S 18: 05 XEEF push FFFFFF18 X87SW_SF O X87SW_P 1 X87SW_U O
57 push edi W 7 0 ¥R7SW 0 n
FF 15 E4 4E 29 01 call dword ptr ds:[<aSetFilePointerExs]

[T mish a<i

= |5 (2] unloc

FEFFFF18
FFFFFFFF

00000000
.TexXT: 01282988 malware.exe:$2988 #1DBB

Woump: GHoump2 WMDump3  WMDumpd  WMoumps B watch1  Le-llocals 4 Stuct i
Address sex |ascz | . DOGEF434| FFEFFEFF

Figure 109

REvil reads the last OxE8 bytes from a file, which we believe that are common to all encrypted
files (see figure 110). It computes the CRC32 hash of the extracted buffer and compares it with a

4-byte value.
56 push esi
8D 45 FC lea eax,dword ptr ss:[ebp-4j xE7Statusword 0020
S0 push eax XB7SW_B O x87SW._C3 0 XB7SW.C2 0
68 E8 00 00 0O push ES XEB7SW_C1 O xB7TSW.CO O xBFSW_ES 0O
53 push ebx KETSW_SF 0 XB7SW_P 1 xB7SW_U o
57 push edi XR7SW O 0 XR7SW 7 0 XRZSWD 0
FF 15 EC 4E 29 01 call dword ptr ds:[<aReadFile>] [ e
A5 N TAST FAN.EAN -, Default (stdcal) = WDIHOG
3= 00000460
ptr [01294EEC <malware. 4R e>]=<kernel3z.Readrile> %; ::gﬂ O0GFF4D0
3: esp-rsj 000000ES
. TexT:012829C0 malware.exe: $29C0 #1DCD M (ol
@ P 0067400
Woump1  @pump2?  @pump3  HDumps @Y Dumps Watch1  Ir=llocals ¥ Struct '00GFF450 | DOGFF4D0.
Address | Hex | AscII | ~ || DUSEESS4
ST R[N TS S e ARt el 006FF 43¢ | 00000000

Figure 110

The process obtains file system attributes for a file or directory by calling the GetFileAttributesW
routine:
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57 push edi e | xa7sw o n xA7SWZ 0 wA7SW D 0
FF 15 BO 4E 29 01 call dword !
i S s ki , | Defout stoca <15 0 ues
£ ok 3k ! N— =11 L
dword ptr [01294EB0 <malware.&GetFileAttributesw>]=<kernel3z.GetFileAttributesw> '§’ 32214“3‘33‘5220'5 AT
3: esp-rsi 04ADABTS
.TeXT:01282800 malware. exe:$2800 #1FOD LAl
= B = 2 @ IFFETEA 04ADACOS | L™\ AP c: \\bootmar ™

Figure 1M
New attributes are set for a file using SetFileAttributesW (0x80 = FILE_ATTRIBUTE_NORMAL):

68 80 00 00 00 push 80 XB7SW_SF 0 XB87SW_P 1 X87SW U O
57 push edi " g e | xB7SwW 00 __xB7SW 7 0_xB7SW 0 0
FF 15 D8 4D 29 01 |call dword ptr ds:[<&SetFileAttributesws] v —
RS €N TAST AAN.PA -
SIS y | Defauit (stdcall) = |[s [#10] unlod

1: [esp] D4ADACOS l‘;'\\\\?\\c:\\mr"

SRt < I
ptr [012940D8 <malware.&SetFileATtributesws]=<kernel3z2,SetFileAttributesws |'2: [esprs] oooooos
3: Eesms 04858600

4: [esp+C] D4ADABTE

.TEXT:01282BF2 malware. exe: $2BF2 #1FF2
DAADACOS | L™\ \\\7\NC? r
00000080

@Woump1  @oump2  @WDwmp3  WWoump4  Woumps @ wawh1  bellocals S struct Ll

Figure 112

There is a bug implemented by the malware's author that prevents the files encryption. Firstly,
the ransomware adds the ransomware extension to files using MoveFileW:

53 push ebx & XBTSW_SF O XB7TSW_P 1 x875W_U O
50 push eax e | XR7SW 00 _XBR7SW 7 N__xAR7SW D n
FF 15 3C 50 29 01 call dword ptr ds:[<amoverilews] \ [— = E
RR FN mov ASY . AAY a~ -
5 | Defauit (stdcal) =[5 (] unlock
1: [esp] 04ADATEO0 L™\\\\?\\c:\\bootmgr™
| 2: [esp+4] 04B5E790 L™\\\\?\\c:\\bootmgr.2nOmg
|3: [esp+8] 065894A0
| 3: [espsc] DESE94a0
.Text: 01287302 malware.exe:§7302 #6702 = - —
& 04ADATE0 | L¥\\\\Th\e: r
@ watch1 | bellocals Y struct 00EFF494 | 04858790 L'\\?\\t:\ F.2nomozweiz”

&% Dump 1 #S0ump2 EHDump3 BN Dump4 B Dump S

Figure 113

Whether the call is successful, the return value is supposed to be nonzero. The bug that was
introduced doesn't allow the execution to break out of the loop, and there is a second try to
rename a file. However, because the file was successfully renamed, the process raises the

ERROR_FILE_NOT_FOUND error.

The binary posts an empty 1/O completion packet to the IOCP created earlier:

| push ebx XB7SW_B 0 xB7SW_C3 0 XxB7SW CZ O
push ebx XETSW_CL1 0 X87SW_CO O XB7SW_ES O
push ebx XB7SW_SF 0 XB7SW_P 1 XxB75W_U o
|push dword ptr ds: eS\-'ﬁ] y L XA7SW 00 XA7SW 7 0N_xB75W 0 0
]gl:a'ﬂ M:gﬂn:r ds: «:D:bﬂue#edcwnhtwnstnrnsﬂ ., = =
1m 11eA faw . " nrr ss:8ehn->4 &
< 3 D!fad::skilzl} v [5 4]0 unod

‘dword ptr [01294FD8 <nalware.&PostqQueuedCompletionstatuss]=<Kernel32. PoStQueUedCompleionstatuss

41

LTeXT: 01287965 malware.exe:$7965 #6D6S -
Woump1  @Hoump2  $MDump3  WDump4  WWDumps @9 Watchi  Ix-llocals 2 Struct e o
[ ascIr I ~ || goeEs70| ooooodoo

|address THex e A o

Figure 114

It's interesting that even if the ransomware fails at reading the file content and sending it to the
encryption threads, it creates 2 (which is the number of processors) more such threads

(sub_1282EA7 function).

A new thread that will run a different function is created by the malware:
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i push edx X87r6& 3FFF8000000000000000 5T& Empty 1.000000
] push edx X87r7 000000000DDD00OOOO000 ST7 EMPLy 0.000000
i push eax
i I7 76 28 01 push malware. 7677 xB87Tagword FFFF
' Becscom Moy m:g g:: Eg:‘“‘l-ed‘ XETTW_O 3 EEmD:y; X87TW_1 3 EEMD:y;
] 87Tw_2 3 (Empty) X87TW_3 3 (Empty
' Do sc 29 01 s { %
| g8 oo oo - moy ecks trord pir  de: 1i295c00) X87TW_4 3 (Empty) X87TW.5 3 (Empty)
{ 0D EO 5C 29 01 mov dword ptr ds:[1295CEO],ecx XBZINCERS HCEROTY) QX ST A ERDLY)
! 0D D4 S5C 29 01 mov ecx,dword ptr ds:[1295CD4]
H push edx x875tatusword 0020
' 7D E8 mov dword ptr ss:[febp-18],edi X87SW_B O XxB7SW_C3 O Xx87SW.C2 O
] 00 E4 5C 29 01 mov dword ptr ds:[1295CE4],ecx X87SW_C1 0 XBTSW_CO O XB7SW_ES O
i 15 DO S5C 29 01 mov dword ptr dr 1295C00) , edx XB7SW_SF 0 XB7SW_P 1 XxXB75W_U o
| 15 D4 5C 29 01 MmOV mrddpt ds: [1295CD4) , edx XA7SW O 0 __xATSW 7 0N_xB75W N0 0
EIP) i) ﬁ 04 50 29 01 |m% dword ptr ds [Mreatﬂ'hr‘ead;] === = EID

: nieh FEEEFFFF = ok
£ p] D0DDDOOD

ptr 1. reat ne -Creat 00000000

01287677 malware.01287677
04ADA430
STEXT: 01283000 malware. exe: $30C0 #24C0

o)

Woump1  @Hpemo2  WSDump3  UHoumpd  EMpumos @ wathi  Ir-llocls i Stuct

AdAr T [AscTI i 5EFS70 (01287677 | malware. 01287677
04ADA7SS I00] 00 00 00|&6 31 28 Q1|B2 32 28 0[O0 00 00 00| M.-«T1(s 2(anrs- 2 04204490
04ADATES| 30 A7 AD 04(00 00 00 00|00 00 00 00|00 00 00 00|0§......c0zcess

Figure 115

The process waits until the above thread finishes via a function call to WaitForSingleObject:

XB7SW_SF O XB7SW_P 1 XB7SW_U o
_XB7SW 00 XB7SW 7 N__XB7SW D 0n
SS8IN . 28
Defaut stdcal) * s 1] uned
- 000004

FFFFFFFF

00000000
00000000

6A FF push FFFFFFFF
gsﬂ? eax

dword ptr ds: [:&NthurSmg;‘leoh]ect»]
mov eAx.dword nre de: 1295004

W

15
A1 N4 &C 29 01

STEXT: 01283009 malware. exe: $30C9 #24C9

WWoump1  $HDump2  W4oump3  EHDump4  SMoumps @ watchi  Ix=lLocals 2 struct

00000464
FEFFREFE

Figure 116

Thread activity — sub_1282EA7 function

The GetQueuedCompletionStatus routine is utilized to dequeue an /O completion packet from
the IOCP:

. A PF uSh EEEEEEEE T o
BD 44 24 14 ea eax, oword prr ssifespe14] ABTTW_E 3 (EmpTy)  xBTTW T 3 [Empry)
50 push eax
8D 44 24 24 Tea eax,dword ptr ss:fesp-24] XB7STATUSWOrd 0000
50 push eax XBTFW_B O xB7SW LI O xBTSW LI O
8D 44 24 20 Tea ea-\.mrd pr Besp+20) NETENCL O xETSW.CO O xETSW_ES O
50 push ea NBTSW_SF O NBTSW_P 0O XETSW_U 0
FF 76 08 g h a-ura ptr ds: {_ | xATSM O 0 xATEW 0 xETEW 6 0
FF 15 §0 4F 29 01 dword ptr di tﬂiﬂﬂlltllt&ulp‘lttiunstltus)] I - - —
I N OC 5 8 0 Faa dword are A NI2eseeec] ., . c r I“ n - 5 :]D & ’
FT 00000478
STATUSS> 2t !'gﬁi 0636FB34

3: [esp+8] 0636FE3C
a: [espsc] 0626FBI0

-Text:0L282EFL malware. exe: $2EFL #22F1

-
Wowmpi  WWompz @Noumps  oumpd  Boemes  Bwahi  Iellocls st N eacran:
Address | wex [asezz ] o~ DEIGFETL
DE3EFA%0 0NN 00 00 0000 00 O G000 00 00 0000 00 00 00K .. ..arereress | 0636FBTC. FFFFFFFF

Figure 117

Thanks to the bug implemented by REvil in this binary, the completion packet is always empty,
and then the encryption couldn’t occur.

Thread activity — sub_1287677 function

The ransomware starts enumerating all currently connected network resources (Ox1 =
RESOURCE_CONNECTED):
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- S1 push ecx

e 57 push edi x&75tatusword 0000

. 64 00 push 0 XB7SW_B 0 XB7SW.C3 0 xB7SWC2 0

. 64 00 push 0 XETSW CL 0 XSTSWCO O XB7SWES 0

. 50 push eax X87SW_SF 0 XS7SW_P 0 X87SW_U 0O

™ 89 44 24 34 mov dword ptr ss:fesp+24J,eax ¥R7SW 0 0 XR7SW 7 0_xB7SW 0 0
g F 15 14 4F 29 01 call dword ptr ds:[<&wNetOpenenumw>] i

. cn TAST AAX.AAN

- Text: 01287601 malware. exe: $7601 #6AD1

Woump 1 P@oump?  @Woump3  @oumps  PWoumps @ watch1 beeliocals P Stuct

Address | Hex |asciz I.
93ADA755]001 00 00 00[86-31-28-01[B3 32.28-02[00 00 00 O0[K:.-T1C-720 ... I

Figure 118

The enumeration continues by calling the WNetEnumResourceW API:

50 push eax X5/5TATUSWOra UuUuy

53 push ebx X87SW_B 0 XS7TSWC3 0 x8TSW.C2 0

8D 44 24 1C lea eax,dword ptr ss:!esD-lC! XB7SW_C1 0 XB7SW_CO O XB7SW_ES O

50 push eax XB7SW_SF 0 XB7SW_P O XBTSW.U ©

FF 74 24 24 ush dword ptr ss:[esp+24] KATSW 00 XATSW 7 i XBE7SW D v}

FF 15 ﬁlﬁlmu ptr ds; meiEnmesourcm] [, |—

A9 a2 52 51 mav dward nrr acsBiacneo g eax , " [oefaut etacan) ~[5 )0 urlock

ptr [01295058 <malware.

esp.
E8 esp+4] O064AFBS 4
esp+8] 04ADACOS
esp+C] 064AFBSC

.TEXT:01287708 malware. exe: $7708 #6808
- & 00782918

WWoump1  $Hoump2  WHoump3  YHDwmp4  WMoumps B watchi  bellecals Y stuct OE4AFBS 4

Address | Hex | Asc11 | “| Froveiesd omom“gce

Figure 119

For every network share that can be accessed, the malware creates a ransom note inside every
folder (Ox40000000 = GENERIC_WRITE, Ox2 = CREATE_ALWAYS):

53 RS/ IM_G 3 LEMPLY) RS/ IM_s 3 LEMPLY)
53
A 02 xB7Statusword 0000
53 XETSW_B O xB7TSW.C3 O xBTSW.CZ O
53 XB7SW_C1 O xB7SW_CO O xB7SW_ES O
68 00 00 00 40 XBTSW_SF O XB7SW_P O xBTSW_U o
57 N__xA7SW N n
FEIIST39 3r 29708

. s ~ [5 1210 urlod
E:
ptr 1294F28 <malware.&Createfrilews nel3z2.Creat oW

.TeXt: 01283387 malware.exe: $3387 #2787

@oump1  pwmp2 @Hoump3  Whoump4  WHoumps @ watchi  beliocals 4 Struct

00[3F 00 5C DO(55 00 4E 00
00 _4F

43 00 5C
2D
5C
6E
32
65 00 2E

00|61
00|82
00|65 00 61 00|64 00 6D 0O

D4ADATS B

Figure 120

The WriteFile function is utilized to populate the ransom note:

1 53 ush ebx B L eI ¥ ) P L e
] 8D 45 FC 'Ipea eax,dword ptr ss:[Qebp-43 [ XBTTW_6 3 (Empty) xB7TW_7 3 (Empty)
| 50 push eax
: Al E4 SF 29 0 mov eax,dword ptr ds:[1295FE4] x875tatusword 0000
H 03 CO add eax,eax XB7SW_B 0 XxB875W C3 O Xx87SWC2 O
50 push eax X87SW.C1 0 X87SW.CO0 O X87SW_ES O
:: 35 54 5F 29 01 pus: dword ptr ds:[1295F54] XB7SW_SF 0 x87SW_P O x87SW_U O
us es51

dword ptr ds:[<twriteFrile>]
5

1[5 2]0] unkod

ptr [01294FAC <malware.dWriteFilex ernel3z.writeFile>

00000208
04B5A270
00001CAS

064AF790 &L"\\\\7\\Unc\\DESKTOR-[Ii]

.Text:012833EA malware. exe: §33EA #27EA

Woump1  $oump2  NDump3  Whoump4  WhDumps @ wath1  bellocals 5 Stuct

04854270 (200 00 20 00|20 00 30 003D 00 30 00|20 00 57 0O
04B5A2B0|65 00 &C 00|63 00 &F O0|6D 00 65 OO|2E 00 20 OO
04B5A290| 41 00 67 00|61 00 69 00 |6E 00 2E 00(20 00 3D 00

Figure 121

The files are enumerated using the FindFirstFileW and FindNextFileW APIs:
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50 push eax e XBTSW_SF 0 X87SW_P 0 x87SW_U o
ush esi e W 7 0N_XR7SW 0 0
FF 15 OC 4E 29 01 &]ﬂ M: ptr ds![wﬁndﬂrstﬁﬂe»] ) e —
RY 45 FC mov wor nrr =<:fahn-140 .
5 |Defaut (stdcall) - s 1+ undock

esp, 68 L
esp+d] DG4AFTCO & prov”
: [esp+8] O4AEACES L” \\\\’\\UNC\\DESKTOP—-
: [espeC

.Text: 01287452 malware.exe:$7452 #6852 D‘AE“GO
. D4AEACGES L UNC’ E L3
| @Wourpt  $howp2 WHDump3  YNoump4  MDumes @ watchi  (e-llocas 2 stuct ] A | Laan? SKTOP

Figure 122

push eax

ush dword ptr ss:[ebp-143
dword ptr ds:[<aFindNextFilew>]

TAET AAX.AAX

X8TSW_SF 0 X87SW_P 0 X87SW.U O
TSN 7 0 XBTSW D 0
AAISE B0 X
v

Defaut (stdcall) ~ [5 1310 unlod

2: [esp+4] O064AFTCO
3: lespre] osacaces LT WNeypeskTor-
4:

.TEXT:0D1287548 malware. exe: §754B #6948

@Woump1  @Hoump2  WHoump3  WhDump4  WDumps @ watchi  bellocals 7 Stuct Mmmm’ﬂ

Figure 123
WNetCancelConnection2W is used to cancel the existing network connection to a network
share:
GA 01 push 1 XBTSW_C1 O XB7SW_CO O XB7SW_ES
6A 00 push 0 XB7SW_SF 0 XB7SW_P 0 XB7SW_U
50 ush eax | XATSW T 0
FF 15 58 4E 29 01 w.m&‘,w @S <awNetCancelConnection2w=] =

<malware. ancelConnect

.TEXT: 01284592 malware.exe: $4592 #3C92

WWoump:  @Mpump2 WMoump3  WHoump4  WMpumps @D wawhi  Ixellocals Y stnct 0
A e | uav laerrr i - || DE4AFIC4

Figure 124

The binary uses the credentials from the “accs” field to connect to a network resource (see figure
125). We believe these credentials were specific to the impacted company.

- 6A 00 push 0 XB7SW_B O xB7SW_C3 O xB7SwW.C2 O
. FF 37 push dword ptr ds: Eem] XBTSW_C1 0 xB7SW_CO 0O xB7SW_ES O
- FF 77 04 push dword ptr ds:[edi+4] XB7SW_SF 0 Xx87SW_P 0 x87SW_U 0
. 56 ush esi Sw 7 0 ¥A7TSW 0 0
||E 17 g 2 FF 15 70 4E 29 01 &Iil dword ptr dsi[<awNetAddConnection2w:] v | —
RR DA W ehy . eax -
: ; = ;s e <& # [T

espl O4AEGCS0

—— 1

ptr 94E70 <ma [ onnectionZw=]=<mpr. onnectioni 2: [espr4] 04B58934 L"Goldsuno7s"
3: [esp+8] 04855900 L" ﬂsr\_:annany\\mi nistral
4: [esp+c] oooooooo o

. TeXT:012848E0 malware. exe: $48ED #3CED

@Wourp1  $houwmp2 WHDump3  YNDump4  HDumes @ watchi  (x-llocals 2 Stuct e [
T “ I 0G4AF9EOQ | 04858900 | L"gsn_company\\administrator”
7 - L ~ | DB3AFaE4 | 00000000

L AL S

Figure 125
We continue with the analysis of the main thread.

The process obtains the path of the executable via a function call to GetModuleFileNameW:

57 push edi XB7SW_C1 0 xB7SW.CO O XxB7SW_ES 0O
56 push esi XBTSW_SF 0 XxB7SW_P 1 xB7SW_U o
6A 00 ush 0 0_n lﬁ?qﬂ 4 N_xA7SW N n
FF 15 00 4F 29 01 &Hﬂ[mﬁ ptr ddsr[ﬁetﬂodu'leFi'leNm] e
mow r nrr e: Tehxl . ea
X SIS Er
ptr [01294F00 <ma e. &GetM eF1leNamew> nel3z. eFileNamen> 2 CSD14 OW}\?3U
3: esp+8] 00000106
STEXT: 01285812 malware, exe: $5512 #4C12 LB apic g
$oump1  WUDuwmp2 WWDump3  GSDumps  WEDumps @ watchi  [x-llocals ) Struct
A, e |uav lacrrr i - IIWm
Figure 126
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REvil deletes itself only after a reboot (0x4 = MOVEFILE_DELAY_UNTIL_REBOOT):

01284817 GA D4 push 4 XB7SW_C1 0 x87SW.CO O xXB7SW_ES O
012854819 57 push edi XETSW_SF O XB7SW_P 1 x87SW.U 0O
01284814 56 ush esi e SWZ7 0 xR7SWO 0
FF 15 C4 4D 29 01 dword prr ds:[<amoverileExw:]
ER Inush e=i

00000004
01284EF5 <malware.EntryPoint>

SText:i01284516 malware.exe: $4518 #3C18

Woump1  Wpump2 EDump3  SWDump4  EEDumps @ wathi  Iellocals 4 Struct
T

Addrace | uav lacrrr

Figure 127
The ransom note is displayed in figure below.

T

P ——

»> WRALE Bapgast

.
5 Your files wre smcrypued, amd cerrescly smeves!
B By whe ey, everyiRisy Le pes

le. Tou can check 1o eil Files cm your systes hes ssoension Dmlmguesil.
verel, Bt pes Seed e Deiiew er LARURSrILons, Julsrwies, ¥ee PSRN PelSES el Gets [SEVER) .

P

BTEET GETTing Danefy IF v do Bot do owf worl and lisbalities - nobody will BOR COCPEEATS VIER wr. JUN BOT LN OUF LATAE
To sheek Nde aBLIALY oF aning [liss, Tow showis oo Le i te pes cas Seanypl one [iie Fot Drwe. TRt Le our gestasties.
If pou will Mot COOPMTATS WATE CNT BIVLCE - EOr EF, LTS GOSN BOT mATtr. Bor pou will loss pour Time and SEta, CALSS JEFT W Bave tha provets key. In preCtios - time in msch more veluahls than momey.

15 3> Semsivive Dana

Sensitive et om pour mevwerk wes DOMSLOADES.
I yew DCHCT WANT yeus semsitive Ssts U6 be FOBLISNED La eur Bieg - yeu Rawe U8 sev guieRiy.

26 100 Tou ouls check our hisg, uSing Tor Boumer, JOSr dats could alresdy be pebiished B1Y
3 B et/ Bl ogmera T v Fadga el e L AT ew betieevaid i S sdihvrg brerdlpd . onien

Bana naiedes

» Bow Lo et aooe:

Baing & TOR browsss?
il Dewmiesd amd Lartai TOR Beewesr Trom WALe @Elel MUNRel/MRMIRElest.een’
I} Opem our webaite: pes— s oS VR st T R I ST T SR AT
I Wman e SR Sud eBELLE, PUL The PAllVESD Sile U Ve MEGWD FRIRI

50 VlaaTealilafal el Sie TN I Eramiit edr «S TR SR S ipe
et Ads B e L8 T+BEG T W §CheBaun SO ] WAAE TV
Aoy in 3 R L —

EFK LT R 18 TOr e 10 o Thes F 180 PR3 T niecXs
e G B A VN DR S C ARG DL O
e e T
FAT Yl EYLIEM B pgar
T FS Dy Y Bma ety

BA STV TR ca LE PRV £ S ST TR,
27 ot/ qiileSNerEEL ] ST TRARYYE ALV ey

Figure 128

The algorithm that would be used to encrypt files is Salsa20:
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vy

.text:01287F10
.text:01287F10 loc_1287F1@:
.text:01287F10 add eax, ecx
.text:01287F12 rol eax, 7
.text:01287F15 xor ebx, eax
.text:01287F17 mov [ebp+var_3C], ebx
.text:@1287F1A lea eax, [ebx+ecx]
.text:01287F1D rol eax, 9
.text:81287F20 xor [ebp+var_1C], eax
.text:01287F23 mov eax, [ebp+var_1C]
.text:01287F26 add eax, ebx
.text:01287F28 mov ebx, [ebp+var_24]
.text:01287F26 rol eax, @Dh
Ltext:01287F2E xor ebx, eax
.text:01287F30 mov eax, [ebp+var_1C]
.text:01287F33 add eax, ebx
Jtext:@1287F35 mov [ebptvar_24], ebx
.text:01287F38 rol eax, 12h
.text:01287F38 xor ecx, eax
.text:01287F3D mov ebx, [ebp+var_20]
.text:01287F40 mov eax, [ebptvar_g8]
.text:01287F43 add eax, edx
.text:01287F45 rol eax, 7
.text:@1287F48 xor ebx, eax
.text:@1287F4A mov eax, [ebp+var_8]
.text:01287F4D add eax, ebx
.text:01287F4F mov [ebp+var_20], ebx
.text:01287F52 rol eax, 9
.text:01287F55 xor [ebp+var_18], eax
.text:@1287F58 mov eax, [ebptvar_1@]
.text:01287F56 add eax, ebx
.text:01287F5D mov ebx, [ebptvar_28]
.text:01287F60 rol eax, @bh
.text:01287F63 xor edx, eax
.text:01287F65 mov eax, [ebp+var_l0]
.text:01287F68 add eax, edx
.text:01287F6A rol eax, 12h
.text:01287F6D xor [ebp+var_8], eax
.text:01287F70 mov eax, [ebptvar_4]
.text:@1287F73 add eax, ebx
.text:01287F75 rol eax, 7
.text:01287F78 xor lebo+var 141. eax

Figure 129

Thread activity — sub_1284468 function

The executable initializes the COM library for use by the thread:

53 push ebx XB7SW_SF 0 X875W_P 0 Xx87SW_U o
53 ush ebx SW 7 0 YR7SWD 0
FF 15 A8 4F 29 01 1 dword ptr ds:[<aCoInitializeexs] o | ——
RE €N TAST PAN.PAY Defa "Wd) |~ Inbock
& 00000000 | =
.CoInitializeEx> : 00000000
3: 01284468 m}wnre.mzsuaa
.Text: 01284478 malware. exe:$4478 #3878 LSSPC] 01284168 malware. 01284368

Woump1  @owmp2 @hoump3  @oumpd  @Dumps @ watch1  b-lloclls Y Struct OE1E S| 00000000

Figure 130

The CoCreatelnstance APl is used to create an IWbemContext Interface with the
{674B6698-EE92-11D0O-AD71-00CO4FD8FDFF} CLSID:

xB7Statusword 0000

50 push eax

63 30 DO 0 push malware. 1280030 XBTSW_B O xB7SW_C2 O xBTSW C2 O
6A 01 push 1 XB7SW_C1 0 XB7SW_CO 0 xB7SW_ES 0O
53 push ebx XETSW_SF O XBTSW_P 0 XB7SW_U O
68 60 DO 28 01 ush malware. 1280060 XEZSM 00 XA7SW 7 N xATSW O 0
FF 15 44 4F 29 01 dword ptr ds:[<4CoCreateInstance>]

RE €N TeasT sax.pax

ptr [01294F44 <malware.iCoCreatelnstance:]=x e.CoCreateInstances
-text:0128449F malware.exe: $449F #389F

WWoump!  @oump2 WMoump3  WhDumpd  Whoumps @ watch1  Ixellocals ) Struct

Figure 131
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The ransomware retrieves information about the current system by calling the
GetNativeSystemInfo routine:

50 ush eax g |W9‘!ﬂ. 0_xATSW ¥ 0 xATSW D o
FF 15 ES 4E 29 01 dptridss[<aGetNativesystemInfox] v [ —
EEN) XOF AN SAN

Default (stdcall) v [5 2] 00 unlock

>
esp] OGLlEFACS
O07Bl6FE
00000000
A400CBET
| wm m = am = - am = o o _ IEIEER 0616FACS |

Figure 132

The binary uses the IWbemContext:SetValue method in order to create/overwrite a context
value:

push edx 2 ] e
push ebx

x875tatusword 0000

lea edx,dword ptr ss:fespr74] X87SW_B 0 XB7SW.C3 0 XNB7SWC2 O
mov ecx,dword ptr ds:[eax] XB7SW_C1 0 xB7SW.CO O x87SW_ES O
push edx . XB7SW_SF O X87SW_P 0 XB7SW.U O
ush eax 7SW 7 0__xB87SW D 0

dword ptr ds:[ecx+20] 0
* |5 L] unlod

Tea pax.dword nre ==:Beznsznl
8
0G61EFBSC L" _ProviderArchitecture”
esp+8] 00000000
esp+C] 061EFB20

-TEXT: 01284500 malware.exe: $4500 #3900

“oump:  @Hpump2  WHoump3  WHDump4  $Moumps @ watchi  Ielloals ) stuct
Address | Hex |asc1x 1 "
061EFB20 |03 00 00 00|00 00 00 00|40 00 00 00|00 00 00 00|R....... [ FErraar

Figure 133

The process creates a Wbemlocator object with the {4590f811-1d3a-11d0-891f-00aa004b2e24}
CLSID:

50 push eax xB7Statusword 0000
65 10 DO 28 01 push malware.1280010 XBTSW_B 0 xXB7SW_C3 0 Xx875WC2 O
68 01 44 00 00 push 4301 XB7SW_C1 0 XxB7SW_CO 0 XB7SW_ES 0
53 push ebx XB7SW_SF O XB7SW_P O XB7SW_U O
68 50 DO 28 01 ush malware.128D050 Sw 7 N xA7SW 0 n
FF 15 44 4F 29 0} dword ptr ds:i[<aCoCreateInstances] v | —
PaY. pAX || pefaut etdcal) 1[5 2]0J Urioch

ptr 94F44 <malware.&CoCreateInstances e.CoCreateInstances 00000000
00004401

-Text: 01284530 malware.exe: $4530 #3930 — Sttt

WWoumpt  @hoump2 Whoump3  Whoump4  Wbumps @ watch1  Ivellocals ' Stuct
Address | Hex ASCIT
01250050|11 F& 90 45[3A 10 DO 11[39 1F 00 AA[00 4B 2E 24|.9.E

o 061EFAES| 01280010 | malware, 01280010
0K S| OB1EFAEC

Figure 134

The malicious file connects to the local “ROOT\CIMV2" namespace and retrieves a pointer to an
IWbemServices object:

Bush dword ptr sz:fespeic XErz 3 Eptyy  NeTves 3 (Empiy)
WOV edx,dword pTr ds: [ecX X87TW_4 3 (Empty) X87TW.5 3 (Empty)
push eD!'( XBTTW_6 3 (Empty) uBTTW_7 3 (Empty)
push ebx
push ebx x87Statusword 0000
push ebx XETSW_BE O XB7SW_C3 O xB7SWCZ O
push ebx XETSW_C1 0 xB7SW_CO 0O XBTSW_ES O
nus: eax e XBTSW_SF 0 XB7SW_P 0O xB7SW_U O
sh ec XAT W
R e PR E AISL0_ O xa7sw 70 xAzswn 0
TART pax.eax ;" Defauit (stdcal) . DIII
esp] 00778070
dword ptr [edx+C1=[6C581008 * +X1"]=wbemprox.6&C582820 esp+4] 007B503C L"ROOTY\CIMV2"
esp+8] 00000000
+C1_00000000
.Text: 01284582 malware. exe: $4582 #3982 |t i
@Woup1  WWoump2 Hoump3s  @Woump4  Wlbumps @ watch1  Ieellocals 4 Struct
Address | Hex A
0G1EFB44 52| 00 4F O0|4F 00 54 00[5C 00 43 00|49 00 4D 00
O61EFBS4 |56 00 32 00|00 00 00 00|5F 00 5F 00|50 00 72 00
061EFB64|SGE 00 76 00(69 00 64 00|65 00 72 00|41 00 72 00
061EFB74|63 00 68 00|§9 00 74 00|65 00 63 00 bd
061EFB84 |72 00 65 00|DO 0O 00 00|00 00 00 00|00 00 0D DO

Figure 135
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The CoSetProxyBlanket function is utilized to set the authentication information that will be
RPC_C_AUTHN_WINNT,

used to make calls on a proxy (OxA =

RPC_C_AUTHN_LEVEL_CALL, Ox3 = RPC_C_IMP_LEVEL_IMPERSONATE):

push ebx
push ebx
push edi
push edi
push ebx

push ebx
push &
push dword ptr ss:fesp+30j

- gy g

XBTTW_6 3 (Empty)

xB7Statusword 0000
X87SW_C3
XETSW_CO
XB7SW_P

XB7SW_B O
XETSW_C1 0
XB7SW_SF 0

0Ox3

Ra—

XSTTW7 3 (Empty)

€all dword ptr ds: [<&CosetProxyslankets]
TAET AAN . PAY

-TexT: 01284599 malware. exe: $4599 #3999

9% Dump 1

Address | Hex
OG1EFB44 |58] 00 4F O0|4F 00 54 00|5C 0D 43 00|49 00 4D O0|R.0.0.T.
O61EFBS4 |56 00 32 00(00 00 00 0O0|SF 00 5F 00|50 00 72 00(V.2.....
061EFBE4 €9 00 64 00|65 00 72 00|41 00 72 00|o0.v.i
061EFB74| 63 00 66 00|§3 00 74 00(65 00 63 00|24 00 75 00|c.h.1.

GYDump2 W Dump3 e Dump4 B4 Dump S

Figure 136

The malware executes the following query in order to pull a list of shadow copies stored on the
local machine:

7 57 push edi XBSIW_6 3 LEMPTY) MESW_S 5 (EMPTY)

B8 53 push ebx

9 64 30 push 30 xBTStatusword 0000

B 88 11 mov edx,dword ptr ds:[ecx] XBT5W_B 0O xB75W_C3 0 x575W.C2 O
310 s0 push eax XB7SW.C1 0 x87SW_CO 0 XxB7SW_ES 0O

E 56 push esi XB75W_SF 0 xB7SW_P 0 xB7SW_U 0O

F 51 push ecx 00 _xA7SW Z 0 xA7SW D 0

FF 52 50 call dword ptr ds:[edx+50] v =
cn TAST pAY.PAN Default (stdcal) = IEID %

dword ptr [edx+50]=[fastprox.&C1F1500]=Fastprox. 6C21FF30

. TEXT:01284620 malware. exe: $4620 #3A20

Figure 137

The ID of the shadow copy is extracted using the Get method:

308
007E2014 L™
0OTELDSC l."seiect * from win32_shat
00000030

oump1  oump2  WHoump3  @HDump4  WNDumps @ watch1  Ikellocals & Struct LWL

Addr |mu i | OBLEFAED 5C | L"select * from win32_shadowCopy™
OG1EFB20|SF 00 51 00(4C 00 00 00|40 00 00 00|00 00 00 0O N Q L L - 30

061EFB30|C0 0C 05 77|23 00 00 00|02 02 00 00 A..w#. ... DY

3 AB/IW_4 3 \EMPLY) RS/ IW_> 3 LEMPLY)

- Sl X87TW_6 3 (EmPTy) X8TTW_? 3 (Empty)

s2 push edx e

88 08 mov ecx,dword pur ds:[eax] e x87Statusword 0000

D 54 24 34 Tea edx,dword ptr ss:fespr3sll XB7SW_B 0 XB7SW_C3 0 X87SW.CZ O
push ebx X87TSW_C1 0 xB7TSW_CO 0 XxB7SW_ES 0O

52 push edx e XBTSW_SF 0 xB7SW_P 0 xB87SW_U O

50 push eax xA7SW 00 xA7SW Z 0 xAZSW D 0

FF 51 10 €all dword ptr ds:[ecx+10] e

RS €0 TeTr AAw.AAX

esp] 4

esp+4] O61EFB1S L"1d"
esp+8] 00000000
esp+C] OGLEFB30 <aRtluserThreadStart>

-TeXT: 01284667 malware.exe:$4667 #3467

4% pump 1 @ watch1  Ix=lLocals ¥ struct
Address | Hex | AscIT
OG1EFB18 |68 00 64 00|00 00 00 00|57 00 51 00 4C 00 00 00 rﬂ
DSIEFBZQ 40 DO DU 00 UCI UD DD OD 3 UU UU DO @,

$50ump2 GG 0ump3 SN Dump4 G Dump 5

Figure 138

Each shadow copy is deleted via a function call to IWbemServices::Deletelnstance:
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53 push ebx
FF 74 24 1C push dword ptr ss:[esp+ic x&7statusword 0000
88 11 mov edx,dword ptr ds:[ecx XB7SW_B 0 XxB7SW_C3 0 xB7SW.C2 0
53 push ebx XB7SW_C1 0 xB875W_CO O xB7SW_ES 0
50 push eax e XB7SW_SF 0 Xx87SW_P 0 XxBTSW_U O
£ &l o e ———
FF 52 ﬁ o ?lﬂl‘ﬂ ptr ds:[edx+40] - | ——
AN mish A0 . Defaull (! l) = D %

fesp] 0077E308

esp+4] 00B0E124 L“win32_shadowCopy.ID="{F.
esp+a] 00000000

esp+C| 00TBLlEFE

-Text:012846F1 malware. exe: S46F1 #3AFL

)

Woumpt  @hoump2 Whoump3  Whoump4  WDumps @ watch1  Ivellocaks 4 Stuct

L"Win32_shadowCopy. ID="{F4276D1F-D326-48¢

Address | Hex A

0080E124 |57 00 69 DO[6E 00 33 00|32 00 SF 00[53 00 68 00 .5.h.

O0B0DE134 (61 00 64 00 27 43 00 6F 00|Z Py

0080E144 | 2E_00 43 00|44 00 30 002700 78 00|46 00 34 00 .. F.4. malware. 01284468
O0BDE1S4 |32 00 37 00|36 00 44 00|31 00 46 00(2D 00 44 00 .=.D. OCLEFAFS

0080DE164 |33 00 32 00|36 00 2D 00|34 00 42 00(36 00 32 00 -6.2. O61EFAFC

O0B0EL74 (2D 00 39 00|37 00 30 00|44 00 20 00(46 00 45 00 .F.E. OG1EFBO00

00BODE184 |41 00 46 00|46 00 30 00|30 00 31 00(42 00 42 00 .B.B. OE1EFE0S | DO7TEZ08

O0DSODE194 |43 00 31 00|70 00 27 00|00 00 AD BA|AB AB AB AB taaua ey nns g o e

Figure 139

Thread activity — sub_12841D3 function

ColnitializeSecurity is utilized to set the default security values for the process (0x3 =
RPC_C_IMP_LEVEL_IMPERSONATE):

s e ymmpeag g s Seem w g g
éz ::;: :ET X87TW_2 3 (Empty) xB7TW_3 3 (Empty)
e push eci X8TTW_4 3 (Empry) X87TW.S 3 (Empty)
£g push esi x87TW_6 3 (Empty) xB7TW_7 3 (Empty)
GA 03 push 3
56 push esi x@7statusword 0000
56 push esi XB7SW_B O X875W.C3 O XB7SW.CZ ©
56 push esi XE87SW.C1 O XB87SW.COD O X87SW.ES O
64 FF push FFFFFFFF x87SW_SF 0 xB87SW P 0 x87SW U O
56 ush esi Sy 2 | XATSW O 0 _xA7SW. 7 0 xATSW D 0
FF 15 9C 4D 29 01 dword ptr ds: [-caioznn;a'lizese:uﬂtyﬂ v [— —
AN 45 FR Tsa sax . dward nrr ==:Bshn-sl 5 Default (stdcal) B '3';Dl
1: [es 00000000
dword ptr [D1294D9C <malware.&CoInitializesecurity>]=<combase.CoInitializeSecurity> esprd] FFFFFFFF
esp+8] 00000000
esp+C] 00000000
.TeXT:012841FF malware.exe:$31FF #35FF

@Woump1  @bump2 Hoump3  WDumps  WHouwmps @ watch1  bellocals ) struct

ASCIT | ~
00 DO]00 DO 00 00]00 00 00 00| H.
00 00|00 00 00 00 .

o
o
o
-]
]
-]
Q
o
9
<]
o
-]
gﬁt
=]
9
o
o
o
o
-]

Figure 140

The binary creates a WbemlLocator object with the {4590f811-1d3a-11d0-891f-00aa004b2e24}
CLSID:

. 50 push eax AG/IM_D 3 LSWMLY)  AS/ I 3 LGmMLYJ
. 65 10 DO 25 O push malware. 1280010

. 33 DB nor ebx,ebx x87StatuswWord 0000

. 43 inc ebx XB7SW_B O xXB7SW.C3 0 x87SW.C2 O
. 53 push ebx XB7SW_C1 0 XB7SW_CO 0O xB7SW_ES O
. 56 push esi XSTSW_SF 0 XSTSW_P 0 x87SW_U 0O
. &3 50 DO 0. ush malware. 1280050 | xR7SW 0 0 xRTSW 7 0__xR7SW D 0
- FF E‘B}ﬂ_ﬁ hﬂ dword ptr ds:[<acoCreateInstances] v

. A% 0 TRST PaY.PAX

e.CoCreateInstance>

-Text: 01284218 malware.exe: $4218 #3618

WWoump!  Upump2 WWDump3  WhDumpd  Whoumps @ watch1  Iellocals 5 Struct

01250050 |11 F8 90 45|3A 1D DO 11(89 1F 00 AA[00 48 2E 24

Figure 141

The process connects to the local “ROOT\CIMV2" namespace and retrieves a pointer to an
IWbemServices object:

o i
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Figure 142

pUshyear X87Tw_2 3 (Empty) x87TW_3 3 (Empty)
1 X87TW_4 3 (Empty) x87TW_5 3 (Empty)
'pnﬁ:ne:);‘;mrd Liar . H2 ] XBTTW_E 3 (Empty) ¥B7TW_7 3 (Empty)
ush esi
gusn esi x875Tatusword 0000
push esi XB7SW_B O xB7SW_C3 0 xB7SW CZ O
push esi X87TSW_C1 O Xx87SW_CO 0 XB7SW_ES O
push edi e XB7SW_SF 0 XB7SW_P 0 XB7SW_U o
ush ecx XB7SW 00 XA7SW 7 xBTS D 0
EI'.I:[- dword ptr ds:[edx+C]  [— —
ST ALIE Y | Defaut (stdcal) » |[s 1] unlock
esp. 1z
00785194 L ROOT\\CIMVZ"
00000000
00000000
-TeXT: 01254274 malware. exe: $4274 #3674
Woump!  WhDump2 WeDump3  WMDump4  WDumps @ watth1  Ixellocals 4 Struct
Address | Hex ASCIT ~
52| 00 4F 00|4F O0 54 0O(S5C 00 43 00|49 00 4D O0|R.0.0.T.%.C.I.M.
OGOEFSCC |56 00 32 00(00 00 00 00|00 00 00 00|00 00 00 00|V.2
060EFSDC | 00 00 00 00(00 00 00 00(00 00 00 00|00 00 00 00| ...
0G0EF2EC rd 00 00 00 00 &0 T.8v
O0B0EFSFC |00 00 00 00 6|88 GA F9 B1|50 FA OF 06 .Pl..

CoSetProxyBlanket is utilized to set the authentication information that will be used to make
RPC_C_AUTHN_LEVEL_CALL, 0x3 =

calls on a proxy (OxA = RPC_C_AUTHN_WINNT, 0x3
RPC_C_IMP_LEVEL_IMPERSONATE):

edl
edi
push 3
push 3
edi
edi
push A
dword ptr ss:[febp-4]

dword ptr ds:[<4CoSetProxyslankets]
PAY . PAY

X8/IN_4 3 (EmMPTY)
X87TW_6 3 (EmptTy)

x875tatusword 0000

XB7SW_B 0 x87SW_C3
XB7SW_C1l 0 xB75W_CO0
XB7SW_SF 0 X87SW_P
XBA7SW O 0 XBTSW 7

XE/IW_S 3 (EMPTY)
XBTTW.T 3 (Empty)

XBTSW_C2 O
XB7SW_ES O
XB7SW_U O
XB7SW D 0O

= |[5 1510 unlod

.TexT:01284293 malware.exe:$4293 #3693

TF490
00000004
00000000
00000000

1]

49 00 40 00 |R.0.0.T.%.C.I.M.
00 00 00 00|V.2 Er
00 00 00 00

0GOEFSCC |56 00 32 00|00 00 00 OO
0G0EFS0C | 00 00 00 00|00 00 00 00
060EF9EC i

00 00 00 00
00 00 00 00

Figure 143

REvil creates an IlUnsecuredApartment
{49bd2028-1523-11d1-ad79-00c04fd8fdff} CLSID:

- 50 push eax
- 68 40 DO 28 01 push malware. 1280040
. 6A D4 push 4
. 57 push edi
68 70 DO 28 01 sh malware.1280070
FF 15 44 4F 29 01 1 dword ptr ds:[<acCocreateInstances]
L AR 4 FC mov acx.dward nre ss:Bahn-al

WWoump1  @Hoump2  @Hoump3  Houmps  EHoumps @ watthi  bellocals g stuct
Address ‘Hm ASCIT -
OG0EF9BC |S2] 00 4F OO|4F 00 54 00|5C 00 43 00D

Interface

xB7S5tatusword 0000
XB7SW_B O
XE7SW_C1 O xB75W_CO
XB7SW_SF 0

with the
XB7SW_C3 0 xB7SwW.C2 O

0 XB87SW_ES O
XB7SW_P 0 XB7SW_U (1]

0 XA7SwW N 0

| XB7SW 0O 0 __XBE7SW 7
=

ptr [01294F34 <malware.&colreatelnstances)=<c e.Cotreateinstances

LTexT: 01284200 malware.exe: $4200 #3600

Woumpl  @Moump2  @WDump3  Woumps  eDumps @ watchi  bellocals 5 Struct
Address | Hex ASCII |
0128007028 20 BD 43[23 15 D1 11]AD 79 00 CO4F D& FD FF| ( %I#.N..y.AOOYY

Figure 144

The executable runs a query to extract the new process events:
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01284379 75 F4 sh dword ptr ss:ebp-C e e e T e e S
0128437C i FC [l Lt il et L= XBITWCA LS EUEMI TV B8 XETTWCS 33 EaITy)
0128437F mov &b eax x8TTW_6 3 (Empty) x8TTW_.7 3 (Empty)
01284381 7 push edi

01284382 push 80 x87Statusword 0000

01284387 3 push ebx X6TSW_B 0 X87SW.C3 O X87TSW.C2
01284388 mov_edx,dword ptr ds: [ecx] XB7SWC1 0 X87SW.CO O XS7SW_ES
01284384 push esi XSTSW_SF O X8TSW_P O XS7SW_U
01284388 push R7SW 7 0

lea pax.dword ntr ss:

esp+4] 007B5194 L wQL"
esp+8] 0080150C LVSELECT = FROM __Instanc
00000080

&5
-Text:0128438C malware.exe: $438C Sic

@oump2  @HDump3

4C 00 45 00
52 00 4F 00

DGOEFB4C

OG0EFES0| 01284103 | malware. 01284103
OEDEFES 4 | 00000023

| DEOEFSSE| 00000202

|| 06OEFSSC | OBOEFAG4S

| OE0EFEE0 | 00000028

OG0EFE64 | 0000027F

Li00 7300 2

€5 00 €1 00 OGDEFE45| D12841D3 | malware.012841D3
6!

{

88888888388

0080167C 63 00 &5 00

Figure 145

Another query is used to retrieve the service modification events:

@ 012843CE oo push 0

o | 01284300 80 00 00 00 push 80 x87statusword 0000

@ J 01284305 7 push edi XKE7SW_B O XB7SW.C3 0 xB7SW.C2 0O

e 01284306 88 11 mov edx,dword ptr ds:[ecx] XB7SW_C1l 0 XB7SW_CO O xB7SW_ES O

®| 01284308 push esi KBTSW_SF O XB7SW_P O xB7SW.U O
R7SW O 0y RTSW 7 0N XR7SW D 0

@ (01254309 push ecx
. 52 5 :

v
5 |Default (stcall) ~ |[s 15[ unock
espr4] 007B5194 LWaL"
esp+8] D0B016B4 L"SELECT * FROM __Instanc:
esp+C ] 00000080

WWoump3  @pump 4

4C 00 45 00(43 00 54 00
52 00 4F 00(4D 00 20 00

A

OGOEFE48| 012584103 [ malware. 01254103
DE0EFB4C | 00000000
OGOEFE50| 01284103 | malware. 01254103
DEDEFB5 4
DGOEFB58
DEDEFB5C
DG0EFBE0

|| 060EF8E4

J| 0GOEFBES

nenceses | AnsAARAR

SEnamEas

00801754
00801764

3| 00
00
00
00
00
00
00
00
00
00
00
00

Figure 146

The ransomware obtains a pseudo handle for the process using GetCurrentProcess:

nush say

dword pt malware. urrente : 3 [ esp+4] 01284103 malware.012841D3
2841D3 1] 2841D3
s, 01284103 malware. 01284
.TEXT:01284401 malware.exe: $4401 #3801 AL espICiio2Bar03 Al e

Figure 147

The current thread waits until the process is in the signaled state:

012843FF
01284401
01284407

XB7SW_C1 0 X87SW_CO O XxB7TSW_ES O

x87SW_SF 0 XB7SW_P O Xx87SW U O

ATSW 00 ATSW 7 0 xATSW D 0
FFI

~ [s 2100 unod
FFFFFFFF

01284103 malware.012841D3
00000000

sh FFFFFFFF
E dword ptr ds:[<&GetCurrentProcess>]
push a)( _

d ptr dsi[<awaitrorsingleobject>
mov eax . dword atr s<:Behn-20

.Text:01284408 malware. exe: $§4408 #3808

@Woump1  @Hoump2  loump3  @Moump4  WMDumps @ warchi  bellocals 4 Stuct

Figure 148
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There is a call to IWbemClassObject:Get that extracts the Targetinstance property:

.TexXTt:01283D56 malware. exe: $3D56 #3156

56
FF 50 10
RE i

push edx
push edx
push ecx
push edx
lea ecx,dword ptr ss:[fesp+1s5s]
push ecx

push esi
€all dword ptr ds:[eax+10]

TAST sax.sax

RSSIW_B 3 LEMPLY)

x87StatuswWord 0000

XETSW_B O xB7SW_C3
XB7SW_C1 0 xB7SW_CO
XBTSW_SF 0 X&7
| xR7SW 00 _xAT

Sw_P
w7

RSSIM_s 3 LEMPLY )

0 xB7SW.C2 O
0 XB7SW_ES O
0 XB7SW_U ©
0N__xA7SW 0 v}

S 0umpl @S Dump2  §4Dump3

@ watch1  Peellocals 5 Struct

Address | Hex
0113E4A0 |54 00 61 00|72 00 &7 00
0113E480| 73 00 74 00(61 00 &6E 00

ASCIT |
&5 00 74 00(49 00 6E 0O(W.a.r.g.e.t.I.n.
00 0D A3|S.T.A.N.C.e....f

Figure 149

>[5 50 unlosk
e

rance::
TargetInstance”

The ransomware retrieves the user name and domain name under which a process is running

using the GetOwner function:

sesssssBRRERS

T

push o

push eax
XOr eax,eax
mov ecx,dword ptr ds:[esi+C]
push eax

push eax

push eax

mov edx,dword ptr ds:[ecx]
push edi

push dword ptr ss:[fesp+es]
push ecx

€all dword ptr ds:[edx+60]

TeST PAY.AAN

3 (Empty)
X87TW_2 3 (Empty)
XBTTW_4 3 (Empty)
x87TW_6 3 (Empty)

x875tatusword 0000
X87SW_B O x87SW_C3
XB7SW_C1 0 xB7SW_CO
X8TSW_SF 0 X87SW_P

X87TW_1 3 (Empty)
X87TW_3 3 (Empty)
XB7TW_S 3 (EmpTy)
X87TW_7 3 (Empty)

0 x875W.C2 0
0 XB7SW_ES 0O
0 x87SW_U 0
N _xR7SW D 0

~|[s 200 unlock

007TE308

pEr =[fastprox.6C1815

-Text: 01284029 malware. exe: $4029 #3429

@eDump2 4 Dump 3

‘AsTProx. 6C187ECO

@ watch1  Ivellocals 4 Struct

esp.
esp+4

esp+C] 00000000

00 5C 00(44 00 45

00 5C 00(72 00 &F
00 4D 00(56 00 32
00 32 D0O(SF 00 SO

00 30 00(22 00 33 00(39 00 33

| Asc1z
00| N-%-D.E.5.K.T.0.
- —
00|0.\.r.o.0.t.\.C.
00| I.M.V.2 W n
003
00|s.
0ol e.

Figure 150

t: \\\p:sqw—_\\rwt\\cm:win:z.

oosooooc L™\\\\DEsSKTOP - \\r o
esp+8] 008000A4 L"GeTOwner™

malware. 01293804

Using a similar function call as presented in figure 149, the malware extracts the username, the
user domain, and the process name.

REvil Kills all running processes specified in the “prc” field from the configuration using the

Terminate function:

ssssssssssss

push edx

push edx

push dword ptr ss:febp-4
mov eax,dword ptr ds:[eax+C]
push edx

push edx

push edi

push dword ptr SS:[eDD'SU}
mov ecx,dword ptr ds:[eax
push eax

call dword ptr ds:[ecx+60]
mov Ael. AN

Aorim_w 2 yewpLyy
XB7TW_2 3 (EmpTy)
x87TW_4 3 (Empty)
X87TW_6 3 (Empry)

x875tatusword 0000

XB7SW_B 0 XB7SW_C3
X87SW_C1 O xB7SW_CO
XBTSW_SF 0 XB7SW_P

Ao im_a
XBTTW_3
XBTTW_S
XETTW_7

LEmpLY )
(Empty)
(Empty)
(Empty)

W W

0 xB7SwW_C2 O
0 xB7SW_ES 0
0 XxB87SW.U 0O
0__xR7SW 0 0

»|[5 13100 unlock

ptr

.Text:01283883 malware.exe:$38583 #2F83

ecx+60]=[FasTprox. 6C161510]=Tastprox. 6C187ECO

WeDump2 % Dump 3

@ watch1  Ix=llocals 4 Struct

ebp+14] 00000001

44 00

'é‘. SecurityScorecard

45 00(53 00 4B 00
72 00 &F 00
00 4D 00|56 00 32 00|3A 00
00 32 OO(SF 00 S0 00(72 00

0| ZE 00 48 00
00840854 |65 00 3D 00(22 00 33 00|35 00

Figure 151

L"Terminate"

L Getowner ™

L™\\\\DESKTOP - [\ \F 00T\ \CIMV2: Wi n32.

malware.012934F4
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The services specified by the “svc” field that can be found on the system are stopped using

StopService:
- AQI I 3 \EWMLY ) AQIN_2 3 LEmpLY S
3; ::gn :g: X87TW_4 3 (EMPTy) X87TW_5 3 (EmpTy)
§2 push edx XETTW_E 3 (Empty) x87TW_7 3 (Empty)
88 08 mov ecx,dword ptr ds:[eax]
52 push edx xB7Statusword 0000
52 push edx XETSW_B O xXB7SW.C3 O xB7SW.C2 O
57 push edi e X87SW_C1 0 x87SW_CO O xXB7SW_ES 0
FF 75 E8 push dword ptr ss:[febp-15] L XBTSW_SF O XB7TSW_P O XBTSW.U O
50 ush eax XR7SW O 0 XR7SW 7 0 NR7SWO 0
FF 51 60 1 dword ptr ds:[ecx+60] I, | —
: ( 3 AR FN mov esi.eAx % Default (stdcal) - @Duﬂoﬁ
e 1 TE308
dword ptr [ecx+60]=[fastprox.6C181510]=Fastprox. 6C187ECO H oo7pF2a4 LW\ \DEskToP-IR . r o
3: D0BOEGDC L"StopService™
4

- Text:01283C71 malware. exe: $3C71 #3071

@owmp2 Phoump3  Whoumps  @Houmps @ warhi  bellocals ) strue

" Wi
t_;}mr Aroot\\CIMVZ:Win32,

00 5C 00
00 20 00

22 00 74 00
61 00 60 00
007DF324|63 00 22 00

Figure 152

Running with the -smode parameter

The current user’s password is changed to "k$UOMFKsIV" by the malware:

50 push eax & RBsAM_B 3 \EMpLY ) RS AW_S 3 LEWPLY )
80 45 FC lea eax,dword ptr ss:[ebp-4] [

50 push eax e xB7Statusword 0000

&5 EB 03 00 00 push 3EB XETSW_B O XB7TSW.C3 O xE7SW.C2 O
8D 85 04 FC FF FF lea eax,dword ptr ss:flebp-3rcll XB7SW_C1 0O XB7SW_CO 0 XB7SW_ES O
50 push eax e XBTSW_SF O xXB7SW_P 0 XBTSW_U 0O
6A 00 push o W 0 _XR7SW O 0
FF 15 00 50 29 03 CElT dword ptr dsi[<aNetusersSetInfos] o

RE €N TAsT PAY.PAY e

~ 5 2100 uriod

Default (stdcall, EBP stack)

-Text:

01284868 malware.exe: $4B6B #3F68

)

WWoump! @pump2 WMoump3  Woump4s  @oumps @ watch1  Ieellocals Y Struct
Address | Hex !As:::: | ~
0113E824 |EQ EZ 12 01133 £9 12 012 B8 12 01193 F3 B0 00 /0¢...2.. [ -]

AL"KSUOMFKS1V™

Figure 153

The ransomware enables the Automatic Log-on by modifying the “AutoAdminLogon”,
“DefaultUserName”, and “DefaultPassword” values under the "SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon" registry key:

:Pebp+143 XE/IW_4 3 (EMPTY)  XE/IW_5 5 (EMPTY)
X87TW_6 3 (Empry) x87TW_7 3 (Empty)

s Qebp+10]

sbps108 x875tatusword 0000
XBTSW_B O XB7SW_C3
®XBT5W_C1 0 xB7SW_CO

:febp+5 [ XB7SW_SF 0 Xx87SW_P

: febp-4 W 7

:[<aregSetvalueExw:]

:Behn-al

xB75w_C2 O
XB7SW_ES 0O
XB7SW_U O
XBTSW O Il

poco

STEXT:01284AC4 malware. exe: $4AC4 #3ECH

$oump1  WMDump2 WHoump3  @HDumps  WMDumps @ watchi  Iellocals ) Struct
Address | Hex

0128F39AC 31| 00 00 00|41 00 3A 00(S5C 00 00 00
0128F9BC |63 00 72 74 00 5F 00

Figure 154
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XS/ IW_4 3 (EMPTY)  X8/IW_5 3 (EMPTY)
XB87TW_6 3 (EmpTy) x87TW.7 3 (Empty)

x875tatusword 0000

01284483 ss:febp+14]
01284AB6

01284485 ss:febpri0f
01284AB8 di

01284ABC XB7SW_B 0O xB7SW_C3 0 xB7SwW 2 O
01284480 XB75W_C1l 0 xB7SW_CO 0O xBTSW_ES 0O
D12B4ABE push dword ptr ss:[ebp+. XBTSW_SF 0 XB7SW_P 0 XxB7SW_U o

87 ) W F 0 xR7SW D 0

01254AC1 push dword ptr ss:flebp-

LA AL L L]

y  [pefaut (stacal, EBP stack) ~|[5 =10 urlosk

| € ] E728
ebDﬂ.D o11zes2¢ U'fll"
STEXT:01284AC4 malware. exe: S4AC4 | ebp+14] 00000008
$oump1  @Dump2  WHDump3 8% Dump 4

D113E638 |53 00 4F 00|46 00 54 00|57 00 41 0052 > +E.
0113E648|5C 00 4D 00(69 00 63 00|72 00 6F 00|73 00 .0.

Figure 155

AB/AW_S 3 LEMPLY ) RSN 3 LEMPLY )
X87TW_6 3 (EmpTy) XEFTW_7 3 (Empty)

x875tatusword 0000

01284483 push ss:ffebpr14)
01284AB6

01284ABS ss:febpr10f
01284488 i

01284ABC XB7SW_B O xB7SW_C3 0 xB7Sw C2 0O
01284480 XB75W_C1 0 xB7SW.CO 0 xBTSW_ES 0O
D12B4ABE dword ptr ebp+ XBTSW_SF 0 XB7SW_P 0 XB7SW_U o

= n_xA7SW D0

01284ACL p dword ptr

LA AL L L L L]

ebp-
dword pt d <dRegSetvalueExws
rwnrd nre ehn-al

bp+C]_00000000
bp-rﬂ 011357;2 L KSUOMFESIV"
.TEXT:01264AC4 malware. exe: S4ACH #3ECH 5P Doonos

WWoumpi  @oumpz @SDump3  @Noump4 EDumps

O113E638|53| 00 4F 00|46 00 54 00
0113¢648(5C 00 40 00|63 00 63 00

57 00 41 00(52 00
E23PORsEg00] Z3g00,

45 00| §.0.F.T.W.A.R.E.
[Ee500

Figure 156

The GetModuleFileNameW API is used to obtain a path of the executable file of the process:

XB7SW_C1 0 xB7SW_CO 0O xB7SW_ES O
XBTSW_SF 0 XB7SW_P O XB7SW_U O
R7SW () R7SW 7 0 XATSW D 0

0128580E
0128580F

dword ptr ds:[<aGetModuleFrilenNamew: —
mov dword ntr ds:lehxl.eax = I_E[Dm

. Text:01285812 malware. exe: $5812 #4C12
@oump1  @WDump2 WDump3  WMDumps  WHDumpS @B watch1  Ieellocals 5 Stuct

Figure 157

The binary opens the RunOnce registry key (0x80000002 = HKEY_LOCAL_MACHINE, 0Ox2 =
KEY_SET_VALUE):

0D128574A

B
xB7TW_4 3 (Empty) xB7TW_S 3 (Empty)
X87TW_7 3 (Empty)

01285748
0128574C X87TW_6 3 (EmpTy)
01285740

012857 4F x87Statusword 0000

01285750 xB7SW_B 0 xB7SW_C3 0 xBTSW.C2 O
01285751 XB7SW_C1 0 xB7SW_CO O xB7SW_ES O
01285752 XBTSW_SF O xB7 0 x87SW_U 0
01285753 A7 S [} A 0N__xA7SW 0 n

LA AL AL E L]

.TEXT:01285754 malware. exe:$5754 #4854

$pump2 ¥ Dump 3

65 00 00 00|44 00 65 00

Figure 158
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It establishes persistence by creating a registry value called “*aG951f":

i FF 75 14 push dword ptr ss:ebp+l4)

1 FF 75 10 push dword ptr ss:flebp+10 [ "3?5““5‘”?“ 0000

' FF 75 OC push dword ptr ss:febp+Cl NBTSW_B XB7SW_C3 0 xB7SW.CZ2 0O

' 56 push esi XETSW_C1 0 XETSW_CO O XBTSW_ES 0O

: FF 75 08 push dword ptr ss:|ebp+ S [ XB7SW_SF 0 XB7SW_P 0 XB7SW_U 1]

: FF 75 FC ush dword ptr ss:febp- L XB7SW O 0 _XR7SW 7 0 xA7SW D 0
|— FF 15 48 4F 29 01 dword ptr ds: mwsewa‘lueswa] o [— —

] FF_ 78 FC nush dwnrd nrr c=<:Beh -) Default (stdcall, EBP stack) >l[s k& DLHDd

H ek

users' [l \Deskto

.TEXT:0128576E malware.exe: $576E #4B6E

“oumpt  $HDoump2  $4oump3  @HDump4  BNoumps B wathi  bellecals & struct

Address | Hex | AscIT | ”

AX 0113E300 | 00000001
0113E6A4 |58| 00 4F 00|46 00 54 00|57 00 41 00|52 00 45 00(S.0.F.T.W.A.R.E. 0113E2D4 | 04855900 "c: Iu,’\\. ‘Dumﬂ\-. ware, exe"
0113E684[5C 00 40 00|63 00 63 00|72 00 6F 00|73 00 6F 00 }~'."~.‘-F_-'T'°-5,-°~| breereH bt R b Jeareoxe

Figure 159

The malware configures Windows to boot in Safe Mode (Ox5 = SW_SHOW):

BA 05 push s XBTSW_SF O XB7SW_P 0 XBTSW_U 1]

50 ush eax e L XB7SW (0 0 _xB7SW 7 0__XR7SW 0 0

FF 15 20 48 29 01 ¢ M:SHW ds:[aa;inixer.:] | o | ——

AN AG 20 FF FF _FF PR PAN. rd nrr =<:Behn-Fol Ir

5 | Default (stdcal, EBP stack) ~ |[s 15100 unlock
O080F394
nExec> |
.Text:01284E3F malware, exe: $4EIF #423F
’ 5 0113E7BS T /set {current} s

WWoumpt  @oump2 Woump3  Whoump4  Wioumps @ watch1  ellocals Y Stuct DI13E41c | 0ODODOOS

Figure 160

A new registry value called “*uTHNGD" is created under the RunOnce key. The process purpose is
to disable the boot in Safe Mode:

FF 75 14 ush dword ptr ss:[febp+14) S LSS L COPI Y A OSSR, ALY )
33 FF B e X87TW_6 3 (EmPty) X87TW_7 3 (Empry)
FF 75 10 push dword ptr ss:[febp+io] [

47 inc edi X87STatusword 0000

57 push edi XB7SW_BE 0 xB7SW_C3 0 xB7SW.C2 0
56 push esi " X87SW_C1 0 x875W CO O XxB7SW_ES 0
FF 75 08 push dword ptr ss:|ebp+g [ XBTSW_SF 0 XB7SW_P 0 x87SwW_u o
FF 75 FC Eusn dword ptr ss:febp-4 o o
FF 15 48 4F 29 01 dword ptr ds: «Reusetval ueExw>]

FF 75 FC nish dward nre cz:Bahn-20

STEXT:01284AC4 malware, exe: $4ACH #3ECH

5
YWoump!  oump2 @oump3  @Moumps  Woumps @ watch1l  velLocals # stuct
Address | Hex | ascIT
0113E748 |62l 00 63 00|64 00 65 00|64 00 69 00|74 00 20 00|B.c.d.
0113E758|2F 00 €4 00|65 00 6C 00|65.00 74 00|65 00 76 00|/.d.e

Figure 161

The process enables the SeShutdownPrivilege privilege in the access token using
RtlAdjustPrivilege (0x13 = SE_SHUTDOWN_PRIVILEGE):

. 50 push eax S xB7Statusword 0000

. [ push 1 XB7SW_B O xB875W C2 0 =x87SW L2 O

- 88 F1 mov esi,ecx XB7SW.C1 0 X87SW.CO O X87SW.ES O

L] €A 01 push 1 XBTSW_SF O xB7SW_P 0 XxB87SW_U o

L] 56 ush esi S 7 0_xATSW D 0
i FF 15 E8 4F 20 01 &Iﬂ dword ptridsi[<antladjustPrivilege:] v —

. RS €N THST pax.sax T Default I, EBP stack) = EDI

0080196C L™GetOwner
01293AF4 malware.D1293AF4
00000005

ptr [01294FES <malware.eRTIAGIUSTPrivileges RTIAGJuUStPrivileges

. TexXTt:012879BF malware.eéxe: $§798F #EDEF — _ -
> ) 00000013
Woump1  @pump2  @Hoump3  @Moumps  WhDumps @ wathi  bellecals g st 0113E404 | 00000001
R Iocu.iml oooooooz|
e o —] ~ 0113E40¢ 01138417

Figure 162
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The NtShutdownSystem function is utilized to shut down the system:

H s |oi2s84E06] GA 01 push 1 | x87SW 0 0 XA7SW Z N NRTSW N 0
e FF 15 8C 4E 29 01 call dword ptr ds:[<&NtShutdownSystems] ([
L . PRAF1AI W CO AOr PAN . PAY -
2 5 r!‘a\lt(shdc:l,a’sb’d;)‘ >[5 %[ uniodk
ptr [01294E8C <malware.&NTShut tems]=<nt «NTshut stems |'2; gbpq.ca 01293804 malware.01293B04
| 3: egn«m] 00000000
4: [ebp+1l4] 00000001
- Text:01284E10 malware.exe: $4E10 #4210 == 'p. — s ———)
s _ = o B = = i IFFFERSTE 00000001 |
Figure 163

Running with the -silent parameter

In this case, the ransomware doesn't create the threads that run sub_12841D3 (responsible for
stopping the processes/services) and sub_1284468 (Volume Shadow Copies deletion).

Running with the -path parameter
The malware only encrypts the directory passed as a parameter.

Running with the -nolan parameter

The network shares are skipped by the ransomware because the sub_1287677 function is not
executed.

Running with the -nolocal parameter

Whether it's running with this parameter, the binary doesn’t encrypt the local drives.
Running with the -fast parameter

The process only encrypts the first MB of the file.

Running with the -full parameter

In this case, the whole file is encrypted.
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Indicators of Compromise

Mutex

Global\8D87239A-846D-CDIA-FIC2-8B6763B3B04F

REvil Ransom Note

{EXT}-readme.txt

Processes spawned

bcdedit /set {current} safeboot network

Registry Keys

Key: HKLM\SOFTWARE\LFFOmMiD

Value: miz

Value: od4U

Value: U7ykk

Value: IhnGo1T

Value: cN8e6rtdl

Key: HKLM\SOFTWARE\Microsoft\wWindows NT\CurrentVersion\Winlogon
Value: AutoAdminLogon

Value: DefaultUserName

Value: DefaultPassword

Key: HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
Value: *aG951f

Value: *uTHNGD
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Appendix

List of processes to be killed

outlook thebat oracle sgbcoreservice mydesktopservice wordpad encsvc infopath sqgl visio
powerpnt mspub thunderbird agntsvc xfssvccon synctime winword dbsnmp ocautoupds
onenote msaccess tbirdconfig mydesktopgos ocomm isqlplussvc firefox ocssd steam excel
dbeng50

List of services to be stopped

sophos sgl mepocs memtas svc$ backup veeam vss

Whitelisted directories
mozilla perflogs msocache $recycle.bin “system volume information” “tor browser” windows

programdata appdata boot “application data” $windows.~bt “program files” windows.old
“program files (x86)" google intel $windows.~ws

Whitelisted files

autorun.inf ntuser.dat.log ntuser.ini boot.ini iconcache.db bootfont.bin ntuser.dat thumbs.db
bootsect.bak ntldr desktop.ini

Whitelisted extensions

ics cur icl Ink hta idx diagpkg exe sys msi mpa shs nomedia ani diagcab psl scr cpl bin msstyles
ocx msu nls themepack 386 wpx icns lock diagcfg cmd mod bat prf msc key cab rtp com hlp Idf
rom spl deskthemepack dll msp drv theme adv ico
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