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Executive summary

Medusa ransomware appeared in June 2021, and it became more active this year by launching
the “Medusa Blog” containing data leaked from victims that didn't pay the ransom. The malware
stops a list of services and processes decrypted at runtime and deletes the Volume Shadow
Copies.

The files are encrypted using the AES256 algorithm, with the key being encrypted using an RSA
public key. The ransomware deletes itself after the file encryption is complete. The extension of
the encrypted files is changed to “MEDUSA".

Analysis and findings

We will analyze a ransomware sample that our Professional Services team found in a Medusa
Ransomware engagement. We can't share the malware hash to protect the client's
confidentiality.

The ransomware can run with one of the following parameters: "-d", "-f", "-i", "-k", "-n", "-p", "-s", "-t",
v -w! o and -V If the “-v" parameter is not specified, the process calls the ShowWindow
function to hide the current window (0xO = SW_HIDE):

FEE]

.text:08416118 push @ 3 nCmdShow
Jtext:8841611A call ds:GetConsoleWindow
.text:08416128 push eax 3 hkind

189,111,113,114,117) |.text:00416121 call ds:Showkindow
1

il et 5=

.text:08416127
.text:00416127 loc_416127:

.text:8e416127 cmp byte_497ec2, @
.text:0841612E jz short loc_41613D
. Y
PEE]
.text:@841613@ push offset alseNetworkdriv ; ":use networkdrivein
.text:88416135 call sub_482258
Ltext:@e41613A add esp, 4

r
.text: 08416130
.text:88416130 loc_41613D:
.text:88416130 cmp byte_497eCe, @
.text:00416144 jz short loc_416153

.text:88416146 push offset aExcludeSystemd ; “:exclude systemdrive’n’
.text:88416148 call sub_482258
.text:@8416150 add esp, 4

Figure 1

When running with the “-v” parameter, the malware displays multiple strings in the command
line window using WriteFile, as shown in Figure 2.
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! o A 00 push o ) ] £
i i = seis S5
! . 2 gggﬂ Lo e i Default (stdcall) -
H L] 8D85 FCEBFFFF lea eax,dword ptr ss:[febp-1404§ 1: [esp] 0
5 o 50 push eax eax:"--start--\rin" 2 espt+4] 00754188 "--start--“rin"
| @ 57 push edi 3 esp+8] 00000008
EE——e FF15 08392B100 €&l dword ptr dsi[<awriterile>] w4 esp+C] 00754184
! L] - === — - > 5: [esp+l0] 00000000

03
dword ptr ds:[00B19208 <malware.&writeFilex]=<kernel3z.writeFile>

-text:00BO5612 malware.exe: $65612 #64A12

x 000000AD
¥4 Dump 1 @ Dump 2 @4 Dump 3 84l Dump 4 s Dump 5 @ watch 1 [*=] Locals 2 Struct 00754164 | 00754188 | "—-start--\riyn"

Ik lasn ' ~ G075 s16e 0754184
00754188 |20 2D 73 74‘61 72 74 2D|2D oD DA DDlIJD 00 00 GDl——start—— ....... | 00754170 OO D00

Figure 2

The malicious process creates multiple anonymous pipes via a function call to CreatePipe:

. 6A 00 push 0 ) ST(6) 00000000000000000000 X87r6 EMPTY O.
.| 8D85 8BEFFFFF lea eax,dword ptr iifebp- ST(7) 00000000000000000000 X87r7 Empty O,
Lk C745 FC 00000000 .'novhdwurd ptr ss:febp-alll,0
. 50 push eax x87Tagword FFFF
L] e, 551 -
o cg[;gg :gE;;EEE 000000 ;53 dﬁﬁégwﬁif g;:[ebp X87TW_0 3 (EMPTY)  X87TW_1 3 (EmpTy)
elr push eax XB7TTW_2 3 (Empty] XB7TW_3 3 (Empty)
o ICEFFFFF lea eax,dword ptr_ss:[febp-Lic X87TW_4 3 (Empty) xB7TW_ S 2 (Empty)
. 94EFFFFF 000000{mov dword ptr ss:[febp-1osc, X gl ENory CNAZIW 23 LEmD Ty
. pushdeaxd < e
° 9CEFFFFF 000000(mov dword ptr ss
9BEFFFFF 000000( mov dword gtr Defauit (stdcall) £ E“] Unlack
o 8BEFFFFF 0C0O000({mov dword ptr L= 1: [esp] 0DO754BOC
L3 90EFFFFF 010000qmov dword ptr 2: [esp+4] 00754B08
° SCEFFFFF 0000000 mov_dword ptr febp-1074§,0 3: [esp+8] O0TS4AFS
EE—» FF15 18908100 €dll dword ptr ds:[<aCreatePipe-] v | 4: [espt+c] 00000000
[ (' =S TS G > 5: [esp+10] S51BOSD78

dword ptr ds:[00B19018 <malware.&CreatePipe>]=<kernel32.CreatePipe>

-Text:00AB4904 malware. exe: $14904 #13D0A

1 r 1 r § 3 0075 4B0C

@Woump1  YMpump2  Woump3  WMoump4  @ouwmps & wawhi  bellocals 2 struct DO754A90 | 0075 4B08
D0754A94 | D075 4AF8

fmress.lffx,m —— H“!ASCH |I "| DO754A98 0

Figure 3

The SetHandlelnformation routine is used to make the pipes inheritable by child processes (Ox1
= HANDLE_FLAG_INHERIT):

6A 0O push o 1: [esp]l 0000013C
6A 01 push 1 2 esp+4] 00000001
FFB5 9CEFFFFF push dword ptr ss:[febp-1064] kS esp+8] 00000000
FFD& €all esi | v 4 esp+C] S51BOSDTS
EEEE i % 5: [esp+10] 00000000
esi=<kernel3z.setHandleInformation>
.TEXT:00AB4928 malware. exe:$14928 #13D28
i i " i q ) ) 0000013C
@eoumpl  @Yoump2 YW Dump3  YWDump4  @Dumps M watch 1 [x=] Locals & struct 0075 4A92 | 00000001
Addrace | oo lacerT 1 . 1 DOF54A98 | DOODDOOOD

Figure 4

The malware creates a PowerShell process using the CreateProcessA API (0x08000000 =
CREATE_NO_WINDOW):
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co push eax 211U) UULUUUULULUULIDUUUULIUY A U SILY U,
8D85 40EFFFFF lea eax,dword ptr Eebp-10C0f 5T(1) 00000000000000000000 x87ri Empty O.
66:0F1385 6CEFFFFF  |movipd gqword ptr ST(2) 00000000000000000000 X87r2 Empty O,
818D GCEFFFFF 000100(or dword ptr ==: 5T(3) 00000000000000000000 Xx87r3 Empty O.
50 push eax ST(4) 00000000000000000000 X874 EMPTY O,
64 00 push 0 5T(5) 00000000000000000000 X87r5 Empty O.
GA 00 push 0 ST(&) 00000000000000000000 X87r& Empty O.
63 00000008 push 5T(7) 00000000000000000000 X87r7 Empty O.
6A 0L push 1

gﬁ gg gﬂgﬂ I: x87Tagword FFFF

FFBS 3CEFFFFF push dword ptr ss:|ebp-10C4 [ebp-10C4] : "powershe X87TW_0 3 (Empty) HETTHC 1 (Empty)

X87TW_2

3
0OF1135 ABEFFFFF movups xmmword ptr ss:lfebp-1 3 (Empty) X87TW_3 3 (Empty)
6A 00 push 0 XB87TW_4 3 (Empty) XB87TW_5 3 (EmpTy)
¥8&7TW & 3 (Fmotw)  ¥&7TW 7 3 (Fmotv)

66:0F1385 44EFFFFF movipd gword ptr ss:

66:0F1385 4CEFFFFF mav}pg qwnrg ptr < >
66:0F138B5 S4EFFFFF mov Wor tr

€6:0F1385 SCEFFEFF  |movipd aword pEr < Default (stdeall) - |[5 5] urlock
66:0F1385 G4EFFFFF movlpd gword ptr s 1: [esp] 00000000

66:0F1385 T4EFFFFF movipd gword ptr =s:| 2: [esp+4] 00755BFO "powershell -Command
C785 40EFFFFF 4400000 mov dword ptr ss:[febp-10cof, 44:'D" 3: [esp+ 00000000

FF15 3C20B100 €all dword ptr ds:[<&CreateProcessA-] w4 esp+C] 00000000

Faa T — 2 =R = S: [esp+10] 0000000L

1 1 < &*
b g
dword ptr ds:[00B1903C <malware.&CreateProcessA=-]=<kernel32.CreateProcessi>

.text:00AB49FE malware. exe: $149FE #13DFE

4% Dump 1 W4y Dump 2 4% Dump 3 Wypump4 84 Dump 5 8 watch 1 [x=| Locals ¥ struct 00754478 | 00755BF0 | "powershell -Command '
address e ASCIT & %?ﬁ;ﬁ 00000000
00755BF0 | @0 6F 77 65|72 73 68 65 |6C &C 20 20|43 6F 6D 6D |powershell -Comm D0754A84 | D00DD00OL
DO7S5C00| 61 &E 64 20(22 26 20 7B|20 7D 22 00|00 00 00 OO|and "& { }" . 00754A88 | 08000000
00755C10| 00 00 00 00|00 00 00 Q0|00 00 00 00|00 00 00 cue . 00754A8C | 00000000
00755C20| 00 00 00 00|00 00 00 QO|00 00 00 0O(DO0 00 00 0075 4A90 | 00000000
00755€30(00 00 00 00|00 00 OO0 00|00 DO 00 00|00 00 0O o AR | Lk
R A S | O e O O R D T OOTSAAIBTO0TEABLE

Figure 5

The malicious process reads data from the pipe containing the above process output using
ReadFile:

6A DO pusp‘ a < 2
50 ush eax 1
65 00100000 gush 1000 Default (stdcall) M DU""""J‘
B8D85 EBEFFFFF Tea eax,dword ptr ss:[ebp-1015] 1: [esp] 00000144
50 push eax 2: [esp+4] 0DO754B58
FFB5 AOEFFFFF push dword ptr ss:[febp-1050) 3: [espt+B] 00001000
FFD& call esi v ([ 4: [esp+c] oo7saBis
< B = 2% 5: [esp+10] 00000000

b
esi=<kernel32.ReadFile>

-Text:00AB4A45 malware. exe: $14A45 #13E45

i r r r 3 00000144
Woumpt  @oumpz  @pump3  @hoump4  @ioumps @ watchi  bellocals 2 Struct ey g

Address 1Hex [AscIz | | pO754A30 | 0OOD100O
00754858 [0 00 00 00[00 00 00 09|00 00 00 00[00 00 00 00| 00754A34 DOT54E14
Figure 6

D075 4A98 | D00

The sample retrieves the firmware table from the raw SMBIOS firmware table provider using
the GetSystemFirmwareTable routine (see Figure 7).

5A 00 push 0 | LSiau gy ICAEC A [ENRrrEN
64 00 push o 1: [esp] 52534D42
&4 00 push 0 2: [= 1 00000000
68 424D5352 3 00000000
FFD7 " v 4: 1 00000000
=== B = > 5: [esp+10] 51BOSD9S

edi=<kernel32. GetSystemFirmwareTable>

-TEXT:00AB5322 malware.exe:$15322 #14722

@ pump 1 B4 Dump 2 B4 Dump 3 @24 Dump 4 @4 Dump 5 ‘E‘ Watch 1 lx=| Locals .;,EJ Struct

0075575C | 00000000
Address ”Ex” - Mllascn |, "" 00755760/ D00O0O0D

Figure 7

CryptStringToBinaryA is used to decode the RSA public key from Base64 (0Ox7 =
CRYPT_STRING_ANY):
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ST pusn U CRAs W moa i mmmmw mAcam ¢ 3 b Emmnu
6A 00 push 0
50 ush eax i
= ban | Default (stdcal)
6A 07 push 7 : [esp] O0OB390F8 "
6A 00 push 0 N [esp+4] 00000000
68 FB30B300 push malware. 83 B3IZ0F3: GIN F 3: [esp+8] 00000007
FFD7 call edi : [esp+C] 0091A340
— > 5: [esp+10] 00754B63
edi=<crypt32.CryptStringToBinaryA>
.text:00AALAOD malware.exe:$1A0D #EOD
& @ 00B390F8 | malware.00B390F 8
@ooumpt  @hpump2  Woump3s  WHDumpa  @Woumps @8 watth1  bxllocals S struct S e
‘Address | Hex 00754828 | 00000007
OOB390F8[2D| 2D 2D 2D [2D 42 45 47[49 4E 20 52[53 41 20 50 gg;é:ggg gg?%::zg
ODB39108(55 42 4C 49(43 20 4B 45|59 2D 20 2D|2D 2D DA 4D 00754B34 | 000O0DOD
O0B39118(49 49 42 43 (67 4B 43 41|51 45 41 30|61 32 6F 41| IIBCOKCAQEADAZOA 00754B38 | 00000000
ODB39128|78 58 7A 34|68 38 47 44|70 52 6B 79|74 GE 61 44|xXz4h8GDpRkytnaD oz 00000000
00B39138| 46 7 76 38| F11PTOXpOlepMovs 5| oooooooo
00B39148 | 6F 7 092556445 k4RR Hwg 00915504
00B39158( 2B +zDdEZN0AQJI0efGI DO91AZ40
00B39163 | 6F odkwElsptibfuwoo 00315504
00B39178( 41 AIVWKEUMWHSGTF36 0031tCF4
00B39188(53 STORNJSMOXHBINZ S 00300000
00B39198 | 6F OYKIXOWFHXBMI3C 9 00919830
DOB391A8| 66 TkEQ50K 90z GO 8EW 00919E88
00B391B8| 36 GMO3PYIONKRMIVI T 00300000
00B391C8 | 2F /QaEGERDFAeU /BKV o
DOB391D& |79 YATM4acOYVaCSSu ggag;ﬁgé reEREEA 18 htel
00B391ES |32 22kI1BCXEDYOE0NM 00754024
O0B391F8 | 64 dQw1al1XF3IsmpSSE 00300000
00B39208 | 6D mLIR1ZTI0hgoYTs e i
0083921874 tZgjcgraFeGuogFy v R e ER BTN (R R Y T

Figure 8

Medusa ransomware decodes a structure of the RSA_CSP_PUBLICKEYBLOB type by calling the
CryptDecodeObjectEx function (0x10001 = X509_ASN_ENCODING | PKCS_7_ASN_ENCODING,
0x13 = RSA_CSP_PUBLICKEYBLOB):

S0
FFBS DBEFFFFF
6A 00

6A 0O
FFBS EOEFFFFF
56

6A 13
68 01000100
FFD7

pusn 2ax

push dword ptr
push 0O

push 0

push dword ptr
push esi

push
push 1i
call

:Eebp-102

Eebp-1020]

O
¥A7TW & 3 (Fmntv) ¥A7TW 7 3 (Fmntw)

L4 3
Default (stdcal) * |[s_ 10 urlock

: [esp] 00010001

: [esp+4] 00000013
i [esp+B] 00914340
: [esp+C] O0000L0E
5: [esp+10] 0O0OODOODOO

edi=<crypt3z.CryptDecodeobjectexs

. Text:00AALIAS3 malware.exe: §1A93 #E33

4% Dump 1 WyDump2 B4 Dump 3 8% Dump 4 @44 Dump 5 & Watch 1 I*=| Locals & Struct 00754820 | 00000013
Address | Hex ASCIT ~ || 0075 4828 | Go00010E
D0591A340 |30 82 0L DA|02 82 01 01|00 DI AD A8|D3 15 P . s e
0091A350 | 1F 06 OE 94|64 CA D9 DA|OC 52 62 3E (DD 31 dBUU.Rb>Y15T D075 4220 000DO0OO
D091A360|5E A4 CA 2F|F2 8F 5E EG|CE BS E3 99|38 45 /b.=1 3.8E.0 i i e
0091A370|AB EC €3 74|4C E7 DD DA[83 39 E7 C6(22 87 64 CO|«iArLcD..9ca”.dA 0075 4R38 | 00754864
0091A380 4D 6C A6 D9(5B 7E E5 AS|AO0 OD EF 58|A7 94 31 61|M1|U[-4 _."|'X§.1a 0075 00000000
00914390 (EC 19 31 77|E9 29 50 44|D8 EC 33 45|C7 06 23 73| U.1we)IDBI3EC.#s sy
0091A3A0 (B2 86 24 21|74 30 14 75(C1 30 90 C2(F5 F9 39 43| =.$!t0.uAo.Aouac 00915504
DD91A3E0 |93 8A F5 0OC|C6 D2 3F 04|C3 A3 24 DC|FC 88 40 D2|..5.£07.AL*Ui.20 Az
0091A3CO| 91 9B D5 TB|4F F4 1A 10|67 91 OC 50(1E BB F6 CA|..0{00..Q..F.»0E 00915504
D091A300|57 20 08 33|8B 5A 09 06|15 20 24 92 (BB W D0915oF4
0OD91A3E0| 20 42 C4 47|58 D3 AD 0OD|31 D4 16 DS |AD 00900000
0091A3F0|2C 9A 94 92|12 62 FD 46|56 5F 24 E8|50 00919890
0091A400|B2 D6 60 8D |CS 28 FO 57|86 BE 44 85 |BC 00919888
0091A410| 87 70 86 91|23 BB 73 AC|Al 97 OE F2 |FF 0091ADTO
0091A420|FA 93 60 84| A2 79 36 F1|5F 3F EF Al |4B 00000114
00914430 |DD DF EF AB|30 33 F7 €2|B1 D2 9A DD |41 DOODGIOE
0091A440[E6 90 84 65|A5 3B 25 91/A3 02 03 01|00 AATC AR A

Figure 9

The process imports the RSA public key from a key BLOB using BCryptimportKeyPair:
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6A 00 push o | KB/ IW B £ TEMOTV WHR/IW /2 [ EMATV
FFBS CCEFFFFF push dword ptr >
57 push edi edi; "RSAL" I
EFBS CBEFFFFF push dword ptr ss: Default (stdcal) =[5 E]0] triock
68 COF7B200 push maiware. B27 B277CO: L"RSAPUBLTI 1: [esp] 0091A048
6A 0D push 0 2: [esp+4] 00000000
FF70 iC push dword ptr ds:[eax+1C] i sp+8] 00B277C0 L"RSAPUBLICBLOB"™
FF15 38928100 ca¥1 dword ptr ds:[<aBCrypTrImportkeyrPairs LS esp+C] D0O9155F4
T ; > 5: [esp+l0] 0D09LAEAD "RSAL™

dword ptr ds:[00B19238 <malware.&BCryptImportkKeyPair>]=<bcrypt.BCryptImportkeyPairs

.Text:0DAALBCT malware.exe:$1BCT #FCT

dhoumo 1 Goump2  hoump3s  WMpump4  @houmps M wawhi  bellocls Y stuct i

D075 4E28 | DOB277CO | malware. 00B277CO

L s ™ | oo754B2C | D09155F 4

DO091AEAD |52 53 41 31|00 08 00 00|03 D0 00 0000 01 0D OO0 |RSAL...cv.s.. DO7E4B20 | DOD1AEAD | "REAL™

0091AEEOD |00 00 00 00|00 00 DO 0O0|DL 00 OL D1[{AD AS 03 15/.. SR e

O09LAECO (F3 E2 1F 06|DE 94 64 CA[D9 DA OC 52|62 3E DD 31|04....dEU0.Rb>Y1 00000000

OD9LAEDD |A7 49 S5E A4|CA 2F F2 8F [5E E6 CE BB|E3 99 38 45 |§IMAE/0. =l a.8E 00000000

DO91AEED |11 FO AB EC|C2 74 4C E7 (D0 DA 89 39(E7 C6 22 87 |.0«1ALLCD..9cA". 00000000

DDILAEFD |64 CO 4D 6C|A6 DI 5B 7E [E5 A8 AO OD|EF 58 A7 94| dAMI1|U[~4 .ix§. 00915504

0091AFO0|31 61 FC 19|31 77 E9 29|50 44 D8 EC|33 45 C7 06|1al,.iwé)]D@13EC. 0091A340

0091AF10|23 73 B2 86|24 21 74 30(14 75 CL 30(90 €2 F5 F9|#s=. §1t0.uAD. oL ittt

00914F20|39 43 93 8A|F5 OC C6 D2 [3F 04 C3 A3|2A . £07. Ag=Ui. 003155F4

0091AF30 |40 D2 91 98|D5 7B 4F F4 (1A 10 67 91(0C 5 0D0DDL1E

DO91AF40|F6 CA 57 20|08 33 8B 5A(09 06 15 40|24 OD91AEBE

D091AFS0|A4 22 20 42|C4 47 55 D3 |AD 0D 31 D4|16 DOS1AEAD | "RSAL"

0091AF60 |17 72 2C 9A(94 92 12 62 |FD 46 56 5F (24 0031ADTO

DO91AF70|86 12 B2 D6|G0 8D CB 2B(FD 57 86 BE|4A 00000114

0091AFS0|C3 7D 87 70|86 91 23 B&|73 AC AL 97 |OE 0000010E

D091AF90 | FO CE FA 93|60 84 A2 79|36 F1 5F 3F|EF 00000206

DO91AFAD | 1D 07 DD DF |[EF AB 3D 33 |F7 €2 Bl DZ|9A 0D00AS00

0091AFB0 |98 6C E6 90184 65 A5 3B[25 91 A3 As/AB e

Figure 10

A list of file extensions that will be skipped is decrypted using the XOR operation with Ox2E:
"dll", “exe", "Ink", and "MEDUSA". The ransomware also decrypts a list of services and processes
that will be stopped:

L] 5A41 04 mov al,byte ptr ds: [ecx+4]
[ 84C0 test al,al
i v 74 14 je malware.AB948B
i ] 8031 2E xor byte ptr ds:[ecx] ecx:",.d11"
i L] 8071 01 2E xor byte ptr ds:[ ecx+1l
i ] 8071 02 2E xor byte ptr ds:[ eex+2: " 11"
L] 8071 03 2E xor ‘byte ptr ds:[
| - 24 ZE xor al,Z2E
| L] 5841 04 mov byte ptr ds:[ecx+4],al
Eg———> c3 Fet
. >
. TeXt:00AB945E malware. exe: $19438 #1888B
[e
&% Dump 1 2e Dump 2 2 Dump 3 iy Dump 4 @2y Dump 5 @ Watch 1 Ix=] Locals c_i:' Struct
Address | Hex | ASCII |

0D0B401D8 [[2E| 64 6C &C|00 00 00 0OO[00 OO0 OO 0000 00 OO0 OO

[ i [ T

Figure T

-

L] 8079 14 00 cmp:- byte ptr ds:[ecx+14],0
v T4 24 je malware.ABI43A
| OF1001 movups xmmo,xmmword ptr ds:[ecx] ecx: "Acronis VSS
I . BES 10000000 mov eax,10
I [ OF28500 20918200 movaps xmml,xmmword ptr ds:[B23120]
e 66: OFEFCS pxor xmml,xmmd
| ° 0F1109 movups xmmword ptr ds:[ecx],xmml ecx: "Acronis V5SS
| L] OF1F40 00 nop dword ptr ds:[e eax
| . 803408 2E xor byte ptr ds:[eax+ecx],2E
| L] 40 inc eax
| ° 83F8 15 cmp eax, 15
| - ~ 72 FB jb malware.AaB9430
Elg—>———>e c3 ret
* >
Ltext:0ABES43A malware. exe: $1943A 18834
@4 Dump 1 PeDump2 @ Dump3 @M Dump4 @ Dump 5 G watch1  Ix=ILocals 4 struct
Address | Hex ASCIT
ODB4057C |41 63 72 6F|(6E 69 73 20|56 53 53 20|50 72 &6F 76| Acronis V5SS Prov
ODB4058C 68 64 65 72|00 00O 00 00|00 OO OO0 OO|OD OO OO0 OO0|fder............

'é‘. SecurityScorecard
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The entire list of processes and services to terminate can be found in the Appendix.

The malware obtains the number of milliseconds that have elapsed since the system was
started:

8B1D 2C30B10O0D
FFD3

mov ebx,dword ptr ds:[<&GetTickCounted>]

EE———e |k

ebx=<kernel32.GetTickCounte4>
Figure 13

The ransomware stops the target services using the “net stop” command and the target

M " M ” .
processes using the “taskkill” command:
t ; . 50 DLISH Eﬂ)‘( o T k- 51 L0) UUULDULUULDLDDLDOLDDUODDUL X8/ M0 EMPTY U,
A P EDBS 40EFFFFF Tea eax,dword ptr ss:febp-10c0 ST(1) 00000000000000000000 X87FL EMPTY O,
1 L] 66:0F1385 GCEFFFFF  |movipd gqword ptr ss:[febp-1094, xmmo 5T(2) 00000000000000000000 X87r2 Empty O.
! . 818D &CEFFFFF 0001004 or dword ptr jebp-10394f, 100 ST(3) 00000000000000000000 X87r3 Empty O.
1 . 50 push eax ST{4) 00000000000000000000 X87r4 EmpLy O.
: . 64 00 push 0 ST(5) 40058000000000000000 X87F5 EMPTY 6
! M 6A 00 push ST(6) 40028000000000000000 X87r6 EmpLy 8.
! : gﬁ gguauuua gﬂ:p ST(7) 3FFDCO00000000000000 X87r7 Empty O,
i s 6A 00 push C K87 Ta
= gword FFFF
' ° 6A 00 push o -
: . FFBS 3CEFFFFF ush dword ptr s=:[febp-10c4] [ebp-10C4]: "net s X87TTW_0 3 (Empty]  X87TW_1 3 (Empty)
| . OF1185 ABEFFFFF movups xmmword ptr ss:lfebp-1oss),xmmo RB/w 2.3 (Empty)  ®87TW_3 3 (Empty)
It . 6A 00 push 0 XB7TW_4 2 (Empty) XB87TW_5 3 (_Empty)
| - 66:0F1385 44EFFFFF  movipd gword X87TW 6 3 (EMDTV]  X87TW 7 3 (EMOTV]
! ° F1385 4CEFFFFF movlipd gword <
! ® F1385 S4EFFFFF movipd gword
i ° F1385 SCEFFFFF | movipd gword Default (stdcall) =
i - i F1385 G4EFFFFF movlipd gword : [esp] 00000000
¥ - EE:0FL138E T4EFFFFF movipd qword p ebp-108C[, xmmO [esp+4] 00755988 “"net stop \“"Acronis V
i . C785 40EFFFFF 440000( mov_dword ptr ss:[ebp-10C0f, 44 44:'D"' [esp+8] 00000000
EIp - + FF15 3C90B1 €all dword ptr ds:[<&CreateProcessAx] v [esp+C] 00000000
i L] T o TTTTTTTT - - T > [esp+10] DOODOOOL
dword ptr ds:[00B1903C <malware,&CreateProcessA>]=<kernel32.CreateProcessa=
.text:00AB49FE malware.exe: $149FE #13DFE
) 00000000
Woump1  @hoump2  @Woump3  @Woump4  @houmps @ watchi  xellocals 2 Struct 00754820 | 00755988 | “net stop \"Acronis Vs!
Address | Hex ASCIL L %;é:gi; 50000000
00755988 |6E| 65 74 20|73 74 6F 70|20 22 41 63|72 6F net stop "Acroni 0075 483¢C | 00000001
0075599873 20 56 53|53 20 50 72|6F 76 69 64|65 72 s V5SS Provider” samehila s bl
007559A8|2F 79 00 00|00 00 00 00|00 OO0 0O 00|00 0O PV e i 00754834 | 00000000
00755988| 00 00 00 00|00 00 00 0O({00 OO0 00 00|00 00 S A 00724838 00000000
007559C8| 00 00 00 00|00 0O 00 00|00 OO 00 00|00 OO e — 0075483C 00754858
it g gl bedb s s il s 00754840 007548C0
Figure 14
. 50 push eax 31 LU) UUUUULUUUUUULLLUUULL. A5/ FU ENPLY U,
4 EDEE 40EFEFFE Tea eax,dword ptr Tebp-Locol ST(1) 00000000000000000000 X87rl EMPTY O,
. 66:0FL385 GCEFFFFF |movipd gword ptr 0947, Xmmo 5T(2) 00000000000000000000 x87r2 Empty O.
. 818D G6CEFFFFF 000100(or dword ptr s C ST(2) 00000000000000000000 Xx87r3 Empty O,
L] 1} push eax 5T(4) 00000000000000000000 x87r4 Empty 0.
. 6A 00 push 0 5T(5) 40058000000000000000 X87r5 Empty 6
bt 6A 00 push o ST(&) 40028000000000000000 X87r& Empty 8.
: gi 32000003 g:gll}l ST(7) 3FFDCODO0D00D0000000 x87r7 Empty O,
x 2: gg gﬂzﬂ e x87Tagword FFFF
M FFBS 3CEFFFFF push dword ptr ss:ebp-10c4] [ebp-10C4]: "taskk X87TW_0 3 (Empty)  X87TWw_1 3 (Empty)
. 0OF1185 ABEFFFFF movups xmmword ptr ss:[febp-105sH, xmm0 X8TTW_2 3 (Empty) X8TTW_3 3 (Empty)
. 6A DO push 0 X87TW_4 3 (EmpTy) X87TW_5 3 (EmpTy)
. 66:0F1385 44EFFFFF movipd gword ptr X87TW 6 3 (EmDTV) x87TW 7 3 (Emptwvd
- F1385 4CEFFFFF movipd gword ptr < >
. F1385 S4EFFFFF movipd gword ptr ebp-10ACY, xmmO
. F1385 SCEFFFFF |movipd qword ptr ebp-1044] , xmm0 Default (stdcall) % D Unlock
- F12BS G4EFFFFF movipd gword ptr ebp-103C[}, xmmO : [esp] 0O0DDODOO
(] 66:0F1385 74EFFFFF movipd gword ptr ss:[Eebp-108C, xmmo 2: [esp+4] 00755988 “"taskkill /F /IM zool
. €785 40EFFFFF 4400000 mov dword ptr ss:ffebp-10C0f, 44 44:'D" : [esp+8] 00000000
L FF15 3CS0B100 €all dword ptr @s:[<&CreateProcessAx] w : [esp+C] 00000000
T R TToT ottt e A 3 : [esp+10] 000OOOOL
dword ptr ds:[00B13903C <malware.& reateProcessA>]=<kernel32.CreateProcessi>
. Lext: D0AB43IFE malware. exe: $149FE #13DFE
i i il il il e &)
B Dumpl  @YDump2 Y Dump3  YDump4  @Dump5 B Watchi  [x=llecals 4 Struct 00754820 | 00755988 | "taskkill /F /IM zoolz,
Address | Hex . ASCII 2 %;é:gg; OOOOODOOODOW
74 61 73 GB|GB 69 6C 6C|20 2F 46 20|2F 49 4D 20|taskkill
= ; 0075482C | 00000001
7A 6F 6F 6C|7A 2E 65 78|65 20 2F 54(00 22 20 2F
£ = = 00754830 | 08000000
007559A8|79 00 45 22|20 2F 79 00|00 2F 79 00|Z z 00754834 | DOODOODO
0075598800 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00 00754838 | 00000000
007559C8| 00 00 00 00|00 00 00 00|00 00 OO0 00|00 DO 00 00 0075 483C | 0075 4858
SOL3 SO0, O 00| B0 0000 | 00/ 10 0008 00000 10 00754840 0075 48C0

Figure 15
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The process deletes the Volume Shadow Copies using the vssadmin command, as highlighted

below:
50 pUSh eax 31 LU UUUUUUUUUUUUUUUUUUUY XSS TU EINPLY UL
8D 85 40EFFFFF Tea eax,dword ptr febp-1ocol ST(1) D000DOOOOOOD0O00D000 X87rl Empty 0.
66:0FL385 GCEFFFFF movipd gword ptr s ebp-1094], xmmo ST(2) 00000000000000000000 X87r2 Empty O.
818D GCEFFFFF 000100( or dword ptr ss:|ebp- 0 5T(3) 00000000000000000000 X87r3 EmMPTY 0.
50 push eax 5T(4) 00000000000000000000 X87r4 Empty O,
6A 00 push 0 ST(5) 40058000000000000000 X87r5 EmMpty 6+
6A 00 push ST(6) 40028000000000000000 X87ré& Empty 5.
68 00000008 push ST(7) 3FFDCOO0O0DO000000000 X87r7 EmpTy O,
6A 01 push
At gﬂgE 5 x87Tagword FFFF
# e - - B7TW_0 3 (Empty) XB87TW_1 3 (Empty]
FFB5 3CEFFFFF push dword ptr ss:febp-10C4]) [ebp-10C4] x 2
OF1135 ABEFFFFF movups xmmword ptr =s:[[ebp-1058f, xmmo X87TW_2 3 (Empty)  X87TW_3 3 (EmpLy)
6A 00 push 0 X87TW_4 3 (Empty) XB7TW_5 3 (Empty)
66:0F1385 44EFFFFF movipd qword ptr ss: XB7TW 6 2 (EmptV] X87TW 7 3 (Emptwvd
66:0F1385 4CEFFFFF movlipd gword ptr <
66:0F1385 S54EFFFFF movipd gword ptr
66:0F1385 SCEFFFFF |movipd gword ptr Default (stdcall) d
66:0F1385 G4EFFFFF movipd gword ptr i: [esp] 0O0DDODOO
66:0F1385 74EFFFFF movipd gword ptr 2: [esp+4] 0O0B3ESCS “"vssadmin Delete Shad
C785 4DEFFFFF 4400000 mov dword ptr ss: i, 44:'D 3: [esp+8] 00000000
FF15 25?9?}99 fau Eim_)r_'g EEI_' il [-:&CreatePr‘ocessAﬂ v || 4: [esp+C] 00000000
i < 3 5: [esp+10] 00000001
e
dword ptr ds:[00B1303C <malware.&CreateProcessA>]=<kernel32.CreateProcessA>
. text:00AB49FE malware. exe: $149FE #13DFE
T 1 1 1 25 00000000
Woump1  YWpump2  YWDump3  YWpump4  Wlpumps @ watchi  ellecals 4 Struct e MR | e e
Address Ascix ~ | S uea droaseon
O0B3EICE 65 7 Mssadmin Delete D075 48EC | 00000001
OOB3ESDS 6C 6C |20 2F 71 75|Shadows /all /qu
= o 7S 007548F0 | 08000000
O0B3EJES 63 6B(75 70 45 78|iet.C,..BackupEx 0075 48F4 | D0DDOODD
O0B3EIFS 64 69|61 53 65 72 |ecDeviceMediaser
S 0075 48F8 | 00000000
OOB3EADS 00 80(4D 63 41 66|vice........ McAT DO7548FC | 00754918
HoBZEM 8 S| 2B 00 IR B P T Ao b 00754900 | 0075 4980

Figure 16

GetlLogicalDriveStringsW is utilized to extract the valid drives in the system (Figure 17):

50 push eax 2 [es;;|+41 00300220
57 push edi 3 51BOSFEC
FFDE call esi Va4 [ 00000002
ECRENCE N T T 5 5: [esp+1D] D000DOSO

esi=<kernel32.GetLogicalDriveStringsw:

.text:00AB127C malware.exe: $§1127C #1067C

" 3 00000009

@4 Dump 1 G4% Dump 2 B4 Dump 3 B% Dump 4 &% Dump 5 ‘?ﬁ' Watch 1 [x=] Locals ,:,‘ Struct 007559588 | 00900230

Figure 17

The executable retrieves the drive type via a function call to GetDriveTypeW:

57 push edi edi:

FF15 4490B100 call dword ptr ds:[<&GetDriveTypews]

EME TN 3:

fesp+s] oooooooz

e
dword ptr ds:[00B19044 <malware.&GetDriveTypew>]=<kernel32.GetDriveTypen>

.Text:00AB1291 malware.exe:$11291 #10691

00900230 [ L"C: A"

Figure 18

It extracts the amount of space that is available on the disk volume using the

GetDiskFreeSpaceExW routine, as shown below:

6A 00 push D < >
88F0 mov esi,ea i
aD45 D4 ok GaxtOnord pie-ss-Mebpac Default (stdcall) -5 #]00 unlock
€A 00 push © 1: [esp] 0090D230 L"C:\\"
| 50 push eax ! 2: [esprd] 00755988 <&GetTickCountéd>
N 7 push edi . edi:L"C 3: [esp+8] 00000000
ER— FF15 30908100 €all dword ptr ds:[<&GetDiskFreespaceExws v ([ 4: [esp+c] 00000000
i LB ST Se s asoroae s 4 5: [esp+1D] 51BOSFEC
4
dword ptr ds:[00B19030 <malware.&GetDiskFreeSpaceExns]=<kernel32.GetDiskFreeSpacebxus

. TEXTIO0ABLZAZ malware. exe:$112A2 #106A2

5 " & 0090D230 | L"C: ]

@omp1  Pyoump2  WhoDump3  WHDump4  @houmpS @D wathi  bellocals | ) Stuct o i S R
00755934 | 00000000
T = | ~ | 36735988 | 00900000

Figure 19
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The sample spawns two processes in order to resize the maximum amount of storage space
used for shadow copy storage:

' . 5o push eax 21U UUUUUUUUUUUUIUIUIIIUUY ADE T EIPLY U
! . B8D85 40EFFFFF lea eax,dword ptr ST(':lj 00000000000000000000 XB7rl Empty O
! . 66:0F1385 GCEFFFFF movipd gword ptr ST(2) 00000000000000000000 X87r2 Empty O
! . 818D 6CEFFFFF 0001004 or dword ptr ss:[febp-103%4f, ) 5T(3) 00000000000000000000 X87r3 EmpTy O
! L] 50 push eax 5T(4) 00000000000000000000 X87r4 Empty O
: L] 6A 00 push 0 S5T(5) 40058000000000000000 xX87r5 Empty 6
' L] 6A 0O push 0 ST(6) 40028000000000000000 X87r& Empty B
i . 68 00000008 push ST(7) 3FFDCO00000000000000 XBFr7 Empty O
! a 6A 01 push 1
il i g*‘ gg SEZE ° x87Tagword FFFF
H L] FFBS 3CEFFFFF push dword ptr ss:|febp-10C4 [ebp-10C4]: "vssad xasz_D 3 (Empty) ngW—L 3 (Empty)
¥ . OF1185 ABEFFFFF movups xmmword ptr ss:[febp-1055J, xmmo X87TW_2 3 (Empty) X87TW_3 3 (Empty)
! . 6A 0O push 0 XB7TW_4 3 (Empty) X87TW_5 3 (Empty)
: . 66:0F1385 44EFFFFF |movipd gword ptr ss:[febp-1oscl,xmmo ®x87TW 6 3 (Emptvl  Xx87TW 7 3 (EmOTV}
! . [ F1385 4CEFFFFF movlipd gqword ptr febp-1084], xmm0 < >
i - [ F1385 S4EFFFFF movipd qword ptr Febp-10ACH, xmmO
[ 66:0F1385 SCEFFFFF  |movipd gword ptr febp-10a4], xmm0 | Default (stdcall) ad D Unlock
T - & F1285 G4EFFFFF movlpd gword ptr 09C [}, xmmO : [esp] DOOODDOO
! . g?asFiggéF;;EFiiggoo mo\ﬂgd q\;m’g ptr ss i : [esp+4] DO7SEABE “"vssadmin resize shac
b b ° mov_dword ptr ss:(f : 3: [esp+8] 00000000
mﬁ—;—é—)- Fi ca'll z}mrz} ptr ds: w 1 [esp+C] 00000000
boEi . = T R R 5: [esp+10] 000DDDOL
L L >
dword ptr ds:[00B1903C <malware.&CreateProcessA=]=<kernel32.CreateProcessAs
.text:00AB49FE malware. exe: $149FE #13DFE
" + 4 " i) 00000000
Yoump 1 GMoump2  @Mpump3  @Woump4  @Moumps @ watchi | ellocals 2 Struct 00754800 D0755AB8 | "vssadmin resize shadot
agdress ASEIL ] %;i:gg 00000000
00755AES 73 73 61|64 60 69 6E|20 72 65 73|69 7A 65 20|Mssadmin resize 0075 480C | 00000001
O07S5ACE 68 61 64|6F 77 73 74|6F 72 61 €7 |65 20 2F 66|shadowstorage /T 00754SE0 | 08000000
00755AD5 43|3A 20 2F 6F|6E 3D 43 3A[20 2F 6D 61l|or=C: Jor=C: /ma 0075 48E4 | 00000000
00755AES 73 69 7A|65 3D 34 30|31 4D 42 00|00 00 00 00| xsize=401MB. 0075 48E8 | 00000000
DD755AF8 00 00 00|00 00 OO0 OC|0O0 00 OO 00|00 00 00 OO0 . 0075 48EC | 00754208
ao7s380s| 00 00 00 00|00 00 99 00|00 99 00 09|90 90 00 00| 00734570 00734370
Figure 20
50 push sax 21 LU UUUUUUUUULUUUUUUUULL RS LU EIpLY U

S5T(1) 00000000000000000000 Xx87rl Empty O.
5T(2) 00000000000000000000 Xx87r2 Empty O.
ST(3) 00000000000000000000 Xx87r3 Empty O.

BDBS 40EFFFFF lea eax,dword ptr
66:0F1385 GCEFFFFF movipd gword ptr s
8180 6CEFFFFF 000100(or dword ptr ss:[febp-1034[, 100
o push eax ST(4) 00000000000000000000 X87r4 Empty O.

[Eebp-10Cof
ebp-10

.
.

-

.

.

. 6A 00 push ST(5) 40058000000000000000 X87r5 Empty 6:
. 64 00 push 0 ST(6) 40028000000000000000 X87r6 EMPTY 8.
bt 68 00000008 push & ST(7) 3FFDCO00000000000000 X87r7 Empty O.
- 6A 01 push 1

: g: gg BEE o )(B?Tagword(FFFF " ’ 5

. FFBS 3CEFFFFF push dword ptr ss:[febp-10C4] [ebp-10C4]: "vssadi KB7TWA].3 (EmpTY, XErTW. 1 3" (EmpLy.

. OF1185 ASEFFFFF movups xmmword ptr ss:[febp-105sf, xmmo XB7TW_2 3 (Empty) x87TW_3 3 (Empty)

s 6A OO0 push 0 XB7TW_4 3 (Empty) XB7TTW_5 3 (Empty)

. 66:0F1385 44EFFFFF  |movipd qword prr ebp-108CH , xmmo XB7TW 6 3 (EmDTV) X87TW 7 3 (EmDTV)

. F1385 4CEFFFFF movipd qword ptr £

. F1385 S4EFFFFF movipd qword ptr

. F1385 SCEFFFFF |movipd qword ptr 2 | Default (stdcall) i

. F1385 G4EFFFFF movlipd gword ptr ebp-109CH, xmmO 1: [esp] 00000000

.

L]

.

.

66:0F1385 74EFFFFF movipd gword ptr ss:febp-108C], xmmO [esp+4] DO755AB8 “vssadmin resize shad
C785 40EFFFFF 440000(mov dword ptr ss:[ebp-10C0f, 44 44:'D" [esp+8] 00000000
FF15 3C90B100 call dword ptr ds:;-\:&createProcessAﬂ w : [esp+C] 000DDDOOOD
T T T B S IR L e > : [esptl10] 00000001
Bl

dword ptr ds:[00B1903C <malware.&CreateProcessA>]=<kernel3zZ.CreateProcessax

-TEXT:00AB49FE malware.exe:$149FE #13DFE

= = . = = 5 00000000

Woump1  @pumpz  Woump3  @Woump4  @Woumps @ watchi  bellocals 4 struct D075 %800 | DOTEEABS | "vssadmin resize shado

Address | Hex ALY ~ | Gozs 508 | 0000000

00755ABE [76] 73 73 61|64 6D 69 6E Mssadmin resize 0075 48DC | 0D00D00L

DO755ACB |73 68 61 64|6F 77 73 74 shadowstorage /T 007548E0| 0BO0OODDOOD

00755AD8 | 6F 72 3D 43|3A 20 2F 6F or=C: Jon=C: /ma 007548E4 | 00000000

DO755AEB |78 73 69 7A[65 3D 75 6E ®size=unbounded. D075 48ES | 00000000

DD7S5AF8 |00 00 0O 00|00 OO0 OO OO - . - EE 0D07548EC | 00754908

00755808 | 00 00 00 00|00 OO0 00 00 . e DD7548F0| 00754970

Figure 21

The ransomware enumerates the files on the drives using the FindFirstFileExXW and
FindNextFileW APIs:
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56 push esi < >
56 ush esi i
e B | Default (stdcall) + |[5_2]0 urlock
51 push ecx 1: [esp] DO7S5784 LYC:\\\\*"
56 push esi At 2: [esp+4] 0DOODOODO
50 push eax ) B R eax: L "C LA\ 3: [esp+8] 00755534
B FF15 C490B100 call dword ptr ds:[<&FindFirstFileExw=] | v | 4: [esp+C] 000DDODDO
=== S — > 5: [esp+l0] 00000000
dword ptr ds:[D0B130C4 <malware.&FindFirstFileExw>]=<kernel32.FindFirstFileExw>
. Lext:D0ACO4ES malware. exe: $204E8 #1F8ES
’ 7 ; ; 4 DD755784 |L"C: "
@Woump 1 gHoump2  loump3  Woump4  WWoumps @ watchi  bellocsls ) struct TR S
Address | Hex ASCII » (SR AR R
; = - —~ 00755514 | 00000000
00755534 g0 86 70 1E|20 00 90 00[04 D0 00 DO[ZQ 57 78 B0 B.Parasanrs- pWu . i e it
90752724| 2220210004 100 00 Q22 27|04 BE 70 1E] 1----e- sl 0075551C| 00000000

Figure 22

The following files and directories will be skipped from encryption:

.rdata:@es2 5 aG5kpDir:
.rdata:@eeB2
.rdata:@eB2
.rdata:@eB27 abesktopIni:
.rdata:@eB27B9
.rdata:@8E27EB4 aThumbsDb:
.rdata:9eB2 i
.rdata:eeB2 5 aklindows:
.rdata:@eB2

rdata:ee akindows0ld:
rdata: 28
.rdata:ee aPerflogs:
.rdata:ee
.rdata:ee
.rdata:ea 1 aMsocache:
.rdata:ee
.rdata:ee

rdata:ee aProgramfFile
rdata:ee
.rdata:ee 1 aProgramfFile
.rdata:ea
.rdata: g8 aProgramdata
.rdata:ee

text "UTF-16LE"™; °
text "UTE-16LE", 'desktop.ini',@
; DATA XREF
text "UTF-16LE", 'Thumbs.db',@
;- DATA XREF
text "UTF-16LE", 'Windows'.,@
; DATA XREF
text "UTF-16LE", "Windows.old',@
; DATA XREF:
text "UTF-16LE™, "PerflLogs’,®
align 4
DATA XREF:
text "UTF-16LE"™, 'Ms0Cache’,®
align 4
s: ¥
text "UTF-16LE™, "Program
sXB8: -
text "UTF-16LE™, ‘Program

Figure 23

The GetFileExInfoStandard API is utilized to obtain attributes for a file or directory (OxO =

GetFileExIinfoStandard):

51 push ecx 1: [esp]l 0125A3E0 L test\\Tile.zip™
&4 00 push 0 Ly 2: [esp+4] 00000000
50 push eax eax: L testh\file.zif 3: [esp+8] 00F35384
FF15 CC30B100 call dword ptr ds:[<&GetFileAttributesE; w(4: [esp+C] 01260060 L"file.zip"
S s 5: [esp+1D] 01240000
dword ptr ds:[0DB190CC <malware.&GetFileAttributesExws>]=<kernel32.GetFileAttributesExw>
-TEXT:00ACOE5C malware. exe: $2065C #1FASC
i " " 2 O125A3ED | L"test\\file.zip"
WWoumpt  @Dump2  WWDump3 W Dump4  WWDumps % watch1  bellocals 57 Struct TR AN »
[hddracs [ oaw LacrTT 1 . | 00OF3537C | DOF35384

Figure 24

The ransom note called “l'READ_ME_MEDUSA!ltxt" is created in every traversed directory. It
contains the victim’'s name and a 32-byte hash that should be used during the communication

with the threat actor:

'é‘. SecurityScorecard
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&A 00 push o | XMW B 4 TEMOTV] XKZIW 2 4 [EMOTV

50 push eax <

FF75 18 push dword ptr

FF75 OC push dword ptr Default (stdcall) T

FF75 1C push dword ptr 1: [esp] DOF34F78 L"test\\!!!READ_ME_MEDU
FF75 14 push dword ptr 2: [esp+4] 40000000

FE75 08 push dword ptr [ebp+a]:L"testi\t11F |3 sp+8] 00000003

FF15 BC90B10O call dword ptr w4 esp+C] O0OF34D94

= 5: [esp+l0] 00000002

dword ptr ds:[00B190BC <malware.&CreateFilews]=<kernel32.CreateFilew>

.Text:00BLlO0OBO malware.exe: §700B0 #E6F4B0O

- F % DOF34F78 | L
Phoump1  @§pump2  @Dump3  @Wpump4  Whoumps @B watch1 | Ix-lLlocals £ Struct OOF24D18 | 40000000

Address | Hex ASCIT A %:gg%ﬁ mgi
OOF34F78(F4 00 65 00|73 00 74 00|5C 00 21 00(21 00 21 O0|®.e.S.C. 00F34D24 | 00000002
OOF34F88(52 00 45 DO(41 00 44 0D|5F 00 4D DO(45 00 5F O0|R.E.A.D. OOF34D2 3 | 00000080
DOF34F98(4D 00 45 00(44 00 55 00|53 00 41 00|21 00 21 OQ|M.E.D.U. OOF 24D2C | 00000000
OOF34FA8|21 00 2E 00|74 00 78 00|74 00 OO OO[00 00 00 OO]!..,E.X. AnFmanaa L anEsanan

Figure 25

"] MREAD_ME_MEDUSAI! - Notepad
File Edit Format View Help
32 E3ANE 1353533 A3 5 3333 AN S AN S ANEE 3333 AN .35 3.5 28

B339 155 |35 183 _ $8\ 35 | 5 195 _ 39\ 8% _ %\
1555\ 1955 [958 | $$ 1 95 185 | %9 185/ \_ %5 / $5 |
$E0\EE\ES 55 [59359N 35| 5% 195 | 55 |NSEREEEN  $959938% |
$5\55% 35 185 _ | 851 95 %% | S5 1 \__ 35\ %5 _ 95 |
3% [\& /35 |55 | 51 95 195 | 5[5\ 35 %5 | 35 |
$5 | A/ 5 [ 5595555 $55555F  [\BPFEES  [N\BE5E8S 5% | 85 |
| X JX I\ /N / \ i T
----------------------------- [ Hello, NN ! 1! ]------ooo oo

1. We have PEMETRATE your network and COPIED data.
We have penetrated entire network including backup system and researched all about your data.
And we have extracted terabytes of your important and valuable data and copied them to private cloud storage.

2. We have ENCRYPTED your files.

While you are reading this message, it means all of your files and data has been ENCRYPTED by world's strongest ransomware.
All files have encrypted with new military-grade encryption algorithm and you can not decrypt your files.

But don't worry, we can decrypt your files.

There is only one possible way to get back your computers and servers - CONTACT us wvia LIVE CHAT and pay for the special

MEDUSA DECRYPTOR and DECRYPTION KEYs.
This MEDUSA DECRYPTOR will restore your entire network, This will take less than 1 business day.

WHAT GUARANTEES?

We can post your data to the public and send emails to your customers.
We have professional OSINTs and media team for leak data to telegram, facebook, twitter channels and top news websites. You can easily search about us.

You can suffer significant problems due disastrous consequences, leading to loss of valuable intellectual property and other sensitive informaticn,
costly incident respeonse efforts, information misuse/abuse, loss of customer trust, brand and reputational damage, legal and regulatory issues.

After paying for the data breach and decryption, we guarantee that your data will never be leaked and this is alsc for our reputation.

YOU should be AWARE!

Figure 26

The sample opens a target file by calling the CreateFileW API (OxCOO00000 = GENERIC_READ |
GENERIC_WRITE, Ox3 = FILE_SHARE_READ | FILE_SHARE_WRITE, 0x3 = OPEN_EXISTING, 0x80
= FILE_ATTRIBUTE_NORMAL):

6A 00 push 0 POKRAAW RS EmEmivi AW 0 % EmOEA

50 push eax <

FF75 18 ush dword

FF75 OC gush dword Default {stdcall) i E“:‘U”'“‘j‘
FF75 1C push dword 1: [esp] 01261C50 L"test\\file.zip"

FF75 14 push dword 2: [ CO000000

FF75 08 push dword ptr ss:febp [ebpiB]:L"testy\File [ 3: [ 00000003

FF15 BCS0B100 call dword ptr ds:[<alreatefilew-] ¥4 esp+C] 0305D0DC

= 5: [esp+1l0] 00000003

dword ptr ds:[00B190BC <malware.&Createfilews]=<kernel32.CreateFilew>

. text:00B100B0 malware.exe: §700B0 #6F480

; A A A a 01261C50| L™ Test\\Tile.zip"

Woump1  @Woump2z  Woump3  @Woumps  @Woumps @ watch1  IeelLocals & struct D305D060 || COODD00D0 o £
03050064 | Do0DOOOZ

A ESS § Hen 0305D0E8 | 0305D0DC

01261C50 |74 00 65 00 0305D0EC || 00000003

01261C60| 65 00 2E 00 03050070 | oooooos0)

01261C70|AB AB AB AB nanznnza l Ananannn

>

00 74 00
00 63 00
AB AB AB

5C 00O 66 00
70 00 00 00
00 00 00 00

69 00 &C 00
0D FO AD BA
00 00 00 00|

Figure 27
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GetFileType is utilized to retrieve the file type, as highlighted below:

57 push edi y 3: [esp+8] 0305D198
FF1i5 1C€92B100 call dword ptr ds:[<&GetFileType-] w| 4: [esp+C] 00000000
==== E— 5: [esp+1D] 0O0O0OOOO

dword ptr ds: [00B1921C <malware.&GetFileType>]=<kernel32.GetFileType>

.text:00B10473 malware.exe:$70473 #6FE73

- DODOOFE4/

Figure 28

The malicious process moves the file pointer of the target file via a function call to
SetFilePointerEx (see Figure 29).

51 push ecx Letault {stdcall} ¥ |5 P+ L Unloc
FF75 10 push dword ptr ss:|febp+1of 1: [esp] 0O0ODOFE4
FF75 0OC push dword ptr ss:{febp+C 2: [esp+4] 00000000
50 push sax - = 3: [esp+8] 00000000
FF15 D4390B100 €81l dword ptr dsi[<t&SetFilePointerEx>] v | 4: [esp+C] 0305D150
TEEE @ 3 > 5: [esp+10] 00000002
dword ptr ds:[00B190D4 <malware.&SetFilePointerEx>»]=<kernel32.SetFilePointerEx>
-Text:D0B0Z444 malware.exe: $62444 #61844
Woump1l  @pump2 @YDump3  WWDump4  PUDump5 @ watch1  [r=llocals ' Struct 03050138 | 0ooooooo
Address | rex [scrx I ~| 63030130 | 03080150
0305D150|FC| FF FF FF|FC FF FF FF[Z0 DI 05 03|58 24 BO 00| @vyyiivypN.. $°. | Azncnt sl Annanans
Figure 29
Each file is read by calling the ReadFile function:
~ FF25 940FBD7S |;_imp dword ptr ds:[<aReadFile-] ReadFile v 4 eslpﬁl.ﬁj 0305DOE4
- o 5 5: [esp+14] 00000000
dword ptr ds:[FS5BDOF94 <kernel32.&ReadFile>]=<kernelbase.ReadFilex
.Text:75B8734C0 kernel32.d11:$234C0 #144C0 <ReadFilex
i 00BO2DF7| return to malware.00BO:
@ooump1  @lpump2  @MDump3  WDump4  WWDumps @8 watth1  Iellocals 4 Struct e il
Address | Hex sciz | 030500RC | 0125730
0L25D7B0 |00 FO AD BA|0OD FO AD BA[0OD FO AD BA|0OD FO AD BA|LD.®.D0.°%.0.%.0.° 0305p0C4 | 0305D0E4
0125D7C0| 0D FO AD BA|OD FO AD BA|OD FO AD BA|0OD FO AD BA|.D.° i nznsp0ca | ooooonoo

Figure 30

The BCryptGetProperty APl is used to obtain the values of the “ObjectLength” and
“BlockLength” properties for the CNG object:

M 64 0D push 0 G G Ol SR CEEES T
: gggi EC :gx gtErgfgtr ss:[febp-14, cax x87Tagword FFFF
. 8D45 F8 lea sax,dword ptr ss:febp-al XAFTWIOLATIEmptY) X BITECT T EEnpTYD
. C745 F& 00000000 mov dword ptr ss:ffebp-si,0 X87TW_2 3 (EmpTy)  X87TW_3 3 (EmpPTY)
e =45} push eax XB7Tw_4 3 (Empty) XBFTW_5 3 (Empty)
o 64 04 push 4 ¥A7TW & 3 (Fmotv)  %A7TW 7 3 (Emotwv)
™ 8D45 FO lea eax,dword ptr ss:|febp- < >
L] C745 FO 00000000 mov dword ptr ss:[febp-10]
ol e s cbp-108, Default (stdcal) ~|[5 2] unlock
e 63 S077B200 push ma £.B27750 B27750:L"0ObjectLengt (i [E5p] O125A150
L] FF76 04 push dwo ptr ds:[esi+4 2: [esp+4] DOB27750 L"ObjectLength™
L] C745 F4 00000000 mov dword ptr ss:ffebp-Clj,0 3: [espt+B] 0305D1ES
[E TP e 1 FF15 48928100 €8l dword ptr d5:[<&BCryptGetProperty> w( 4: [esp+C] 00D00DDOD4
L T . . 3 5: [esp+10] D305D1F0D
dword ptr ds:[00B19248 <malware.&BCryptGetProperty>]=<bcrypt.BCryptGetProperty>
- Lext:00AAISC4 malware, exe: §15C4 #3C4
" 4 " " 5 0125A150
@oump1  Wpump2  BWDump3  WWDump4  #Woump5 @ watcht  [x-llocsls i Struct 0305D1C4 || 00B27750| malware. 00B27750
0305D1C8 || D305D1ES
Addre.ss Hex ASCII “ | pzozpice || poooonos
0205D1ES 00 00 00 00|00 00 00 00|00 00 00 D B . . BSH pz05p100 || 0305D1F0
0305D1FS |20 F7 05 03(z9 “uu)ew. 0. DU,
n3ncnanol Te RE 73 atlos Ac Be nilrn o B oC lan nn Anoanl dneod s ke 03050104 ] 00000000

Figure 31
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EA 0O push 0 | KXW b 4 TEmMATV XMW 4 4 TEmMOTV
50 push eax <
6A 04 push 4
8045 F4 1ea eax,dword ptr ss:febp-cl Default (stdcall) e
50 push eax 1 [esp] 0125A150
68 ECTTB200 push malware. B2776C:L"BlockLength 2: [esp+4] 00B2776C L"BlockLength™
FF76 04 push dword ptr ds:[es 1 3 ] 0305D1EC
FF15 48928100 call dword ptr ds: [@Kryptﬁet?ropertw V| 4: [esp+C] 00000004
e 7 & > 5: [esp+10] 0305D1F0

dword ptr ds: [D0B19248 <malware.&BCryptGetProperty>|=<bcrypt.BCryptGetProperty>

-Lext:00AA1628 malware.exe: §1628 #AZ5

5 0125A150

Woump 1 @pump2  E4Dump3  @WDump4  @Woumps @ watcht  [x-llocsls & Struct 0305D1C4 || D0B2776C | malware. 008277 6C

0205D1CE || D30ED1EC

Address | Hex _ ASCII * |l nz0sp1CC

0305DLEC (00 00 00 00[04 00 00 OO[SE F8 73 25 L BSH <. . 03050100 | 0305D1F0

30Ebirc |22 08 48 00|24 £6 03 0a(oc £5 28 on FPEEHE )il ibRess 0305010+ | 09000000

Figure 32

The following 16 bytes represent the IV (initialization vector) that is
encrypted:

the same for all files to be

s FF75 F4 push dwclrd ptr_
) 4 &5 C439B300 push malwa 3
gl 50 push eax
[t ES 34DB0400 €all malware.AEEEAD
E—— 8B46 14 mov eax,dword ptr ds:[esi+14]
| : 83C4 0OC add esp,C
i, ! >
eax=0124Dz30
dword ptr ds:[esi+14]=[012555F0
. Lext:00AALG6C malware. exe: §166C #A6C
44 Dump 1 pbump2 G4 Dump 3 Wyoump4 B Dumps 88 watch 1 Ix=] Locals 2 struct
Address | Hex | ASCIT

01240290 |22 9F F2 A9(DE 93 20 2F |24 BE AS FA[ED A2 26 Bl |#.08P. /fs¥uafe:|

Figure 33

The AES chaining mode is set to cipher block chaining using the BCryptSetProperty routine:

6A 00D
g | Defauit (stdicall) ~ |[5_2] [ unock
68 34778200 ingWoc  |[Z: [esp) DAZ5A1S0
z ngMot 2: [espt4] 00B277A4 L"ChainingMode”
P 3: [esp+8] 00B27784 L"ChainingModeCBC"
FF15 44928100 Eﬂ]] dword ptr ds [(&BcryptsetPrupertp v ||4: [esp+C] 00000020
25T - 5: [esp+10] 00000000
dword ptr ds:[00B139244 <malware.&BCryptSetProperty>]=<bcrypt.BCryptSetProperty>
-Text:00AA16BB malware.exe: $16BB #ABB
" " " i i o i) 0125A150
@4 Dump 1 U4y Dump 2 U4 Dump 3 U4 Dump 4 B4 Dump 5 0 Watch 1 [x=] Locals & Struct 0305D1CSE || 00B27744| malware. 00BZ77A4
Address | Hex ASCTI 0305D1CC | 00B27784 | malware. D0B27784
01255008 23 9F F2 A9 DE 93 "D "F 24 EE AS FA EO AB G EII“ oEPb. $»¥ua£6—x & gau50.0 =4
———————— | | = | & Froire 03050104 || 00000000

Figure 34

The malware creates a key object based on 32 bytes that were gene
AES256 key that is changing between iterations:

rated, which represent the

5o push eax AB/IW_4 3 (EMPLY)  KS/IW._5 3 LEMpLY)
BA 20 push 20 xBTTW & 2 FFmntv)  xATTW 7 3 (Fmntvi
FF75 EC push dword ptr ss: <
8D46 08 lea eax,dword ptr d
FF75 FO push dword ptr ==:[ | Default (stdcall) Y
FF76 OC push dword ptr ds: 1: [esp] D125A150
50 push eax 2: [esp+4] 012555E4
FF76 04 push dword ptr ds:[esi+4] 3 esp+8] 0125E7CS
FF15 58928100 call dword ptr d=i[<&BCrypiGenerateSymn( v ([ 4: [esptC] ooO0D0Z72
e 5 5: [esp+lD] 0DZ05FGE4

v

dword ptr ds:[00B19258 <malware.&BCryptGenerateSymmetricKey>]=<bcrypt.BCryptGenaratesSymmetrickeys

. Text:00AALGDS malware.exe:$16D8 #ADB

" . . 2 0125A150"

WWoumpt | @Wpump2  @oump3  @pump4  @loumps @ watchi  cllocal 7 Struct et e

address | Hex ASCII Py c b feemziay

0D305FGE4 4D 58 4C 22 |BC OF 64 66 (8B OB 71 7B D6 CE 7E 94 M)(L"!ﬁ.d.f..'q{ol . 0305D1cCC || 0305F6ES

0305F6F4 /12 C6 D1 29|E6 DO 65 90 |3C FA 98 1D |99 2C CB| .£R)@De, <i 3

0305F704 |56 DE 73 25|01 00 00 0O |2 VbsH gansn i inonnoeg)

arrmralra rnoar Anlax ar ma AnlARAAE AR TR Ar A wn aR T ' 02050104 || 00000000

Figure 35
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Address | Hex
0125E7CS [0 00 OO OO0|00 00 00 00
0125E7DS |50 Al 25 01 2

0125E7ES |00 00 OO 00|00 OO0 OO0 OO
0125E7F8|02 00 01 00|01 OO0 0O OO|:
0125E808 (00 01 0D OO|0D0 OO OO0 QO
0125E818| 00 00 0O 00|00 OO OO OO
0125EB828(20 00 00 DO|4D 58 4C 22
0125E838|D6 CE 7E 94|12 C6 D1 29
0125EB848( 99 8D 2C CB|00Q 00 00 0O
0125E858 | 8B OB 71 7B|D6 CE 7E 94
0125EB68|(3C FA 9B 1D |99 8D 2C CB| 11 7 L
0175E878| 26 2D 46 D1|FO E3 38 45|9E D7 D6 47|78 07 B3 DA|&—FROASE.XOGX. 'U
0125EB88 (44 FD 28 C7|DD 70 04 0C |42 DB AD 0D |EF FD 9A A7 DyI:C\"p .B0. ‘ry g
0125E898 | C9 DO PC 7&(39 33 E4 33(8C 14 BF 84|F4 13 0OC SE EDUV93 3. L
0125EB8A8|BO EE 24 99|6D 9E 20 954D 6C 87 31(A2 91 1D 96| *i%.m. .M1.1le.

0125E8BS8| 6B 41 C1 E0|52 72 25 D3|8C 54 80 E2 |78 47 BC BC | kAAaRr#0.T. axG %
0125E8CS|(C8 A9 AB 25 |AS 37 88 BO|DF A8 60 37|70 39 7D Al |E@ %¥7.°R
0125E8DS8 |16 78 BC 41|44 0A 99 92|97 32 6E AD|EF 74 E2 11|.X%AD....3n.7ita.
0125EBES |27 DD 4A 34|82 EA C2 84|43 8D 3F 24|35 B4 42 BS '\"’J4.é3\.H.'E‘55'E.

Figure 36

Firstly, the AES key is encrypted using the RSA public key via a call to BCryptEncrypt:

i GA 04 push 2 ST(&) 00000000000000000000 X87r& Empty O,
| ?c;ss 54DBFFFF lea ezxxdwurd ptr ss:febp- ST(7) 00000000000000000000 X87r7 Empty O,
i FFB5 S54DBFFFF = ebp-2aacl

| ek x87Tagword FFFF

: ?[SSS 10FEFFFF 'Ipsgheggxdnor‘d ptr :[febp-1Fo] X87TW_0 3 (Empty) X87TW_L 3 (Empty)

i 64 00 push 0 XB7TW_2 2 (Empty) XB87TW_3 2 (Empty)

! 64 00 push o X87TW_4 3 (Empty) X87TW_5 3 (Empty)

i 8085 38DBFFFF lea eax,dword ptr ss:[febp-z4cs] [ebp-24C8] :L"SHAL" BTTW 2 (FMATVI  ¥R7TW 7 2 (Fmamyv)

: 50 push eax <

! 64 20 push 20 ry

H D45 C4 lea eax,dword ptr ss:flebp-3C De{EUIt(de‘B‘D T DU”‘Qd‘
¥ 50 push eax [esp] 0125C230

g B8BS85 2BDBFFFF mov eax,dword ptr ss:[febp-24Ds] 2: [espt+4] 0305FGE4

¥ FF70 20 push dword ptr ds:[eax+20] 3: [esp+8] 00000020

¥ FF15 50928100 call Im;d pEE Ids’[-:&Bcr'ychncr'ypt;-] % | 4: [esp+C] 0305D258 &L"SHA1™

e T T T 3 e R % 5: [esp+10] 00000000

dword ptr ds:[00B139250 <malware.&BCryptEncrypt>]=<bcrypt.BCrypLEncrypt>

. text:0DABOSEBF malware.exe: $108BF #FCBF

" 5 0125C230
@%% Dump 1 B4y Dump 2 l¢%% Dump 3 WeDump4 4%/ Dump 5 & watch 1 [*=] Locals 3 struct D30GD1E4 || 0305FEES

0305D1ES | 00000020
Hex ASCII "™ | 0205D1EC | 0305D258| &L"SHAL"

D30GF6GE4 (4D 58 4C 22|BC OF 64 66|8B OB 71 7B|D6 CE 7E 94| MXL'%.df..q{0i~, 0305D1F0
0305F6F4|12 C6 DL 29|E6 DO 65 90 |3C FA 98 1D|99 8D 2C CB|.£R)#De.<l.....E 0z0501F4 | oooDDOOD
0305F704 |56 DE 73 25|01 00 00 00\ 20 EZ 00 02 a3 | VI 03205D1F8 || 0305F530
0205F714 |24 FB QS 02121 3¢ B1 00|00 00 00 0O ) 0305D1FC
0305F724 | 40 47 AR 00(00 00 AQ OF |AB 3C AS 01|30 47 AR Q0 03050200 | 03050274
0305F734|16 D2 73 25|88 OC 20 04|28 OC 20 04120 SC 22 Ol . 02050204 | 00000004

Figure 37

Address | Hex ASCII
0305F530|C4 C4 OE 59|06 12 CO AE|E5 16 95 60|65 09 7F BC |AA.Y..APg.., &...
0305F540 | 1F DO 45 B2|6D E7 2C 59|BE 18 493 56|4E BC EG6 05| ..E=mC, Y. IVNAE.
0305F550 (54 61 1A 12 |BA 4B 56 53 (3B 71 6C 33 (1E FD A2 0D |Za..®HVs;ql3.ye.
0305F560 (45 6C 42 64|61 7B 98 C6|37 CA EF 5407 2B 59 C5 | E1Bdaf.&7EiT.+YA
0O305FE70(F1 9A 4E 3D |52 EB 5A B9|09 16 4E BC |31 ZB B4 &7 Fl_._M=ﬂEZ‘..N.1+.g
0305F5E0| 96 CB CA AF|9E F7 OC E2 |50 5A BE 90(C6 71 B9 2B| .EEg.-.A]7%.40"'+
0305F590 |01 DF 8D 46|11 AE E9 6C |54 77 56 90|43 B3 5F 4B| .E.F.2elZwv.C"_K
0305F5AD0 (BB C9 BC DB 62 30 94 BE|BA B3I ZA EB/0OC F5 42 CA|sE.BcO. °'*e EBE
0305FSE0|(CC 98 CA 86| BA BE DD ED |31 38 15 08|38 33 7D 03 |1. E oNYi18.
0305F5C0 (09 EC F1 87(2F 20 C3 BD|4B 88 F4 A7 |82 7C 24 EE 1n J Rwi, ﬂ§ 141
0305FSD0 | AF A6 CB 85 D3 FC D2 DB|50 86 2C 2E|F3 CE C5 F2| E.OQU0BP.
0305F5ED| 22 AE BF FB|CD B1 6A 62|70 FC E9 53 |BC 87 AD C6 5 Bi:l:;ﬂpl.le e E
0305FSF0|1E OD 17 D2|B8 D7 EO BA|GC DC 3C 34|0E 41 B6 DA L0 xarli<. ﬁﬂu
0305F600 (54 B3 AT 1A|95 9D 5A 13|2B 1D 40 23 |D9 27 EZ2 BB T'§ LZ.+.@0ta.
0305F610| 8A BO 09 2A|AA 2A C7 EG|9D 75 C9 90|69 96 41 E6 .:.*-*qa.ué.i.Az
0305FE20 (92 AF 32 04|67 BF 68 7A|BO 43 EO 20|7D A7 30 02|.72.g-hz.Ca }§0.

Figure 38

The file content is encrypted using the AES256 algorithm, as highlighted in Figure 39.
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&A 0O push o

57 push edi

50 push esax

FF75 F4 push dword ptr ss:llebp-C
51 push ecx

52 push edx

&A 00 push o

50 push eax

53 push ebx

FF75 F8 push dword ptr ss:febp-3j
FF15 50928100 call dword ptr ds: [(&B(ryptEnchDt>]

Aweim_u o Loy oA 2 Lempey s
XB7TW_2 3 (Empty) XB7TW_3 3 (Empty)
X87TwW_4 3 (Empty) XB7TW_S 2 (Empty)
¥B7TW & 3 (Fmntwl ¥B7TW 7 3 (Fmntwl
< >
Default (stdeall) ~|[s )00 unlock

1 [esp] 0D125E7DO

[esp+4] D305E273
esp+8] 00001000
[esp+C] 00000000
[esp+10] 0124D230

dword ptr ds:[00B19250 <malware.&BCrypTENCryprt>]=<bCrypt.BCrypTENCrypTs>

-TEXT:00AAL756 malware.exe:$1756 #B56

2% Dump 1 B4 Dump 2 B4 Dump 3 B4 Dump 4 B4 Dump 5 g"’ Watch 1 [x=| Locals ‘)J Struct

0125E7DO
D205B170 || D305E278

03058174 || 00001000

Address | Hex

0305E278 |50 4B 03 04|14 00 00 00|08 00 CA BB(12 53 9C 22 . 2
03D5E288 (B8 13 ED AB(13 00 78 53|28 00 OB 00|00 00 70 72|, .ie..xS pr
0305E298|6F 63 65 78|70 2E 65 78|65 E4 BD 7B(7C 94 C5 F5 UCE)(D exeas{|.AD
0305E2A8 | 3F BE 49 16|58 64 61 83|06 45 45 89|82 D5 1A 54| 7XI,Xda..EE. é T
0O305E2B8| 14 50 69 CO|72 5B 40 61|61 43 CC 2E|5E D2 2A 90| .PiAr @aaCI A
O305E2C8|AE 11 15 61|17 F1 12 05(37 OB 53 1F (56 A3 A2 C5|9..a.N..7 Y \«-{:A

B T e e B e ety Faam

Figure 39

03058178 || 00000000
0205B17C | 0124D2390

03058184 || 0305B1EC
0D205B188 || 00001000
0305B18C | 0305B1ES
0205E190 || 00000000

The encrypted data is written back to the file by calling the WriteFile function:

A 00 pusn O
AB stosd

AB stosd

8045 DC lea eax,dword ptr ss:|[febp-24]

50 push eax

FF?75 FO push dword ptr ss:[febp-10f

53 push ebx

51 push ecx

FF15 0892B100 call dword ptr ds:[<&writeFiles]

AQsim_T 3 yEmpLy ) AQrIM_3 3 LEmpLy )
¥R7TW & 3 (Fmntw) ¥A7TW 7 2 (Fmntwv)
<

Default {stdcall) 2

[esp]l DOODODFE4
[esp+4] 0205D278
[esp+8] 00001000
[esp+C] 0305D0OCO
[esp+10] 00000000

V1w

dword ptr ds:[0DB19208 <malware.&WriteFile>]=<kernel32Z.wWriteFile>

. Lext:00BOSAAF malware.exe: §65AAF #G4EAF

B4 Dump 1 B4 Dump 2 s Dump 3 Y Dump 4 B4 Dump 5 @ Watch 1 [x=] Locals ;/’ Struct

0D0000FE4
0305D0A0 || D305D27 8

0305D0A4 || 00001000

>

Address | Hex | ASCIT |
0305D278 | 47 35 9F EE 0A 1B 92 35(9A FO 5D AElDE lE 79 87|GU.». DlaP.y. |
ASnchaoo | na oo oo @a coles £ sc 1alos ai ol

na | fronne

Figure 40

0305D0AS || 0305D0DC D
0305D0AC || 00000000

The ransomware appends the “MEDUSA" extension to all encrypted files (see Figure 41).

FF15 40908100 call dword ptr ds:[<&MoveFilew=]

50 push eax eax:L"test)\
57 push edi edi:

[espt+4] 0305F278 L"test)\\File.zip.MEDU
2573DES6E
01260E88
[esp+10] 75BEC9CO <kernel32.GetTickCou

dword ptr ds:[00B19040 <malware.a&MoveFilew:]J=<kernel32.MoveFilew:

-Text:00AB1166 malware.exe:$11166 #10566

&4 Dump 1 84 Dump 2 84 Dump 3 4% Dump 4 4% Dump 5 %_";’ Watch 1 Ix=| Locals ;/J Struct

Figure 41

wl D1261C50| L Testy\Tile.zip"
|'0305D204 | 0305F278| L*testh\File.ziD.MEDUSA"

An encrypted file has the following structure: Encrypted file content + “MEDUSA” string + file
length + Encrypted AES key with RSA + “Company identification hash” (Figure 42).
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66

6A

50
8D85 40EFFFFF

0OF1385 GCEFFFFF

818D G&CEFFFFF 000100

00000008
oL

6A 00
FFBS 3CEFFFFF
0F1185 ASEFFFFF

43EFFFFF
4CEFFFFF
S4EFFFFF
SCEFFFFF
GAEFFFFF

a1
oo

(§]*]

oo

Figure 42

push eax
lea_eax,dword ptr
movlipd gword ptr
or dword ptr ss:
push eax

push 0

push 0
push
push 1

push 0O

push 0

push dword ptr ss:
movups
push 0
movipd
mov1pd
movlpd
movipd gword
movlipd gword
movipd qword
mov dword ptr s

5 5, xmmo

gword
qword
qword

ptr
ptr ss
ptr
ptr

sC(f, xmmo

[ebp-10C4] : "cmd

44:'D"

e

“-d" parameter is not specified, the malware deletes itself:

21U UUUUUUUUUUUU DI U
5T(1) 00000000000000000000
ST(2) 00000000000000000000
ST(3) 00000000000000000000
5T(4) 00000000000000000000
5T(5) 40058000000000000000
ST(6) 40028000000000000000
ST(7) 3FFDCOO0O0D0000000000

x87Tagword FFFF

XB7TW_0 2 (Empty) HB7TW_1
X87TW_2 3 (Empty) XB7TW_3
XB7TW_4 3 (EMPTY)  X87TW_S
¥R7TW A 3 (Fmotw)  wA7TW 7
<

Default (stdeall)

Ao u
X87ri
x87r2
X87r3
X87r4
X87rs
XB87re
XBFr7

3
3
3
3

cmpLy
Empty
Empty
EMPTY
Empty
Empty
Empty
Empty

(Empty)
(EmpTy)
(EmpTy)
fFmntrvy

cmpooooc

>
i D Unlock

00000000
1 00000000
1 00000001

S
dword ptr ds:[0DDBE1903C <malware.&CreateProcessA>]=<kernel32.CreateProcessa>

-text:00AB49FE malware. exe: $149FE #13DFE

00
00F3F888 "cmd /c ping localhos

@t Dump 1 &% Dump 2 By Dump 3 B Dump 4 B4 Dump 5 {'E’ Watch 1 [x=| Locals ;j’ Struct | DoFz4718 00;32333
Address | Hex ASCII gg;;:;;g ggDDDODD
OOF3F888 (63| 60 64 20(2F 63 20 70[69 6E 67 20[6C 6F 63 61|gmd /c ping loca sl i 000002
OOF3F898(6C 68 6F 73|74 20 2D 6E(20 33 20 3E|20 6E 75 6C|Thost -n 3 > nul 00F34728 | 08000000
OOF3F8AS8 |20 26 20 64|65 6C 20 43[3A 5C 55 73[65 72 73 5C| & del C:\Users) 00F3472C | 00000000
OOF3FBBE |55 73 65 72|5C 44 65 73(6B 74 6F 70|5C 6D 61 &C|User\Desktop\mal amfen s Rt
OOF3F8C8 (77 61 72 65|2E 65 78 65|00 00 00 00|00 00 0D OO|ware.exe.. {5 00F34734 | DOF34750
R A L T e R S A e e e 0OF34738| 00F34788

Medusa ransomware excludes

parameter:
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"cmd /c ping localhost -r

the System folder from encryption by running with the “-f”



B¥ Command Prompt

oprmaluare.exe -f -v

emfolder

T Ll e G R O R R R S R O B

Veeam Catalog

Figure 44

The malware can encrypt a specific folder using the “-i” parameter and load the RSA public key
fromm a file mentioned in the “-k” parameter. The ransom note can be changed with a file
mentioned in the “-t" parameter.

The C drive is not encrypted if it runs with the “-s” parameter, and the sample doesn't stop the
target processes/services and doesn't delete the Volume Shadow Copies if the “-p” parameter is
specified:

BN Cornmand Prompt

time:@

Figure 45

The ransomware can execute a PowerShell script using the “-w" parameter, as highlighted in
the figure below.

"‘ .
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= co push eax S LY AR Ly
. 8D85 40EFFFEF lea eax,dword ptr ST(1) 00000000000000000000 X87rl Empty O.
. 66:0F1385 GCEFFFFF  |movipd gqword ptr I ST(2) 00000000000000000000 X87F2 Empty O.
. 818D ECEFFFFF 000100(or dword ptr ss:[febp ST(3) 00000000000000000000 X87r3 EMPTY O.
. 50 push eax 5T(4) 00000000000000000000 X87r4 Empty O.
. &4 00 push ¢ ST(5) 00000000000000000000 X87F5 Empty O,
. 6A 00 ST(6) 00000000000000000000 X87r6 Empty O,
: gﬁ 82000008 ST(7) 00000000000000000000 X87r7 Empty O
: gg gg push o )(S?Tc‘tlgwurd FFFF . .
. FFBS 3CEFFFFF push dword ptr ss powershe XE?T“I—D 3 (Empty) A8TIH = (E'npty?
» 0F1185 ASEFFFFF movups xmmword ptr 05 &ffl, xmmo Kiran & 5 CEmy ) 7 2 CEmpTy)
> & push 0 XB87TW_4 3 (Empty) 3 (Empty)
. 66:0F1385 44EFFFFF  |movlpd qword XA7TTW £ 2 (Fmntwy 7 2 (Fmntwy
. 66:0F1385 4CEFFFFF |movipd qword < >
L 66:0F1385 S4EFFFFF movipd qword -
. Ge.0F1385 SCEFterr  |movipd amord Default (stdcall) ~ |[s )00 urlock
L 66:0F1385 G4EFFFFF movipd qword 1: [esp] 00000000
. 66:0F1385 74EFFFFF qword 2: [esp+4] O0ASF980 "powershell -executio
. C785 40EFFFFF 440000 44:'D’ 3 1 00000000
e FF15 3C90B100 w4 1 00000000

i P S > 5: [esp+10] 00000001

dword ptr ds:[00B1903C <malware.&CreateProcessA>]=<kernel32.CreateProcessi>

-Text:00AB49FE malware.exe: $149FE #13DFE

O0AS

00000000

WWoumpt  @lpumpz  @houmps  @oumps  @oumps @ watch1  bellecls 4 stuct D0AS 4920 | 0DASF980 | "powershell -execution;

el T —_ ~ | Goas 4335 | 6000000
DOASF980 |70 GF 77 65|72 73 68 65|6C 6C 20 2D|65 78 65 63| powershell —exec 0DAS 493C | 00000001
DDASF990 |75 74 69 6F |6E 70 6F 6C|69 63 79 20 62 79 70 61|utionpolicy bypa 0DOAS 4940 | 08000000
DOASF9AC |73 73 20 2D |46 69 6C 65|20 73 63 72|69 70 74 2E|ss -File script. 00AS 4944 | 00000000
DOASF9B0 |70 73 31 00|48 4C 40 56(42 4D 4C 45 (4D 4D 57 4A|ps1. KL@VEMLEMMW] S bt
QOASFICO| 00 41 40 47 |41 40 01 23|24 23 24 23|24 6D 61 60| .ARGAG, #5#5#3ma 0DA5494C | DDAS 4568
7 7 7B 7 23 2 3|zomz . {}.#5. aunn
B e B e 2 O A s T D e DOAS 4950 00AS 4500

Figure 46
The last parameter, “-V,” displays the Medusa ransomware version:

B Cormrmand Prompt

C:\Users\User\Desktoprmalware.e

ctart

Version

Figure 47

Indicators of Compromise

Medusa Ransom Note

NREAD_ME_MEDUSAIlLtxt

Processes spawned

powershell -Command "& {}"

net stop <service name> Jy

taskkill /F /IM <process name> /T

vssadmin Delete Shadows /all /quiet

vssadmin resize shadowstorage /for=C: Jon=C: /maxsize=401MB
vssadmin resize shadowstorage /for=C: fJon=C: /maxsize=unbounded

cmd /c ping localhost -n 3 > nul & del <Executable>
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Appendix

List of services

"Acronis VSS Provider" "Enterprise Client Service" "Sophos Agent" "Sophos AutoUpdate Service" "Sophos Clean Service"
"Sophos Device Control Service" "Sophos File Scanner Service" "Sophos Health Service" "Sophos MCS Agent" "Sophos
MCS Client" "Sophos Message Router" "Sophos Safestore Service" "Sophos System Protection Service" "Sophos Web
Control Service" "SQLsafe Backup Service" "SQLsafe Filter Service" "Symantec System Recovery" "Veeam Backup Catalog
Data Service" "AcronisAgent" "AcrSch2Svc" "Antivirus" "ARSM" "BackupExecAgentAccelerator"
"BackupExecAgentBrowser" "BackupExecDeviceMediaService" "BackupExecJobEngine"
"BackupExecManagementService" "BackupExecRPCService" "BackupExecVSSProvider" "bedbg" "DCAgent"
"EPSecurityService" "EPUpdateService" "EraserSvcll1710" "EsgShKernel" "FA_Scheduler" "lISAdmin" "IMAP4Svc"
"macmnsvc" "masvc" "MBAMService" "MBEndpointAgent" "McAfeeEngineService" "McAfeeFramework"
"McAfeeFrameworkMcAfeeFramework" "McShield" "McTaskManager" "mfemms" "mfevtp" "MMS" "mozyprobackup"
"MsDtsServer" "MsDtsServer100" "MsDtsServer110" "MSExchangeES" "MSExchangelS" "MSExchangeMGMT"
"MSExchangeMTA" "MSExchangeSA" "MSExchangeSRS" "MSOLAP$SQL_2008" "MSOLAP$SYSTEM_BGC" "MSOLAPS$TPS"
"MSOLAP$TPSAMA" "MSSQL$BKUPEXEC" "MSSQL$ECWDB2" "MSSQL$PRACTICEMGT" "MSSQL$PRACTTICEBGC"
"MSSQL$PROFXENGAGEMENT" "MSSQL$SBSMONITORING" "MSSQL$SHAREPOINT" "MSSQL$SQL_2008"
"MSSQL$SYSTEM_BGC" "MSSQLS$TPS" "MSSQL$TPSAMA" "MSSQL$VEEAMSQL2008R2" "MSSQL$VEEAMSQL2012"
"MSSQLFDLauncher" "MSSQLFDLauncher$PROFXENGAGEMENT" "MSSQLFDLauncher$SBSMONITORING"
"MSSQLFDLauncher$SHAREPOINT" "MSSQLFDLauncher$SQL_2008" "MSSQLFDLauncher$SYSTEM_BGC"
"MSSQLFDLauncher$TPS" "MSSQLFDLauncher$TPSAMA" "MSSQLSERVER" "MSSQLServerADHelper100"
"MSSQLServerOLAPService" "MySQL80" "MySQL57" "ntrtscan" "OracleClientCache80" "PDVFSService" "POP3Svc"
"ReportServer" "ReportServer$SQL_2008" "ReportServer$SYSTEM_BGC" "ReportServer$TPS" "ReportServer$TPSAMA"
"RESvc" "sacsvr" "SamSs" "SAVAdminService" "SAVService" "SDRSVC" "SepMasterService" "ShMonitor" "Smcinst"
"SmcService" "SMTPSvc" "SNAC" "SntpService" "sophossps" "SQLAgent$BKUPEXEC" "SQLAgent$ECWDB2"
"SQLAgent$PRACTTICEBGC" "SQLAgent$PRACTTICEMGT" "SQLAgent$PROFXENCAGEMENT"
"SQLAgent$SBSMONITORING" "SQLAgent$SHAREPOINT" "SQLAgent$SQL_2008" "SQLAgent$SYSTEM_BGC"
"SQLAgent$TPS" "SQLAgent$TPSAMA" "SQLAgent$VEEAMSQL2008R2" "SQLAgent$VEEAMSQL2012" "SQLBrowser"
"SQLSafeOLRService" "SQLSERVERAGENT" "SQLTELEMETRY" "SQLTELEMETRY$ECWDB2" "SQLWriter" "SstpSvc"
"svcGenericHost" "swi_filter" "swi_service" "swi_update_64" "TmCCSF" "tmlisten" "TrueKey" "TrueKeyScheduler"
"TrueKeyServiceHelper" "UlODetect" "VeeamBackupSvc" "VeeamBrokerSvc" "VeeamCatalogSvc" "VeeamCloudSvc"
"VeeamDeploymentService" "VeeamDeploySvc" "VeeamEnterpriseManagerSvc" "WVeeamMountSvc" "VeeamNFSSvc"
"VeeamRESTSvc" "VeeamTransportSvc" "W3Sve" "wbengine" "WRSVC" "MSSQL$VEEAMSQL2008R2"
"SQLAgent$VEEAMSQL2008R2" "VeeamHvintegrationSvc" "swi_update" "SQLAgent$CXDB"
"SQLAgent$CITRIX_METAFRAME" "SQL Backups" "MSSQL$PROD" "Zoolz 2 Service" "MSSQLServerADHelper"
"SQLAgent$PROD" "msftesql$PROD" "NetMsmgActivator" "EhttpSrv" "ekrn" "ESHASRV" "MSSQL$SOPHOS"
"SQLAgent$SOPHOS" "AVP" "kinagent" "MSSQL$SQLEXPRESS" "SQLAgent$SQLEXPRESS" "wbengine" "kavfsslp"
"KAVFSGT" "KAVFS" "mfefire"

won

List of processes

"zoolz.exe" "agntsvc.exe" "dbeng50.exe" "dbsnmp.exe excel.exe" "firefoxconfig.exe" "infopath.exe"
"isglplussvc.exe" "msaccess.exe" "msftesgl.exe" "mspub.exe" "mydesktopgos.exe" "mydesktopservice.exe" "mysqld.exe"
"mysqld-nt.exe" "mysqgld-opt.exe" "ocautoupds.exe" "ocomm.exe" "ocssd.exe" "onenote.exe" "oracle.exe" "outlook.exe"
"powerpnt.exe" "sqbcoreservice.exe" "sglagent.exe" "sqlbrowser.exe" "sqlservr.exe" "sqlwriter.exe" "steam.exe"
"synctime.exe" "tbirdconfig.exe" "thebat.exe" "thebat64.exe" "thunderbird.exe" "visio.exe" "winword.exe" "wordpad.exe"
"xfssvccon.exe" "tmlisten.exe" "PccNTMon.exe" "CNTAoSMgr.exe" "Ntrtscan.exe" "mbamtray.exe"

encsvc.exe

non non non non "o
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