' L3
{8} SecurityScorecard

servicenow.

Instantly Rate and Understand
the Cyber Security Risk of Any Vendor

in Your Portfolio

Key Benefits

When a vendor’s SecurityScorecard score
falls below the minimum threshold set by the
ServiceNow user, the system automatically
creates and sends ServiceNow assessments
for the vendor to complete.

Use SecurityScorecard ratings to determine
which vendors to prioritize for deeper reviews
based on their cybersecurity risk posture.

Continuously monitor vendor cybersecurity
by viewing SecurityScorecard ratings
(A-F,0-100) for every vendor in a ServiceNow
user’s third-party ecosystem.

Ask vendors to join SecurityScorecard for
free, so they can improve scores by acting
on issue-level remediation guidance.

Highlights

customer service as the number one
reason for moving to the platform.

Superior Service
After working with other vendors,
customers point to SecurityScorecard’s

Overview

Just as you continuously monitor cyber risks in your organization,
you must do so for your vendors. Accurate tiering, continuous
monitoring, and proper assessment of your vendors reduce
your risk of a breach and/or noncompliance. Automating these
processes improves productivity and speeds up remediation

to better protect the business.

Through the integration with ServiceNow Vendor Risk
Management, SecurityScorecard vendor security risk ratings
are automatically updated within ServiceNow, reflecting the
evolving cybersecurity posture of business partners in your
third-party ecosystem. This information allows you to fine-tune
the tiers assigned to your vendors through internal assessments
and more accurately reflect the true risk posed by specific
vendors. The vendor tier is an important element to consider
when assigning the type and frequency of vendor risk
assessments. As vendor tiers change, automated workflows can
push vendor invites and mandated vendor risk assessments.

The Best Data Available

Security ratings are only as good as the

data and attribution that support them.
SecurityScorecard data is gathered via
nonintrusive collection techniques, and
we're continuously adding new data sources.



Getting Started

Existing SecurityScorecard subscribers can access the integration for free, and new
customers can sign up for a free trial to experience the benefits of SecurityScorecard.
The SecurityScorecard application is available in the ServiceNow Store.

Using SecurityScorecard and ServiceNow Together

The SecurityScorecard Summary tab contains In the SecurityScorecard Summary Details tab,
a top-level score and grade for the vendor issues are broken down into ten risk factors that
that is automatically populated from the are ranked and scored by severity.
SecurityScorecard portfolio.

About ServiceNow

ServiceNow (NYSE: NOW) is making the world of work, work
better for people. Our cloud-based platform and solutions
deliver digital workflows that create great experiences and

unlock productivity for employees and the enterprise. info@securityscorecard.com
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